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Al Ethics in Practice

From Philosophy to Practical Implementation

Deepak Bansal

Abstract

Al Ethics in Practice: From Ethical Principles to Effective Implementation
explores the urgent need to integrate ethics into the development and deployment
of artificial intelligence. As Al reshapes industries and societies, this book
bridges the gap between philosophical principles and practical solutions, offer-
ing tools, frameworks, and case studies to guide responsible innovation.

Drawing on multidisciplinary insights, it addresses key challenges such as
fairness, transparency, and accountability while highlighting global perspectives
and industry-specific applications. Co-edited by Deepak Bansal and Christian
Hugo Hoffmann, the book combines philosophical depth with actionable strate-
gies to ensure Al advances human values and societal well-being.

1 Introduction

Why should we care about Al ethics in practice? For me, this journey began when I
attended a conference in San Francisco around 7 years ago, where teams from
across the globe were pitching in an incubator on “moonshot” ideas—concepts so
ambitious that they would redefine the future. The excitement in the room was pal-
pable. The mantra wasn’t whether these ideas were possible, but how big one could
think, as big as human imagination allowed.

The audience was brimming with young, predominantly male engineers in their
20s, radiating confidence and ambition. The host, with great enthusiasm, announced,
“We are deciding the future of the world.” The stakes couldn’t have felt higher.

D. Bansal (2<)
MQ Learning Academy, Zurich, Switzerland
e-mail: deepak @mgq-learning.com

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2025 3
C. H. Hoffmann, D. Bansal (eds.), Al Ethics in Practice, Integrated Science 35,
https://doi.org/10.1007/978-3-031-87023-1_1


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-87023-1_1&domain=pdf
https://doi.org/10.1007/978-3-031-87023-1_1#DOI
mailto:deepak@mq-learning.com

4 D. Bansal

One team wanted to modify genetic structures for “optimization,” though the
reasons for doing so seemed disturbingly vague. Another aimed to build Al-powered
water systems for Africa, a laudable goal in theory—until they admitted their data
didn’t actually include African populations because “most of them are illiterate and
not part of the digital system.” They planned to extrapolate from their existing
Western datasets.

What was missing in the room was not intelligence, ambition, or innovation—it
was reflection. The focus was entirely on what could be done, not whether it should
be done. At one point, I raised a question about ethics. The host replied, “Great
point, we have an ethical team that validates everything.” The room seemed satis-
fied, and the presentations continued.

On my way home, however, I couldn’t shake two troubling realizations:

(a) What gives a select group of people the right to play “Nature”?

(b) The immense power held by a small cohort of engineers—people who could,
with a single line of code, ignite revolutions or disrupt lives on the other side of
the world.

The power dynamics were stark. Control wasn’t just concentrated—it was con-
centrated in the hands of tech, with little to no input from the people who would be
most affected by these innovations.

This experience planted a seed in me. Philosophy isn’t just an academic disci-
pline for pondering abstract ideas; it’s the foundation for shaping the principles that
guide us. While studying philosophy, I had always seen it as a guide for navigating
the “why” and “whether” of human endeavors. But here, I was faced with a reality
where the “why” was often ignored in favor of relentless pursuit of the “what.”

Fast forward to today, and we are at a juncture where philosophy must move into
practice. The big ideas of the past—about fairness, justice, and the nature of
power—are now colliding with technological advances in ways philosophers of old
could never have imagined. Some ideas in the field of Al aren’t new, but what’s dif-
ferent is this: philosophers, ethicists, and social thinkers must now work alongside
technologists to ensure these ideas are implemented thoughtfully. Otherwise, some-
one else will simply code them, and the ethical implications will be an afterthought.

As someone who champions innovation, I also believe in balance. Nature teaches
us that balance is essential for sustainability. Similarly, the deployment of Al and
other transformative technologies must consider this principle. How can we build
technologies that work for everyone—not just a privileged few? How can we ensure
that Al serves humanity as a whole, rather than concentrating power further in the
hands of a select group?

These questions bring us to Al Ethics in Practice: From Ethical Principles to
Effective Implementation. This book is born out of the realization that while ethical
frameworks exist in theory, they often fail to translate into actionable steps for
organizations.
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2 Al Ethics: From Philosophy to Practise

Artificial intelligence (Al) is no longer confined to the laboratories of technology
companies or the pages of science fiction—it has become a pervasive force shaping
industries, economies, and societies worldwide. With its increasing adoption comes
a growing recognition of the ethical challenges it poses, from algorithmic biases
that reinforce social inequities to threats to democratic processes and fundamental
rights such as privacy and due process. These ethical concerns are no longer abstract;
they are urgent, concrete, and demand actionable solutions.

As Al progresses from development to deployment, it is essential to consider the
impact it will have at both stages. During the development phase, it is crucial to
establish robust checks and balances and involve the right individuals who can ask
critical questions. This is not about creating unnecessary bureaucracy but about
ensuring that the potential risks do not outweigh the benefits. In the deployment
phase, continuous engagement with representative data sets is essential to maintain
accuracy and fairness. Additionally, transparency must be prioritized to ensure that
users understand the decision-making processes of Al systems and can trust the
outcomes.

A few years ago, Al ethics was primarily a field of academic inquiry, where
scholars sought to make sense of a rapidly changing technological landscape.
However, the launch of generative Al in 2023 marked a turning point, significantly
increasing interest in the topic from governments, industries, and various profes-
sional domains. Ethical Al is no longer just an abstract discussion but a pressing
priority across multiple sectors.

Al Ethics in Practice: From Ethical Principles to Effective Implementation is a
response to this critical need. This book moves beyond theoretical debates to explore
how organizations can translate ethical principles into practical, real-world applica-
tions. This book aims to empower different fields with tools, strategies, and action-
able insights to align technological advancements with ethical practices.

3 A Unique, Interdisciplinary Approach

What sets this book apart is its multidisciplinary and inclusive perspective, drawing
on contributions from experts across diverse domains. The contributors represent a
rich blend of expertise, and their insights are organized around four key dimensions:

1. Geographical Diversity

Foundations and governments are increasingly interested in Al ethics, aiming
to integrate it into systems and ensure that the right tools and awareness are
available to citizens. Nicolas Zahn & Diana Kaliff (Chap. 2) discusses the Swiss
landscape and how the Digital Trust Label is helping companies do the right
things while keeping users informed. In emerging countries like India, the topic
is still in its nascent stages but gaining significant traction. Avinash Dadhich and
Yashu Bansal (Chap. 3) provide an overview of emerging best practices in
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India’s vibrant startup ecosystem. These varied perspectives highlight both
shared challenges and region-specific solutions, offering readers a nuanced
understanding of the global landscape.
2. Industry Focus
The book examines Al ethics across diverse industries, including education
and interpretation. Thorsten Busch and Florence M. Chee (Chap. 4) reflect on
their experiences teaching Al ethics and suggest strategies for embedding these
principles into the education sector. Some industries are more significantly
impacted by Al than others—Ilanguage interpretation is one such field. Laura
Keller (Chap. 5), a seasoned interpreter for international organizations, discusses
the challenges and opportunities Al presents in her profession and how they
should be ethically managed. These chapters demonstrate how sector-specific
dynamics influence ethical dilemmas and how they can be addressed. This
industry-centric approach ensures the book’s relevance and applicability across
multiple professional domains.
3. Functional Expertise
While AT introduces new functions such as cybersecurity, it also transforms
age-old tasks like leadership. Yanya Viskovich and Vibha Mohan (Chap. 6) criti-
cally examine organizational realities, including surveillance, automation, and
the lack of transparency, and their impact on organizational security culture.
Katrin J. Yuan (Chap. 7) explores how ethical Al can shape the future of work
and unlock new human potential. These perspectives emphasize that ethical con-
siderations extend beyond technology teams, affecting all organizational func-
tions—from strategic leadership to daily operations.
4. Philosophical Underpinnings
Beyond practical applications, this book delves into the deeper philosophical
questions surrounding Al and its role in society. Matthew D. Segall (Chap. 8)
begins with fundamental questions: “What are technologies for? Whose interests
do they serve?” James B. Glattfelder (Chap. 9) takes these ideas further, arguing
that technologies such as decentralized systems could provide viable solutions to
ethical challenges. These chapters offer a big-picture perspective on the roles of
humans, society, and future technologies.

4 From Principles to Practice

The central focus of Al Ethics in Practice is bridging the gap between ethical prin-
ciples and effective implementation. It does this by offering:

* Diagnostic Tools and Frameworks: Practical tools to help organizations iden-
tify, assess, and address ethical challenges in their Al systems.

* Case Studies: Real-world examples that illustrate both successes and pitfalls in
implementing ethical AL

* Actionable Guidance: Step-by-step strategies for embedding ethical consider-
ations into the lifecycle of Al development and deployment.
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This combination of philosophical depth and practical utility ensures that the
book appeals to a broad audience, from researchers, and policymakers to entrepre-
neurs and practitioners.

5 A Timely and Impactful Contribution

The relevance of this book cannot be overstated. In an era where Al is shaping the
very fabric of society, ensuring that technology aligns with human values is not just
desirable—it is imperative. The book addresses a broad spectrum of readers,
including:

e Researchers and academics exploring the intersections of Al, ethics, and
innovation.

e Professionals and practitioners seeking actionable insights for implementing
responsible Al in their organizations.

* Entrepreneurs and startups navigating the ethical complexities of technological
innovation.

¢ Policymakers and futurists interested in crafting a world where Al enhances,
rather than undermines, societal well-being.

6 A Vision for the Future

At its core, this book is about more than guiding technology—it is about shaping the
world we want to live in. By fostering dialogue between academia, industry, and
philosophy, Al Ethics in Practice seeks to inspire a new era of innovation grounded
in trust, fairness, and human values. It is not just about what Al can do but what it
should do, reflecting on its broader societal implications and striving to balance
technological advancement with ethical integrity.

We invite readers to join us in exploring the critical questions of our time: What
does responsible Al look like in practice? How can startups and organizations con-
tribute to shaping ethical Al ecosystems? And, ultimately, how can we ensure that
Al serves as a force for good, building a future where technology aligns with our
deepest human values?

By addressing these questions and providing a clear roadmap for action, this
book empowers readers to navigate the complexities of the emerging field of Al eth-
ics and actively contribute to a future where innovation and integrity coexist
harmoniously.

On a personal level, this represents my effort to engage with moonshot ideas
while ensuring that innovation remains grounded in societal and ethical
considerations.

In this endeavor, I am thrilled to collaborate with Christian Hugo Hoffmann—a
distinguished thinker, researcher, and entrepreneur, but above all, a fellow warrior
in advancing the arc of ethical innovation. Christian and I have several insightful
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discussions and debates about the future we envision for the world. This book is a
testament to those intellectually enriching conversations and the shared ideas that
emerged from them.

What began as our shared exploration soon grew into a collaborative effort,
enriched by an ecosystem of thinkers and practitioners who joined us along the way.
In the second part of the book, Christian will delve deeper into the philosophical
dimensions of our work, offering his unique insights and ideas on this critical topic.
Together, we aim to push the boundaries of ethical innovation and inspire meaning-
ful change.

We warmly invite you to join us on this journey!

Deepak Bansal is the founder and CEO of MQ Learning, a Swiss-based EduQua-certified acad-
emy dedicated to teaching humanistic skills in the digital age. His extensive 15+ years in the cor-
porate world include executive roles at Accenture, Deutsche Post DHL, and Zurich Insurance
(COO, Head AI & Robotics). A distinguished academic, Deepak has a master’s in Technology
from the Indian Institute of Management (IIM) Mumbai, an MBA from the University of St Gallen,
Switzerland, and an MA in Philosophy from the California Institute of Integral Studies (CIIS),
California, USA. In addition to his role at MQ Learning, Deepak actively engages in academia as
a guest lecturer at Zurich University of Applied Sciences, focusing on “Digital Ethics by Design.”
His unique blend of corporate experience, academic insight, and a deep understanding of technol-
ogy’s ethical dimensions positions him as a thought leader in the field. Deepak also contributes
significantly to digital ethics as a member of the certification committee for the Digital Trust Label,
an initiative by the Swiss Digital Initiative.

More information at: mq-learning.com/deepak
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Auditing for Digital Trust

Lessons learned from the Digital Trust Label

Nicolas Zahn, Diana Kaliff, and Niniane Paeffgen

Abstract

The Swiss Digital Initiative pioneered the Digital Trust Label, a certification
scheme for digital services aimed at end-customers and evaluating the trustwor-
thiness of that service, e.g. a mobile banking app. Over the course of several
years, the foundational documents and processes for the operations of such a
label were created and the Digital Trust Label was brought to the market in
January 2022 afterwards being used by over a dozen organizations in Switzerland
and Europe.

The Digital Trust Label is a voluntary certification based on a standard defined
by the Swiss Digital Initiative and involving a third-party auditor. The develop-
ment of the Digital Trust Label and the consequent entry to the market provided
valuable insights for auditing digital trust, developing, and maintaining such a
certification scheme and market feedback on the value provided by such a certi-
fication. The implementation of the project also showed various difficulties in
particular with digital trust as a concept, keeping up with a dynamic regulatory
landscape and valuable lessons for the roll-out of similar certifications.

1 Introduction

Have you ever thought twice before downloading an app from an App Store? Have
you ever wondered whether your e-Banking or online shopping is secure? Do you
wonder what happens to data you might submit when interacting with the chatbot of
your health insurance? Do you worry your confidential information might be com-
promised when handing in your taxes online? Have you stopped using a digital

N. Zahn (<) - D. Kaliff - N. Paeffgen
Zurich, Switzerland
e-mail: nicolas @nicolaszahn.ch; dianakaliff @ gmail.com; niniane.paeffgen @proton.me
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service after news about a data breach broke or refrained from using a digital service
with Al because you did not trust the provider of that digital service?

If the answer to any of those questions is yes, you have already engaged with the
fairly new concept of Digital Trust. Particularly the last worry—Ilack of adoption
due to a lack of trust —was at the heart of the motivation for the Swiss Digital
Initiative to create a Digital Trust Label. The reasoning is straight-forward: Why not
apply a tried and tested concept—Ilabels—to protect and empower users in the digi-
tal world? Over a multi-year process, the Swiss Digital Initiative foundation and its
partners put a lot of effort into creating the Digital Trust Label. The following chap-
ter explains the theoretical background and recent research, our reasoning behind
this project, the development process, and lessons learned.

2 Making Digital Trust Explicit
2.1 The Need for Digital Trust

Our daily lives depend on digital services and infrastructure. For almost any activ-
ity, we interact or even rely on digital services. Sometimes, we don't even have a
choice which service we want to use. Nevertheless, the question of whether we
consider digital services trustworthy is becoming a growing concern, especially
with artificial intelligence being added to digital services more and more.

For example, a survey by the consulting company McKinsey found that 40% of
customers stopped buying from a company when it violated digital trust while man-
agers see an opportunity of up to 10% additional growth for organizations that man-
age to build digital trust.! Meanwhile, another study found that only 55% of
employees are confident that their organization will implement Al in a trustworthy
and responsible way.?

The industry and policymakers have started reacting to this heightened need for
digital trust. Private sector initiatives such as the Responsible Al Institute® are
releasing resources for digital service providers, research efforts by academics and
NGOs on Corporate Digital Responsibilities or initiatives such as the World
Economic Forum’s Working Group on Digital Trust that has released a Digital Trust
framework* are trying to provide business leaders with information and tools on
how to proactively approach digital trust.

"McKinsey (2022).
2Workday (2024).
3https://www.responsible.ai/.
*WEF (2022).
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2.2 Trust for Whom and for What?

Trust is as much of a commonsense concept as it is elusive and hard to pin down. In
our everyday interactions, often without explicitly realizing it, we rely on trust as a
resource. It facilitates interactions between various parties, see Fig. 2.1. We have
outlined our thinking on trust in our Digital Trust Whitepaper and our Digital
Trust Guide.

Being a dynamic resource, trust isn’t static and can hardly be prescribed. Instead
trust is being built, maintained, or destroyed by comparing the expected behavior of
a party in a relationship against the actual behavior. If a signal turns green, we feel
safe to cross the street, because we trust the system controlling traffic lights and that
drivers abide by the traffic code. If we plug our smartphone in to charge, we trust
that it will not explode; and we take a new medication because we trust the

Interpersonal trust depends on ability, integrity, benevolence

Pre- Trust-
Disposition Worthy
Trustor Trustee Perform X,

But not Y

Trust in automation depends on performance, process, purpose

Situation is characterized by uncertainty

Trustor Trustee = Designer Perform X,
But not Y

Based on: scip.ch/en/?labs.20200220

Fig. 2.1 Schematic representation of trust relationships, SDI (2021b)

5SDI (2021b).
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certification process it went through. Regulations and institutions enforcing these
regulations hence play a crucial part for creating trust.®

But when it comes to digital services, it becomes more problematic. Sure, there
are laws for data protection but there are also countless scandals showing that
despite those standards, bad behavior can and does happen. Also, technologies are
developing at a pace making it hard for regulators to catch up, leading to a widening
gap of what customers are exposed to and what is actually regulated. In the absence
of legally binding certifications or rules that create the trust, signaling trust by other
means becomes relevant. Such a trust signal can act as a first step in building a
trusted relationship and address the problem that customers wouldn’t want to engage
in a relationship, e.g., by using a certain service, because they do not trust it before
interacting with it.

But where do we need trust and who is involved in the trust relationship? In our
understanding, we focus on the relationship between the digital service provider and
its users. To be clear, trust can be relevant for other interactions as well, e.g., for the
procurement of services or in the wider B2B context. Also, trust isn’t equally neces-
sary for all digital services. Rather, we think that “priority should be given to digital
services that are used in fields where:

. the handled data is very sensitive;

. the consequences of using digital services matter greatly;

. where there is not much choice whether to use a digital service or not, and
. where digital services are rolled-out at a high pace and on a large scale.”’

AW N =

Consequently, digital services in sectors such as health care, the public sector or
financial services as well as digital services including innovative technologies like
artificial intelligence should focus on addressing issues of digital trust.

23 Methods of Signaling Digital Trust

Assuming that digital service providers care about being trustworthy for their cus-
tomers, the question arises how they can signal that trustworthiness.

One method is a self-declaration. A digital service provider can actively tell its
customers that it commits to certain principles, knowing that doing so elevates its
trustworthiness in the eyes of the customer. One example of this is the ongoing
marketing campaign by Apple, highlighting a firm commitment to privacy, in con-
trast to other companies.

While such a campaign shows a clear understanding of the digital service pro-
vider to proactively engage with digital trust, the drawbacks are equally evident.
Would you trust someone who offensively tells you to trust them? Also, there is no
way for customers to verify the claim of trustworthiness. Often, companies do not

¢SDI (2021b).
7SDI (2021b).
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go into the details of what it is exactly that makes them deserving of digital trust.
Claiming you are trustworthy hence paradoxically only promises to work if your
customers already deem you trustworthy. Also, by definition, those claims of trust-
worthiness are only linked to a single company.

A second method of signaling Digital Trust is by committing to a public set of
principles and values, e.g., by signing a charter or manifesto. There are various
examples for this approach in a variety of fields, e.g., on sustainability but also digi-
tal responsibility and digital trust.® The advantage of this approach is that it covers
several organizations and again shows their awareness that something needs to be
done about Digital Trust. Just as with the self-declaration, however, it is often hard
if not impossible for a customer to understand what the digital service providers
subscribing to a certain set of principles are doing exactly to deserve their trust.
While the principles and values are at least public and transparent, they are often
formulated in such an abstract way that it is hard for the customer to understand how
they are really reflected in the product development or behavior of the organizations
subscribing to those principles. In addition, given the proliferation of such princi-
ples, e.g., with regard to Al governance, there is a real danger of so-called “forum-
shopping,” i.e., a fragmented landscape where customers are overwhelmed about
the choice which set of principles to choose and digital service providers can sub-
scribe to the one that imposes the lowest costs on them while still reaping a
“trust-premium.”

A third way of signaling Digital Trust is through labels. A label acts as a state-
ment that signals adherence to certain standards that go beyond vague principles. It
can be awarded by an independent organization or by an organization for itself, and
it can cover either individual products and services or a whole company, e.g., labels
for the energy consumption of a household appliance or a fair-trade label.

24 Labels for the Digital World

When the decision was taken by the Swiss Digital Initiative Foundation Board to
focus on projects for digital trust, the idea for a Digital Trust Label was born, draw-
ing the analogy to a “fair-trade label for the digital world.”

Before starting work on what would become the Digital Trust Label, the Swiss
Digital Initiative published a mapping of the international landscape on labels and
certifications; see Fig. 2.2 .0

The report identified various initiatives, mostly in Europe and the United States,
ranging from national to international projects launched by a variety of stakeholder
groups. The report also allowed for some first learnings that inspired the later work
on the Digital Trust Label. Specifically, the following criteria for a successful label
were identified:

8 AlgorithmWatch (2020).
°Swiss Digital Initiative (2022a).
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Fig. 2.2 Overview of different certification projects, SDI (2021a)

* The label has to be known by its target users.

It should be supported by a strong and well-known organization.

» It has to convey a general message, with details and complexity being handled in

the background.

* The governance of the labeling body has to be legitimate.
* The way the label organization is funded needs to be transparent and understand-

able for outsiders.

Another finding was that the landscape of certification initiatives is highly
dynamic, even more so now with the rapid adoption of artificial intelligence. That is
why an interactive overview of initiatives trying to certify digital trust with a certi-
fication or label has been maintained by the Swiss Digital Initiative and is available
as a free online resource.!”

Labels and the audits they are based on can also focus on different parts of a digi-
tal service as IT products and services have very complex supply chains, in particu-
lar, in the case of Al systems. Given the vision of the Swiss Digital Initiative, the
focus has always been on digital service providers using digital technologies such
as Al in their customer-facing products, which is also why the audit for the Digital
Trust Label focuses on the application, see Fig. 2.3.!!

10SDI (2024c¢)
"Mokander et al. (2023)
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LEVEL GOVERNANCE AUDIT MODEL AUDIT | |
SCOPE Technology provider Large language model I | Downstream application I
» Quality management systems » Model characteristics: » Use case design specifications
» Risk management systems + Information security > Intended functionality
» Organizational accountability & N $e’t'g;“'l‘a"°e > Sector specific legislations
incentive structures . R:;Jbusltnr:eessss » Ethical impact assessment
OBSERVABLES » Data sourcing & model training > Bias & discrimination
» Testing & vermcatlon [-)rocedu.res + Documentation of model . F’b_s‘%“'e" impact, including 9n
» Documentation of design choices limitations and user instructions individual users, groups, society,
» Model access & dissemination and the natural environment
strategies » Complaints management
» Process-oriented methods: > Perfor iented * Impact-oriented
« Review of internal - Formal verification and + Monitoring of system outputs
METHODS documentation benchmarking + Compliance check
« Interview with managers and + Adversarial methods mcludmg « Bias and discrimination audits
software developers red teaming and honeyp g ion

Fig. 2.3 Different Audit Scopes, Mokander et al. (2023)

As a general remark, it is important to highlight that labels can differ in impor-

tant ways which also impacts their utility as a signal for digital trust. Some differen-
tiations that are possible are:

Service vs organization: a label can be awarded to a whole organization or to an
individual product or service

Self-assessment vs third-party audit: a label can be awarded on the basis of a
self-assessment or after a third-party audit.

Compliance vs differentiation: a label can be used by organizations either to
demonstrate compliance with legal obligations, e.g., a CE label, or as a differen-
tiator in the market, e.g., Fairtrade labels.

Degree of specificity: a label can provide various degrees of specificity to the
user from being binary (awarded/not awarded) to different categories (gold/sil-
ver/, etc.) or scores. Depending on the criteria that determine whether a label is
awarded or not, the depth of a label can also vary, i.e., into how much detail do
the audits go?

Issuing organization: who is awarding the label and how is that organization
financed and governed? Is it a regulatory agency, an NGO or a for-profit
company?

Scope: what does the label cover exactly, e.g., the whole supply chain or life-
cycle of a service or only one segment?

Durability and governance: is the label given once for lifetime or does it need
to be renewed? How are potential non-conformities handled?
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25 Labels in the Context of Digital Governance

While there is increasing global and national regulatory activity when it comes to
digital governance, technological trends still outpace regulatory capacity creating a
need for flexible instruments that help organizations and consumers alike to navi-
gate a complex regulatory space. Labels can be one of several tools to assist in digi-
tal governance as a complement to local legal requirements, technical standards,
and non-binding industry principles or codes of conduct. As such, it is important to
stress that labels are not intended as a replacement for other tools of digital gover-
nance but one additional tool that allows for more flexibility and speed. They also
provide a crucial step up from often abstract principles, e.g., the many documents
on responsible Al whose effect often remain elusive to end-consumers and can pro-
vide more accountability and educate and empower end users, thereby not only
contributing to digital governance but also the overall digital maturity of societies.

3 The Digital Trust Label

Having identified the lack of digital trust as a potential barrier to the adoption of
beneficial digital use-cases, the Swiss Digital Initiative (SDI) sought to address this
issue with a tangible project, and the idea for a digital trust label was born.

As outlined above, a label can take various forms, and to understand the product-
market fit better, SDI conducted a series of projects and research to prepare for the
development of a label prototype:

 International User Study

e Swiss User Study

¢ Onboarding Test Partners for prototype input from relevant industries like finance

¢ Recruiting a Label Expert Committee

¢ Conduct a Co-Development and public consultation process allowing for input
from various stakeholders

Two strategic decisions, however, were taken early on: the Digital Trust Label
(DTL) should focus on the end user of a digital service, analogous to the fair trade
or bio label in a supermarket. The DTL should also allow digital service providers
to differentiate themselves in the market. This means that the criteria are to be
based on other relevant standards that promise a high level of consumer protection
and build upon them to create a standard that goes beyond the legal minimum.

The Digital Trust Label was in addition to being a tool for empowering users and
for digital service providers to differentiate their service based on trust, also seen as
a way for organizations to learn about digital trust and internalize its principles and
values within the organization. Yielding positive impacts on the organizational cul-
ture and additional services well beyond the one awarded with the label. This is the
virtuous cycle envisioned for the supply side, for the digital service providers. On
the demand side, for the end users of digital services, the DTL would lead to a
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Supply Side Demand Side

Digital
Service
launched

—>
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Rethinking Digital
of Digital Trust Label
Service Audit

Fig. 2.4 Virtuous cycle of behavioral changes due to labeling, SDI

growing awareness as it spread with end users asking themselves after seeing the
label on certain digital services why other digital services did not have it and paying
closer attention to digital trust in general; see Fig. 2.4.

The strategic decision to create a label for digital solutions led to the next ques-
tion regarding what kind of label and what processes to implement to ensure its
credibility. The first decision was to make it a third-party audited label and therefore
also selecting a reliable auditing partner. The second one was to incorporate two
independent groups: The Digital Trust Expert Group—at first called the Label
Expert Committee (LEC) —and the Label Certification Committee (LCC) to ensure
multiple touch points by independent experts. The added value of independent
auditing was to ensure trust in the label itself. The Digital Trust Expert Group would
make sure that the auditing framework (the Criteria Catalog (SDI (2024a)) behind
the label would always be up to date and state of the art while ensuring practical
applicability. The LCC would provide an additional layer of trust by reviewing the
final audit reports from the auditor and providing its feedback to SDI for final label
award decision through the board. To summarize, the DTL consists of three main
parts, led by three independent groups:

* Digital Trust Criteria Catalog that is the basis for the audit and updated by the
Digital Trust Expert Group.

e DTL Audit report, completed by the auditing firm and reviewed by the LCC.

e DTL award and implementation, led by SDI.

Pioneer clients (called Digital Trust Pioneers) were signed from the beginning to
go through the first version of the DTL journey including the Criteria Catalog, audit
process, award, etc. to make sure client input was integrated in the development
from the start.
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The label was developed in Switzerland but being a digital label, it has been
available globally. As the focus is on putting the user at the center, the label was
developed for B2C and B2B2C digital services. As the criteria contained in the
Criteria Catalog are inspired by standards such as ISO 27001 and relevant regula-
tions such as GDPR, the DTL has mainly attracted European clients. A majority of
the first clients were Swiss. DTL clients are organizations that want to signal digital
responsibility to their digital service users. There has also been interest globally
from actors wanting to develop similar solutions for their specific markets.

The DTL was created as a response to growing concerns among end users of
digital services and a limited number of solutions to guide organizations on the best
practices to gain and maintain digital trust. The DTL therefore offers a value to
users by signaling that a labeled solution can be trusted, similarly to an organic or
fair-trade label in the grocery store. For the organizations going through the audit to
receive the label, it offers multiple value propositions, for example:

* A quick response to users on common questions such as “How is my personal
data being handled?” or “How are you using AI”’?

e A way to signal to the market that great, internal work is being done. As most
certifications are focused on internal processes, few users take the time to
research a specific organization’s practices. As the DTL is facing the user, it
becomes the last mile in a chain of great, internal work that’s already taking
place and that are necessary to be able to receive the label.

e A way for organizations to start or structure existing work on digital trust by
using the solid DTL Criteria Catalog to help navigate an overly crowded infor-
mation flow.

* A way for organizations to signal to the market that Corporate Digital
Responsibility (CDR) is important.

* A practical solution to the multitude of challenges in the CDR space.

The DTL audit is based on the DTL Criteria Catalog that summarizes the criteria
to be met to receive the label. The first draft of the Catalog was created by an
Academic Expert Group from EPFL, ETH, and the Universities of Zurich and
Geneva. Thereafter, a co-development phase started to challenge and include user
and civil society perspective in the development of the label. This feedback was col-
lected during July to October in 2020 and over hundred organizations from national
and international civil society were invited to provide their input. The co-
development process was part of the ambition to produce a cutting-edge label that
includes multiple perspectives on digital trust. (More details can be found in the
co-development report from 2022.)"

As the topic of digital trust is constantly evolving, the Digital Trust Expert Group
was created with the mission to provide constant, expert input on the Catalog as
soon as the updated first draft was finalized. The idea was that emerging topics
should be handled quickly to constantly evolve and improve the label while making

12SDI (2022b).
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sure any changes in the Catalog were well motivated. The group met monthly and
example topics that have been discussed and integrated includes: the Swiss Data
Protection Law and Artificial Intelligence (AL).

Since 2024, Interpretation Guidelines have been published to openly share
examples of how the criteria can be met and how each criterion is interpreted by the
auditing firm in more detail.!?

The importance of third-party, independent auditing to maintain trust in the DTL
has been highlighted since the beginning. SDI therefore performed an open procure-
ment process to identify a trusted, global auditing partner that would provide expert
input on the auditability of the Criteria Catalog while providing consistency among
DTL audits globally. Once a client had signed the DTL contract, the auditing firm
was looped in to kick-off the audit.

Once the audit has been completed, the auditing firm shares the audit report with
SDI that loops in the Label Certification Committée (LCC) that will go through the
report and provide final input. The input can either lead to clarifying questions to the
auditing firm and client or result in an approved report and nomination to reward the
DTL to the SDI board. The board thereafter takes the final decision to award the
DTL to the client.

When the DTL has been awarded, it is valid for three years with two mandatory
surveillance audits taking place in the second and third year of the validity. The
surveillance audit reports are also reviewed by the LCC.

4 Learnings So Far

The general feedback around the importance of digital trust and having a label to
audit for digital trust, as a first practical solution to the stated problems, has been
positive. With this said, it is also important to highlight some of the challenges and
negative feedback that such a solution has received with the aim to support continu-
ous improvement and knowledge transfer across sectors and projects.

To list some of the positive feedback, these include:

» Importance: The topic is very important and organizations understand the need
to address these issues.

* Trust in the label: The label development process and the processes put in place
to maintain the trust in the label itself (the expert group, certification committee,
3rd party audit, etc.)

* Focus on the user: The decision to focus on putting the user at the center is often
appreciated and highlighted.

* A go-to-response to difficult questions: The label offers an opportunity to more
easily respond to sensitive questions related to digital trust such as: How is user
data stored? How is Al being used? Instead of just referring to an internal policy

13SDI (2024b).
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document, the client can reply to such questions and refer to the label indepen-
dent audit in their replies to add an additional level of credibility.

Product differentiation: To have a way to differentiate the customer’s digital
service from another is attractive.

Switzerland: The fact that the label has been developed in Switzerland has been
seen as an added value, especially for Swiss clients.

In contrast, some of the negative feedback are listed below:

Sense of urgency: As the label is voluntary, there are many clients that prefer to
“wait and see” as there is no sense of urgency to get their digital services labeled.
Many clients focus on certifications and audits that are mandatory and do not see
the immediate benefit of a voluntary label to signal that they put users’ digital
trust at the core of what they do.

Cost: The cost to receive the label mainly derives from the third-party audit,
which results in a price between CHF 18°140-33°350 to get the label, everything
included. For many organizations, especially start-ups and smaller organizations,
this kind of cost is out of question.

Value proposition: Related to the topic of cost is that much of the feedback/
thoughts we have gathered ultimately could be related to the value proposition of
the label. The label is many times seen as too expensive as the perceived benefits/
values are not corresponding. Users get the direct benefits while the organiza-
tions pay and are mostly interested in regulatory compliance instead of market
differentiation, which raises the challenge of finding a sustainable business model.
User awareness: As the label is presented as a way to differentiate one digital
service from another based on the label's way to signal user trust, it relies on
users knowing that the label exists and what it stands for. Given that it has been
developed and run by a non-profit (limited budget) and privacy concerns around
the major online marketing platforms, the market education and outreach has
been challenging, resulting in less interest from organizations and therefore less
labels on the markets, creating a “catch 22” situation and vicious cycle.

In addition to this feedback from stakeholders like clients or partners, some con-

ceptual learnings about a label as auditing tool for the trustworthiness of a digital
service can be made:

Going with the times: As technology and the regulatory environment keep on
developing at a rapid pace, the criteria behind a label need to be monitored and
continuously adjusted. The Digital Trust Label by the Swiss Digital Initiative
anticipated this and managed this through regular updates of the criteria catalog.
This in turn, however, creates challenges from a communication perspective as
well as procedural questions for the audits.

Interacting with the auditors: Defining criteria isn’t enough as for successful
and efficient audits, details plus resources are needed to react to questions which
the Swiss Digital Initiative addressed with Interpretation Guidelines.
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» Standards are slow: The Swiss Digital Initiative had several exchanges with
standard-setting organizations on the national and international level to explore
how the criteria catalog could be leveraged. These discussions showed that a
novel label for digital service faces unique challenges with the rigid structure of
technical standards and evaluations, which often take a long time to agree upon
and can’t easily be updated.

* Trade-offs, communication, & expectation management: as described above,
in the design of a label, there are several decisions that can be taken that all come
with their own trade-offs. Aiming for a middle-ground and ensuring maximum
applicability of the standard across industries and dimensions—as was the case
with the Digital Trust Label—creates the challenge of clearly and effectively
communicating to involved stakeholders what the Digital Trust Label covers and
does but also what it does not do. Expectation management in this very fresh
market of Digital Trust and IT certification is challenging as there are sometimes
wrong perceptions about the level of security and transparency a label can guar-
antee. This is supported by research that shows the perplexing pattern that while
users crave labels and certifications, they often do not understand them.'*

In summary, the Digital Trust Label showed that it is possible to create a standard
for digital trust and operationalize often abstract principles. However, a label—
especially if not designed for legal compliance but market differentiation—asks a
lot of participating organizations at a time where the regulatory developments
already pose a lot of challenges to them. While the benefits for the end users are
clear and confirmed—see, e.g., research on the impact of a label on Al usage and
user perception,> the introduction of a new label, especially in a rapidly evolving
and highly complex industry like digital services, requires lots of resources beyond
the criteria development in the form of marketing and communication to ensure
proper knowledge about the label in the market.
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Implementing Responsible and Ethical
Artificial Intelligence in India: Balancing
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for Sustainable Al Development
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Abstract

With rapid technological advancements, we are witnessing a global rush to
develop and implement Al models across sectors. This chapter will focus on
India, a developing country as diverse as its 1.42 billion citizens, and will discuss
the emerging best practices to be adopted by the vibrant startup economy in
India. With a focus on four core elements of responsible and ethical Al, this
chapter will provide solutions on how Indian businesses can balance the tussle
between innovation and regulation, while upholding ethical standards.

Global policies such as the OECD Principles and the UNESCO Guidelines on
the use of Al are already prompting sectoral guidelines in India. Furthermore, the
recent intervention by Indian authorities, mandating transparency and explain-
ability in AI marks a significant regulatory step. Discussing regulatory princi-
ples, this chapter will throw light on potential regulatory models which may
prove to be successful in the Indian economy. This chapter will also discuss the
role of various stakeholders which will impact the use of Al in India. In conclu-
sion, this chapter will highlight the importance of scalable Al models, along with
a focus on sustainable development and use of AI models in India.
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1 Introduction: The Al Development Landscape in India

The world is currently witnessing a race in the development of AI models where
more efficient models are being released rapidly in a very competitive manner (Alex
Hern, 2024).! The commercialization of Large Language Models (LLM) and subse-
quent Generative Al (GenAlI) Models has played a significant role in the revolution
of several industries. The aggressive investment statistics in LLM and GenAl evi-
dence the growth of the market. Projections of approximately $18.2 billion of fund-
ing in the LLMs, with smaller LLM startups securing around $460 million
(TrendFeedr ), show an impressive boom in the growth of Al development. It has
been estimated that the global market of LLMs alone will grow upto $259.8 million
in 2030, and that by the year 2025, 750 million software applications will be using
LLMs (Serhii Uspenskyi 2024).°

A focus on the geographic distribution of the development of AI models will
highlight the dominance of Western countries. For factors varying from funding to
regulations, countries such as the United States and Europe (Syreeta Charles-Cole
2023)* have been at the forefront of the development of Al and its regulation. There
is a common agreement that developing countries are being left behind in this race
of AI development (Goffi 2021).5 Shifting the focus to India, it is not possible to
ignore the most populous country in the world which has the largest potential mar-
ket of user base of AI models. In the recent years, there has been development in
various fronts in India which is changing its position from a spectator to an active
participant in this global rush of Al development.

At the investment front, the latest approval of ‘IndiaAl Mission’ by the Indian
Government has set aside a budget of around $1.242 billion USD for a comprehen-
sive development of Al in India (Prime Minister’s Office of India 2024).5 With the
setting up of the Digital India Corporation (Digital India Corporation 2024),” a non-
profit body under the Ministry of Electronics and Information Technology, this mis-
sion will be implemented through an independent business division— ‘IndiaAl’
(please refer to Fig. 3.1) (Prime Minister’s Office of India 2024) (Cabinet Approves
Ambitious IndiaAl Mission to Strengthen the AI Innovation Ecosystem, Prime
Minister’s Office Of India (Mar. 7, 2024), available at https://www.pmindia.gov.in/

"Hern (2024).

2Behind the AI Boom: Large Language Model (LLM) Trends, TrendFeedr, available at https:/
trendfeedr.com/blog/large-language-model-1lm-trends/.

3Serhii Uspenskyi (2024).

4Syreeta Charles-Cole (2023).

>Goffi (2021).

¢Cabinet Approves Ambitious IndiaAl Mission to Strengthen the Al Innovation Ecosystem, Prime
Minister’s Office Of India (Mar. 7, 2024), available at https://www.pmindia.gov.in/en/news_
updates/cabinet-approves-ambitious-indiaai-mission-to-strengthen-the-ai-innovation-ecosystem/.
"Digital India Corporation, DIGITAL INDIA CORPORATION (2024), available at https://dic.
gov.in/.
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en/news_updates/cabinet-approves-ambitious-indiaai-mission-to-strengthen-
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Developments at the policy level can be traced back to the year 2018 when the
National Strategy for Artificial Intelligence was released by NITI Ayog, an advisory
body which provides technical advice to the Indian Government on various issues.
This document sets out the following key areas of focus for the integration of Al: (i)
health care; (ii) agriculture; (iii) education; (iv) smart cities and infrastructure; and
(v) smart mobility and transportation (Niti Aayog 2018).3

The development of Al models in the private sector can be seen in two aspects:
building home grown AI models and training already existing models on Indian
database for use cases in specific sector. While the development of Indian AT models
has been slow, several sectors have been quick to train existing models like ChatGPT
and Llama to meet their requirements of customized LLMs. Some of the notable Al
models being developed in India are Hanooman, Krutim, and OpenHathi (Indian
Express 2024).° Models such as Kissan.Al (powered by OpenAl models and trained
to meet agricultural needs) and deep tech business solutions such as Niramai (the
use of Al models for breast thermal scans) are also rapidly being curated in India.

With a focus on cultural and language diversity, the startup ecosystem in India,
specifically the GenAl development space, has recently picked up pace and has

8 National Strategy for Artificial Intelligence, NITTAAYOG (June, 2018), available at https://www.
niti.gov.in/sites/default/files/2023-03/National-Strategy-for-Artificial-Intelligence.pdf.

9Tech Desk, Reliance-backed consortium unveils ‘Hanooman’ series of AI models, THE INDIAN
EXPRESS (Aug. 23, 2024), available at https://indianexpress.com/article/technology/artificial-
intelligence/hanooman-ai-model-series-sml-9173264/.
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https://www.niti.gov.in/sites/default/files/2023-03/National-Strategy-for-Artificial-Intelligence.pdf
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placed India on the global map for Al development. It has been estimated that the
GenAl market in India is expected to cross the $17 Billion mark by 2030
(Inc24 2024).1°

2 Regulating Ethics: Building Agile Regulatory Models

Amidst the current rush in the Indian AI market, it is essential to understand the
regulatory landscape to ensure the responsible development and adoption of
Al With a population of more than 1.42 billion people, it is critical to prepare for
the impact that such a revolution may bring along. In alignment with the notable
push towards the banner ‘Digital India’, as of early 2023, there were 692.0 million
internet users in India, with around 467.0 million social media users.

The most prevalent definition of Al mentions it to be ‘a machine-based system
that can, for a given set of human defined objectives, make predictions, recommen-
dations, or decisions influencing real or virtual environments. Al systems are
designed to operate with varying levels of autonomy’ (Stuart Russell et al. 2023).!!
The emphasis on the influence on real or virtual environments is critical at this stage
to take note of the social impact of Al models. We have entered a digital era where
the predictions, recommendations, and decisions made by Al models are impacting
the day-to-day lives of people living in real societies.

The recent GPAI (Global Partnership on Artificial Intelligence) Summit in
December, 2023, hosted in India witnessed the adoption of the GPAI Ministerial
Declaration, unanimously by 29 member countries, which has taken account of the
real impact of Al models. Recognizing the need to utilize the opportunities being
offered by the adoption of Al in the economic growth, the declaration discussed
mitigating risks arising from such development and use of Al. Some of the major
concerns highlighted were misinformation, job displacement, lack of transparency
and fairness, data privacy, and threat to human rights and democratic values (2023
GPAI Ministerial Declaration 2023).!

At the policy level, in addition to the 2018 National Strategy for Artificial
Intelligence, Niti Ayog had also released another document setting out operational-
izing principles for responsible Al (Niti Aayog 2021).!* Discussing the role of the
government in operationalizing responsible Al, the document sets out the below
areas of focus (Fig. 3.2). Highlighting the implementation of ethical Al, role of
private institutions and research institutions have also been highlighted. In addition

10Meet The Startups Carving India’s Niche In The AI Space, INC42 (August 21, 2024), available
at https://inc42.com/startups/indian-genai-startup-tracker/.

Stuart et al. (2023).

122023 GPAI Ministerial Declaration, Global Partnership On Artificial Intelligence (December 13,
2023), available at https://gpai.ai/2023-GPAI-Ministerial-Declaration.pdf.

13 Approach Document for India: Part 2 - Operationalizing Principles for Responsible AI, NITI
AAYOG (August, 2021), available at https://www.niti.gov.in/sites/default/files/2021-08/Part2-
Responsible-AI-12082021.pdf.


https://inc42.com/startups/indian-genai-startup-tracker/
https://gpai.ai/2023-GPAI-Ministerial-Declaration.pdf
https://www.niti.gov.in/sites/default/files/2021-08/Part2-Responsible-AI-12082021.pdf
https://www.niti.gov.in/sites/default/files/2021-08/Part2-Responsible-AI-12082021.pdf
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Fig. 3.2 Focus Areas for Government Intervention (Niti Aayog 2021) (Approach Document for

India: Part 2 - Operationalizing Principles for Responsible AI, NITTAAYOG (August 2021), avail-
able at https://www.niti.gov.in/sites/default/files/2021-08/Part2-Responsible-Al-12082021.pdf)

to the responsibility to create awareness, it has been proposed that internal ethic
boards, self-assessment guides, and external audits should be leveraged as suitable
regulatory mechanisms in the private sector.

Sectoral level guidelines have been prominent in the regulation of Al models
(Guisella Finocchiaro 2024)* across the globe. Indian sectoral bodies have also
been active in framing guidelines and policies with a focus on the application and
use of Al models in their respective industries. At this stage, it is pertinent to throw
light upon a few sectoral guidelines which will be essential in understanding the
regulation of Al models in India. The Telecom Regulatory Authority of India had
released a recommendation paper on ‘Leveraging Artificial Intelligence and Big
Data in Telecommunication Sector’ where it discusses the setting up of an ‘Al and
Data Authority in India’ which will be responsible for developing model ethical
codes for adoption by public and private sectors which are using Al models (Telecom
Regulatory Authority of India 2023)."> The Indian Council of Medical Research has

4Finocchiaro (2024), pp. 1961-1968.

SPress Release No. 62/2023: TRAI Releases Recommendations on Leveraging Artificial
Intelligence and Big Data in Telecommunication Sector, Telecom Regulatory Authority Of India
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released ‘Ethical Guidelines for Application of Artificial Intelligence in Biomedical
Research and Healthcare” where it lays down the various general ethical principles
for Al in health care, along with guiding principles to be followed during develop-
ment, validation, and deployment phases of Al models (ICMR 2023).'¢

The development of policies and regulations in any country do not function in
silos, meaning that any legal development reflects the trajectory of several other
aspects in a country. For instance, there is a very clear and evident difference
between the approach of tech regulation in the United States vs Europe. While the
United States produces majority of the tech innovation and has less stringent regula-
tion on the subject matter (Alex Engler 2023),!7 the EU has been projecting itself as
a leader in regulating technology. It is therefore questioned whether the rapidly
increasing regulations in the EU are stifling innovation, particularly keeping in the
mind the hefty penalty imposed under the GDPR (Martin et al. 2019).'8

The regulatory landscape in any country is the result of multi-facet development
strategies and at this stage, it is essential to ask: What is the Indian strategy on regu-
lating technology? As a country which is developing at a very fast pace, there is a
focus on utilizing every opportunity of growth available and regulation should not
pose to be a hurdle. For the sake of sustainable growth, however, and keeping in
mind the demographics of the country, the protection of the rights of the citizens
should not be ignored. Striking a balance between regulation and innovation is a
delicate task and in country as diverse as India, there is currently a gap in the regula-
tion of technology.

Upon analysis of the current state of regulation of new forms of technology in
India in mid-2024, it is essential to draw light upon the Digital Personal Data
Protection Act, 2023, which was passed in August 2023 for the regulation of the use
of digital personal data in India. The law is yet to be enforced and the rules to be
prescribed under the law are expected to be finalized by the year end of 2024. Unless
the rules are prescribed and the governing authority under the law is established, the
regulation of personal data in India is yet to become a reality. Another essential
piece of legislation which will be critical to regulate Al in India will be the Digital
India Act. While there have been some official statements related to the drafting of
this legislation, there has been no official draft law released yet. There is however a
copy of a presentation released in the public domain which presents the key facets
of the proposed Digital India Act 2023 (Ministry of Electronics and Information
Technology 2023)." It is interesting to observe that online safety, trust, and

(July 20, 2023), available at https://www.trai.gov.in/sites/default/files/PR_No.620f2023.pdf.
Ethical Guidelines for Application of Artificial Intelligence in Biomedical Research and
Healthcare, Indian Council Of Medical Research (2023), available at https://main.icmr.nic.in/sites/
default/files/upload_documents/Ethical_Guidelines_AI_Healthcare_2023.pdf.

7Engler (2023).

18 Martin et al. (2019), pp. 1307-1324.

YProposed Digital India Act, 2023: Digital India Dialogues, Ministry Of Electronics And
Information Technology (March 9, 2023), available at https://www.meity.gov.in/writereaddata/
files/DIA_Presentation%2009.03.2023%20Final.pdf.
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accountability have been given significant weightage in the discussions, and it
appears that India will also follow a risk-based classification and regulatory
approach for emerging technologies.

Discussions about the Al regulatory landscape in India will not be holistic with-
out mention of a very interesting episode in India which highlighted a knee jerk
reaction of the government to specific events. On 1 March 2024, the Ministry of
Electronics and Information Technology issued an advisory (Ministry Of Electronics
And Information Technology 2024)* with the following major highlights: (i) requir-
ing compliance with the applicable laws to ensure that the use of AI models, LLM/
Generative Al, software(s) or algorithm(s) do not permit users to share any unlawful
content; (ii) ensuring that the use of AI models/LLM/GenAl models do not permit
any bias or discrimination or threaten the integrity of the electoral process; (iii) the
requirement of explicit permission of the Government of India for the use of under-
testing or unreliable Al models; and (iv) the requirement of appropriate labelling of
the Al models, along with a ‘consent popup’ mechanism to explicitly inform the
users about the possible and inherent fallibility or unreliability of the output gener-
ated. It is interesting to note that the aforesaid advisory ended with a ‘request’ to
intermediaries to ensure compliance with 15 days. Interestingly, before the expiry
of the given window of 15 days, on 13 March 2024, another advisory was issued
(Ministry of Electronics and Information Technology 2024)*! which retained major-
ity of the requirements under the 1 March advisory, except the highlighted require-
ment to obtain the explicit permission of the Government of India before deploying
Al models in India.

As a background, it appears that the above notifications were a response to the
incident in February 2024, when Google apologized for the responses of Gemini Al
to certain questions about the Prime Minister of India (The Hindu, 2024).2? Coloured
as an attempt to harm the integrity of the electoral process going on in February
2024, the first advisory of the Ministry faced pushback from businesses and startups
working in Al models. Balancing the need for innovation in India versus the main-
tenance of public order and security, the requirement for explicit permission was
removed which eases the burden of compliance on startups working in Al. The
requirement of explicit permission from the government would also be a very strict
regulatory approach with great power vested in the state, which may lack the

2Due Diligence by Intermediaries/ Platforms under the Information Technology Act, 2000 and
Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021,
No.eNo.2(4)/2023-CyberLaws—3, Ministry Of Electronics And Information Technology (March 1,
2024), available at https://regmedia.co.uk/2024/03/04/meity_ai_advisory_1_march.pdf.

2'Due Diligence by Intermediaries/ Platforms under the Information Technology Act, 2000 and
Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021,
No.eNo.2(4)/2023-CyberLaws—3, Ministry Of Electronics And Information Technology (March
15, 2024), available at Advisory 15March 2024.pdf (meity.gov.in).

22The Hindu Bureau, Gemini AT’s reply to query, ‘is Modi a fascist’, violates IT Rules: Union
Minister Rajeev Chandrasekhar, The Hindu (February 23, 2024), available at https://www.the-
hindu.com/news/national/netizens-allege-bias-in-google-ai-tools-response-on-pm-modi-i-t-min-
istry-sees-rules-violation/article67877974.ece.
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capabilities of understanding and regulating the very technical aspects of Al
(Christiaens 2024).% It is however pertinent to note that the retention of the labelling
requirement, including a consent popup mechanism, clearly shows the commitment
towards strengthening trust in Al models and maintaining safe Al models which are
being deployed for public use.

The latest development in the regulatory landscape of Al in India is the publica-
tion of a report by the Subcommittee on ‘Al Governance and Guidelines
Development’, as constituted under the IndiaAl Mission to undertake the develop-
ment of an ‘Al for India-Specific Regulatory Framework’. With the report being
published for consultation on 6 January 2025, it aims to guide the development of a
trustworthy and accountable Al ecosystem in India (IndiaAl Mission 2025).*
Analysing the existing gaps on the basis of three main considerations, being: (i) the
need to enable effective compliance and enforcement of existing law; (ii) the need
for transparency and responsibility across the Al ecosystem in India; and (iii) the
need for a whole-of-government approach; this report has recommended six major
steps for the governance of Al in India. Sectoral collaboration, harm mitigation, use
of technological measures for regulation, and self-regulation are the major essential
elements in the recommendations (IndiaAl Mission 2025).%

In continuation with the focus on trust and accountability, the need for ethics
should be highlighted against the background of regulating the emerging technol-
ogy in India. Before discussing the Indian approach to meeting ethical standards, it
is paramount to set context in relation to how to define ethics and the importance of
ethics to different demographics. The subject of ethics can indeed be an entirely
independent area of study and research but to oversimplify ethics, it is basically a
set of principles which govern whether an action or inaction is right or wrong. There
are several schools of philosophy on ethics and its meaning, but without delving
into the different approaches to understanding ethics, we will consider ethics to be
a set of principles which are necessary for leading a standard quality of life and
which is above and beyond the law. The relationship between ethics and law is
indeed a tricky one—while law is a reflection of the dynamic need of society, ethics
take a step further into the very conscience of the subject matter, irrespective of the
legal stance on the same (Young 2019).%

In early 2000s, when developed nations like the United States were moving
towards the concept of ‘corporate ethics’, the terms ‘business’ and ‘ethics’ were
often considered to be oxymorons. With businesses moving towards ethical corpo-
rate practices, it was questioned whether ethics is being perceived as an economic
tool leading to the loss of the real meaning of ethics (Paine 2000).%” We are currently

23 Christiaens (2024).

24Report on Al Governance Guidelines Development, IndiaAl Mission, as on January 5, 2025,
available at Report on Al governance guidelines development.

Report on Al Governance Guidelines Development, IndiaAl Mission, as on January 5, 2025,
available at https://indiaai.s3.ap-south-1.amazonaws.com/docs/subcommittee-report-dec26.pdf.

2Young (2019), pp. 35-51.
2Paine (2000), pp. 319-330.
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living in a world where ‘technology ethics’ is getting more and more prominence
and there is sufficient literature around ethical use of technology (Daza and [lozumba
2022),% especially Al. At this stage, before diving into how one may regulate ethics,
it is essential to throw light on the very need of technology to be ethical (Choung
et al. 2023).% Specifically from the view point of a developing country like India
where the meaning and value of ethics will differ from more developed countries
such as the United States and the EU, is it fair to apply the same global ethical
standards?

A possible answer to the need for technology to be ethical lies in the very com-
plexity of the technical nature of the subject matter. As regulators are adapting and
building more capabilities to be able to regulate technology, there are certain aspects
of technology which are not explainable easily. For instance, there are several on-
going discussions on the ‘blackbox’ in Al models where even the developers are
giving up on being able to explain the output from an Al model. Technical develop-
ments towards the creation of AGI, a general purpose Al model, will further amplify
this uncertainty in the understanding of technology. It may therefore be important to
look up to something beyond the written code of law and turn to higher ethical stan-
dards to maintain the balance between innovation and the protection of human
rights and society at large.

In a country with the fastest growing GDP (FE Business 2024)*° (Gross Domestic
Product), the importance of its diverse population and culture needs to be consid-
ered before the implementation and use of new forms of technology. While India
may not take an overly protective approach like the EU in regulating emerging
technology, attempts to create innovative regulatory models with a focus on safety,
trust, and ethics are evident in the Indian Al landscape. Different forms of regulation
have existed in the history of law and policy, and as being dynamic is the very
essence of legal developments, there have been efforts in innovating new forms of
regulation for AIl. Compensating for the ‘toothless’ nature of ethical codes (Munn
2023),*! a combination of self-regulation with guiding principles and applicable
penalties may prove to be the way forward in regulating Al in India.

The methods discussed in majority of the Al policy documents in India heavily
rely on self-assessment models where private companies are expected to create
internal ethical boards and regulate their roles in the development and adoption of
responsible Al. The combination of self-regulation along with governance frame-
works from regulatory bodies may rather provide to be a more feasible way forward
for regulating AI models in India. Co-regulation models will help navigate the lack
of capabilities in regulatory bodies for governing such technical subject matters,

% Daza and Tlozumba (2022), p. 1042661.
2Choung et al. (2023), pp. 733-745.

3OFE Business, How year-on-year India’s GDP grew to become world’s fastest-growing economy?,
The Financial Express (July 19, 2024), available at https://www.financialexpress.com/budget/budget-
2024-how-year-on-year-indias-gdp-grew-to-become-worlds-fastest-growing-economy-355
8725/.

3'Munn (2023), pp. 869-877.
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and it will also reduce the inherent challenges of keeping pace with the fast-moving
technology. Framing strict requirements around self-regulation model will ensure
that the enforcement of legal provisions and penalties continue to have a deterrence
effect on businesses to ensure compliance with the regulations.

3 Demonstration of Trust

As artificial intelligence (AI) becomes increasingly prevalent across industries in
India, establishing and maintaining trust in Al systems is paramount (Choung et al.
2023).* In a country as diverse as India, we are already seeing projects and invest-
ments in innovation which will improve the state of public affairs (BP Ashwini
2022),* improve services and security, and contribute to the growth of the country.
Demonstrating trust involves developing Al models that are not only technically
robust but also ethical in use, positively in alignment with societal values.

With co-regulation models for Al seeming suitable for regulating Al in India, it
is essential to discuss ways in which the technology can build trust amongst its
users. A very common premise for justice says that it is not only essential to deliver
justice but also to evidently highlight justice being done. On similar grounds, it is
critical for all stakeholders, including the private sector working in Al and its regu-
lators, to show that Al models are safe so as build trust amongst users at large. The
term ‘ethics by design’ has been mentioned in certain policies for Al development
(Niti Aayog 2021)* but there exists an evident gap in finding solutions to how to
embed ethical practices into the very design and architecture of an AI model.

An example in the guidelines for ethical development of Al models in health care
in India shows how the policy recommends techniques to ensure the implementa-
tion of ethical principles at three stages, i.e., (i) development; (ii) deployment; and
(iii) validation (ICMR 2023).*> Addressing concerns such as data protection, dis-
crimination, and cybersecurity risks, various solutions have been provided which
may prove to be helpful in building ethical and responsible Al. To build trust, it is
essential for Al models to implement techniques which will not only be in compli-
ance with the law, but will also meet the fair ethical standards prevalent in a country
like India. Building on the various frameworks developed in India, the four most
important core elements of responsible and ethical Al for India which require atten-
tion beyond regulation are as follows:

32Choung et al. (2023), pp. 733-745.

33 Ashwini et al. (2022), pp. 986-993.

3* Approach Document for India: Part 2 - Operationalizing Principles for Responsible Al, NITI
AAYOG (August, 2021), available at https://www.niti.gov.in/sites/default/files/2021-08/Part2-
Responsible-AI-12082021.pdf.

S Ethical Guidelines for Application of Artificial Intelligence in Biomedical Research and

Healthcare, Indian Council Of Medical Research (2023), available at https://main.icmr.nic.in/sites/
default/files/upload_documents/Ethical_Guidelines_AI_Healthcare_2023.pdf.
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(i) Transparency and Explainability

The concept of transparency and explainability go hand in hand where transpar-
ency is necessary for an Al model to be explainable. When Al models will provide
clear understanding on how decisions are made, including the various parameters
for the same, its users will be able to repose faith on the decisions and cater to res-
ervations about the parameters used. In more sensitive sectors such as health care
(Zhang et al. 2022) ¢ and finance, it is very essential for Al models to be explainable
to be able to build trust amongst users.

Keeping in mind the Indian demographics, it is also essential to ensure that
design of such models, in particularly the user facing designs, are built in a way
which is easily understandable by the users. Factors such as diversity in language
should also be accounted for while making understandable models. Research is
being conducted to develop techniques which can enhance explainability of Al
models (Shaistha Fathima 2024),% particularly in more high-sensitive application
such as health care, and such techniques should be tailored to the Indian users for
effective implementation.

In line with the concept of ‘consent fatigue’ (Schermer et al. 2014),* there are
arguments around the necessity for sharing technical information with users and
whether the same will serve the intended purpose. Against such arguments, it is
essential to keep in mind that the burden for sharing information should lie on the
developers of Al models, irrespective of whether the users are utilizing the same or
not. While we will expect more jurisprudence around consumer protection in this
area, on the contrary, providing such information to users may enable developers in
shifting the burden to consumers who fail to read about limitations of Al models
before implementing the same in their day-to-day lives.

In addition to providing clear information to users on the working of the Al mod-
els, another best practice for an emerging market such as India is to conduct thor-
ough impact assessments to identify risks and ethical concerns. Such an exercise
will enable businesses to mitigate risks by taking steps which will educate and
empower users. Lastly, another best practice for increasing the explainability of Al
models is robust documentation of the development process of Al models, including
the source of training data sets, the architecture of the model, and the method fol-
lowed for training and testing of the model.

(ii) Data Protection and Privacy

The right to privacy is a comparatively new right introduced to Indian citizens
with a landmark Supreme Court judgement (Justice K.S.Puttaswamy (Retd) vs

3$Zhang et al. (2022), p. 237.

37Shaistha Fathima, LIME vs SHAP: A Comparative Analysis of Interpretability Tools,
MARKOVML (February 26, 2024), available at https://www.markovml.com/blog/lime-vs-shap.

¥ Schermer et al. (2014), pp. 171-182.
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Union Of India 2019).% It is only recently in the year 2023 that India witnessed a
data protection law, being the Digital Personal Data Protection Act of 2023, and the
rules to implement and enforce the provisions of the same are yet in the drafting
stage. In light of the recent introduction of the law to regulate the use of personal
data by businesses, Indian businesses are at the very nascent stage of understanding
the requirement and the obligations of businesses towards fulfilling the users’ right
to personal data protection. With intensive efforts required towards spreading aware-
ness on privacy and the right to personal data protection, the judicial landscape
around the right to privacy is gradually evolving (Karthick Theodore v. Madras
High Court 2021)* in India.

Notwithstanding the lack of regulation and awareness on the subject matter, it is
essential to protect the privacy of individuals in AI models. The lack of awareness
should not be a ground for refusal to fulfil the fundamental right of Indians and
keeping in mind the larger ethical responsibility of Al developers in India, princi-
ples of ‘privacy by design’ should be implemented in the development of AI mod-
els. Best practices to implement privacy by design (Domingo-Ferrer and
Blanco-Justicia 2020)*' include techniques to transform personal data to remove
personal identifiers from the data sets, aggregation of personal data to make it
impossible to uniquely identify individuals, and measures such as timely deletion of
personal data history.

(iii)) Non-discrimination

The complexity in the social fabric of India is a major challenge for any Al model
to be developed and used in India. Non-discrimination in Al models, in its simplest
sense, would imply that the model is not biased towards any specific group of peo-
ple or community (Chen 2023).*> Biases in Al models generally creep in from the
training data set and to solve the challenge of ‘garbage in, garbage out (Kilkenny
MF 2018),% it is critical to audit the training data set on which Al models are
trained. It is often argued that Al models simply reflect the existing bias in a society
and is unavoidable. It is however pertinent to take note of the power of technology
which will significantly amplify any already existing bias in the society. Developers
of Al models should conduct thorough inspection of the training data sets to ensure
that the data sets represent all sects of the society on various grounds, including
religion, cast, creed, language, and financial backgrounds. Subsequently, rigorous
testing of the models should be conducted for adversarial scenarios and for preven-
tion of any form of jail breaking. It is essential that such testing considers the diverse
population and culture in India.

¥ Justice K.S.Puttaswamy(Retd) vs Union Of India, 2019 (1) SCC 1.

40Karthick Theodore v. Madras High Court, 2021 SCC OnLine Mad 2755; and Ikanoon Software
Development Pvt Ltd v. Karthick Theodore & ors.

“'Domingo-Ferrer and Blanco-Justicia (2020).
“2Chen (2023), p. 567.
#Kilkenny and Robinson (2018), pp. 103-105.
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Co-regulation models should include requirements to provide audit reports on
training data sets on parameters such as diversity of the data set to ensure the fair-
ness of the Al models.

(iv) Accountability

Accountability is the consequence of transparency (Munn 2023)* and is often
directly tied up to the term ‘liability” which has more of a legal connotation to hold
someone responsible for a certain defect or lack of standard which leads to loss or
harm to another person. While regulations around liability are conventional in
nature, the change in the very definition of ‘product’ and ‘service’ calls for an evolu-
tion in liability laws as well. To add to the existing fundamental challenges in fixing
liability in the world of technology, the complex nature of Al models will escalate
the issues herein.

With multiple players involved in the development, deployment, and use of Al
models, the allocation of responsibilities in the event of any loss or harm to the users
becomes more challenging (Hauer 2022).*° If we apply the current consumer pro-
tection laws in India (Consumer Protection Act 2019)* to products and services
using Al models, the complexity around finding who will be liable in the supply
chain of Al models is amplified. Additionally, concerns around grievance redressal
of users will become paramount in AI models which are not transparent or explain-
able. There is therefore the need to implement new models of liability rules in align-
ment with the new technological revolution.

Against an Indian background, the operationalisation of these principles of ethi-
cal and responsible Al will require extensive scrutiny and review of Al models dur-
ing the development and deployment of the same. Relying on encoding ethical
standards in the very architecture itself is the most suitable way forward for India.
This will also reduce the dependency on regulatory models for governing the Al
technology. In the rush for being a global powerhouse for Al, it is essential to be
able to use the full potential of the technology, while also prioritizing responsible
and ethical Al so as to protect the well-being of the users.

4 Conclusion: Moving Towards a Technosocial Approach

In this new digital era, it is no more possible for any sector to work in silos and in a
single dimensional manner. The widespread integration of Al models in various
products and services available to the public has raised concerns. The world of tech-
nology is no more an isolated group of people working to provide support as a
backbone only. The success achieved by Al models has brought technology and its
developers to the forefront, and there is a global push to focus on techno-social

“Munn (2023), pp. 869-877.
“Hauer (2022), p. 272.
46 Consumer Protection Act, 2019.
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aspects (Kaye et al. 2024).*7 The word ‘technosocial’ denotes a very interesting
combination of technology and society which highlights the unavoidable impact of
technology on our society. This amalgamation calls for technosocial collaborations
for the development and regulation of Al models. Even with sufficient literature on
the necessity of collaborations in this digital era (Soumya Banerjee et al. 2022),* it
is difficult to achieve this collaboration in practice.

The criticality of stakeholder engagement cannot be emphasized enough for the
responsible and ethical development and use of Al models. As we have seen some
best practices in the emerging market of India, with a focus on the different stages
of Al development and use, it is important to actively involve stakeholders through-
out the roadmap of Al development (Kaye et al. 2024) ¥ (please refer to Fig. 3.3).
An example of the same would mean involving academia in the robust testing of the
Al models to ensure that models are not biased. Similarly, consultations with regu-
lators through the phases of impact assessment will prove to be helpful in imple-
menting the feedback loop during the development of the Al model.

Fig. 3.3 Various stakeholders for the development of responsible Al

#TKaye et al. (2024).
“Banerjee et al. (2022).
“Kaye et al. (2024).
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To enhance explainability and understandability of Al models, engaging with the
community at large is very essential. Particularly against the Indian background, it
is critical that the companies developing and implementing Al models in their prod-
ucts and services take the responsibility to educate its users on the technology, its
impact and its limitation. Such engagement is more critical when Al models are
used by government bodies in providing public services or welfare schemes of its
citizens.

In conclusion, this chapter would like to emphasize the current need to align
technology with our societal values and focus on the necessity to make our Al mod-
els ethical in nature. Relying on co-regulation models which are agile in nature
includes the need for self-regulation of Al models, and the same will amplify the
focus on building ethical designs. In this model of Al development and regulation,
there should however be an express effort to ensure that trust building is an on-going
process and regulation does not result in becoming a task of check boxing a compli-
ance list. A culture of responsible innovation which respects ethical considerations
in alignment with societal values needs to be fostered at the very grass root level.
Such integration of ethics in the very architecture of Al development and use will
also help strike the correct balance between innovation and regulation. Taking steps
throughout the roadmap of Al development and use will prevent ethics from posing
to be a burden on the stakeholders. A country as diverse and magnificent as India
requires creative solutions for the responsible and ethical development of Al models
which will only help in ensuring that the technology is sustainable in nature.

References

2023 GPAI Ministerial Declaration, Global Partnership On Artificial Intelligence (December 13,
2023). Available at https://gpai.ai/2023-GPAI-Ministerial-Declaration.pdf.

Approach Document for India: Part 2 - Operationalizing Principles for Responsible Al, NITI
AAYOG (August, 2021), Available at https://www.niti.gov.in/sites/default/files/2021-08/Part2-
Responsible-AI-12082021.pdf

Ashwini BP, Savithramma RM, Ranganathaiah S (2022). Artificial intelligence in smart city appli-
cations: an overview. 986-993. https://doi.org/10.1109/ICICCS53718.2022.9788152

Banerjee S, Alsop P, Jones L, Cardinal RN (2022) Patient and public involvement to build trust in
artificial intelligence: a framework, tools, and case studies. Patterns 3(6)

Behind the AI Boom: Large Language Model (LLM) Trends, TrendFeedr, Available at https://
trendfeedr.com/blog/large-language-model-1lm-trends/

Cabinet Approves Ambitious IndiaAl Mission to Strengthen the AI Innovation Ecosystem,
Prime Minister’s Office of India (Mar. 7, 2024), Available at https://www.pmindia.gov.in/en/
news_updates/cabinet-approves-ambitious-indiaai-mission-to-strengthen-the-ai-innovation-
ecosystem/

Chen Z (2023) Ethics and discrimination in artificial intelligence-enabled recruitment practices.
Humanit Soc Sci Commun 10:567

Choung H, David P, Ross A (2023) Trust and ethics in Al. Al Soc 38:733-745. https://doi.
org/10.1007/s00146-022-01473-4

Christiaens T (2024) Nationalize AI! Al Soc. https://doi.org/10.1007/s00146-024-01897-0

Consumer Protection Act, 2019


https://gpai.ai/2023-GPAI-Ministerial-Declaration.pdf
https://www.niti.gov.in/sites/default/files/2021-08/Part2-Responsible-AI-12082021.pdf
https://www.niti.gov.in/sites/default/files/2021-08/Part2-Responsible-AI-12082021.pdf
https://doi.org/10.1109/ICICCS53718.2022.9788152
https://trendfeedr.com/blog/large-language-model-llm-trends/
https://trendfeedr.com/blog/large-language-model-llm-trends/
https://www.pmindia.gov.in/en/news_updates/cabinet-approves-ambitious-indiaai-mission-to-strengthen-the-ai-innovation-ecosystem/
https://www.pmindia.gov.in/en/news_updates/cabinet-approves-ambitious-indiaai-mission-to-strengthen-the-ai-innovation-ecosystem/
https://www.pmindia.gov.in/en/news_updates/cabinet-approves-ambitious-indiaai-mission-to-strengthen-the-ai-innovation-ecosystem/
https://doi.org/10.1007/s00146-022-01473-4
https://doi.org/10.1007/s00146-022-01473-4
https://doi.org/10.1007/s00146-024-01897-0

38 A. Dadhich and Y. Bansal

Daza MT, llozumba UJ (2022) A survey of Al ethics in business literature: maps and trends between
2000 and 2021. Front Psychol. 13:1042661. https://doi.org/10.3389/fpsyg.2022.1042661

Digital India Corporation (2024) Digital India Corporation. Available at https://dic.gov.in/

Domingo-Ferrer J, Blanco-Justicia A (2020) Privacy-preserving technologies. In: Christen M,
Gordijn B, Loi M (eds) The ethics of cybersecurity. The international library of ethics, law and
technology, vol 21. Springer, Cham

Due Diligence by Intermediaries/ Platforms under the Information Technology Act, 2000 and
Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules,
2021, No.eNo.2(4)/2023-CyberLaws—3, Ministry Of Electronics And Information Technology
(March 1, 2024), Available at https://regmedia.co.uk/2024/03/04/meity_ai_advisory_1
march.pdf

Engler A (2023) The EU and U.S. Diverge on Al Regulation: A Transatlantic Comparison and Steps
to Alignment, Brookings (April 25, 2023), Available at https://www.brookings.edu/articles/
the-eu-and-us-diverge-on-ai-regulation-a-transatlantic-comparison-and-steps-to-alignment/

Ethical Guidelines for Application of Artificial Intelligence in Biomedical Research and Healthcare,
Indian Council of Medical Research (2023). Available at https://main.icmr.nic.in/sites/default/
files/upload_documents/Ethical_Guidelines_AI_Healthcare_2023.pdf

FE Business (2024) How year-on-year India’s GDP grew to become world's fastest-growing econ-
omy? The Financial Express (July 19, 2024), Available at https://www.financialexpress.com/
budget/budget-2024-how-year-on-year-indias-gdp-grew-to-become-worlds-fastest-growing-
economy-3558725/

Finocchiaro G (2024) The regulation of artificial intelligence. Al Soc 39:1961-1968. Available at
https://doi.org/10.1007/s00146-023-01650-z

Goffi ER (2021) Escaping the Western Cosm-ethical hegemony: the importance of cultural diver-
sity in the ethical assessment of artificial intelligence. Al Ethics J 2(2)-1. Available at https://
www.aiethicsjournal.org/10-47289-aiej20210716-1

Hauer T (2022) Importance and limitations of Al ethics in contemporary society. Humanit Soc Sci
Commun 9:272

Hern A (2024) Al Race Heats Up as OpenAl, Google and Mistral Release New Models, THE
GUARDIAN (April 10, 2024), Available at https://www.theguardian.com/technology/2024/
apr/10/ai-race-heats-up-as-openai-google-and-mistral-release-new-models

Justice KS Puttaswamy(Retd) vs Union Of India, 2019 (1) SCC 1

Karthick Theodore v. Madras High Court, 2021 SCC OnLine Mad 2755; and Ikanoon Software
Development Pvt Ltd v. Karthick Theodore & ors

Kaye J, Shah N, Kogetsu A et al (2024) Moving beyond Technical Issues to Stakeholder
Involvement: Key Areas for Consideration in the Development of Human-Centred and Trusted
Al in Healthcare, ABR

Kilkenny MF, Robinson KM (2018) Data quality: “Garbage in — garbage out”. Health Inform
Manage J 47(3):103-105

Martin N, Matt C, Niebel C et al (2019) How data protection regulation affects startup innovation.
Inf Syst Front 21:1307-1324

Meet the Startups Carving India’s Niche in the Al Space, INC42 (August 21, 2024), Available at
https://inc42.com/startups/indian-genai-startup-tracker/.

Munn L (2023) The uselessness of Al ethics. Al Ethics 3:869-877. https://doi.org/10.1007/
s43681-022-00209-w

National Strategy for Artificial Intelligence, NITI AAYOG (June, 2018). Available at https://www.
niti.gov.in/sites/default/files/2023-03/National-Strategy-for-Artificial-Intelligence.pdf

Paine LS (2000) Does ethics pay? Bus Ethics Quart 10(1):319-330. https://doi.org/10.2307/3857716

Press Release No. 62/2023: TRAI Releases Recommendations on Leveraging Artificial Intelligence
and Big Data in Telecommunication Sector, Telecom Regulatory Authority of India (July 20,
2023), Available at https://www.trai.gov.in/sites/default/files/PR_No.620f2023.pdf.

Proposed Digital India Act, 2023: Digital India Dialogues, Ministry Of Electronics And Information
Technology (March 9, 2023), Available at https://www.meity.gov.in/writereaddata/files/DIA _
Presentation%2009.03.2023%20Final.pdf


https://doi.org/10.3389/fpsyg.2022.1042661
https://dic.gov.in/
https://regmedia.co.uk/2024/03/04/meity_ai_advisory_1_march.pdf
https://regmedia.co.uk/2024/03/04/meity_ai_advisory_1_march.pdf
https://www.brookings.edu/articles/the-eu-and-us-diverge-on-ai-regulation-a-transatlantic-comparison-and-steps-to-alignment/
https://www.brookings.edu/articles/the-eu-and-us-diverge-on-ai-regulation-a-transatlantic-comparison-and-steps-to-alignment/
https://main.icmr.nic.in/sites/default/files/upload_documents/Ethical_Guidelines_AI_Healthcare_2023.pdf
https://main.icmr.nic.in/sites/default/files/upload_documents/Ethical_Guidelines_AI_Healthcare_2023.pdf
https://www.financialexpress.com/budget/budget-2024-how-year-on-year-indias-gdp-grew-to-become-worlds-fastest-growing-economy-3558725/
https://www.financialexpress.com/budget/budget-2024-how-year-on-year-indias-gdp-grew-to-become-worlds-fastest-growing-economy-3558725/
https://www.financialexpress.com/budget/budget-2024-how-year-on-year-indias-gdp-grew-to-become-worlds-fastest-growing-economy-3558725/
https://doi.org/10.1007/s00146-023-01650-z
https://www.aiethicsjournal.org/10-47289-aiej20210716-1
https://www.aiethicsjournal.org/10-47289-aiej20210716-1
https://www.theguardian.com/technology/2024/apr/10/ai-race-heats-up-as-openai-google-and-mistral-release-new-models
https://www.theguardian.com/technology/2024/apr/10/ai-race-heats-up-as-openai-google-and-mistral-release-new-models
https://inc42.com/startups/indian-genai-startup-tracker/
https://doi.org/10.1007/s43681-022-00209-w
https://doi.org/10.1007/s43681-022-00209-w
https://www.niti.gov.in/sites/default/files/2023-03/National-Strategy-for-Artificial-Intelligence.pdf
https://www.niti.gov.in/sites/default/files/2023-03/National-Strategy-for-Artificial-Intelligence.pdf
https://doi.org/10.2307/3857716
https://www.trai.gov.in/sites/default/files/PR_No.62of2023.pdf
https://www.meity.gov.in/writereaddata/files/DIA_Presentation 09.03.2023 Final.pdf
https://www.meity.gov.in/writereaddata/files/DIA_Presentation 09.03.2023 Final.pdf

3 Implementing Responsible and Ethical Artificial Intelligence in India: Balancing... 39

Report on Al Governance Guidelines Development, IndiaAl Mission, as on January 5, 2025, avail-
able at Report on Al governance guidelines development

Schermer BW, Custers B, van der Hof S (2014) The crisis of consent: how stronger legal protection
may lead to weaker consent in data protection. Ethics Inform Technol 16:171-182

Serhii Uspenskyi, Large Language Model Statistics and Numbers (2024), Springs (June 6, 2024),
Available at Large Language Model Statistics And Numbers (2024) - Springs (springsapps.com)

Shaistha Fathima, LIME vs SHAP: A Comparative Analysis of Interpretability Tools, MARKOVML
(February 26, 2024), Available at https://www.markovml.com/blog/lime-vs-shap.

Stuart R, Perset K, Grobelnik M (2023) AI System Definition Update. OECD Al Policy Observatory
(November 29, 2023), Available at https://oecd.ai/en/wonk/ai-system-definition-update

Syreeta Charles-Cole, Ethical Crossroads: Al, Cybersecurity, and Western Dominance in a Global
Context, Medium (September 6, 2023), available at Ethical Crossroads: Al, Cybersecurity, and
Western Dominance in a Global Context | by Syreeta Charles-Cole | Medium

Tech Desk, Reliance-backed consortium unveils ‘Hanooman’ series of AI models. The Indian
Express (Aug. 23, 2024), Available at https://indianexpress.com/article/technology/
artificial-intelligence/hanooman-ai-model-series-sml-9173264/

The Hindu Bureau, Gemini AI’s reply to query, ‘is Modi a fascist’, violates IT Rules: Union
Minister Rajeev Chandrasekhar, The Hindu (February 23, 2024), Available at https://www.
thehindu.com/news/national/netizens-allege-bias-in-google-ai-tools-response-on-pm-modi-i-
t-ministry-sees-rules-violation/article67877974.ece.

Young C (2019) Putting the law in its place: business ethics and the assumption that illegal implies
unethical. J Bus Ethics 160:35-51. https://doi.org/10.1007/s10551-018-3904-4

ZhangY, Weng Y, Lund J (2022) Applications of explainable artificial intelligence in diagnosis and
surgery. Diagnostics (Basel) 12(2):237. https://doi.org/10.3390/diagnostics 12020237

Avinash Dadhich has extensive academic and industry experience in legal and regulatory areas,
focusing on Al/Robotics/Internet Governance/Data Privacy, Competition Law, and IPR. He
received full scholarships for his PhD from the UK, LL.M. from France, and LL.B. from Delhi
University and completed Al Policy Clinic Certificate from The Centre for Al and Digital Policy,
Washington, D.C.

He has extensive experience working with leading firms like Deloitte, EY, Gide Loyrette Nouel
LLP, Paris, France & White & Case LLP, Brussels, Belgium and Competition Commission of
India, Ministry of Corporate Affairs, Govt. of India and Supreme Court of India and working on
Advisory Board member of AMS Ethical Al in Talent Global Board, London and Tsaaro
Consulting, Bengaluru. (Pro bono).

With extensive experience in higher education, he has served as the director of Manipal Law
School at MAHE Bengaluru, the dean of the Institute of Legal Studies and Research at GLA
University in Mathura, and the dean of IFIM Law School in Bengaluru.

He was a visiting researcher/faculty member at King’s College London, UK, Max Planck
Institute of Intellectual Property and Competition Law, Munich, Germany, and Institute of
European Studies, Brussels, Belgium, NLU Delhi, Indian Law Institute, Indian Society for
International Law, The National Academy of Indian Railways, Vadodara, Lyon Business School,
Lyon, and Toulouse Law School, France.

He was invited as an Antitrust Fellow by the United States Department of State’s International
Visitor Leadership Program (IVLP) to visit New York, Washington, D.C., lowa City, and San
Francisco. He completed the Military Leadership Development Programme (MLDP 2) as an
Officer Cadet with the Welsh Universities Officers Training Corps of the British Territorial Army
in the United Kingdom.

Prof. Dadhich has authored 10 research papers and two books in both Indian and international
academic journals and publications and attended and presented research papers at International
conferences at Internet Governance Forum (UN event), Poland, ETH Zurich, Switzerland,
University of Luxembourg, Paris Dauphine, Paris, Oxford University, University of Amsterdam,
University of Birmingham, University of Southampton, Poznan University, Poland, Athens


https://www.markovml.com/blog/lime-vs-shap
https://oecd.ai/en/wonk/ai-system-definition-update
https://medium.com/@drsyree/navigating-the-ethical-crossroads-ai-cybersecurity-and-western-dominance-in-a-global-context-1f75f58ef88a
https://medium.com/@drsyree/navigating-the-ethical-crossroads-ai-cybersecurity-and-western-dominance-in-a-global-context-1f75f58ef88a
https://indianexpress.com/article/technology/artificial-intelligence/hanooman-ai-model-series-sml-9173264/
https://indianexpress.com/article/technology/artificial-intelligence/hanooman-ai-model-series-sml-9173264/
https://www.thehindu.com/news/national/netizens-allege-bias-in-google-ai-tools-response-on-pm-modi-i-t-ministry-sees-rules-violation/article67877974.ece
https://www.thehindu.com/news/national/netizens-allege-bias-in-google-ai-tools-response-on-pm-modi-i-t-ministry-sees-rules-violation/article67877974.ece
https://www.thehindu.com/news/national/netizens-allege-bias-in-google-ai-tools-response-on-pm-modi-i-t-ministry-sees-rules-violation/article67877974.ece
https://doi.org/10.1007/s10551-018-3904-4
https://doi.org/10.3390/diagnostics12020237

40 A. Dadhich and Y. Bansal

Institute for Education and Research (ATINER) Athens, Greece, King’s College London, American
Bar Association’s Section of Antitrust Law, Washington DC, European Commission, Brussels,
Tilburg University, Amsterdam, Netherlands, World Intellectual Property Organization (WIPO),
Geneva, Switzerland, etc.

Yashu Bansal has a rich industry experience of 5+ years with law firms, companies, and start-
ups, and has now pivoted to academia with the goal to reform legal education in India. Passionate
about the intersection of law and technology, she is a part of Manipal Law School, where she
focuses on LLM programmes specializing in technology and law. With interest in research in data
privacy, consumer rights in the digital era, privacy engineering, Al regulation, cyber laws and
legal tech, she aims to contribute to the fast-paced digital era in India.

With an Advanced LLM in Law and Digital Technologies, from Leiden University (cum laude),
she has also cleared the National Eligibility Test (NET) in India, in 2023. Prior to her LLM, she
had completed her B.B.A.LL.B. from Chanakya National Law University in India and has also
pursued a PG Diploma in Consumer Law and Practice from National Law School of India
University (Professional and Continuing Education).



®

Check for
updates

Critical Al Literacies as a Driver of Ethics
Education

Two Educators Reflect on the Good, the Bad, and the
Ugly Sides of Al Ethics Literacies in the Classroom and
Beyond

Thorsten Busch and Florence M. Chee

Abstract
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1 Introduction

The past 10 years have seen huge swings in the public perception of, and opinion
on, technologies such as social media, cryptocurrencies, and Al. For instance, while
there was initial hype around social media and the alleged democratization they
would bring about (Busch and Shepherd 2014), things took a dark turn with the
2016 U.S. election and the Cambridge Analytica scandal (Streitfeld 2017), which
eventually resulted in a broader “techlash” (Goldberg 2020). Similar developments
have been happening in artificial intelligence (Al) recently, with the post-ChatGPT
hype around generative Al slowly being replaced by critical questions regarding
intellectual property, privacy, and human creativity, followed by countless open let-
ters and court cases. Consequently, discussions about the ethics of Al have garnered
attention in mainstream media and among businesspeople in a wide range of
industries.

Thus, the need for orientation and critical education around the ethics of Al, as
well as the “dark side” of technology in general, has never been clearer (Singer
2018). It is worth pointing out that this need for education is not limited to com-
puter science students at the early stages of their careers. Instead, as debates
around a “Hippocratic Oath for data science” (Eubanks 2018) and the responsibil-
ity of computing professionals (Schuler 2020) have shown, it also applies to pro-
fessionals in a wide range of engineering and tech-related disciplines. And today,
with the advent of ubiquitous, everyday tools such as ChatGPT, knowledge of Al
ethics has become a much-needed skill in most industries, both at the operational
and the strategic level.

Against this background, our chapter reflects upon our experiences teaching eth-
ics of technology in various disciplinary and educational settings. We have been
teaching Al ethics, responsible innovation, corporate social responsibility, digital
ethics, computational research methods, and game studies, as well as adjacent top-
ics, in Canada, Germany, Ireland, Switzerland, and the United States over the course
of more than a decade now, and this chapter covers our teaching experience at the
undergraduate, graduate, and executive education levels in schools of communica-
tion, universities of technology, and business schools. While this personal approach
does not lend itself to making sweeping generalizations across the globe, we do
believe that our experience covers quite a lot of ground that will be of interest to
readers from a wide range of professional and educational contexts. And while we
would like to claim that things have been going great this entire time, we consider it
our professional duty to also point out the things that we found challenging, so that
readers may learn from those as well. Before we get to the caveats, however, we
shall start with the positive aspects of teaching Al ethics.
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2 The Good

As pointed out above, Al ethics has become a near-ubiquitous issue today. That is a
huge advancement compared to a decade ago, as it means that dedicated Al ethics
textbooks and other teaching materials are widely available to educators now.
Moreover, the mainstreaming of Al ethics also makes it significantly easier for criti-
cal educators to be taken seriously in contexts that tend to only wish to hear about
the opportunities of new technologies, and not so much about their challenges. The
following sections thus describe some positive tendencies that educators in the
domain of ethical AI will find to work in their favor.

2.1 Al Ethics Has Become a Hotly Debated Issue

Al ethics has gotten a lot of public attention lately, not least because of the many
controversies that have been sparked by the advent of generative Al in education
and business. For instance, the public launch of ChatGPT in late 2022 caused wide-
spread panic among educators across all educational levels, from high schools to
universities, calling into question not only how written exams, term papers, and
theses could be identified as genuinely human in the future, but also what the gen-
eral purpose of education should be going forward. After all, what purpose does a
term paper or Bachelor’s thesis serve when students can easily have it written by
some generative Al tool instead of going through the laborious process of doing all
their research and writing themselves? Perhaps it is time for educators to just aban-
don ship and leave education to technology? Or, one might argue instead, perhaps
schools should just outright ban all technology, as it robs kids of their capacity to
learn valuable life skills?

In business, on the other hand, Al has sparked both hopes and fears when it
comes to useful shortcuts and cost-cutting initiatives across almost all industries.
Whether it be providing useful help when it comes to writing computer code, legal
advice for specific business decisions, or automating data collection for corporate
sustainability reports, Al has been touted as the universal tool to solve all problems
in business. The flipside to those hopes is reflected in fears of workers being sur-
veilled constantly in their offices and factories, and in entire industries getting auto-
mated, resulting in mass layoffs. Recent debates and lawsuits regarding whether or
not generative Al should be allowed to be trained on artists’ work have made head-
lines, and the strikes in the film and digital game industries have demonstrated that
many stakeholders are highly concerned by the fact that AI might put them out of
business altogether.

In practice, of course, the above-mentioned fears in education and business are
valid, but perhaps not as clear-cut as one might assume. For now, at least, Al tools
have not been as great as their proponents claim, hallucinating academic sources
and court cases, and thus demonstrating an increased need for critical thinking
across all sectors. Therefore, these debates are useful for educators when it comes
to teaching Al ethics, as there is a plethora of current debates to draw from when
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engaging with a wide range of audiences. Thus, this is a good moment to ask what
a genuinely critical and future-proof education should look like, and perhaps it is
indeed time to let go of certain traditional forms of exams in education or repetitive
tasks in business. In many ways, then, current debates on tools such as ChatGPT are
reminiscent of the early days of Wikipedia: It took a while for educators to wrap
their minds around how to usefully and critically make use of such a tool, but even-
tually, educators and students managed to develop a new kind of critical data liter-
acy, which is exactly what is needed when it comes to the uses of Al

2.2 Al Ethics is Relevant to a Wide Range of Audiences

As generative Al has been going mainstream, so too has the need for Al ethics
become crystal clear across many industries. Indeed, professionals across a wide
range of industries and careers need orientation when it comes to thinking critically
about Al and technology in general because their careers have either been affected
by debates around Al already or they will do so shortly. For educators, this presents
many opportunities to connect with professionals when it comes to ethical issues, as
Al ethics has been moving from a fairly obscure ivory tower issue toward an increas-
ingly normalized skill. Thus, in many ways, Al ethics today is a step toward the
professionalization of dealing with technology in business, similar in many ways to
how corporate sustainability management and corporate social responsibility (CSR)
have been professionalized and matured over the course of the past 20 years or so.

This trend toward the professionalization of ethical reflection skills in technol-
ogy and business is highlighted by previous work in the engineering professions.
While our teaching experience shows that these efforts so far are largely unfamiliar
to engineering students and managers in many industries, there has indeed been
pioneering work when it comes to developing professional codes of ethics by asso-
ciations such as the ACM and IEEE (ACM 2018; IEEE 2020). Some current guide-
lines and codices even expressly connect Al ethics with employee well-being and
other social sustainability indicators as metrics for Al ethics, and they contextualize
the social and environmental impact of Al by making reference to normative frame-
works such as human rights and the United Nations Sustainable Development
Goals, as well as CSR and ESG (environmental, social, and governance) criteria in
business (Danish Institute for Human Rights 2024; IEEE SA 2023; Montréal
Declaration 2024; UN B-Tech Project 2024).

For educators, this pioneering work done by industry professionals helps make
the case in the classroom that engineering and business are not ethically neutral
domains. Instead, seeing as it is Al practitioners themselves that have identified the
need for ethical guidance and reflection, and subsequently codified it in specific
codices and guidelines, educators can connect Al ethics to a wide range of chal-
lenges and use cases across many professions and industries. In doing so, educators
can contextualize ethical perspectives and connect them easily to critical thinking,
philosophical inquiry, discussions of professional conduct and responsibility, and
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business ethics in general, all of which is much easier to do today than it used to be
a decade ago.

23 A Wide Range of Institutions and Programs Are Open
to Discussing Al Ethics

Because of the urgency and ubiquity of the topic, many academic and non-academic
programs alike are open to discussing Al ethics today. For instance, as pointed out
above, schools need to address what traditional concepts such as learning, author-
ship, and academic integrity should mean in an age of generative Al. And that is a
matter of grave importance not only in some imaginary, distant future, but one for
right now instead. Similarly, in business, conflicts over Al-driven automation and
intellectual property will require both new technical literacies and social debates as
to what stakeholders consider fair and just. Thus, as Singer (2018) has pointed out,
the “dark side” of tech is increasingly getting addressed in a wide range of academic
programs today. For educators, this provides an excellent opportunity to cover Al
ethics across a broad range of channels.

For instance, we have been addressing tech ethics more broadly and Al ethics in
particular in classes on business innovation, business ethics, international business,
digital marketing ethics, and game studies. In all these disciplines, it turned out to
be very easy to find cases and debates that lend themselves well to discussing nor-
mative issues arising from the use of technology. For instance, when it comes to
media and ethics, current debates around generative Al allow educators to address
how Al challenges the way we understand the importance of creative content, game
art, code, and design as uniquely human creative expressions versus a mere Taylorist
fantasy of mass-producing game assets at ever-decreasing cost and larger scale. In
similar fashion, it should be easy to discuss Al ethics across a wide range of pro-
grams in departments of law, social sciences, humanities, engineering, medical sci-
ences, and the arts.

An institutional trend that is helpful in this regard is the fact that ethics education
has been given more room in recent years not only by professional associations but
also across academic departments. For instance, when it comes to business schools,
international accreditation organizations today only give their seals of approval to
schools which can demonstrate that ethics plays a vital role in their curricula.
Accordingly, this trend can serve as a conversation starter and an institutional inroad
for educators trying to establish new courses on Al ethics in their school or
department.

24 Al Ethics Provides Opportunities for Experiential Learning
One of the toughest challenges of teaching Al ethics is the fact that many core con-

cepts and technical aspects of Al are very complex, abstract, and hard to parse,
especially for students in non-technical programs. This makes finding simple and
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elegant ways of explaining how machine learning or generative Al work, even just
at their most basic technical layer, quite difficult. Beyond this basic factual layer of
Al it is even more difficult to realistically assess, critically question, and demystify
the many social and ethical aspects surrounding technology. Thus, one of the main
challenges of teaching Al ethics is how to get across the key ethical challenges with-
out either simplifying the inner workings of technologies too much or falling victim
to their technical complexities altogether.

At first, this can be a daunting task, but in many cases, one can make ethical Al
more accessible using experiential learning. For instance, a classic insight in Al eth-
ics is the fact that technology is never morally neutral. Challenges such as bias in
machine learning systems have been discussed among scholars and technologists
for a long time already, but it is difficult to explain these issues to lay people in such
a way that it is both easily accessible and relevant to their experience. One easy way
of using experiential learning to get this point across is to give students tools that
feel unusual to the majority of people. For instance, we have been giving students
left-handed scissors and coffee cups with asymmetrically shaped handles designed
for right-handed people. Having students interact with these everyday objects makes
it easy to get the point across that tools (in other words, technologies) are often
made with an implicit idea of a “normal” user in mind. So, when we ask students to
use these objects for a few minutes to see if they feel natural to them, it becomes
clear quite quickly that not every tool works equally well for everyone, an insight
which can then be applied to the issue of bias in machine learning systems.

Another helpful type of experiential exercise is to divide students into groups,
where one group takes on the role of Silicon Valley venture capitalists while the
other groups are supposed to be tech start-up entrepreneurs whose task it is to pitch
business ideas to VCs. One can come up with many variations on this exercise, but
it is usually helpful to frame it in such a way that the exercise is only about maxi-
mizing profit for VCs, and nothing else. (This is in reference to Milton Friedman’s
infamous 1970 statement that the social responsibility of business is to increase its
profits, and nothing else.) Business pitch documents or prompts can be prepared
beforehand and given to student groups as hand-outs, and each business case should
be deeply and obviously immoral. For instance, pitches might include prompts such
as “Tinder, but for trading human organs” or “Netflix, but for illegal substances.”
Despite the (hopefully) obvious humorous angle, students usually take their roles
very seriously and get drawn into people-pleasing behavior and groupthink quickly.
The students taking on the role of VCs often end up enjoying being catered to and
having power. In the end, only one pitch can win, and the VCs need to decide which
group promises the highest profits, regardless of moral concerns. Obviously, there
should be a post-exercise discussion during which students have the opportunity to
reflect on their experience. During discussions, students understand how easy it is to
overlook ethical aspects when one gets caught up in competitive dynamics or single-
minded business processes, such as brainstorming meetings that only focus on profit
interests.
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2.5 Good Practices and Recommendations

In addition to our remarks on experiential learning above, this section will provide
some general recommendations regarding Al ethics education. None of these are
rocket science, of course, but they do reflect our experience, and they present a
rather hopeful and optimistic take before we move on to the challenging aspects of
teaching Al ethics in the latter sections of this chapter.

First of all, when it comes to the institutional framing device for Al ethics in the
context of a class, course, module or program, the approach that will likely have the
highest chance of being accepted by both administrators and students alike is to
show how Al ethics today is a matter of professionalism. In that sense, Al ethics
should be treated like issues such as CSR, corporate sustainability management, or
responsible accounting practices. Those concepts used to be novel and in need of
institutional legitimacy 20 years ago. Since then, they have become mainstream,
and in a similar fashion, Al ethics today can be framed as a set of must-have skills
that professionals in any domain need to be familiar with in addition to a wide range
of others. So, instead of needing to take a missionary or even preachy stance on it,
educators can simply point to the practical need and demand for professional Al
ethics skills in a wide range of industries today.

Second, as laid out above, educators today can point to a wide range of ethics
principles, codices, guidelines, declarations, and commitments on Al ethics that
have been established in the past decade or so. When it comes to Al ethics educa-
tion, this makes it much easier than before to establish the practical relevance and
legitimacy of thinking critically about technologies. Moreover, Al ethics codices
can be shown to be a regular part of an interconnected network of normative guide-
lines in business, such as the United Nations Sustainable Development Goals, the
UN Guiding Principles on Business and Human Rights, standards and guidelines in
the domains of CSR, supply chain responsibility, corporate sustainability reporting,
and many others. Thus, educators will be able to easily demonstrate that Al ethics
does not play out in some sort of normative vacuum and that it does not need to be
artificially inserted into the curriculum. Instead, business and technology have
always been imbued with values and intertwined with many implicit moral norms,
and the recent establishment of normative guidelines has just made that more
explicit and transparent for all stakeholder groups involved.

When it comes to actually teaching Al ethics in the classroom, Al ethics by and
large is an issue like any other. However, as we will show in Sects. 3 and 4 of this
chapter, teaching Al ethics has some specific challenges, so some strategies have a
tendency to work better than others. For instance, as one would expect, things gen-
erally tend to work more smoothly when educators try to approach the issue from
their students’ various points of view. During the Covid years, for example, many
students had to deal with proctoring software, so it is fairly easy to have debates
about the ethicality of such software solutions because students will likely have had
first-hand experience with their downsides. Similarly, most students are familiar
with technologies such as social media or dating platforms and their respective
risks. Thus, bringing students in by beginning a class with cases and examples that
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seem familiar and not all that controversial to them is certainly helpful. In addition,
this approach also has the benefit of nurturing within our students a sense that they,
too, are in positions where they can educate others.

When it comes to instigating deeper ethical reflection at a later stage in a class or
program, we have found bottom-up approaches to be even more fruitful and impor-
tant. For instance, in an executive MBA program with experienced business practi-
tioners, it is worth taking the time to give them critical reflection prompts and just
let them talk to one another in a guided fashion, either in small groups or in a ple-
nary session. In an executive MBA setting of two full days of teaching, our experi-
ence shows that making the first day an interactive input and lecture day is a good
start, but the most intense learning and reflection take place on the second day, when
we ask students to critically reflect on the hardest professional struggles they have
yet encountered in their respective careers. We ask them to describe their challenges
to their classmates, apply the theories of the class to their issues in hindsight, and to
engage in critical reflection and discussion with the group. That way, not only do
students train the application of theories to their actual experience, they also engage
in peer learning, build empathy with one another, understand other industries,
careers, and contexts, and also create long-lasting group cohesion.

Of course, we have to acknowledge the privilege embodied in this process, as it
requires time and resources that are increasingly rare to find in academia today. But
in any class setting, we would argue that educators should somehow try and find the
time to let students talk more about their experience instead of just lecturing at them
because ultimately, the goal is to make them more sensitive and open-minded
toward ethical issues in tech, and not just to pass an exam. Ideally, instead of a top-
down approach, one should opt for a co-design approach whenever possible (Chee
et al. 2021). Lastly, we should acknowledge that teaching Al ethics can be challeng-
ing for educators because many of the issues that need addressing are so obviously
and deeply unethical that it can be difficult to stay calm and not come off as preachy,
judgmental, or prejudiced. If we want students to be open-minded, educators need
to lead by example, which our role as critical subject-matter experts can sometimes
get in the way of. Ultimately, though, educators will want to be perceived by their
students as calm and trustworthy because that is the prerequisite to running classes
in which students feel like they are invited to be honest and vulnerable.

3 The Bad

Now that we have demonstrated some reasons for why educators should be optimis-
tic about teaching Al ethics, Sects. 3 and 4 of this chapter will briefly introduce
some caveats and challenges. These vary in terms of severity, and we will begin with
the relatively harmless ones before moving on to the real structural challenges in
Sect. 4.
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3.1 Al Itself Is a Moving Target

Like any technology in recent decades, Al has been evolving rapidly when it comes
to technical aspects, business use cases, and social conflicts, which makes it difficult
for educators to keep up with the pace of recent developments. This also includes
questions about what even is the definition of Al, to whom this matters, and in what
context it may make a substantial difference. As recent debates and open letters
around artificial general intelligence (AGI) have shown, interpretations of what may
or may not count as Al vary wildly among experts, as do evaluations of how danger-
ous certain technical developments may be (Hanna and Bender 2023). Similarly, the
generative Al boom that started in late 2022 with the public launch of ChatGPT may
already be cooling off again from a technical perspective, but in the business domain,
consulting companies are still making vast amounts of money on generative Al
projects. Thus, due to business hype and systemic lag across societal subsystems,
debates on Al evolve constantly, but at different speeds for different stakeholder
groups. This is what makes the topic interesting to begin with, but also hard to keep
up with. Accordingly, both Al itself and Al ethics are moving targets evolving so
quickly that staying up to date can be hard for educators who, in today’s accelerated
academy, are constantly pressed for time.

3.2 Al Contexts are Extremely Complex

While it is generally a good sign that a wide range of audiences care about Al ethics
today, the many different contexts that have been increasingly affected by Al make
things complicated for practitioners and educators alike. For instance, technologies
like generative Al produce entirely different challenges and opportunities in differ-
ent contexts. As recent strikes by U.S. video game voice actors have shown, genera-
tive Al is a threat to the livelihood of many stakeholders in a wide range of creative
industries. In the context of the game industry, game development studios could
easily train generative Al systems to sound like a voice actor instead of hiring an
actual person. From a management perspective, this means that generative Al tools
provide excellent cost-cutting opportunities. Similar conflicts play out in Hollywood,
the animation industry, in music, software engineering, legal and business consult-
ing, etc. In all these domains, the people making and benefitting from technologies
will experience Al radically differently from the people being subjected to these
technologies. For Al ethics educators, it may be tempting to use broad and general-
izing ethical theories to make sense of these developments. However, as useful as
this approach may be, we would encourage educators to use it only in combination
with industry-specific perspectives that do not underestimate the complexities of the
respective contexts that Al technologies have been introduced in.
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3.3 Some People Really Hate It When You Criticize Their
Favorite Toys

In addition to complex theoretical and technical challenges, there are also emotional
challenges when it comes to teaching Al ethics. Based on our experience, different
audiences will respond differently to different forms of critique. As we found out
the hard way, sometimes educators will be greeted with extremely emotional
responses when they critique the ethical downsides of technologies. For instance,
we repeatedly witnessed grown men lose their cool and throw actual hissy fits when
we introduced issues such as bias in machine learning. Moreover, we have also been
confronted with quasi-religious commitment to certain technologies, especially
blockchain, cryptocurrencies, and NFTs, during times when they were at the height
of their respective hype cycles. Thus, empirically speaking, it would seem that a
certain percentage of professionals are quite literally unable to discuss Al based on
ethical principles. Instead, they will feel personally attacked and insulted when their
favorite toys get called out for unethical practices. This may be understandable in
cases where technical people feel insulted when educators simplify technical aspects
to such a degree that technical experts will experience this as a strawman attack.
However, aside from mere rhetoric, there are also structural reasons at play here,
where some students may have a major part of their emotional and professional
identity invested in a certain technology, or they may be financially invested in a
certain technology in one form or another. So, Al ethics education is easy until one
calls into question some of the audience’s tacit assumptions about innovation, tech-
nology, the good life, and themselves. Unfortunately, this is a reality that educators
will need to live with, and they should try their utmost not to let an entire class get
dragged into an unpleasant and unproductive atmosphere because of the immature
behavior of a small number of students.

4 The Ugly

Having briefly discussed some difficult but relatively harmless challenges when it
comes to teaching Al ethics, we will introduce some long-term structural challenges
in the following sections. These challenges are difficult to acknowledge and deal
with, but educators across a wide range of contexts should be prepared to face them.

4.1 Toxic Online Campaigns and Debates Have Poisoned
the Well for Everyone

In many ways both big and small, social media discourse over the past 20 years has
gone from boldly utopian to full-on dystopian. Since the 2014 “Gamergate” hate
campaign against socially inclusive game makers and journalists, the design of
online interactions on social media has gotten increasingly focused on engagement
at all cost, no matter how risky and dangerous things may get for vulnerable
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stakeholder groups. “Gamergate” has since become the playbook for online hate
campaigns, as demonstrated by the 2016 U.S. federal election campaign and its
consequences for political discourse online. Things have gotten even worse recently
as a result of Elon Musk’s take-over of Twitter, which has since had much of its
platform safety team removed to the further detriment of the quality of public dis-
course overall. Consequently, debates on technology in general and Al ethics in
particular play out in extremely heated and toxic online spaces today.

This development has led to negative consequences for classroom interactions
both on- and offline. In many ways, toxic online behavior has set the bar for what
students expect from face-to-face interactions, whether it be chat comments during
an online class or hostile comments against educators who are perceived as being in
the opposite political camp. Of course, not all classroom interactions these days are
negative, but the toxicity learned implicitly on social media platforms is yet another
factor educators need to consider and actively manage when teaching Al ethics.
That is because today, any issue or opinion could potentially get instrumentalized
politically, framed as controversial, and subsequently scandalized, especially when
it comes to matters of normative judgment and critique. Thus, ethics classes are by
their very nature more vulnerable to being perceived as “political” or biased from
students’ points of view. Accordingly, it has become increasingly difficult for edu-
cators to provide a safe learning environment, which is why some scholars recom-
mend de-emphasizing class discussions and focusing on individual reflection and
artistic projects instead (Martineau and Cyr 2024). This challenge will likely persist
long-term, much like the next one.

4.2 Al Ethics Educators Will Need to Manage the Ethics
and DEI Backlash

When it comes to Al ethics, many discussions involve pointing out that managers
and technologists have a responsibility to use and design technologies in ways that
do not harm vulnerable stakeholder groups. In many of these cases, the main prob-
lem is that decision makers often find themselves in a relative position of privilege,
which makes them blind to the effects that technologies may have on vulnerable
communities (Costanza-Chock 2020). For instance, one of the most widely dis-
cussed issues is bias in machine learning systems, an issue that by its very nature
often goes unnoticed due to designers’ privileged perspectives (Simon et al. 2020).
This is a problem because there are few checks and balances internally at tech com-
panies, as many high-profile tech companies have laid off parts of their ethics teams
recently (De Vynck and Oremus 2023), and studies have shown that Al developers
tend to deny or downplay the negative effects of their products (Duke 2022; Widder
et al. 2023).

The elephant in the classroom, then, is that whenever bias is discussed with cur-
rent or future decision makers in Al said discussion makes transparent that there are
vulnerable stakeholders who are on the receiving end of bias, which in turn neces-
sarily involves some form of critical judgment of the technologies, managers and
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designers whose decisions are the cause of such forms of bias. Therefore, given the
setting most Al ethics classes play out in, i.e., business schools and universities of
technology, some members of the audience will inevitably feel uncomfortable with
implicitly or explicitly getting called out for technological biases and design deci-
sions that are considered ethically problematic. This frequently results in spontane-
ous and intense emotional reactions from audience members who will feel attacked,
criticized, or accused of being privileged or immoral in some fashion and who then
find it difficult to regulate their emotions in real-time.

Indeed, we have been faced with having to anticipate and actively manage risky
classroom situations such as these on many occasions. While we can empathize
with such emotionally triggered reactions and find them perfectly understandable
from a psychological point of view, they can derail classroom discussions and
endanger the learning experience of the class if they are not reflected upon with the
audience. When done with empathy and care, however, this also presents a learning
opportunity, though one that will take time and effort to instigate. The most produc-
tive scenario in such cases is to ask audience members to critically reflect on general
concepts their communities may take for granted, as this makes matters feel less
personal and accusatory. For instance, one might ask open questions regarding solu-
tionism or concepts such as innovation, which are by default considered to be mor-
ally good in tech and business communities. That way, one can make the more
general point that everyone is emotionally attached to their preconceived notions of
how the world is supposed to function and how they should do their jobs. In this
context, however, educators need to bear in mind that diversity efforts can easily get
relegated to merely being performative if they do not get contextualized critically
(Carrillo Arciniega 2021).

4.3 Al Hype Makes It Difficult to Have
Reasonable Conversations

Lastly, an issue that makes it particularly difficult to discuss Al ethics without trig-
gering highly emotional responses is technology hype, and in particular the climate
of FOMO (fear of missing out) around generative Al across many industries that
started with the public unveiling of ChatGPT in late 2022. Since then, tech compa-
nies have been in a collective gold rush to present generative Al as the be-all and
end-all of future technologies for mainstream business, and many tech leaders seem
to want to outdo one another with lofty promises of artificial general intelligence in
the near future (Hanna and Bender 2023). FOMO-inducing marketing messaging
by tech companies and consulting agencies has been suggesting in no unclear terms
that businesses need to either get on the generative Al bandwagon now or they will
go out of business soon. Accordingly, instead of developing generative Al technolo-
gies cautiously and slowly, many tech companies have been laying off their Al eth-
ics teams, as FOMO and hype have created a collective pressure on tech companies
to go after quick land grabs in this new market (De Vynck and Oremus 2023).
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Of course, technology hype is in no way a new phenomenon, as illustrated, for
instance, by Gartner’s hype cycle, which in past iterations has featured technologies
that never actually made the huge breakthroughs that were promised, such as block-
chain and NFTs (Gartner 2024). But while the hype cycle may produce results that
are entirely predictable for technology insiders, mainstream business and educa-
tional institutions alike have been falling victim to generative Al FOMO to a sur-
prising degree recently (Bender and Hanna 2024). As a result, unrealistic
expectations regarding the power of Al have become emotionally charged for many
business people who are afraid of going out of business in case they bet on the
wrong technological horse. Similarly, in many educational settings, generative Al
has been uncritically framed as the inevitable future of education.

In both business and education, FOMO around generative Al has made it diffi-
cult for Al ethics educators to be heard because many audience members feel sub-
conscious pressure to get in on this new market, and they experience cognitive
dissonance that often expresses in the classroom as aggressive behavior.
Unfortunately, this makes it difficult to develop a much-needed sense of critical
self-reflection within the context of how one should approach technologies as a
professional. However, as educators, we have a responsibility to critically question
the underlying assumptions of decision-making in business and technology, unless
we wish to repeat the mistakes that business schools made until 20 years ago in the
context of uncritically teaching concepts such as shareholder value that have been
thoroughly debunked since (Ghoshal 2005).

5 Conclusion

In this chapter, we have reflected upon our experiences teaching Al ethics and
related subjects over the course of more than a decade in various educational set-
tings and multiple countries. We have shown that the underlying structural condi-
tions for successfully teaching Al ethics are much better today than a decade ago, as
Al ethics has become a hotly debated issue that is relevant to a wide range of differ-
ent audiences and institutions. Moreover, we have given several examples of how
educators can benefit from these positive tendencies, and we have made recommen-
dations as to how educators can improve their practices when it comes to teaching
Al ethics.

At the same time, we have pointed out several challenges when it comes to teach-
ing Al ethics, including the fact that Al technologies are evolving rapidly, that the
contexts in which they are deployed are highly complex, and that students may have
strong emotional reactions when their favorite technologies get criticized or called
out. Furthermore, we have pointed to some ongoing structural issues that make Al
ethics education a challenging endeavor, including the fact that toxic online debates
have set the tone for many debates on ethical issues, that educators will likely be
confronted with a backlash to conversations around diversity, equity, and inclusion,
and that Al hype and FOMO make it difficult to have reasonable debates about the
opportunities and challenges of technologies.
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We hope that educators in the domain of Al ethics will benefit from our experi-
ence, and we encourage them to share theirs with each other. Going forward, in
order to reach as wide a range of stakeholders as possible in the expanding domain
of Al-related industries, we will need to think ahead and address channels beyond
the formal education system and traditional academic publishing venues. At the
macro level, this may include triple-helix approaches involving policy, industry, and
academia. At the meso level, business organizations may need to strengthen internal
peer learning practices, constructive involvement of internal and external stakehold-
ers, and principle-led decision-making processes around the deployment of AI. And
at the micro level, individual students may look for information on Al ethics outside
of traditional educational and professional channels, so Al ethics education may
need to take into account social media platforms, micro-credential programs, or
platforms for sharing computer code and similar technical assets. As unpredictable
as the future of Al ethics education may be, one thing is certain: Developing critical
Al literacies will require a collective effort in professional education, continuing
education in business, and within the broader technology ecosystem.
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Al and Language Interpreting

The Ethics of Breaking Down Language Barriers

Laura Keller

Abstract

The impact of widely accessible large language models on language interpreting
has been limited for now. However, it has revolutionised not only data-based
content generation but also text translation. It is therefore likely only a matter of
time before a speech-to-speech translation features are added to the Al toolkit.
This raises urgent questions for interpretation users and language professionals
regarding the use and utility of language skills, interpreting skills, and the essence
of human connection and communication. This chapter outlines the opportuni-
ties as well as the ethical challenges and caveats that arise with the digital trans-
formation of the language services industry. It proposes framing ethics as the
basis for innovation to allow harnessing the advantages of Al solutions without
falling prey to the dangers of rendering multilingual communication
dysfunctional.

1 Introduction

Language carries culture and identity and plays an essential role in building rapport
with others. Until now, we have relied on humans to be both at the origin of the mes-
sages encoded in language (Harari 2023) and to pass those messages from one lan-
guage to another. Artificial intelligence (AI), and more specifically generative
artificial intelligence (generative Al), is likely to revolutionise the way we commu-
nicate within and across languages. We appear to have reached a turning point. As
Harari warns: “Al has [...] hacked the operating system of our civilisation” (2023,
n.p.). At a point where science-fiction gadgets reminiscent of those featured in
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movies enabling communication in and understanding of any language are as close
to becoming reality as they have ever been, how can the case of conference inter-
preters help understand the implications of the use of Al in communication across
languages? This chapter intends to shed light on the ethical questions that should be
addressed when considering the place of Al in language interpreting.

New technologies changing the professional practise of language professionals
are nothing new. Professional translators—multilingual language professionals
working with written text—have been working with translation memories and other
tools for computer-assisted translation (CAT) for years. Translation memories are
databases of aligned segments of source and target text that are generally internal to
the organisation or company within which they are used. They allow translators to
rely on their own or other translators’ previous work to speed up their task while
adhering to specific rules regarding terminology and style. For certain language
pairs and text types, automatic text translation has matured from producing hardly
intelligible literal translations to output sometimes requiring little human post-hoc
intervention (Horvath 2022; Moorkens and Guerberof Arenas 2024). In contrast,
simultaneous interpreters,! who translate speech to speech in real time, have seen
the nature and scope of their preparatory work change (e.g. the access to and use as
well as the mining of electronic documents, or the use of new tools for vocabulary
extraction and glossary creation). They may look up terminology in real time online
or in their electronic glossaries while they are on mic. But the fundamentals of their
work in the booth have remained largely the same since simultaneous interpreting
premiered at the International Labour Organisation in 1927 (Bourneuf 2022; Gaiba
1998): Interpreters listen to the incoming speech over headphones and render the
same message in a language different from the original into a microphone for the
members of the audience who do not understand the language of the original.

Data-based systems—more successfully marketed as Al—are not a new technol-
ogy. The term “artificial intelligence” is attributed to John McCarthy, who initiated
an effort to make significant advances around the problem proposed over the course
of the summer of 1956 (McCarthy et al. 2006). The group of ten scientists set out to
work on the assumption that “every aspect of learning or any other feature of intel-
ligence can in principle be so precisely described that a machine can be made to
simulate it” (McCarthy et al. 2006, p. 12). Even though Al has obviously made
tremendous strides since then, this turned out to be a greatly underestimated
challenge.

The umbrella term Al englobes various technologies that rely on algorithms that
enable to analyse large amounts of data and learn from it. For language interpreting,
the most pertinent technologies are currently machine learning (ML) and deep

'This paper focuses on the profession of conference interpreters who i.a. work in the international
multilateral system. The terms “conference interpreters”, “simultaneous interpreters”, and “inter-
preters” are used interchangeably. The ethical challenges addressed, however, may apply to inter-

preting regardless of the context.
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learning (DL). ML relies on algorithms that use statistical methods to learn from the
pre-processed data to make predictions, which makes it particularly suitable for
natural language processing (Moorkens and Guerberof Arenas 2024). DL, sub-
branch of ML, exploits artificial neural networks consisting of layers of intercon-
nected nodes mimicking the neurons of a biological neural network. DL technology
is a powerful tool for abstract pattern recognition and complex decision making.
Speech recognition, for example, relies on DL (Sharifani and Amini 2023).
Generative Al is yet another sub-category of DL (Kapoor and Narayanan 2024) and
geared towards creative content generation—with just a few prompts, it can produce
all sorts of outputs in seconds, from impressively coherent text to multilingual glos-
saries. As its purpose is to create new content and as it is vulnerable to hallucina-
tions, relying on it for interpreting is risky at best. Generative Al, although it may
appear sentient, is not Artificial General Intelligence (AGI). AGI, a form of superin-
telligence performing equally well or better than humans on every task and in every
context, is the holy grail McCarthy and colleagues set out to create in the mid-1950s.
In the 1980s, however, McCarthy admitted that the “problem of generality in artifi-
cial intelligence (Al) is almost as unsolved as ever” (McCarthy 1987, p. 1030). At
the time of writing, AGI remains science fiction (Vallor 2024).

However, although Al is not a new technology, the more generalised access to it
is new. The release of large language models (LLMs) to the general public in 2022,
and the widespread access to generative Al it brought in its wake, brings about
changes that are of a new quality. The numbers show that the uptake by a broader
audience is considerable: Roughly two months post release, OpenAl’s Chat-GPT
registered an estimated 100 million users, the first application to reach such an
impressive user base in such a short time, beating the then record holder Tiktok by
a good seven months to the milestone (Hu 2023). In other words, the release of
fairly matured LLMs has firmly placed anyone with internet access in the “fourth
industrial revolution” (Bansal Forthcoming).

To put this metaphor into perspective, the “historical” industrial revolution, espe-
cially during the nineteenth century changed not only how people in Western societ-
ies worked but transformed the social and political landscape as a whole (Philbeck
and Davis 2018). The concept of working hours (and a limit thereof), for example,
stems from the invention of factory shifts. The emergence of a working class and the
workers' movement goes back to the same origins. So does the difference in value
attributed to work done inside the home and for a salary outside of it and the nega-
tive implications this continues to have for women (Zucca Micheletto 2020).
Similarly, the changes this new revolution brings about are and will be profound.
While they undoubtedly create new opportunities, they have the potential to amplify
existing differences and injustices and, to come back to the world of work, are
already starting to be felt in the workplace across industries. And as for the historic
industrial revolution, they allow not just for business to be done as usual, albeit
faster, but they are paving the way for a paradigm shift (Balasubramanian et al.
2021; Bansal Forthcoming; Ghassemi et al. 2023; Mollick and Euchner 2023).
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2 Could Al Make Cross-Language Communication More
Widely Available?

The different Al technologies available today combined are getting closer to cover-
ing the steps involved in interpreting—speech recognition, transcription, text trans-
lation, and text-to-speech voice generation are all available features. Finding cheap,
easy, and accessible ways around language barriers is inherently attractive, and
there are several reasons why those resorting to interpreting services consider using
a tech-based solution instead of hiring human interpreters.

For one, Al-driven solutions are likely to be more easily scalable, which would
drive inclusion, allowing—theoretically at least—for more languages to be consid-
ered and for more end users to be reached. Scalability in terms of number of lan-
guages, however, requires for the systems to be trained accordingly. However, major
inequalities regarding the data available for different languages directly reflect very
real geopolitical power dynamics. Second, availability restrictions due to working-
hour limitations or time zones that apply to humans would fall by the wayside—
while Al-based systems need electricity and may be vulnerable to hard- and software
issues, they arguably do not need rest. As data-based systems are not prone to
fatigue, this may additionally lead to higher consistency in performance—at a level
to be determined. Additionally, data analytics would allow for the gathering and
analysis of meta-data for easier targeting of service needs. Finally, the argument that
probably carries the most weight is the alleged cost effectiveness of using a tech-
based solution instead of living and breathing interpreters. However, the low-cost
solutions widely available are sorely lacking, for example, in terms of data protec-
tion and confidentiality requirements. Implementing solutions that live up to the
ethics and safety standards of clients may require a substantial initial investment.
Therefore, for the arguments in favour of Al to be considered valid, any Al-based
solution under scrutiny must be assessed in light of the regulatory safeguards it
respects and the ethical principles it upholds. Two things an Al solution is unlikely
to be is neutral or free. Therefore, as convenient as an instantly available simultane-
ous interpreter in our pockets may be to users at first sight, it is worth examining the
presumed convenience of data-based systems against the deeper ethical implica-
tions of removing humans from cross-language communication.

3 Conference Interpreters and Al

Conference interpreters are experts in real-time cross-language communication and
naturally, the profession is eying the changes Al is bringing with a dose of suspi-
cion. Two camps seem to have formed within the profession regarding Al: Those
who cannot wait to add Al-supported gadgets and tools to their preparation and
interpreting workflow and those who would pull the plug on Al immediately, if only
they could.
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The enthusiastic adopters argue that it will not be Al that will replace human
interpreters, it will be human interpreters working with AT who will replace human
interpreters who do not. This argument is echoed across industries (Mollick 2024).
To gain an edge, practitioners and academics from this camp—in some cases, the
lines between industry and academia blur—are testing, recommending, and even
developing Al-powered ways to support interpreters in their work (Fantinuoli 2023;
Vivian 2024). For the time being, data on the actual use of Al tools for preparation
and during assignments is scarce. A survey on the subject was launched in July 2024
and revealed that, for now, a majority of the conference interpreters surveyed actu-
ally do not use Al tools (Gillies 2024).

The endeavours to include Al-based tools into the interpreters’ workflow have
merit insofar that the technology undoubtedly has the potential of enhancing inter-
preters’ performance. Not to mention that it is available, and—without falling too
much into a naturalistic fallacy—it is arguably here to stay. For this camp, the focus
lies with the practical applications of AI. While there are calls to include ethical
safeguards such as data-protection measures and transparency, enhancing the inter-
preters’ toolbox (or the interpreters themselves) to remain competitive appears to be
the top priority.

The “doomsday” camp’s arguments are unsurprisingly of much more conserva-
tive and cautious nature. The French trade union of translators and related profes-
sions that also represents interpreters (Société frangaise des traducteurs, SFT), for
example, recently released a manifesto calling for the respect for human creation
and intellectual property and for a ban on replacing language experts by Al, for
transparency regarding origin and genesis of contents as well as clear labelling of
Al-generated contents, for a stop to the deterioration of working conditions for pro-
fessional linguists in the globally growing language-service industry, as well as
safeguarding measures to prevent professions linked to language teaching at school
and university level from disappearing. The statement concludes with the observa-
tion that technology needs to remain a tool at the service of translators and interpret-
ers who have allowed for dialogue between peoples for millennia (SFT 2024),
echoing Hariri (2023)’s points. Scepticism vis-a-vis a new technology—and such a
disruptive one on top—is to be expected and probably a wise initial reaction. There
are valid reasons to fear getting left behind. However, fearmongering and claims of
human superiority that are based on anecdotes and intuitions, but not backed by
systematic empirical findings, are unlikely to help the cause. While the SFT trade
union has the merit of formulating a position on the matter, the demands presented
above are difficult if not impossible to enforce. The appeal is likely based on genu-
ine concern for the wellbeing of its members, but the demands are unlikely to stir
potential buyers. In other words, while the claims of a unique contribution humans
can make exactly because they are human are not necessarily untrue, basing the
assumption that humans are by default better or have an inalienable right to govern
multilingual communication will likely fall short when trying to convince stake-
holders whose top priority is their financial baseline.
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4 Human Interpreters vs. Data-based Systems

The argument that humans with all their human flaws and shortcomings also have
unique human contributions to make merits further exploration. One initially appeal-
ing argument that is widely put forward to argue in favour of human interpreters over
the use of data-based systems is the capacity to feel empathy: While humans are
naturally endowed with empathy, machines are not (Gonzalez-Oliver 2024).
However, upon closer examination, that argument is less clear-cut than it seems:
Chatbot-generated answers (ChatGPT-4 at the time) on a social media platform
thread dedicated to medical questions not only scored higher in terms of content
relevance, but received higher empathy scores than those of human physicians (Ayers
et al. 2023). The researchers contextualise and nuance their findings, pointing to the
absence of a personal doctor—patient relationship in that context, and particularly
stressing that the chatbot answers were systematically longer than the answers pro-
vided by human physicians. Given that chatbots produce output substantially faster
than a human typing, on the surface, a longer answer could be taken as an answer the
author put more thought and care into, and the use of more empathetic language
certainly also goes a long way. However, those who argue that empathy is a unique
characteristic that human interpreters bring to the table but that is lacking in a data-
based system are referring to the empathy human interpreters may feel. Those who
find that data-based systems score high on empathy, on the other hand, are rating the
empathy felt by the receivers of the communication, not by the system generating it.
That empathy may just be reflected—as it is part of the human expression that is
encoded in the data the system was trained with and feeds on (Vallor 2024). It appears
that the system’s ability to feel empathy and to form an authentic connection to the
end user is not necessarily relevant to the end user’s experience of empathy. Harari
clearly labels this mismatch as a danger of generative Al (2023). The argument that
Al does not get humour (Le Figaro avec AFP 2024) may encounter the same obsta-
cles when trying to convince clients—if a joke brought to you by an Al makes you
laugh, does it always matter whether the Al felt it was funny?

Perhaps a more relevant feature lacking in Al—at least in the absence of AGI—is
intention. Intention in humans is informed by their goals and vulnerabilities. It is a
“mental state that guides and organizes behavior. It is essentially a determination to
act in a certain way or to bring about a certain state of affairs” (Shultz 2014/1980,
p- 131). Intention necessarily also goes into the messages people want to get across,
and the communicative intent of the original is at the core of what interpreters strive
to convey.

All this is not to say that it is irrelevant that Al systems do not share the lived
experience of humans. That they do not relate to one another or build rapport the
same way humans do. That they have no ability to read the room. In short, that they
are not sentient and that they do not feel. Rather, the relevant take-away here is that
this key difference between data-based system and humans is only relevant in a
context in which these aspects are valued, and their absence detracts from the
desired outcome.
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One issue that conference interpreters must contend with in some meetings
within the multilateral system is not primarily linked to their role as such, but to the
nature of the meetings. Some meetings appear entirely devoid of communicative
intent, with delegates reading speeches into the minutes one after the other at top
speed without reacting to or interacting with what other speakers said. For this type
of exercise, where there is little communication happening and little rapport to be
built, humans may indeed add little value, and Al may in fact be better suited to do
the job. It would conceivably be better suited to take on the task of the delegates
reading the speeches as well, leaving just Al systems processing data left and right.
Or, perhaps those meetings could, prosaically, just be an email.

There are of course meetings that are held to inform, negotiate, find common
ground, or make decisions and where the inclusion of the people present indepen-
dently of language is crucially a matter of epistemic justice (Fricker 2007). It is in
gatherings like these that reading the room, gauging the tension, and deciphering
ambiguities and things left unspoken become decisive factors. Under these circum-
stances just translating the words is unlikely to do justice to the interaction in
the room.

The target audience of the trade-union appeal above presumably consists of
potential clients and users of interpreting services, in other words, those paying for
them. It certainly makes sense to include the perspective of those who decide
whether they are willing to spend money on interpreting services provided by
humans in the discussion. However, what becomes apparent here is the tension
between economic incentives and ethical imperatives from which different if not
opposing approaches derive. It therefore seems expedient to sharpen the focus
regarding the ethical implications of changing the place and role of humans in
cross-language communication. Otherwise, human interpreters will be cut out of the
communication circuit and the argument about human interpreters with Al replac-
ing human interpreters without Al simply becomes a moot point.

5 What Are the Ethical Implications in the Context
of Language Interpreting and Al?

Calls for digital ethics by design, for placing ethical considerations at the heart of
the digital transformation, are becoming louder with use cases revealing the various
shortcomings of data-based systems: biases present in the data leading to the ampli-
fication of racial biases in facial recognition software, gender-based discrimination
(e.g. the Amazon hiring scandal), or voter manipulation (e.g. the case of Cambridge
Analytica) to name but a few (Hong 2024). The Switzerland-based NGO
AlgorithmWatch CH has recently launched an appeal to the Swiss government to
regulate the use of Al to avoid discrimination (AlgorithmWatch CH 2024). By ethi-
cal implications, therefore, we refer to questions touching on how we as humans
should live in a world where the use of Al is a force to reckon with (Byford and
Thwaite 2023; Kirchschlager 2021; Kirchschldger 2023; Miiller and Pannatier
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2023) and where the power dynamics between humans and algorithms are at best
muddled (Vallor 2024).

Against this backdrop, it becomes apparent that there are at least three important
dimensions to ethics to consider for language interpreting: First, the general reflec-
tion on the ethical framework within which the use of Al technology should be
embedded and the considerations that are relevant for the different stakeholders
(here interpreters, users of interpreting services, but also society in general). They
should touch on questions regarding ethical judgements, moral responsibility and
accountability. Arguably, this dimension encompasses working conditions—from
sound quality to length of assignments to pay, to name but a few—that need to be
addressed bearing ethical concerns in mind. Second, the ethical considerations that
should inform the training of Al systems to be used in an interpreting context, where
the focus primarily lies on transparency regarding the origin of the data used and
questions tied to intellectual property. And third, ethical challenges that arise when
Al is used for interpreting that include protection and confidentiality of the data fed
into the system from potentially confidential meetings, biases that are fed into the
output and questions linked to accountability for mistakes.

While it may be implicitly clear, it seems important to make a point of why data
protection regulations such as the EU's GDPR of 2018 or a regulatory framework
for Al such as the EU Al Act of 2024 (GIP Digital Watch Observatory 2024) are
important also from an ethical perspective: They provide regulatory safeguards for
data protection, protection of privacy, and transparency, which are the arguments
put forward also by the enthusiastic adopters of Al applications in interpreting dis-
cussed above. However, what must not be forgotten is that these protections have
little value in and of themselves. They are means to an end: They serve to protect the
fundamental rights and freedoms (Byford and Thwaite 2023) without which an
open and diverse society based on human-rights standards is simply not possible
(Jones 2023; Kirchschldger 2021). This includes the protection of linguistic diver-
sity and of equal access to rights and remedies regardless of language. Language
professions play an instrumental role in ensuring those rights, and placing the focus
on this aspect would help strengthening their foothold.

Conference interpreters, most widely represented by their international associa-
tion AIIC,? are by way of their professional code of ethics keenly aware of the third
dimension of ethics mentioned above (issues revolving around using such technol-
ogy while on the job, such as ensuring confidentiality or transparency regarding
output generation). Those who are simultaneously part of the early-adopter camp
are conscious of the importance of the second dimension as well (questions related
to the source of the data that goes into training models). However, the more funda-
mental dimension of helping to ensure that the technologies used fulfil the require-
ments needed to protect the foundations of an open, diverse, and democratic society
seems absent in the debate. This may be linked to ethical concerns being absent
from training curricula (Horvath 2022; Ramirez-Polo and Vargas-Sierra 2023), but

2The acronym AIIC stands for the French name of the association, Assocation Internationale des
Interpretes de Conférence.



5 Aland Language Interpreting 65

perhaps this is simply a reflection of a perceived clash with one of the most strongly
upheld principles of the profession: impartiality. It implies not taking sides or alter-
ing the message. While this is fundamental for accurate interpreting, supporting
ethical Al solutions requires advocacy at least to a certain degree. However, the
perceived tension between acting as a neutral conduit for the message to be con-
veyed and advocating for an ethical framework need not be, as it is precisely such a
framework that allows for that neutrality to be exercised safely. To that end, the
principle of impartiality, just like the principle of fidelity, needs to be restricted to
the message and not applied too extensively, as may currently be the case. An
informed discussion that includes all ethical dimensions of using Al for interpret-
ing—the framework, the design properties of the technologies used, and the safe-
guards needed for their actual use. Because if the professionals—this includes
practitioners, their professional associations, trainers, and researchers in the disci-
pline—do not bring their expertise to this on-going discussion and contribute to
upholding integral ethical standards, who will?

6 Where Do the Dangers of Al for Language
Interpreting Lie?

One aspect that sets the on-going digital revolution apart from previous similarly
ground-breaking changes is that this time around, knowledge-industry professions
are the ones bearing the brunt of the change: Interpreters are just as concerned as
lawyers, programmers, or physicians (Felten et al. 2023). As the PauseAl collective
phrases it: “Al does not just replace our muscles as the steam engine did, it replaces
our brains” (PauseAl 2024, p. n. p.).

However, unlike the expertise inherent to many of these professions, the lan-
guage expertise interpreters bring to the table is perhaps one that is more easily
dismissed. First because there is a continuum in terms of who performs interpreting
acts in different contexts. The vast majority of cross-language communication is
carried out by multilinguals and does not involve professional interpreters. It is
simply part of how humans communicate.

Second, in contrast with other knowledge professions, a considerable component
of conference interpreters' professional identity is invisibility—relating to them
conveying the original message unaltered. This links back strongly to the principle
of impartiality discussed above. Of course, the importance of not altering the mes-
sage to be transmitted or of ensuring the confidentiality of the information con-
tained in the message cannot be overstated. To protect these values regarding the
message, invisibility and impartiality are crucial safeguards. They may even serve
as a veil of protection to keep the focus away from possible biases or shortcomings
of human interpreters—they are human after all. But the stance of the impartial and
invisible conduit should apply to the message interpreters are tasked to convey in
their professional capacity, not to their complete existence. While this approach
may facilitate access to highly confidential information and settings—think of the
calls for subpoenaing the interpreter working at the encounter between Trump and
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Putin in 2018 (Frum 2019)—it has also created a misleadingly mechanical image of
how interpreters carry out their work. Additionally, this position of neutrality makes
it difficult to follow advice such as “[conference interpreters,] go make a ruckus”
(Godin 2024) to stand out in comparison with Al.

Third, another factor that has been a growing challenge for multilingualism in
the multilateral system is the prevalence of English. This is of course again a reflec-
tion of geopolitical power dynamics and illustrates the effects of valuing economic
interests over ensuring access. This is not to criticise non-native speakers of English
who put their second-language skills to good use, but rather to point out that while
not everyone may need to rely on interpreting to be included in a meeting, ethically
speaking, it is worth considering if the decision on whether the possibility of being
included while speaking and listening to a language that is not English should be
made on the basis of providing equal access rather than solely on the basis of eco-
nomic considerations.

Equal access, however, is not a matter of language alone. Relying on technology
to provide access to information and provide inclusion independently of language
presupposes access to that technology. Currently, this is far from reality on a global
scale due to the technology gap between rich and poor countries (Ringhof and
Torreblanca 2022), enormous differences regarding access to the Internet (Ritchie
et al. 2023) and an unequal representation of languages, cultures, and people in the
data used for training of Al systems (Hong 2024; Miiller and Pannatier 2023). In
this context, the argument that tech-based solutions contribute to levelling the play-
ing field is flawed.

Another serious risk that needs to be mitigated when considering integrating
Al-based systems into cross-language communication revolves around responsibil-
ity and accountability for errors and transparency of how the outcome produced
came to be. While human interpreters are not immune to making mistakes, they
have the moral capacity required to take on the responsibility and to be held account-
able for them. Data-based systems lack this moral capacity (Kirchschldager 2021).
Additionally, generative Al technology is under scrutiny for issues related to trans-
parency, the black-box problem making it difficult if not impossible to explain how
a specific output was produced (Fleisher 2022; Von Eschenbach 2021).

On top of that, overreliance on tech-based solutions presents a series of dangers
both from a technology and from a skills-related perspective. Technology, espe-
cially large-scale technological solutions, and especially when provided by private
companies that are subject to little oversight, can be vulnerable to cyber-attacks,
power outages or software issues, as the CrowdStrike chaos in July 2024 showed,
grounding planes and affecting health care and financial services amongst others
(Kerner 2024). Even regular in-person meetings are of course susceptible to techni-
cal problems, but with interpreters physically present, a work-around solution can
be provided.

A more subtle, but perhaps also more perfidious danger comes from skills that
are not honed or never even developed due to overreliance on technology. To exam-
ine the problem of diminishing skills from a language-skills perspective, relying
(too) strongly on technology to access information in languages different from the
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ones learned when growing up or to communicate across language barriers could
potentially take away incentives to learn other languages, a point the SFT trade-
union includes in their manifesto (SFT 2024). However, not being able to commu-
nicate in or understand the language of an interlocutor creates a dependency that
would only be reinforced by future generations growing up increasingly relying on
technology for the same purpose as well. Removing humans as safeguards from the
equation could therefore ultimately lead to deeper isolation instead of stronger
connections.

Should the effort required for language learning no longer be deemed worth-
while and reliance on data-based system generalise, there would likely be little
impetus to continue training interpreters or for trained interpreters to maintain their
skill level. The expertise acquired—linguistic, cultural, communicational, and inter-
personal—would be lost.

The menace, again, exceeds language skills. Vallor (2024) warns that the greatest
danger for humanity from Al does not lie in Al developing sentience and turning
evil, but rather from humanity allowing the skills most needed to adapt when faced
with changing circumstances to diminish.

7 Conclusion and the Way Forward

Al can undoubtedly be of valuable assistance in language interpreting. Just as phy-
sicians assisting patients in telemedicine could benefit from using bots to draft
replies (Ayers et al. 2023), Al tools could assist conference interpreters in their work
in and outside the booth. However, to carry out their job to the highest ethical and
professional standards, knowledge professions need to be able to rely on Al tools
that meet the ethical requirements outlined above. This requires regulation, because
currently such systems continue to be built, trained, and depicted as intelligent,
although the measures used to determine intelligence are deemed invalid by experts
(Bender and Koller 2020; Gubelmann 2024; Keegan 2024).

Again, it's not the technology of data-based systems that is new, it is the wide
accessibility of Al applications that is. And the progress of Al is likely to continue.
Against this backdrop, ethics in Al should not be viewed as a hindrance to innova-
tion, but rather as innovation in and of itself (Byford and Thwaite 2023). Framing
ethics instead of the emerging technologies as the innovate part may allow for a
closing of ranks within and between knowledge professions on the fundamental
values that are at stake.

Take-Aways for the Reader at a Single Glance

1. Language barriers are a hindrance to access and inclusion: Circumventing
language barriers is instrumental to safeguarding linguistic diversity, epistemic
justice and ensuring equal access to rights. Breaking down language barriers
promotes inclusion and equity by enabling individuals and groups to fully par-
ticipate in social, legal, and economic activities.
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2. Al-governance questions are questions of fundamental rights: Al can
enhance and broaden the access to cross-language communication, but rely-
ing primarily on Al to overcome language barriers comes with serious ethical
caveats. Al brings numerous opportunities to enhance communication within
and between languages, including potentially allowing more people access to
democratic decision-making processes. However, for Al to be a force for
good, ethical safeguards are needed on various levels. Regulatory oversight
must ensure that fundamental rights and freedoms are protected and Al tech-
nologies used for cross-language communication must live up to ethical stan-
dards regarding data protection, confidentiality, transparency, and
accountability.

3. To value humans we must value their humanity: The list of tasks Al can carry
out faster and better than many humans is long. To value the role of humans in
these systems, the humanity that they put into them—their sentience, their vul-
nerability, their moral competence, their intention—needs to be valued.

4. Overreliance and skills depletion are risky: Overreliance on technology bears
the risk of skills depletion. Where language skills are concerned, initially conve-
nient solutions may lead to isolation and increased uncertainty in communica-
tion. More generally, diminished abilities to adapt to change poses a real danger
to the foundations of open societies.

5. Framing AI ethics as innovation: Framing ethical safeguards as innovation in
regulatory frameworks, in the training of Al systems and in their use in high-
stakes contexts, instead of prioritising technological advances alone, provides a
way forward for knowledge professionals to join the debate on the frame of ref-
erence needed for them to uphold and contribute to open, democratic, and diverse
societies based on human rights. Safe frameworks are necessary for knowledge
professions to benefit from the opportunities of Al to work to the highest of their
professional standards.
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Ethical Dilemmas and Human Factors
in the Application of Al in Cybersecurity

Yanya Viskovich and Vibha Mohan

Abstract

The deployment of Al in organisations introduces complex ethical dilemmas.
This chapter explores a number of these in the context of Al-enabled cybersecu-
rity, critically examining organisational realities including surveillance, automa-
tion, lack of transparency, and their impact on organisational security culture
through the lens of three principles for ethical decision-making: Maleficence,
Autonomy and Transparency. It considers the impacts of the implementation of
Al in cybersecurity operations: on employees, on work culture and on organisa-
tional cybersecurity efforts. Finally, it proposes practical strategies and a check-
list for integrating ethical considerations into various stages of Al implementation
in cybersecurity.

1 Introduction

Deploying Al in cybersecurity is like giving a highly skilled surgeon a shiny new
scalpel. It can excise malicious threats with surgical precision, but without an ethi-
cal compass, it can slice through healthy tissue—leaving critical operations com-
promised and personnel bleeding trust. As Al systems grow more autonomous, the
challenge isn’t just making them faster or smarter. Organisations must consider the
ethical implications of how they use these tools—before AI harms those it is designed
to serve and protect.
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* Arttificial intelligence (AI)! is rapidly transforming the digital landscape, making
it a powerful tool for enhancing organisational cybersecurity capabilities. Its
ability to automate complex tasks, process vast datasets and detect anomalous
patterns in real-time has positioned it as a formidable organisational asset in
defending against cyber threats (Kroll et al. 2021). However, those same defen-
sive efficiencies are increasingly leveraged by malicious actors to amplify offen-
sive cyberattacks, creating a dual-edged sword—or scalpel—for organisations.
Consequently, while organisations strive to harness Al for enhanced security,
they are simultaneously grappling with an expanded attack surface and the accel-
erated misuse of these technologies by adversaries. The exponential rate of Al
development outpacing regulatory efforts to govern it, and the pressure to imple-
ment Al for its competitive advantages, results in two distinct governance vacu-
ums: a regulatory vacuum and an ethical governance vacuum.

¢ The regulatory vacuum is a direct consequence of the rapid pace of technological
advancements, which consistently outpaces the development of corresponding
regulatory frameworks (Viskovich 2022). As Al evolves at unprecedented speed,
existing regulations struggle to keep pace, challenging organisations to effec-
tively identify and mitigate risks. In parallel, an ethical governance vacuum has
emerged—bearing dynamics analogous to those of the nuclear arms race in
which the competitive pursuit and acquisition of strategic capabilities overshad-
ows ethical considerations. Similar to nation states during the Cold War, today’s
organisations are racing to achieve algorithmic supremacy, prioritising rapid Al
adoption without sufficiently addressing the ethical implications that arise from
it. This anxious acquisition, driven by the desire for technological superiority,
has intensified the ethical governance gap in organisations deploying Al, where
critical issues such as algorithmic transparency, accountability and fairness are
often sidelined in favour of performance and efficiency gains.

* Consequently, organisations of all sizes, and particularly startups and SMEs—
often characterised by agile structures and limited resources and thus facing
heightened and disproportionate risks—are impacted by these governance vacu-
ums (OECD 2021). We intend for this chapter to act as a guide for the ethical
deployment of Al-enabled cybersecurity in organisations of all sizes. The first
two sections lay the groundwork by making a case for the ethical implementation
of Al in cybersecurity operations? and then analysing the organisational impacts
of such. While the deployment of Al in organisations for any purpose raises
numerous ethical considerations, this chapter draws on three key principles for

In this chapter, we use Al to refer to technologies such as machine learning and generative Al that
enable machines to process, comprehend, analyse and learn from data, make decisions and create
content with minimal human input.

2In this chapter, ‘cybersecurity operations’ and ‘cybersecurity programs’ are used
interchangeably.
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ethical decision-making—Nonmaleficence,> Autonomy* and Explicability’—
which are particularly relevant to the application of Al in cybersecurity (Tsamados
et al. 2020; Mittelstadt et al. 2016; Floridi and Taddeo 2016). While we do not
elaborate further on the principles themselves, we leverage them and their tenets
as a lens to identify and analyse key ethical dilemmas that organisations encoun-
ter in implementing Al in their cybersecurity programmes and their impact on
work culture. The chapter then focuses on strategies founded on those principles
and offers a checklist tool to support organisations in their ethical implementa-
tion of Al-enabled cybersecurity. The aim of this chapter is to support organisa-
tions to adopt an ethical approach to the use of Al to bolster their cybersecurity,
whether they have already implemented Al in their cybersecurity programmes or
are considering doing so. Addressing ethical considerations not only fosters trust
and productivity (Humphreys et al. 2024), it also positively contributes to bridg-
ing the aforementioned regulatory and ethical gaps that organisations face (World
Economic Forum 2024a).

¢ As with many other applications of Al, navigating the intersection of Al and
cybersecurity necessitates a consideration beyond technical capabilities and
legal compliance. The fundamental question is not merely what Al can achieve
but what it should be permitted to do, especially in scenarios that impact human
trust and societal well-being (Isik et al. 2024). This imperative underscores the
need for an industry-wide ‘Hippocratic Oath’—a guiding principle for cyberse-
curity professionals and business executives to commit to the ethos of 'do no
harm' in the design, deployment and application of Al-driven cybersecurity solu-
tions. To this end, Al applications should be designed, developed and deployed
with a comprehensive understanding of their ethical and societal implications.
This involves addressing potential biases embedded within algorithms and train-
ing data, which, if left unchecked, will perpetuate existing inequalities and lead
to discriminatory outcomes. This is also imperative for Al deployed in cyberse-
curity programmes, since failing to account for the impacts of Al on humans
when it is deployed in cybersecurity operations directly impacts human security
risk and security risk-reporting culture, which we explore later in this chapter.

3Non-maleficence is commonly understood in the literature to mean ‘do no harm’, highlighting the
need to prevent Al systems from unintentionally causing harm, such as data breaches or unfair
practices. Given the high risk of damage from cyber vulnerabilities, it is crucial for businesses to
ensure that their Al-driven cybersecurity solutions do not introduce new risks, such as privacy
violations or biased decision-making that could negatively affect people.

4 Autonomy addresses the importance of maintaining human oversight in AT decision-making. If AT
systems operate with too much autonomy, employees may feel sidelined, eroding their confidence
and reducing their willingness to take initiative in critical situations.

SExplicability emphasises transparency and the need for Al systems to be understandable to both
developers and users and others. Organisations must be able to clearly explain how their Al-driven
cybersecurity systems function, especially when these systems impact sensitive data or critical
security processes. Transparency means not only disclosing the use of Al but also being able to
explain how decisions are made by the Al system.
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2 The ‘What’: Ethical Implications of Al in Cybersecurity

* As Al continues to evolve, its applications in all contexts—including in cyberse-
curity—must be carefully scrutinised to prevent the inadvertent replication of
societal biases and structural inequalities. Cybersecurity uniquely intersects with
both technical systems and socio-behavioural aspects, making ethical consider-
ations potentially more pressing in this field than in others. As Tandon et al.
(2024) have found, ethical breaches in Al-driven cybersecurity can destabilise
critical infrastructures, including finance, health care and energy sectors, leading
to disruption of entire supply chains and public services. For example, if an Al
model inaccurately identifies legitimate network activity as malicious, it can
unjustifiably block critical services, detrimentally impacting society.

* In contrast to traditional cybersecurity systems and processes that rely heavily on
human expertise for their implementation, Al is capable of operating with mini-
mal human intervention, processing data on a large scale and executing actions
at heretofore unparalleled speeds. While this paradigm shift enhances cyber
defences and offers substantial efficiency gains—potentially alleviating burdens
on roles such as SOC analysts—it simultaneously challenges established ethical
frameworks that have not historically contended with such levels of automation
or opacity (De Angelo 2024). This raises significant concerns, as most applica-
tions of Al in cybersecurity lack transparency, accountability and the capability
to independently evaluate the ethical or legal soundness of their actions. As Al
systems continue to evolve, their ability to make autonomous decisions is
increasing; yet, they remain devoid of a moral compass to assess the implications
of those decisions.

» This disconnect between Al capabilities and ethical oversight has precipitated
what is known as the ‘automation paradox’: as systems become more autono-
mous, they paradoxically necessitate increased human oversight for critical tasks
such as error management, decision-making and governance (Bessen 2016). The
paradox emerges because organisations, in seeking cost efficiencies, are inclined
to replace employees with Al automations, whilst underestimating the necessity
of human oversight in complex decision-making processes. Consequently, the
tendency to deploy Al without adequate human intervention increases organisa-
tional exposure to the attendant ethical, legal and operational risks. The ethical
implications of these dynamics are profound: without human oversight, Al can
propagate biases present in training data (Kirk et al. 2021), overlook context-
specific nuances and execute decisions with unintended consequences (van de
Poel 2023). This is particularly acute in Al-enabled cybersecurity, where a lack
of accountability in algorithmic decision-making raises concerns about privacy,
fairness and accuracy (Sontan and Samuel 2024).

The ethical dilemmas inherent in Al-driven cybersecurity also arise from the
fundamental nature of Al systems, which require access to, amongst other things,
sensitive data—for instance, user behaviour patterns from both internal and
external sources—to comprehensively detect and mitigate cyber threats and
anticipate and identify both malicious and non-malicious risks. This reliance on
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comprehensive data sets means that the decision-making processes of Al sys-
tems can profoundly impact personal autonomy and employee agency. As Al
becomes increasingly embedded in cybersecurity practices, so does the potential
for these technologies to erode privacy and autonomy, hallucinate and introduce
or amplify biases in decision-making, and perpetuate systemic inequalities
(Panel for the Future of Science and Technology 2020).

e The integration of Al into cybersecurity also threatens to transform traditional
organisational cultures, particularly as it relates to increased surveillance of
employees, deskilling and displacement and erosion of transparency, trust and
psychological safety. We will now deal with each of these systematically, eluci-
dating how Al may transform not only cybersecurity operations but also the
broader (security) culture and ethical landscape within organisations.

3 So What? Impact on Work Culture: Ethical Dilemmas
and Human Factors

¢ As Al systems become more sophisticated and ubiquitous, nuanced challenges
arise that can disrupt traditional workplace dynamics regarded as necessary for
high performance and productivity and for organisational security culture: prin-
cipally trust, autonomy and agency. While numerous scenarios in the implemen-
tation of Al in cybersecurity raise ethical considerations, for brevity—and to
provide meaningful insight—we focus on three key instances: (i) the use of Al in
enhancing zero-trust frameworks, which raises concerns around surveillance and
privacy; (ii) the mid-term implications of Al on the cybersecurity workforce,
particularly regarding deskilling and job displacement; and (iii) the long-term
erosion of trust due to compromised transparency in Al decision-making. These
cases offer a representative overview of the ethical dilemmas posed by the inte-
gration of Al in cybersecurity. Addressing these complexities requires an ethical
investigation that probes deeper into the intersections of technology and human
behaviour. In this context, the concept of the ‘human factor’ is used to refer to
both human strengths and vulnerabilities (Parsons et al. 2010; Young et al. 2018),
instead of positing the human factor as merely a liability, as it is often conceived
in cybersecurity contexts (Alsharif et al. 2022). This perspective allows for a
more comprehensive analysis of human engagement in the implementation of
Al, which is crucial for understanding the multifaceted impact of Al on cyberse-
curity practices and organisational dynamics. Such an inquiry enables organisa-
tions to uncover the subtle, often overlooked ways in which Al-enabled
cybersecurity impacts employee autonomy, perceptions of fairness and the col-
laborative spirit necessary for a strong risk-reporting culture and consequent
resilient security posture. It further ensures that Al serves as a tool for empower-
ment—rather than as a catalyst for alienation.
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3.1 I.‘Nobody Trusts Me So Why Should | Trust Them?’ Zero
Trust and Surveillance

Does your zero-trust system make zero exceptions? Imagine your senior SOC ana-
lyst logging in from a foreign country while working remotely to ensure continuous
monitoring. When a critical security incident strikes, will the system flag this legiti-
mate login as suspicious and lock them out at a time when their expertise is
needed most?

e A zero-trust framework, which operates on the principle of ‘never trust, always
verify’, assumes no implicit trust within or outside the organisation. It minimises
security risks by verifying each user, device and network interaction (NIST
2020). This model has fast become a cornerstone of organisational cybersecurity
strategies, especially as Al technologies increasingly enable its implementation.
Al supports zero-trust architectures by providing continuous monitoring, real-
time analysis of network activity and automated responses to potential threats,
enhancing security effectiveness and reducing human error (Ajish 2024; Rose
et al. 2020). Additionally, Al-powered behavioural analytics enable zero-trust
systems to closely monitor and assess user actions, creating a constantly evolv-
ing baseline of what is considered typical behaviour (Hogan 2023).

e Such constant monitoring facilitated by AI can however erode psychological
safety, creating a culture where employees may become reluctant to report secu-
rity issues or errors for fear of negative repercussions (NeuroLeadership Institute
2024; Isik et al. 2024). This dynamic can inhibit proactive engagement and
weaken the overall security posture of the organisation. For example, the repeated
need for employees to verify their identity or justify an out-of-hours login can
foster a sense of fear, mistrust and resentment, damaging the foundational trust
required for effective security reporting. In this way, Al magnifies pre-existing
concerns, making it imperative for organisations to address these issues by ensur-
ing a fairer and more inclusive training data set, transparency in Al deployment
and clearly communicating how data is collected, used and managed in order to
keep their organisations cybersecure.

e While Al plays a crucial role in enhancing cybersecurity and supporting a zero-
trust framework—by continuously monitoring network activity, identifying
anomalies and flagging potential threats—it cannot yet replace human intuition
and understanding of social contexts. Despite the extensive monitoring capabili-
ties enabled by Al and digital surveillance tools, successful organisational cyber-
security still depends heavily on employee participation regarding aspects of
human behaviour that are not readily captured through automated systems. This
includes subtle indicators of employee well-being, workplace dynamics or evolv-
ing social engineering tactics that require human interpretation and contextual
understanding. For example, an employee’s awareness of unusual interactions,
or their perception of changes in the organisational environment, can reveal
potential insider threats or emerging risks that automated systems might over-
look. Human feedback is critical to bridging the gap between technical monitor-
ing and the sensitive realities of human behaviour that shape the effectiveness of
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cybersecurity measures (Sasse et al. 2023). Without this input, organisations risk
missing key insights that could enhance their security posture and better protect
against evolving threats, even whilst using Al-enabled cybersecurity to detect
social engineering attacks, such as Deepfakes, which prey on human vulnerabili-
ties in order to exploit technical ones (Heartfield and Loukas 2018). Addressing
these concerns is not just about adhering to ethical standards; it is essential for
maintaining a security-aware culture that encourages open communication and
early detection of threats.

3.2 Il.’Al Is Going to Take My Job!’ Al and Employees: Risk
of Deskilling and Complacency

One of the most commonly proposed strategies for alleviating unsustainable work-
loads in cybersecurity, the extremely high rates of burnout among cybersecurity
professionals (Reeves and Coroneos 2022), and repetitive tasks faced by SOC teams
in particular, is task automation through the use of Al-enabled cybersecurity. But
now, rather ironically, the very technology designed to relieve employees' stress is
now threatening to de-skill these seasoned professionals, who find their expertise
sidelined. Has the cure, in fact, become worse than the disease as AI’s automation
in cybersecurity not only changes the nature of the work but potentially diminishes
the value of human expertise, leaving cybersecurity professionals less empowered,
more anxious and at risk of losing touch with their critical skills?

e The use of Al in cybersecurity has the potential to disrupt traditional employee
roles and diminish their sense of agency within organisations. As Al automates
complex cybersecurity tasks such as threat detection and response, employees
may be relegated to mere supervisors of automated systems, resulting in a per-
ceived reduction in the value of their expertise (UK Department for Digital,
Culture, Media, and Sport 2023). While this automation can alleviate some of the
unattainable demands placed on cybersecurity professionals, it can also inadver-
tently lead to deskilling and complacency (Koeszegi 2023; Parasuraman and
Manzey 2010). Over time, this shift can erode employee autonomy, transforming
roles that once required active decision-making into passive oversight positions.

¢ The consequences of diminished role responsibilities extend beyond job satisfac-
tion and engagement—they pose a direct risk to organisational security. A disen-
gaged workforce is less likely to remain vigilant (Dawsey and Taylor 2011;
Nobles 2022; Donnelly 2023), and employees who feel undervalued or excluded
from critical security functions may experience reduced loyalty to their organisa-
tion (Fulford and Enz 1995). An ill-considered implementation of Al in a cyber-
security programme could therefore not only reduce employee engagement and
their sense of purpose but also open the door to increased insider risks and threats
(Verizon 2024). The risk of Al becoming a ‘Trojan Horse’ in cybersecurity is
therefore very real. This is because employees who perceive themselves as
merely ancillary to Al-driven security processes may become disempowered or
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disenchanted, making them more susceptible to risky cybersecurity behaviours.
In a cybersecurity context, where Al can introduce new and intricate workflows,
it may be simultaneously perceived as introducing complexity and threatening
employees’ jobs as a result.

¢ Fear and anxiety can have detrimental effects on cognitive functions such as
memory, attention and decision-making, as well as stifling creativity, making it
difficult for employees to learn and adapt to technological changes, let alone
propose novel and new ideas for offensive cybersecurity (Isik et al. 2024).
Additionally, if Al implementation erodes psychological safety, this can contrib-
ute to burnout as a result of employees feeling unsupported or vulnerable in
high-pressure situations (Viskovich 2023; Maslach et al. 1997). This could also
lead to increased resistance and reduced organisational effectiveness (Edmondson
1999; Kong et al. 2021).
To mitigate these risks, organisations should implement Al systems that fos-
ter rather than undermine employee engagement and empowerment.

3.3 lll.‘Nobody Is Telling Me What’s Going On!’ The Case
for Transparency

Good news: You’ve implemented a new ‘User and Entity Behaviour Analytics’
(UEBA) solution that flags risky behaviours before they escalate.

Bad news: You can’t explain the Al’s behaviour.

In an industry where trust is key, can you afford to rely on decisions you can’t
Sfully comprehend? What do the numbers say? A 2024 global cross-industry survey
of 1800 CISOs, security leaders, administrators and practitioners revealed that only
26% of security professionals reported a comprehensive understanding of the vari-
ous types of Al used in cybersecurity products (Darktrace 2024).

e The integration of Al into cybersecurity is inherently complex, not only due to
the sophisticated nature of Al algorithms but also because of the challenges sur-
rounding its implementation in organisational settings (Roshanaei et al. 2024).
One significant issue arises from the opacity of Al systems. Often described as
‘black box’ Al, when Al algorithms make decisions without clear, interpretable
explanations, employees are left unable to comprehend or challenge these deci-
sions, which undermines their confidence in the technology (Hauptman
et al. 2024).

e This lack of transparency can have profound implications for the workplace.
Employees who do not understand how Al-driven systems operate or how they
are implemented may perceive the technology as intrusive or untrustworthy
(Jacovi et al. 2021). Such perceptions can create a sense of alienation, where
employees feel marginalised or excluded from the cybersecurity decision-
making process. Consequently, they may become hesitant to engage fully with
the system, leading to a lack of participation in essential activities such as secu-
rity risk reporting. When employees do not report suspicious activities or
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vulnerabilities, an organisation’s overall security posture is significantly weak-
ened (Pfleeger and Caputo 2012; Alison 2023).

e For Al to be successfully implemented in cybersecurity, transparency is para-
mount. Organisations must clearly communicate how Al systems function, the
data they use and the logic behind their decision-making processes. Establishing
transparent reporting mechanisms that allow employees to understand the role of
Al in the organisation’s cybersecurity operations can foster a culture of trust and
collaboration. When employees are assured that their contributions are valued
and that the system operates ethically and effectively, they are more likely to
engage proactively in cybersecurity efforts, thereby strengthening the organisa-
tion’s security culture and hence its cyber resilience.

4 Now What: Strategies to Integrate Ethics When
Implementing Al in Cybersecurity

The previous sections outlined how implementing Al in cybersecurity opera-
tions without due regard for ethical principles can detrimentally impact organisa-
tional dynamics and undermine employee engagement, This section introduces
strategies for how to ethically implement Al in cybersecurity operations. While
numerous ethics frameworks exist, this chapter focuses specifically on approaches
that align with the ethical decision-making principles of Nonmaleficence, Autonomy
and Explicability—to promote transparency and safeguard against AI’s potential for
harm. The strategies discussed include (i) ethics-by-design frameworks; (ii) mecha-
nisms for bias mitigation; (iii) support for employee autonomy; and (iv) methods to
enhance explicability and transparency (Fig. 6.1) Together, these approaches aim to
create a balanced implementation model that fosters employee trust, reinforces ethi-
cal alignment and ensures that Al serves as a tool for resilience rather than a source
of ethical, legal or operational risk. While these strategies may also guide the ethical
implication of Al generally, they are discussed in the particular context of Al in
cybersecurity.

Ethics-by-Design E:gr;)an IBiThe
Just Transition and Empowered
Upskilling Programs Employees
. Transparent
Explainable Al (XAl) Reporting

Fig. 6.1 Components & Strategies for Integrating Ethics when Implementing Al in Cybersecurity
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4.1 I. Ethics-by-Design: Integrating Ethical Principles
from the Outset

A. Establish Clear Fairness Guidelines and Anti-Bias Measures:

Ethics-by-Design is a proactive approach that embeds ethical considerations
into the development and deployment of Al systems (Dignum et al. 2018). It
ensures that ethical standards, such as fairness and non-discrimination, are not
treated as an afterthought but as integral to the architecture of the Al. Developing
Al systems that are free from bias starts with using diverse and representative
data sets (Schwartz et al. 2022). Regular audits and testing of data sets should be
conducted to detect and mitigate biases, particularly those related to gender,
ethnicity, physical (dis)abilities, socio-economic backgrounds and other demo-
graphic factors. This can prevent the model from disproportionately flagging
certain groups as anomalies based on skewed historical data (Dastin 2018).

Furthermore, organisations should create ethical frameworks that define fair-
ness and actively identify bias within the context of cybersecurity. These param-
eters should be aligned with the organisation’s risk appetite to facilitate the
identification, prioritisation and mitigation of potential ethical concerns (NIST
2023). Without such guidelines, Al systems risk disproportionately targeting or
excluding individuals based on biases embedded in the training data or algo-
rithm design, which can undermine employee trust, erode psychological safety
and perpetuate systemic inequalities.

B. Ethical Review Boards:

A multidisciplinary Al Ethics Board—comprising internal professionals
from inter alia cybersecurity, legal, enterprise risk management, and human
resources, as well as external experts in fields such as computer science, phi-
losophy and sociology—is essential for providing comprehensive oversight of
Al implementations within the organisation (Hadley et al. 2024). Such an ethics
board should include computer science experts to understand how algorithms
work, philosophers to debate moral considerations of fairness and bias, and
sociologists to assess the actual and potential human impacts including on mar-
ginalised groups. This diversity of expertise is essential for addressing the
dynamic and intersecting ethical, legal and societal implications of Al applica-
tions. The Al Ethics Board should conduct regular audits of Al systems to iden-
tify potential biases and recommend improvements. This board should be
responsible for reviewing Al deployments, assessing potential ethical risks and
offering recommendations to ensure fairness, transparency and compliance.
Board oversight also helps ensure that explicability is prioritised throughout the
Al lifecycle.

8The Amazon hiring case serves as a prominent example of Al bias. In 2014, Amazon introduced
an Al-based recruiting tool designed to automate the resume screening process. However, by 2015,
the tool was found to exhibit gender bias. It had been trained on resumes submitted over the previ-
ous decade, most of which were from men, especially for technical roles. As a result, the algorithm
disproportionately favoured male candidates over female applicants.
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4.2 Il. Human in the Loop (HITL): Input versus Oversight

A. Implement HITL Frameworks for High-Risk Decisions:

Incorporating human input and oversight into Al-driven systems through
‘Human in the Loop’ frameworks (HITL) is essential for safeguarding against
maleficence (Enarsson et al. 2022). For decisions with significant conse-
quences—such as disciplinary measures or the revocation of access privileges—
integrating human oversight through HITL frameworks can enhance transparency
and bolster employee trust. By ensuring that Al outputs are verified by human
operators who have the authority to validate or override decisions based on con-
textual judgement, HITL mitigates risks associated with automated decision-
making. This approach upholds ethical considerations, preserves human
agency and increases confidence in the Al systems used within the organisation.
The transparency facilitated by HITL frameworks ensures that employees
understand how decisions are made and why human intervention is necessary at
crucial junctures, thereby fostering a culture of trust and accountability—criti-
cal components of robust organisational security culture and risk-reporting, as
we have explored earlier in this chapter.

B. Enhance Human Oversight through Regular Training:

To ensure effective human oversight of Al in cybersecurity, continuous train-
ing and education are essential for those tasked with such a role. Such training
should encompass the capabilities and limitations of Al, as well as key ethical
principles, to equip employees with the knowledge required to monitor Al sys-
tems effectively. Regular training on these aspects enables cybersecurity profes-
sionals to identify potential ethical dilemmas and intervene when necessary,
maintaining an active role in the deployment of Al. By doing so, organisations
reinforce accountability and reduce the risk of harm stemming from algorithmic
biases or errors. This focus on human oversight not only supports transparency
and trust but also contributes to a psychologically safe work environment, where
employees feel valued and engaged in safeguarding the organisation’s
cybersecurity.

4.3 Ill. Just Transition and Upskilling Programmes

A. Implement Reskilling and Upskilling Initiatives:

To ensure that the workforce adapts effectively to an Al-enhanced cybersecu-
rity landscape, organisations must implement comprehensive reskilling and
upskilling programmes for employees. These initiatives should focus on equip-
ping cybersecurity employees with skills that complement Al capabilities, par-
ticularly in areas where human judgement and ethical oversight are critical. This
includes training in the analysis of complex security incidents, interpreting Al
outputs and understanding Al-driven threat detection mechanisms. Such pro-
grammes are instrumental in enabling employees to make informed decisions
and intervene when necessary, thereby maintaining human oversight and



82 Y. Viskovich and V. Mohan

accountability in cybersecurity processes and decision-making. By prioritising
continuous learning and development, organisations not only enhance employ-
ees' technical competencies but also foster a sense of professional relevance and
agency. This approach has clear retention benefits as employees are more likely
to remain engaged and invested when they see opportunities for growth and
career progression (Mishra 2023; Minbaeva & De Cieri 2021). This is directly
relevant in light of the cybersecurity talent challenges that many organisations
face (World Economic Forum 2024b).
B. Create New Roles that Leverage Human Strengths:

As Al takes over routine and repetitive tasks, organisations have a unique
opportunity to redefine roles and create positions that emphasise distinctly
human strengths, such as critical thinking, ethical reasoning and creativity (Zirar
et al. 2023). For instance, roles that focus on ethical oversight, Al governance
and the human—AlI interface are increasingly necessary to ensure responsible
and effective Al integration. By developing these roles, organisations can har-
ness employee strengths while alleviating fears of redundancy, ensuring that
human contributions to organisational cybersecurity remain relevant. In an
Al-driven environment, human characteristics such as emotional intelligence
and complex problem-solving become vital differentiators, allowing employees
to contribute meaningfully to areas where Al may fall short. This strategic shift
not only mitigates the risk of job displacement but also underscores the impor-
tance of uniquely human skills that Al cannot replicate, ensuring that the deploy-
ment of Al in cybersecurity augments rather than displaces human capabilities.

4.4 IV. Empowering Employees to Challenge Al Processes
and Decisions

A. Develop Transparent Escalation Protocols:

Al systems should not be viewed as infallible (Humphreys et al. 2024).
Instead, employees should be equipped with the skills and confidence to criti-
cally evaluate and question Al-driven decisions. This can be facilitated through
several organisational strategies, such as implementing robust escalation proto-
cols and fostering a ‘culture of questioning’ within the organisation. Establishing
clear and accessible procedures for challenging or reviewing Al outputs is cru-
cial. These procedures might include creating dedicated channels for raising
concerns, incorporating human oversight into Al decision-making and provid-
ing mechanisms for employees to offer feedback on AI performance.
Additionally, ensuring transparency in how Al decisions are made and reviewed
further empowers employees to take an active role in upholding ethical stan-
dards and maintaining accountability within the organisation, all of which
enhances an organisation’s cybersecurity resilience and culture.
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4,5 V. Implementing Explainable Al (XAl)

A. Incorporate Model Interpretability:

Developing and deploying AI models with inherent interpretability, i.e. mod-
els that are easy for humans to ‘interpret’ the AI’s decisions (Murdoch et al.
2019), ensures that their decision-making processes are transparent and compre-
hensible, avoiding the issue of opaque, ‘black box’ systems. Interpretability
allows human operators to understand the rationale behind a decision, how spe-
cific factors influenced the outcome, and which data points contributed to the
final prediction. As previously discussed in this chapter, transparency is essen-
tial for fostering a healthy security culture, as it promotes trust, reduces ambigu-
ity and aligns Al decisions with human expectations.

B. Use Visualisations and Decision Traceability

Employing visualisation tools to represent the AI’s decision-making process
enables a tangible, step-by-step explanation of how a particular outcome was
reached. Visualisations such as decision trees or flowcharts enable human oper-
ators to follow and evaluate the AI’s logic, making complex algorithms more
accessible and understandable. Decision traceability, on the other hand, ensures
that every decision made by the Al is documented and can be reviewed by
human auditors. By incorporating interpretability and decision traceability into
the design of the A, organisations can bridge the gap between advanced Al
capabilities and human understanding, ultimately fostering a more transparent
and accountable use of Al in cybersecurity and other organisational contexts.
For example, while implementing Al in phishing detection, organisations can
reinforce trust in the detection application by complementing it with a graphical
interface that displays why an e-mail was flagged as a phishing email by show-
ing indicators such as sender domain reputation, detection of suspicious links or
anomalous language patterns. This can also include interactive elements, mak-
ing it easier for cybersecurity professionals to trace decisions and verify the
system’s accuracy. Further, it offers opportunities for dynamic, real-time learn-
ing as well as engaging security education, training and awareness.

4.6 VI. Establishing Transparent Reporting Mechanisms

A. Implement Accountability Dashboards:

Organisations should consider developing accountability dashboards that
visually represent Al decision-making processes. These dashboards can serve as
a central platform for tracking decision points, highlighting areas where human
oversight has occurred and indicating the outcomes of automated processes.
Making this information accessible to all relevant stakeholders reinforces the
collaborative nature of human—Al interaction, thereby enhancing employees’
confidence in the system’s integrity (Koeszegi 2023). Transparency is further
promoted when these dashboards are made visible to employees whose roles or
responsibilities are affected by Al-driven decisions.
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B. Generate Comprehensive Reports:

Another critical aspect of transparent reporting is the creation of detailed,
comprehensive reports that provide insights into the rationale behind Al's threat
detection and response mechanisms. These reports should outline the reasoning
for Al-flagged anomalies, the steps taken in response, and any subsequent out-
comes, thereby ensuring that Al decisions are not perceived as arbitrary or
unpredictable. This level of detail is essential for building trust, as it demystifies
the AI’s functioning and enables employees to understand and critically engage
with Al outcomes. Additionally, such reports facilitate organisational learning
by allowing employees to review previous Al decisions, gain insights into the
decision-making processes and identify areas where human oversight may be
needed. By integrating this level of transparency, organisations can create a
more informed and engaged workforce, reducing resistance to Al and promot-
ing a shared understanding of the technology’s role in enhancing the
organisation's cybersecurity.

The strategies outlined in this section go beyond merely addressing ethical con-
cerns; they serve to cultivate and reinforce a culture of psychological safety within
the organisation. This is crucial because when employees feel psychologically safe,
they are more likely to hold positive attitudes towards Al integration and security
measures (Thompson et al. 2020), leading to two critical outcomes. First, increased
engagement and acceptance of Al technologies translates to better productivity and
more effective implementation of Al solutions (Amos 2022). Second, a psychologi-
cally safe environment fosters a positive attitude towards compliance with security
protocols, which is essential for maintaining robust cybersecurity defences
(Thompson et al. 2020). Thus, by aligning Al implementation strategies with prin-
ciples that promote psychological safety, organisations can enhance not only the
ethical integration of Al but also ensure that employees view Al as a supportive
tool— ultimately resulting in stronger adherence to security practices and thus a
more cyber-resilient organisation.

5 From Theory into Practice

Having explored strategies for the ethical implementation of Al-enabled cybersecu-
rity in organisations, the discussion now shifts to practical ways organisations can
operationalise those strategies in ways that are informed by the ethical principles of
Nonmaleficence, Autonomy and Explicability. Recognising the diverse regulatory
requirements and financial considerations of organisations across different sectors,
the following inexhaustive checklist is designed to be a flexible and adaptable tool,
catering to a broad range of organisational contexts. Its primary aim is to encourage
initial reflection on the ethical use of Al in cybersecurity, serving as a pragmatic
extension of the preceding analysis by translating the aforementioned theoretical
ethical principles into actionable steps. The checklist is intended as a foundation for
organisations to use to create a ‘minimal viable product’ or baseline assessment for
responsible Al integration and implementation in their cybersecurity operations.
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5.1 Checklist

A. Gap Analysis

a.

Where and how is Al currently being implemented within cybersecurity in the

organisation?

i. Map all applications of Al in cybersecurity in the form of a register: identify
purpose of the Al, scope, source/vendor, function, data flow, TOMs etc.

ii. Document the use case for each application of AL

. Why is the organisation contemplating the use or enhanced use of Al in

cybersecurity?
i. The organisation has a process to consider, justify and approve each use
case of AL

. Are there existing frameworks that guide this implementation?

i. Policies, procedures and methodologies are in place and require the evalua-
tion of data security and data privacy risks posed by the use and application
of Al tools.

ii. A comprehensive list of policies and frameworks that govern the use and
application of Al in cybersecurity is maintained on a central repository.

iii. Consideration and implementation of security-by-design in all business
operations, systems and processes is required by policy and enforced through
continuous oversight.

iv. The organisation integrates ethical strategies for Al into software develop-
ment and operations (e.g. in a manner similar to the integration of DevSecOps
in software development and security operations).

B. Risk and Ethics Frameworks

. What is the organisational risk tolerance?

i. The organisation has a Cybersecurity Risk Appetite Statement.
ii. The organisation has an Al Risk Appetite Statement.
iii. The Cybersecurity and Al Risk Appetite Statements have been aligned.
iv. The use of Al in the organisation’s cybersecurity operations conforms with
both Risk Appetite Statements.

. What values and ethical principles is the organisation committed to abiding by?

i. The organisation has an Implementation Policy to guide the ethical imple-
mentation of Al in the organisation.
ii. Fairness and anti-bias parameters have been defined within the context of
cybersecurity.
iii. In all use cases in the organisation, Al is applied in line with the organisa-
tion’s stated values and ethical principles and policies.

C. Awareness and Integration

. To what extent do employees understand the existing/proposed Al system(s)?

i. Regular education, training and awareness programmes are in place and
include ethical and human factor considerations of the application and use of
Al in cybersecurity.
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ii. Staff are provided upskilling opportunities to increase their knowledge and
understanding of the application and use of Al in cybersecurity and Al in
organisational settings generally.

. How can the cybersecurity team support employees' understanding and integra-

tion of the existing/proposed Al system(s)?

i. The adoption of Al in a cybersecurity programme is complemented by change
management processes that equip the workforce to understand how Al is inte-
grated within cybersecurity systems and processes.

ii. Employees are adequately trained and equipped to adapt to changes in cyber-

security systems and processes as a result of the implementation of AL

. Transparency and Oversight

. How transparent is the Al system's decision-making process?

i. Evaluation processes are in place requiring the organisation to guarantee
the integrity of the Al system(s) it uses.

ii. Measures are in place to avoid the perpetuation of bias in the Al application.

iii. Organisational policy guides the implementation of Explainable Al/Black
box Al for each use case on a case-by-case basis.

. How does the governance framework integrate effective human supervision?

i. The organisation has an Ethics Board that approves the use and application
of Al in the organisation including in cybersecurity, including overseeing and
deciding on risk escalations.

ii. The Organisation has an Ethics Officer (or equivalent) that oversees the ethi-
cal implications of the use of Al in the organisation's cybersecurity operations.

E. Closing the Loop

. What challenges in Al generally have been encountered in the organisation?

i. Lessons Learned exercises from applications of Al in the workplace are con-
ducted regularly.

ii. There is an established process in place for implementing Lessons Learned
from other Al applications into Al-enabled cybersecurity.

. What processes are in place for employee feedback and continuous improvement

of the experience of implementing the Al system?

i. Feedback loops are in place to collect employee feedback at each stage of
implementing Al including inadequacies and friction experienced during
transition phases and change management processes (or lack thereof).

ii. Escalation and (anonymous and/or confidential) reporting channels are in
place for concerns, risks and escalations to be raised confidentially by staff in
the workplace.
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L.

ii.

iii.

What Next: A Call to‘Do No Harm’

As organisations adopt Al systems to enhance their cybersecurity and opera-
tional efficiencies, defining the ‘greater good’ or ‘common good’ is central to
ethical considerations: Whose interests are being prioritised by these technolo-
gies? Who benefits, and who might be left out or adversely affected? (Viskovich
2022). This analysis requires organisations to recognise that technologies and
the laws that govern them can unintentionally favour a select few, deepening
existing biases and inequalities, eroding trust and productivity. Consequently, a
proactive approach to ethical AI implementation is necessary—one that inte-
grates ethics by design and emphasises ongoing education and human oversight
at every stage of the Al lifecycle in cybersecurity. This approach is not achieved
by merely ticking off compliance checklists, but by deliberately considering all
aspects of Al deployment such that it respects human dignity, upholds human
agency and promotes transparency of and accountability for its use and applica-
tion in cybersecurity operations.

The challenge for organisations is to operationalise these ethical considerations
in ways that are meaningful and sustainable. Organisations must embed ethical
principles into their Al systems from the ground up, making transparency a core
feature of decision-making processes and ensuring that employees are equipped
to understand and meaningfully engage with the Al tools their organisation
uses. When human oversight, intervention and engagement are prioritised—
especially in high-stakes fields such as cybersecurity—AI can complement
human judgement rather than undermine it, safeguarding against harmful or
unintended outcomes, while fostering a vigilant and empowered work culture
that strengthens the organisation's security posture and cyber resilience.
Deploying Al-enabled cybersecurity tools to enhance organisational cybersecu-
rity defences without due regard for attendant ethical considerations creates an
ironic paradox for organisations: both the security culture and overall cyber
resilience are eroded.

While the consequence of neglecting ethics in Al-driven cybersecurity is the
counterproductive erosion of security an ethical implementation of Al in cyber-
security should focus on ensuring that these systems do not cause harm, with a
clear emphasis on their impact on human engagement, agency and oversight. In
the age of Al there has never been a more pertinent time to be human-
centric. Given the privilege that those of us in the cybersecurity and Al profes-
sions enjoy—which is to say that we are simultaneously defining, designing and
building the scaffolding on which our future (digital) world is being built—we
have a responsibility to exercise caution and speak up about our concerns. Our
call to action is to develop and abide by a ‘Hippocratic Oath’ for our industry;
one that implores us to do no harm as we scale new frontiers in our organisa-
tions’ defensive and offensive cybersecurity capabilities by leveraging the pow-
ers of AL
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