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1AI Ethics in Practice

From Philosophy to Practical Implementation

Deepak Bansal

Abstract

AI Ethics in Practice: From Ethical Principles to Effective Implementation 
explores the urgent need to integrate ethics into the development and deployment 
of artificial intelligence. As AI reshapes industries and societies, this book 
bridges the gap between philosophical principles and practical solutions, offer-
ing tools, frameworks, and case studies to guide responsible innovation.

Drawing on multidisciplinary insights, it addresses key challenges such as 
fairness, transparency, and accountability while highlighting global perspectives 
and industry-specific applications. Co-edited by Deepak Bansal and Christian 
Hugo Hoffmann, the book combines philosophical depth with actionable strate-
gies to ensure AI advances human values and societal well-being.

1	� Introduction

Why should we care about AI ethics in practice? For me, this journey began when I 
attended a conference in San Francisco around 7 years ago, where teams from 
across the globe were pitching in an incubator on “moonshot” ideas—concepts so 
ambitious that they would redefine the future. The excitement in the room was pal-
pable. The mantra wasn’t whether these ideas were possible, but how big one could 
think, as big as human imagination allowed.

The audience was brimming with young, predominantly male engineers in their 
20s, radiating confidence and ambition. The host, with great enthusiasm, announced, 
“We are deciding the future of the world.” The stakes couldn’t have felt higher.

D. Bansal (*) 
MQ Learning Academy, Zurich, Switzerland
e-mail: deepak@mq-learning.com
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One team wanted to modify genetic structures for “optimization,” though the 
reasons for doing so seemed disturbingly vague. Another aimed to build AI-powered 
water systems for Africa, a laudable goal in theory—until they admitted their data 
didn’t actually include African populations because “most of them are illiterate and 
not part of the digital system.” They planned to extrapolate from their existing 
Western datasets.

What was missing in the room was not intelligence, ambition, or innovation—it 
was reflection. The focus was entirely on what could be done, not whether it should 
be done. At one point, I raised a question about ethics. The host replied, “Great 
point, we have an ethical team that validates everything.” The room seemed satis-
fied, and the presentations continued.

On my way home, however, I couldn’t shake two troubling realizations:

	(a)	 What gives a select group of people the right to play “Nature”?
	(b)	 The immense power held by a small cohort of engineers—people who could, 

with a single line of code, ignite revolutions or disrupt lives on the other side of 
the world.

The power dynamics were stark. Control wasn’t just concentrated—it was con-
centrated in the hands of tech, with little to no input from the people who would be 
most affected by these innovations.

This experience planted a seed in me. Philosophy isn’t just an academic disci-
pline for pondering abstract ideas; it’s the foundation for shaping the principles that 
guide us. While studying philosophy, I had always seen it as a guide for navigating 
the “why” and “whether” of human endeavors. But here, I was faced with a reality 
where the “why” was often ignored in favor of relentless pursuit of the “what.”

Fast forward to today, and we are at a juncture where philosophy must move into 
practice. The big ideas of the past—about fairness, justice, and the nature of 
power—are now colliding with technological advances in ways philosophers of old 
could never have imagined. Some ideas in the field of AI aren’t new, but what’s dif-
ferent is this: philosophers, ethicists, and social thinkers must now work alongside 
technologists to ensure these ideas are implemented thoughtfully. Otherwise, some-
one else will simply code them, and the ethical implications will be an afterthought.

As someone who champions innovation, I also believe in balance. Nature teaches 
us that balance is essential for sustainability. Similarly, the deployment of AI and 
other transformative technologies must consider this principle. How can we build 
technologies that work for everyone—not just a privileged few? How can we ensure 
that AI serves humanity as a whole, rather than concentrating power further in the 
hands of a select group?

These questions bring us to AI Ethics in Practice: From Ethical Principles to 
Effective Implementation. This book is born out of the realization that while ethical 
frameworks exist in theory, they often fail to translate into actionable steps for 
organizations.

D. Bansal
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2	� AI Ethics: From Philosophy to Practise

Artificial intelligence (AI) is no longer confined to the laboratories of technology 
companies or the pages of science fiction—it has become a pervasive force shaping 
industries, economies, and societies worldwide. With its increasing adoption comes 
a growing recognition of the ethical challenges it poses, from algorithmic biases 
that reinforce social inequities to threats to democratic processes and fundamental 
rights such as privacy and due process. These ethical concerns are no longer abstract; 
they are urgent, concrete, and demand actionable solutions.

As AI progresses from development to deployment, it is essential to consider the 
impact it will have at both stages. During the development phase, it is crucial to 
establish robust checks and balances and involve the right individuals who can ask 
critical questions. This is not about creating unnecessary bureaucracy but about 
ensuring that the potential risks do not outweigh the benefits. In the deployment 
phase, continuous engagement with representative data sets is essential to maintain 
accuracy and fairness. Additionally, transparency must be prioritized to ensure that 
users understand the decision-making processes of AI systems and can trust the 
outcomes.

A few years ago, AI ethics was primarily a field of academic inquiry, where 
scholars sought to make sense of a rapidly changing technological landscape. 
However, the launch of generative AI in 2023 marked a turning point, significantly 
increasing interest in the topic from governments, industries, and various profes-
sional domains. Ethical AI is no longer just an abstract discussion but a pressing 
priority across multiple sectors.

AI Ethics in Practice: From Ethical Principles to Effective Implementation is a 
response to this critical need. This book moves beyond theoretical debates to explore 
how organizations can translate ethical principles into practical, real-world applica-
tions. This book aims to empower different fields with tools, strategies, and action-
able insights to align technological advancements with ethical practices.

3	� A Unique, Interdisciplinary Approach

What sets this book apart is its multidisciplinary and inclusive perspective, drawing 
on contributions from experts across diverse domains. The contributors represent a 
rich blend of expertise, and their insights are organized around four key dimensions:

	1.	 Geographical Diversity
Foundations and governments are increasingly interested in AI ethics, aiming 

to integrate it into systems and ensure that the right tools and awareness are 
available to citizens. Nicolas Zahn & Diana Kaliff (Chap. 2) discusses the Swiss 
landscape and how the Digital Trust Label is helping companies do the right 
things while keeping users informed. In emerging countries like India, the topic 
is still in its nascent stages but gaining significant traction. Avinash Dadhich and 
Yashu Bansal (Chap. 3) provide an overview of emerging best practices in 

1  AI Ethics in Practice
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India’s vibrant startup ecosystem. These varied perspectives highlight both 
shared challenges and region-specific solutions, offering readers a nuanced 
understanding of the global landscape.

	2.	 Industry Focus
The book examines AI ethics across diverse industries, including education 

and interpretation. Thorsten Busch and Florence M. Chee (Chap. 4) reflect on 
their experiences teaching AI ethics and suggest strategies for embedding these 
principles into the education sector. Some industries are more significantly 
impacted by AI than others—language interpretation is one such field. Laura 
Keller (Chap. 5), a seasoned interpreter for international organizations, discusses 
the challenges and opportunities AI presents in her profession and how they 
should be ethically managed. These chapters demonstrate how sector-specific 
dynamics influence ethical dilemmas and how they can be addressed. This 
industry-centric approach ensures the book’s relevance and applicability across 
multiple professional domains.

	3.	 Functional Expertise
While AI introduces new functions such as cybersecurity, it also transforms 

age-old tasks like leadership. Yanya Viskovich and Vibha Mohan (Chap. 6) criti-
cally examine organizational realities, including surveillance, automation, and 
the lack of transparency, and their impact on organizational security culture. 
Katrin J. Yuan (Chap. 7) explores how ethical AI can shape the future of work 
and unlock new human potential. These perspectives emphasize that ethical con-
siderations extend beyond technology teams, affecting all organizational func-
tions—from strategic leadership to daily operations.

	4.	 Philosophical Underpinnings
Beyond practical applications, this book delves into the deeper philosophical 

questions surrounding AI and its role in society. Matthew D. Segall (Chap. 8) 
begins with fundamental questions: “What are technologies for? Whose interests 
do they serve?” James B. Glattfelder (Chap. 9) takes these ideas further, arguing 
that technologies such as decentralized systems could provide viable solutions to 
ethical challenges. These chapters offer a big-picture perspective on the roles of 
humans, society, and future technologies.

4	� From Principles to Practice

The central focus of AI Ethics in Practice is bridging the gap between ethical prin-
ciples and effective implementation. It does this by offering:

•	 Diagnostic Tools and Frameworks: Practical tools to help organizations iden-
tify, assess, and address ethical challenges in their AI systems.

•	 Case Studies: Real-world examples that illustrate both successes and pitfalls in 
implementing ethical AI.

•	 Actionable Guidance: Step-by-step strategies for embedding ethical consider-
ations into the lifecycle of AI development and deployment.

D. Bansal
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This combination of philosophical depth and practical utility ensures that the 
book appeals to a broad audience, from researchers, and policymakers to entrepre-
neurs and practitioners.

5	� A Timely and Impactful Contribution

The relevance of this book cannot be overstated. In an era where AI is shaping the 
very fabric of society, ensuring that technology aligns with human values is not just 
desirable—it is imperative. The book addresses a broad spectrum of readers, 
including:

•	 Researchers and academics exploring the intersections of AI, ethics, and 
innovation.

•	 Professionals and practitioners seeking actionable insights for implementing 
responsible AI in their organizations.

•	 Entrepreneurs and startups navigating the ethical complexities of technological 
innovation.

•	 Policymakers and futurists interested in crafting a world where AI enhances, 
rather than undermines, societal well-being.

6	� A Vision for the Future

At its core, this book is about more than guiding technology—it is about shaping the 
world we want to live in. By fostering dialogue between academia, industry, and 
philosophy, AI Ethics in Practice seeks to inspire a new era of innovation grounded 
in trust, fairness, and human values. It is not just about what AI can do but what it 
should do, reflecting on its broader societal implications and striving to balance 
technological advancement with ethical integrity.

We invite readers to join us in exploring the critical questions of our time: What 
does responsible AI look like in practice? How can startups and organizations con-
tribute to shaping ethical AI ecosystems? And, ultimately, how can we ensure that 
AI serves as a force for good, building a future where technology aligns with our 
deepest human values?

By addressing these questions and providing a clear roadmap for action, this 
book empowers readers to navigate the complexities of the emerging field of AI eth-
ics and actively contribute to a future where innovation and integrity coexist 
harmoniously.

On a personal level, this represents my effort to engage with moonshot ideas 
while ensuring that innovation remains grounded in societal and ethical 
considerations.

In this endeavor, I am thrilled to collaborate with Christian Hugo Hoffmann—a 
distinguished thinker, researcher, and entrepreneur, but above all, a fellow warrior 
in advancing the arc of ethical innovation. Christian and I have several insightful 

1  AI Ethics in Practice
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discussions and debates about the future we envision for the world. This book is a 
testament to those intellectually enriching conversations and the shared ideas that 
emerged from them.

What began as our shared exploration soon grew into a collaborative effort, 
enriched by an ecosystem of thinkers and practitioners who joined us along the way. 
In the second part of the book, Christian will delve deeper into the philosophical 
dimensions of our work, offering his unique insights and ideas on this critical topic. 
Together, we aim to push the boundaries of ethical innovation and inspire meaning-
ful change.

We warmly invite you to join us on this journey!

Deepak Bansal  is the founder and CEO of MQ Learning, a Swiss-based EduQua-certified acad-
emy dedicated to teaching humanistic skills in the digital age. His extensive 15+ years in the cor-
porate world include executive roles at Accenture, Deutsche Post DHL, and Zurich Insurance 
(COO, Head AI & Robotics). A distinguished academic, Deepak has a master’s in Technology 
from the Indian Institute of Management (IIM) Mumbai, an MBA from the University of St Gallen, 
Switzerland, and an MA in Philosophy from the California Institute of Integral Studies (CIIS), 
California, USA. In addition to his role at MQ Learning, Deepak actively engages in academia as 
a guest lecturer at Zurich University of Applied Sciences, focusing on “Digital Ethics by Design.” 
His unique blend of corporate experience, academic insight, and a deep understanding of technol-
ogy’s ethical dimensions positions him as a thought leader in the field. Deepak also contributes 
significantly to digital ethics as a member of the certification committee for the Digital Trust Label, 
an initiative by the Swiss Digital Initiative.

More information at: mq-learning.com/deepak

D. Bansal
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2Auditing for Digital Trust

Lessons learned from the Digital Trust Label

Nicolas Zahn, Diana Kaliff, and Niniane Paeffgen

Abstract

The Swiss Digital Initiative pioneered the Digital Trust Label, a certification 
scheme for digital services aimed at end-customers and evaluating the trustwor-
thiness of that service, e.g. a mobile banking app. Over the course of several 
years, the foundational documents and processes for the operations of such a 
label were created and the Digital Trust Label was brought to the market in 
January 2022 afterwards being used by over a dozen organizations in Switzerland 
and Europe.

The Digital Trust Label is a voluntary certification based on a standard defined 
by the Swiss Digital Initiative and involving a third-party auditor. The develop-
ment of the Digital Trust Label and the consequent entry to the market provided 
valuable insights for auditing digital trust, developing, and maintaining such a 
certification scheme and market feedback on the value provided by such a certi-
fication. The implementation of the project also showed various difficulties in 
particular with digital trust as a concept, keeping up with a dynamic regulatory 
landscape and valuable lessons for the roll-out of similar certifications.

1	� Introduction

Have you ever thought twice before downloading an app from an App Store? Have 
you ever wondered whether your e-Banking or online shopping is secure? Do you 
wonder what happens to data you might submit when interacting with the chatbot of 
your health insurance? Do you worry your confidential information might be com-
promised when handing in your taxes online? Have you stopped using a digital 

N. Zahn (*) · D. Kaliff · N. Paeffgen 
Zurich, Switzerland
e-mail: nicolas@nicolaszahn.ch; dianakaliff@gmail.com; niniane.paeffgen@proton.me
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service after news about a data breach broke or refrained from using a digital service 
with AI because you did not trust the provider of that digital service?

If the answer to any of those questions is yes, you have already engaged with the 
fairly new concept of Digital Trust. Particularly the last worry—lack of adoption 
due to a lack of trust —was at the heart of the motivation for the Swiss Digital 
Initiative to create a Digital Trust Label. The reasoning is straight-forward: Why not 
apply a tried and tested concept—labels—to protect and empower users in the digi-
tal world? Over a multi-year process, the Swiss Digital Initiative foundation and its 
partners put a lot of effort into creating the Digital Trust Label. The following chap-
ter explains the theoretical background and recent research, our reasoning behind 
this project, the development process, and lessons learned.

2	� Making Digital Trust Explicit

2.1	� The Need for Digital Trust

Our daily lives depend on digital services and infrastructure. For almost any activ-
ity, we interact or even rely on digital services. Sometimes, we don't even have a 
choice which service we want to use. Nevertheless, the question of whether we 
consider digital services trustworthy is becoming a growing concern, especially 
with artificial intelligence being added to digital services more and more.

For example, a survey by the consulting company McKinsey found that 40% of 
customers stopped buying from a company when it violated digital trust while man-
agers see an opportunity of up to 10% additional growth for organizations that man-
age to build digital trust.1 Meanwhile, another study found that only 55% of 
employees are confident that their organization will implement AI in a trustworthy 
and responsible way.2

The industry and policymakers have started reacting to this heightened need for 
digital trust. Private sector initiatives such as the Responsible AI Institute3 are 
releasing resources for digital service providers, research efforts by academics and 
NGOs on Corporate Digital Responsibilities or initiatives such as the World 
Economic Forum’s Working Group on Digital Trust that has released a Digital Trust 
framework4 are trying to provide business leaders with information and tools on 
how to proactively approach digital trust.

1 McKinsey (2022).
2 Workday (2024).
3 https://www.responsible.ai/.
4 WEF (2022).

N. Zahn et al.

https://www.responsible.ai/


11

2.2	� Trust for Whom and for What?

Trust is as much of a commonsense concept as it is elusive and hard to pin down. In 
our everyday interactions, often without explicitly realizing it, we rely on trust as a 
resource. It facilitates interactions between various parties, see Fig. 2.1. We have 
outlined our thinking on trust in our Digital Trust Whitepaper and our Digital 
Trust Guide.5

Being a dynamic resource, trust isn’t static and can hardly be prescribed. Instead 
trust is being built, maintained, or destroyed by comparing the expected behavior of 
a party in a relationship against the actual behavior. If a signal turns green, we feel 
safe to cross the street, because we trust the system controlling traffic lights and that 
drivers abide by the traffic code. If we plug our smartphone in to charge, we trust 
that it will not explode; and we take a new medication because we trust the 

5 SDI (2021b).

Fig. 2.1  Schematic representation of trust relationships, SDI (2021b)

2  Auditing for Digital Trust
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certification process it went through. Regulations and institutions enforcing these 
regulations hence play a crucial part for creating trust.6

But when it comes to digital services, it becomes more problematic. Sure, there 
are laws for data protection but there are also countless scandals showing that 
despite those standards, bad behavior can and does happen. Also, technologies are 
developing at a pace making it hard for regulators to catch up, leading to a widening 
gap of what customers are exposed to and what is actually regulated. In the absence 
of legally binding certifications or rules that create the trust, signaling trust by other 
means becomes relevant. Such a trust signal can act as a first step in building a 
trusted relationship and address the problem that customers wouldn’t want to engage 
in a relationship, e.g., by using a certain service, because they do not trust it before 
interacting with it.

But where do we need trust and who is involved in the trust relationship? In our 
understanding, we focus on the relationship between the digital service provider and 
its users. To be clear, trust can be relevant for other interactions as well, e.g., for the 
procurement of services or in the wider B2B context. Also, trust isn’t equally neces-
sary for all digital services. Rather, we think that “priority should be given to digital 
services that are used in fields where:

	1.	 the handled data is very sensitive;
	2.	 the consequences of using digital services matter greatly;
	3.	 where there is not much choice whether to use a digital service or not, and
	4.	 where digital services are rolled-out at a high pace and on a large scale.”7

Consequently, digital services in sectors such as health care, the public sector or 
financial services as well as digital services including innovative technologies like 
artificial intelligence should focus on addressing issues of digital trust.

2.3	� Methods of Signaling Digital Trust

Assuming that digital service providers care about being trustworthy for their cus-
tomers, the question arises how they can signal that trustworthiness.

One method is a self-declaration. A digital service provider can actively tell its 
customers that it commits to certain principles, knowing that doing so elevates its 
trustworthiness in the eyes of the customer. One example of this is the ongoing 
marketing campaign by Apple, highlighting a firm commitment to privacy, in con-
trast to other companies.

While such a campaign shows a clear understanding of the digital service pro-
vider to proactively engage with digital trust, the drawbacks are equally evident. 
Would you trust someone who offensively tells you to trust them? Also, there is no 
way for customers to verify the claim of trustworthiness. Often, companies do not 

6 SDI (2021b).
7 SDI (2021b).

N. Zahn et al.
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go into the details of what it is exactly that makes them deserving of digital trust. 
Claiming you are trustworthy hence paradoxically only promises to work if your 
customers already deem you trustworthy. Also, by definition, those claims of trust-
worthiness are only linked to a single company.

A second method of signaling Digital Trust is by committing to a public set of 
principles and values, e.g., by signing a charter or manifesto. There are various 
examples for this approach in a variety of fields, e.g., on sustainability but also digi-
tal responsibility and digital trust.8 The advantage of this approach is that it covers 
several organizations and again shows their awareness that something needs to be 
done about Digital Trust. Just as with the self-declaration, however, it is often hard 
if not impossible for a customer to understand what the digital service providers 
subscribing to a certain set of principles are doing exactly to deserve their trust. 
While the principles and values are at least public and transparent, they are often 
formulated in such an abstract way that it is hard for the customer to understand how 
they are really reflected in the product development or behavior of the organizations 
subscribing to those principles. In addition, given the proliferation of such princi-
ples, e.g., with regard to AI governance, there is a real danger of so-called “forum-
shopping,” i.e., a fragmented landscape where customers are overwhelmed about 
the choice which set of principles to choose and digital service providers can sub-
scribe to the one that imposes the lowest costs on them while still reaping a 
“trust-premium.”

A third way of signaling Digital Trust is through labels. A label acts as a state-
ment that signals adherence to certain standards that go beyond vague principles. It 
can be awarded by an independent organization or by an organization for itself, and 
it can cover either individual products and services or a whole company, e.g., labels 
for the energy consumption of a household appliance or a fair-trade label.

2.4	� Labels for the Digital World

When the decision was taken by the Swiss Digital Initiative Foundation Board to 
focus on projects for digital trust, the idea for a Digital Trust Label was born, draw-
ing the analogy to a “fair-trade label for the digital world.”

Before starting work on what would become the Digital Trust Label, the Swiss 
Digital Initiative published a mapping of the international landscape on labels and 
certifications; see Fig. 2.2 .9

The report identified various initiatives, mostly in Europe and the United States, 
ranging from national to international projects launched by a variety of stakeholder 
groups. The report also allowed for some first learnings that inspired the later work 
on the Digital Trust Label. Specifically, the following criteria for a successful label 
were identified:

8 AlgorithmWatch (2020).
9 Swiss Digital Initiative (2022a).
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Fig. 2.2  Overview of different certification projects, SDI (2021a)

•	 The label has to be known by its target users.
•	 It should be supported by a strong and well-known organization.
•	 It has to convey a general message, with details and complexity being handled in 

the background.
•	 The governance of the labeling body has to be legitimate.
•	 The way the label organization is funded needs to be transparent and understand-

able for outsiders.

Another finding was that the landscape of certification initiatives is highly 
dynamic, even more so now with the rapid adoption of artificial intelligence. That is 
why an interactive overview of initiatives trying to certify digital trust with a certi-
fication or label has been maintained by the Swiss Digital Initiative and is available 
as a free online resource.10

Labels and the audits they are based on can also focus on different parts of a digi-
tal service as IT products and services have very complex supply chains, in particu-
lar, in the case of AI systems. Given the vision of the Swiss Digital Initiative, the 
focus has always been on digital service providers using digital technologies such 
as AI in their customer-facing products, which is also why the audit for the Digital 
Trust Label focuses on the application, see Fig. 2.3.11

10 SDI (2024c)
11 Mökander et al. (2023)
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Fig. 2.3  Different Audit Scopes, Mökander et al. (2023)

As a general remark, it is important to highlight that labels can differ in impor-
tant ways which also impacts their utility as a signal for digital trust. Some differen-
tiations that are possible are:

•	 Service vs organization: a label can be awarded to a whole organization or to an 
individual product or service

•	 Self-assessment vs third-party audit: a label can be awarded on the basis of a 
self-assessment or after a third-party audit.

•	 Compliance vs differentiation: a label can be used by organizations either to 
demonstrate compliance with legal obligations, e.g., a CE label, or as a differen-
tiator in the market, e.g., Fairtrade labels.

•	 Degree of specificity: a label can provide various degrees of specificity to the 
user from being binary (awarded/not awarded) to different categories (gold/sil-
ver/, etc.) or scores. Depending on the criteria that determine whether a label is 
awarded or not, the depth of a label can also vary, i.e., into how much detail do 
the audits go?

•	 Issuing organization: who is awarding the label and how is that organization 
financed and governed? Is it a regulatory agency, an NGO or a for-profit 
company?

•	 Scope: what does the label cover exactly, e.g., the whole supply chain or life-
cycle of a service or only one segment?

•	 Durability and governance: is the label given once for lifetime or does it need 
to be renewed? How are potential non-conformities handled?

2  Auditing for Digital Trust
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2.5	� Labels in the Context of Digital Governance

While there is increasing global and national regulatory activity when it comes to 
digital governance, technological trends still outpace regulatory capacity creating a 
need for flexible instruments that help organizations and consumers alike to navi-
gate a complex regulatory space. Labels can be one of several tools to assist in digi-
tal governance as a complement to local legal requirements, technical standards, 
and non-binding industry principles or codes of conduct. As such, it is important to 
stress that labels are not intended as a replacement for other tools of digital gover-
nance but one additional tool that allows for more flexibility and speed. They also 
provide a crucial step up from often abstract principles, e.g., the many documents 
on responsible AI whose effect often remain elusive to end-consumers and can pro-
vide more accountability and educate and empower end users, thereby not only 
contributing to digital governance but also the overall digital maturity of societies.

3	� The Digital Trust Label

Having identified the lack of digital trust as a potential barrier to the adoption of 
beneficial digital use-cases, the Swiss Digital Initiative (SDI) sought to address this 
issue with a tangible project, and the idea for a digital trust label was born.

As outlined above, a label can take various forms, and to understand the product-
market fit better, SDI conducted a series of projects and research to prepare for the 
development of a label prototype:

•	 International User Study
•	 Swiss User Study
•	 Onboarding Test Partners for prototype input from relevant industries like finance
•	 Recruiting a Label Expert Committee
•	 Conduct a Co-Development and public consultation process allowing for input 

from various stakeholders

Two strategic decisions, however, were taken early on: the Digital Trust Label 
(DTL) should focus on the end user of a digital service, analogous to the fair trade 
or bio label in a supermarket. The DTL should also allow digital service providers 
to differentiate themselves in the market. This means that the criteria are to be 
based on other relevant standards that promise a high level of consumer protection 
and build upon them to create a standard that goes beyond the legal minimum.

The Digital Trust Label was in addition to being a tool for empowering users and 
for digital service providers to differentiate their service based on trust, also seen as 
a way for organizations to learn about digital trust and internalize its principles and 
values within the organization. Yielding positive impacts on the organizational cul-
ture and additional services well beyond the one awarded with the label. This is the 
virtuous cycle envisioned for the supply side, for the digital service providers. On 
the demand side, for the end users of digital services, the DTL would lead to a 

N. Zahn et al.
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Fig. 2.4  Virtuous cycle of behavioral changes due to labeling, SDI

growing awareness as it spread with end users asking themselves after seeing the 
label on certain digital services why other digital services did not have it and paying 
closer attention to digital trust in general; see Fig. 2.4.

The strategic decision to create a label for digital solutions led to the next ques-
tion regarding what kind of label and what processes to implement to ensure its 
credibility. The first decision was to make it a third-party audited label and therefore 
also selecting a reliable auditing partner. The second one was to incorporate two 
independent groups: The Digital Trust Expert Group—at first called the Label 
Expert Committee (LEC) —and the Label Certification Committee (LCC) to ensure 
multiple touch points by independent experts. The added value of independent 
auditing was to ensure trust in the label itself. The Digital Trust Expert Group would 
make sure that the auditing framework (the Criteria Catalog (SDI (2024a)) behind 
the label would always be up to date and state of the art while ensuring practical 
applicability. The LCC would provide an additional layer of trust by reviewing the 
final audit reports from the auditor and providing its feedback to SDI for final label 
award decision through the board. To summarize, the DTL consists of three main 
parts, led by three independent groups:

•	 Digital Trust Criteria Catalog that is the basis for the audit and updated by the 
Digital Trust Expert Group.

•	 DTL Audit report, completed by the auditing firm and reviewed by the LCC.
•	 DTL award and implementation, led by SDI.

Pioneer clients (called Digital Trust Pioneers) were signed from the beginning to 
go through the first version of the DTL journey including the Criteria Catalog, audit 
process, award, etc. to make sure client input was integrated in the development 
from the start.
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The label was developed in Switzerland but being a digital label, it has been 
available globally. As the focus is on putting the user at the center, the label was 
developed for B2C and B2B2C digital services. As the criteria contained in the 
Criteria Catalog are inspired by standards such as ISO 27001 and relevant regula-
tions such as GDPR, the DTL has mainly attracted European clients. A majority of 
the first clients were Swiss. DTL clients are organizations that want to signal digital 
responsibility to their digital service users. There has also been interest globally 
from actors wanting to develop similar solutions for their specific markets.

The DTL was created as a response to growing concerns among end users of 
digital services and a limited number of solutions to guide organizations on the best 
practices to gain and maintain digital trust. The DTL therefore offers a value to 
users by signaling that a labeled solution can be trusted, similarly to an organic or 
fair-trade label in the grocery store. For the organizations going through the audit to 
receive the label, it offers multiple value propositions, for example:

•	 A quick response to users on common questions such as “How is my personal 
data being handled?” or “How are you using AI”?

•	 A way to signal to the market that great, internal work is being done. As most 
certifications are focused on internal processes, few users take the time to 
research a specific organization’s practices. As the DTL is facing the user, it 
becomes the last mile in a chain of great, internal work that’s already taking 
place and that are necessary to be able to receive the label.

•	 A way for organizations to start or structure existing work on digital trust by 
using the solid DTL Criteria Catalog to help navigate an overly crowded infor-
mation flow.

•	 A way for organizations to signal to the market that Corporate Digital 
Responsibility (CDR) is important.

•	 A practical solution to the multitude of challenges in the CDR space.

The DTL audit is based on the DTL Criteria Catalog that summarizes the criteria 
to be met to receive the label. The first draft of the Catalog was created by an 
Academic Expert Group from EPFL, ETH, and the Universities of Zurich and 
Geneva. Thereafter, a co-development phase started to challenge and include user 
and civil society perspective in the development of the label. This feedback was col-
lected during July to October in 2020 and over hundred organizations from national 
and international civil society were invited to provide their input. The co-
development process was part of the ambition to produce a cutting-edge label that 
includes multiple perspectives on digital trust. (More details can be found in the 
co-development report from 2022.)12

As the topic of digital trust is constantly evolving, the Digital Trust Expert Group 
was created with the mission to provide constant, expert input on the Catalog as 
soon as the updated first draft was finalized. The idea was that emerging topics 
should be handled quickly to constantly evolve and improve the label while making 

12 SDI (2022b).
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sure any changes in the Catalog were well motivated. The group met monthly and 
example topics that have been discussed and integrated includes: the Swiss Data 
Protection Law and Artificial Intelligence (AI).

Since 2024, Interpretation Guidelines have been published to openly share 
examples of how the criteria can be met and how each criterion is interpreted by the 
auditing firm in more detail.13

The importance of third-party, independent auditing to maintain trust in the DTL 
has been highlighted since the beginning. SDI therefore performed an open procure-
ment process to identify a trusted, global auditing partner that would provide expert 
input on the auditability of the Criteria Catalog while providing consistency among 
DTL audits globally. Once a client had signed the DTL contract, the auditing firm 
was looped in to kick-off the audit.

Once the audit has been completed, the auditing firm shares the audit report with 
SDI that loops in the Label Certification Committée (LCC) that will go through the 
report and provide final input. The input can either lead to clarifying questions to the 
auditing firm and client or result in an approved report and nomination to reward the 
DTL to the SDI board. The board thereafter takes the final decision to award the 
DTL to the client.

When the DTL has been awarded, it is valid for three years with two mandatory 
surveillance audits taking place in the second and third year of the validity. The 
surveillance audit reports are also reviewed by the LCC.

4	� Learnings So Far

The general feedback around the importance of digital trust and having a label to 
audit for digital trust, as a first practical solution to the stated problems, has been 
positive. With this said, it is also important to highlight some of the challenges and 
negative feedback that such a solution has received with the aim to support continu-
ous improvement and knowledge transfer across sectors and projects.

To list some of the positive feedback, these include:

•	 Importance: The topic is very important and organizations understand the need 
to address these issues.

•	 Trust in the label: The label development process and the processes put in place 
to maintain the trust in the label itself (the expert group, certification committee, 
3rd party audit, etc.)

•	 Focus on the user: The decision to focus on putting the user at the center is often 
appreciated and highlighted.

•	 A go-to-response to difficult questions: The label offers an opportunity to more 
easily respond to sensitive questions related to digital trust such as: How is user 
data stored? How is AI being used? Instead of just referring to an internal policy 

13 SDI (2024b).
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document, the client can reply to such questions and refer to the label indepen-
dent audit in their replies to add an additional level of credibility.

•	 Product differentiation: To have a way to differentiate the customer’s digital 
service from another is attractive.

•	 Switzerland: The fact that the label has been developed in Switzerland has been 
seen as an added value, especially for Swiss clients.

In contrast, some of the negative feedback are listed below:

•	 Sense of urgency: As the label is voluntary, there are many clients that prefer to 
“wait and see” as there is no sense of urgency to get their digital services labeled. 
Many clients focus on certifications and audits that are mandatory and do not see 
the immediate benefit of a voluntary label to signal that they put users’ digital 
trust at the core of what they do.

•	 Cost: The cost to receive the label mainly derives from the third-party audit, 
which results in a price between CHF 18’140-33’350 to get the label, everything 
included. For many organizations, especially start-ups and smaller organizations, 
this kind of cost is out of question.

•	 Value proposition: Related to the topic of cost is that much of the feedback/
thoughts we have gathered ultimately could be related to the value proposition of 
the label. The label is many times seen as too expensive as the perceived benefits/
values are not corresponding. Users get the direct benefits while the organiza-
tions pay and are mostly interested in regulatory compliance instead of market 
differentiation, which raises the challenge of finding a sustainable business model.

•	 User awareness: As the label is presented as a way to differentiate one digital 
service from another based on the label's way to signal user trust, it relies on 
users knowing that the label exists and what it stands for. Given that it has been 
developed and run by a non-profit (limited budget) and privacy concerns around 
the major online marketing platforms, the market education and outreach has 
been challenging, resulting in less interest from organizations and therefore less 
labels on the markets, creating a “catch 22” situation and vicious cycle.

In addition to this feedback from stakeholders like clients or partners, some con-
ceptual learnings about a label as auditing tool for the trustworthiness of a digital 
service can be made:

•	 Going with the times: As technology and the regulatory environment keep on 
developing at a rapid pace, the criteria behind a label need to be monitored and 
continuously adjusted. The Digital Trust Label by the Swiss Digital Initiative 
anticipated this and managed this through regular updates of the criteria catalog. 
This in turn, however, creates challenges from a communication perspective as 
well as procedural questions for the audits.

•	 Interacting with the auditors: Defining criteria isn’t enough as for successful 
and efficient audits, details plus resources are needed to react to questions which 
the Swiss Digital Initiative addressed with Interpretation Guidelines.
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•	 Standards are slow: The Swiss Digital Initiative had several exchanges with 
standard-setting organizations on the national and international level to explore 
how the criteria catalog could be leveraged. These discussions showed that a 
novel label for digital service faces unique challenges with the rigid structure of 
technical standards and evaluations, which often take a long time to agree upon 
and can’t easily be updated.

•	 Trade-offs, communication, & expectation management: as described above, 
in the design of a label, there are several decisions that can be taken that all come 
with their own trade-offs. Aiming for a middle-ground and ensuring maximum 
applicability of the standard across industries and dimensions—as was the case 
with the Digital Trust Label—creates the challenge of clearly and effectively 
communicating to involved stakeholders what the Digital Trust Label covers and 
does but also what it does not do. Expectation management in this very fresh 
market of Digital Trust and IT certification is challenging as there are sometimes 
wrong perceptions about the level of security and transparency a label can guar-
antee. This is supported by research that shows the perplexing pattern that while 
users crave labels and certifications, they often do not understand them.14

In summary, the Digital Trust Label showed that it is possible to create a standard 
for digital trust and operationalize often abstract principles. However, a label—
especially if not designed for legal compliance but market differentiation—asks a 
lot of participating organizations at a time where the regulatory developments 
already pose a lot of challenges to them. While the benefits for the end users are 
clear and confirmed—see, e.g., research on the impact of a label on AI usage and 
user perception,15 the introduction of a new label, especially in a rapidly evolving 
and highly complex industry like digital services, requires lots of resources beyond 
the criteria development in the form of marketing and communication to ensure 
proper knowledge about the label in the market.
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Abstract

With rapid technological advancements, we are witnessing a global rush to 
develop and implement AI models across sectors. This chapter will focus on 
India, a developing country as diverse as its 1.42 billion citizens, and will discuss 
the emerging best practices to be adopted by the vibrant startup economy in 
India. With a focus on four core elements of responsible and ethical AI, this 
chapter will provide solutions on how Indian businesses can balance the tussle 
between innovation and regulation, while upholding ethical standards.

Global policies such as the OECD Principles and the UNESCO Guidelines on 
the use of AI are already prompting sectoral guidelines in India. Furthermore, the 
recent intervention by Indian authorities, mandating transparency and explain-
ability in AI marks a significant regulatory step. Discussing regulatory princi-
ples, this chapter will throw light on potential regulatory models which may 
prove to be successful in the Indian economy. This chapter will also discuss the 
role of various stakeholders which will impact the use of AI in India. In conclu-
sion, this chapter will highlight the importance of scalable AI models, along with 
a focus on sustainable development and use of AI models in India.
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1	� Introduction: The AI Development Landscape in India

The world is currently witnessing a race in the development of AI models where 
more efficient models are being released rapidly in a very competitive manner (Alex 
Hern, 2024).1 The commercialization of Large Language Models (LLM) and subse-
quent Generative AI (GenAI) Models has played a significant role in the revolution 
of several industries. The aggressive investment statistics in LLM and GenAI evi-
dence the growth of the market. Projections of approximately $18.2 billion of fund-
ing in the LLMs, with smaller LLM startups securing around $460 million 
(TrendFeedr ),2 show an impressive boom in the growth of AI development. It has 
been estimated that the global market of LLMs alone will grow upto $259.8 million 
in 2030, and that by the year 2025, 750 million software applications will be using 
LLMs (Serhii Uspenskyi 2024).3

A focus on the geographic distribution of the development of AI models will 
highlight the dominance of Western countries. For factors varying from funding to 
regulations, countries such as the United States and Europe (Syreeta Charles-Cole 
2023)4 have been at the forefront of the development of AI and its regulation. There 
is a common agreement that developing countries are being left behind in this race 
of AI development (Goffi 2021).5 Shifting the focus to India, it is not possible to 
ignore the most populous country in the world which has the largest potential mar-
ket of user base of AI models. In the recent years, there has been development in 
various fronts in India which is changing its position from a spectator to an active 
participant in this global rush of AI development.

At the investment front, the latest approval of ‘IndiaAI Mission’ by the Indian 
Government has set aside a budget of around $1.242 billion USD for a comprehen-
sive development of AI in India (Prime Minister’s Office of India 2024).6 With the 
setting up of the Digital India Corporation (Digital India Corporation 2024),7 a non-
profit body under the Ministry of Electronics and Information Technology, this mis-
sion will be implemented through an independent business division—‘IndiaAI’ 
(please refer to Fig. 3.1) (Prime Minister’s Office of India 2024) (Cabinet Approves 
Ambitious IndiaAI Mission to Strengthen the AI Innovation Ecosystem, Prime 
Minister’s Office Of India (Mar. 7, 2024), available at https://www.pmindia.gov.in/

1 Hern (2024).
2 Behind the AI Boom: Large Language Model (LLM) Trends, TrendFeedr, available at https://
trendfeedr.com/blog/large-language-model-llm-trends/.
3 Serhii Uspenskyi (2024).
4 Syreeta Charles-Cole (2023).
5 Goffi (2021).
6 Cabinet Approves Ambitious IndiaAI Mission to Strengthen the AI Innovation Ecosystem, Prime 
Minister’s Office Of India (Mar. 7, 2024), available at https://www.pmindia.gov.in/en/news_
updates/cabinet-approves-ambitious-indiaai-mission-to-strengthen-the-ai-innovation-ecosystem/.
7 Digital India Corporation, DIGITAL INDIA CORPORATION (2024), available at https://dic.
gov.in/.
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Fig. 3.1  Focus Areas of IndiaAI

en/news_updates/cabinet-approves-ambitious-indiaai-mission-to-strengthen- 
the-ai-innovation-ecosystem/)

Developments at the policy level can be traced back to the year 2018 when the 
National Strategy for Artificial Intelligence was released by NITI Ayog, an advisory 
body which provides technical advice to the Indian Government on various issues. 
This document sets out the following key areas of focus for the integration of AI: (i) 
health care; (ii) agriculture; (iii) education; (iv) smart cities and infrastructure; and 
(v) smart mobility and transportation (Niti Aayog 2018).8

The development of AI models in the private sector can be seen in two aspects: 
building home grown AI models and training already existing models on Indian 
database for use cases in specific sector. While the development of Indian AI models 
has been slow, several sectors have been quick to train existing models like ChatGPT 
and Llama to meet their requirements of customized LLMs. Some of the notable AI 
models being developed in India are Hanooman, Krutim, and OpenHathi (Indian 
Express 2024).9 Models such as Kissan.AI (powered by OpenAI models and trained 
to meet agricultural needs) and deep tech business solutions such as Niramai (the 
use of AI models for breast thermal scans) are also rapidly being curated in India.

With a focus on cultural and language diversity, the startup ecosystem in India, 
specifically the GenAI development space, has recently picked up pace and has 

8 National Strategy for Artificial Intelligence, NITI AAYOG (June, 2018), available at https://www.
niti.gov.in/sites/default/files/2023-03/National-Strategy-for-Artificial-Intelligence.pdf.
9 Tech Desk, Reliance-backed consortium unveils ‘Hanooman’ series of AI models, THE INDIAN 
EXPRESS (Aug. 23, 2024), available at https://indianexpress.com/article/technology/artificial-
intelligence/hanooman-ai-model-series-sml-9173264/.
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placed India on the global map for AI development. It has been estimated that the 
GenAI market in India is expected to cross the $17 Billion mark by 2030 
(Inc24 2024).10

2	� Regulating Ethics: Building Agile Regulatory Models

Amidst the current rush in the Indian AI market, it is essential to understand the 
regulatory landscape to ensure the responsible development and adoption of 
AI. With a population of more than 1.42 billion people, it is critical to prepare for 
the impact that such a revolution may bring along. In alignment with the notable 
push towards the banner ‘Digital India’, as of early 2023, there were 692.0 million 
internet users in India, with around 467.0 million social media users.

The most prevalent definition of AI mentions it to be ‘a machine-based system 
that can, for a given set of human defined objectives, make predictions, recommen-
dations, or decisions influencing real or virtual environments. AI systems are 
designed to operate with varying levels of autonomy’ (Stuart Russell et al. 2023).11 
The emphasis on the influence on real or virtual environments is critical at this stage 
to take note of the social impact of AI models. We have entered a digital era where 
the predictions, recommendations, and decisions made by AI models are impacting 
the day-to-day lives of people living in real societies.

The recent GPAI (Global Partnership on Artificial Intelligence) Summit in 
December, 2023, hosted in India witnessed the adoption of the GPAI Ministerial 
Declaration, unanimously by 29 member countries, which has taken account of the 
real impact of AI models. Recognizing the need to utilize the opportunities being 
offered by the adoption of AI in the economic growth, the declaration discussed 
mitigating risks arising from such development and use of AI. Some of the major 
concerns highlighted were misinformation, job displacement, lack of transparency 
and fairness, data privacy, and threat to human rights and democratic values (2023 
GPAI Ministerial Declaration 2023).12

At the policy level, in addition to the 2018 National Strategy for Artificial 
Intelligence, Niti Ayog had also released another document setting out operational-
izing principles for responsible AI (Niti Aayog 2021).13 Discussing the role of the 
government in operationalizing responsible AI, the document sets out the below 
areas of focus (Fig.  3.2). Highlighting the implementation of ethical AI, role of 
private institutions and research institutions have also been highlighted. In addition 

10 Meet The Startups Carving India’s Niche In The AI Space, INC42 (August 21, 2024), available 
at https://inc42.com/startups/indian-genai-startup-tracker/.
11 Stuart et al. (2023).
12 2023 GPAI Ministerial Declaration, Global Partnership On Artificial Intelligence (December 13, 
2023), available at https://gpai.ai/2023-GPAI-Ministerial-Declaration.pdf.
13 Approach Document for India: Part 2  - Operationalizing Principles for Responsible AI, NITI 
AAYOG (August, 2021), available at https://www.niti.gov.in/sites/default/files/2021-08/Part2-
Responsible-AI-12082021.pdf.
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Fig. 3.2  Focus Areas for Government Intervention (Niti Aayog 2021) (Approach Document for 
India: Part 2 - Operationalizing Principles for Responsible AI, NITI AAYOG (August 2021), avail-
able at https://www.niti.gov.in/sites/default/files/2021-08/Part2-Responsible-AI-12082021.pdf)

to the responsibility to create awareness, it has been proposed that internal ethic 
boards, self-assessment guides, and external audits should be leveraged as suitable 
regulatory mechanisms in the private sector.

Sectoral level guidelines have been prominent in the regulation of AI models 
(Guisella Finocchiaro 2024)14 across the globe. Indian sectoral bodies have also 
been active in framing guidelines and policies with a focus on the application and 
use of AI models in their respective industries. At this stage, it is pertinent to throw 
light upon a few sectoral guidelines which will be essential in understanding the 
regulation of AI models in India. The Telecom Regulatory Authority of India had 
released a recommendation paper on ‘Leveraging Artificial Intelligence and Big 
Data in Telecommunication Sector’ where it discusses the setting up of an ‘AI and 
Data Authority in India’ which will be responsible for developing model ethical 
codes for adoption by public and private sectors which are using AI models (Telecom 
Regulatory Authority of India 2023).15 The Indian Council of Medical Research has 

14 Finocchiaro (2024), pp. 1961–1968.
15 Press Release No. 62/2023: TRAI Releases Recommendations on Leveraging Artificial 
Intelligence and Big Data in Telecommunication Sector, Telecom Regulatory Authority Of India 
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released ‘Ethical Guidelines for Application of Artificial Intelligence in Biomedical 
Research and Healthcare’ where it lays down the various general ethical principles 
for AI in health care, along with guiding principles to be followed during develop-
ment, validation, and deployment phases of AI models (ICMR 2023).16

The development of policies and regulations in any country do not function in 
silos, meaning that any legal development reflects the trajectory of several other 
aspects in a country. For instance, there is a very clear and evident difference 
between the approach of tech regulation in the United States vs Europe. While the 
United States produces majority of the tech innovation and has less stringent regula-
tion on the subject matter (Alex Engler 2023),17 the EU has been projecting itself as 
a leader in regulating technology. It is therefore questioned whether the rapidly 
increasing regulations in the EU are stifling innovation, particularly keeping in the 
mind the hefty penalty imposed under the GDPR (Martin et al. 2019).18

The regulatory landscape in any country is the result of multi-facet development 
strategies and at this stage, it is essential to ask: What is the Indian strategy on regu-
lating technology? As a country which is developing at a very fast pace, there is a 
focus on utilizing every opportunity of growth available and regulation should not 
pose to be a hurdle. For the sake of sustainable growth, however, and keeping in 
mind the demographics of the country, the protection of the rights of the citizens 
should not be ignored. Striking a balance between regulation and innovation is a 
delicate task and in country as diverse as India, there is currently a gap in the regula-
tion of technology.

Upon analysis of the current state of regulation of new forms of technology in 
India in mid-2024, it is essential to draw light upon the Digital Personal Data 
Protection Act, 2023, which was passed in August 2023 for the regulation of the use 
of digital personal data in India. The law is yet to be enforced and the rules to be 
prescribed under the law are expected to be finalized by the year end of 2024. Unless 
the rules are prescribed and the governing authority under the law is established, the 
regulation of personal data in India is yet to become a reality. Another essential 
piece of legislation which will be critical to regulate AI in India will be the Digital 
India Act. While there have been some official statements related to the drafting of 
this legislation, there has been no official draft law released yet. There is however a 
copy of a presentation released in the public domain which presents the key facets 
of the proposed Digital India Act 2023 (Ministry of Electronics and Information 
Technology 2023).19 It is interesting to observe that online safety, trust, and 

(July 20, 2023), available at https://www.trai.gov.in/sites/default/files/PR_No.62of2023.pdf.
16 Ethical Guidelines for Application of Artificial Intelligence in Biomedical Research and 
Healthcare, Indian Council Of Medical Research (2023), available at https://main.icmr.nic.in/sites/
default/files/upload_documents/Ethical_Guidelines_AI_Healthcare_2023.pdf.
17 Engler (2023).
18 Martin et al. (2019), pp. 1307–1324.
19 Proposed Digital India Act, 2023: Digital India Dialogues, Ministry Of Electronics And 
Information Technology (March 9, 2023), available at https://www.meity.gov.in/writereaddata/
files/DIA_Presentation%2009.03.2023%20Final.pdf.
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accountability have been given significant weightage in the discussions, and it 
appears that India will also follow a risk-based classification and regulatory 
approach for emerging technologies.

Discussions about the AI regulatory landscape in India will not be holistic with-
out mention of a very interesting episode in India which highlighted a knee jerk 
reaction of the government to specific events. On 1 March 2024, the Ministry of 
Electronics and Information Technology issued an advisory (Ministry Of Electronics 
And Information Technology 2024)20 with the following major highlights: (i) requir-
ing compliance with the applicable laws to ensure that the use of AI models, LLM/ 
Generative AI, software(s) or algorithm(s) do not permit users to share any unlawful 
content; (ii) ensuring that the use of AI models/LLM/GenAI models do not permit 
any bias or discrimination or threaten the integrity of the electoral process; (iii) the 
requirement of explicit permission of the Government of India for the use of under-
testing or unreliable AI models; and (iv) the requirement of appropriate labelling of 
the AI models, along with a ‘consent popup’ mechanism to explicitly inform the 
users about the possible and inherent fallibility or unreliability of the output gener-
ated. It is interesting to note that the aforesaid advisory ended with a ‘request’ to 
intermediaries to ensure compliance with 15 days. Interestingly, before the expiry 
of the given window of 15 days, on 13 March 2024, another advisory was issued 
(Ministry of Electronics and Information Technology 2024)21 which retained major-
ity of the requirements under the 1 March advisory, except the highlighted require-
ment to obtain the explicit permission of the Government of India before deploying 
AI models in India.

As a background, it appears that the above notifications were a response to the 
incident in February 2024, when Google apologized for the responses of Gemini AI 
to certain questions about the Prime Minister of India (The Hindu, 2024).22 Coloured 
as an attempt to harm the integrity of the electoral process going on in February 
2024, the first advisory of the Ministry faced pushback from businesses and startups 
working in AI models. Balancing the need for innovation in India versus the main-
tenance of public order and security, the requirement for explicit permission was 
removed which eases the burden of compliance on startups working in AI.  The 
requirement of explicit permission from the government would also be a very strict 
regulatory approach with great power vested in the state, which may lack the 

20 Due Diligence by Intermediaries/ Platforms under the Information Technology Act, 2000 and 
Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, 
No.eNo.2(4)/2023-CyberLaws–3, Ministry Of Electronics And Information Technology (March 1, 
2024), available at https://regmedia.co.uk/2024/03/04/meity_ai_advisory_1_march.pdf.
21 Due Diligence by Intermediaries/ Platforms under the Information Technology Act, 2000 and 
Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, 
No.eNo.2(4)/2023-CyberLaws–3, Ministry Of Electronics And Information Technology (March 
15, 2024), available at Advisory 15March 2024.pdf (meity.gov.in).
22 The Hindu Bureau, Gemini AI’s reply to query, ‘is Modi a fascist’, violates IT Rules: Union 
Minister Rajeev Chandrasekhar, The Hindu (February 23, 2024), available at https://www.the-
hindu.com/news/national/netizens-allege-bias-in-google-ai-tools-response-on-pm-modi-i-t-min-
istry-sees-rules-violation/article67877974.ece.
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capabilities of understanding and regulating the very technical aspects of AI 
(Christiaens 2024).23 It is however pertinent to note that the retention of the labelling 
requirement, including a consent popup mechanism, clearly shows the commitment 
towards strengthening trust in AI models and maintaining safe AI models which are 
being deployed for public use.

The latest development in the regulatory landscape of AI in India is the publica-
tion of a report by the Subcommittee on ‘AI Governance and Guidelines 
Development’, as constituted under the IndiaAI Mission to undertake the develop-
ment of an ‘AI for India-Specific Regulatory Framework’. With the report being 
published for consultation on 6 January 2025, it aims to guide the development of a 
trustworthy and accountable AI ecosystem in India (IndiaAI Mission 2025).24 
Analysing the existing gaps on the basis of three main considerations, being: (i) the 
need to enable effective compliance and enforcement of existing law; (ii) the need 
for transparency and responsibility across the AI ecosystem in India; and (iii) the 
need for a whole-of-government approach; this report has recommended six major 
steps for the governance of AI in India. Sectoral collaboration, harm mitigation, use 
of technological measures for regulation, and self-regulation are the major essential 
elements in the recommendations (IndiaAI Mission 2025).25

In continuation with the focus on trust and accountability, the need for ethics 
should be highlighted against the background of regulating the emerging technol-
ogy in India. Before discussing the Indian approach to meeting ethical standards, it 
is paramount to set context in relation to how to define ethics and the importance of 
ethics to different demographics. The subject of ethics can indeed be an entirely 
independent area of study and research but to oversimplify ethics, it is basically a 
set of principles which govern whether an action or inaction is right or wrong. There 
are several schools of philosophy on ethics and its meaning, but without delving 
into the different approaches to understanding ethics, we will consider ethics to be 
a set of principles which are necessary for leading a standard quality of life and 
which is above and beyond the law. The relationship between ethics and law is 
indeed a tricky one—while law is a reflection of the dynamic need of society, ethics 
take a step further into the very conscience of the subject matter, irrespective of the 
legal stance on the same (Young 2019).26

In early 2000s, when developed nations like the United States were moving 
towards the concept of ‘corporate ethics’, the terms ‘business’ and ‘ethics’ were 
often considered to be oxymorons. With businesses moving towards ethical corpo-
rate practices, it was questioned whether ethics is being perceived as an economic 
tool leading to the loss of the real meaning of ethics (Paine 2000).27 We are currently 

23 Christiaens (2024).
24 Report on AI Governance Guidelines Development, IndiaAI Mission, as on January 5, 2025, 
available at Report on AI governance guidelines development.
25 Report on AI Governance Guidelines Development, IndiaAI Mission, as on January 5, 2025, 
available at https://indiaai.s3.ap-south-1.amazonaws.com/docs/subcommittee-report-dec26.pdf.
26 Young (2019), pp. 35–51.
27 Paine (2000), pp. 319–330.
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living in a world where ‘technology ethics’ is getting more and more prominence 
and there is sufficient literature around ethical use of technology (Daza and Ilozumba 
2022),28 especially AI. At this stage, before diving into how one may regulate ethics, 
it is essential to throw light on the very need of technology to be ethical (Choung 
et al. 2023).29 Specifically from the view point of a developing country like India 
where the meaning and value of ethics will differ from more developed countries 
such as the United States and the EU, is it fair to apply the same global ethical 
standards?

A possible answer to the need for technology to be ethical lies in the very com-
plexity of the technical nature of the subject matter. As regulators are adapting and 
building more capabilities to be able to regulate technology, there are certain aspects 
of technology which are not explainable easily. For instance, there are several on-
going discussions on the ‘blackbox’ in AI models where even the developers are 
giving up on being able to explain the output from an AI model. Technical develop-
ments towards the creation of AGI, a general purpose AI model, will further amplify 
this uncertainty in the understanding of technology. It may therefore be important to 
look up to something beyond the written code of law and turn to higher ethical stan-
dards to maintain the balance between innovation and the protection of human 
rights and society at large.

In a country with the fastest growing GDP (FE Business 2024)30 (Gross Domestic 
Product), the importance of its diverse population and culture needs to be consid-
ered before the implementation and use of new forms of technology. While India 
may not take an overly protective approach like the EU in regulating emerging 
technology, attempts to create innovative regulatory models with a focus on safety, 
trust, and ethics are evident in the Indian AI landscape. Different forms of regulation 
have existed in the history of law and policy, and as being dynamic is the very 
essence of legal developments, there have been efforts in innovating new forms of 
regulation for AI. Compensating for the ‘toothless’ nature of ethical codes (Munn 
2023),31 a combination of self-regulation with guiding principles and applicable 
penalties may prove to be the way forward in regulating AI in India.

The methods discussed in majority of the AI policy documents in India heavily 
rely on self-assessment models where private companies are expected to create 
internal ethical boards and regulate their roles in the development and adoption of 
responsible AI. The combination of self-regulation along with governance frame-
works from regulatory bodies may rather provide to be a more feasible way forward 
for regulating AI models in India. Co-regulation models will help navigate the lack 
of capabilities in regulatory bodies for governing such technical subject matters, 

28 Daza and Ilozumba (2022), p. 1042661.
29 Choung et al. (2023), pp. 733–745.
30 FE Business, How year-on-year India’s GDP grew to become world’s fastest-growing economy?, 
The Financial Express (July 19, 2024), available at https://www.financialexpress.com/budget/budget-
2024-how-year-on-year-indias-gdp-grew-to-become-worlds-fastest-growing-economy-355 
8725/.
31 Munn (2023), pp. 869–877.

3  Implementing Responsible and Ethical Artificial Intelligence in India: Balancing…

https://www.financialexpress.com/budget/budget-2024-how-year-on-year-indias-gdp-grew-to-become-worlds-fastest-growing-economy-3558725/
https://www.financialexpress.com/budget/budget-2024-how-year-on-year-indias-gdp-grew-to-become-worlds-fastest-growing-economy-3558725/
https://www.financialexpress.com/budget/budget-2024-how-year-on-year-indias-gdp-grew-to-become-worlds-fastest-growing-economy-3558725/


32

and it will also reduce the inherent challenges of keeping pace with the fast-moving 
technology. Framing strict requirements around self-regulation model will ensure 
that the enforcement of legal provisions and penalties continue to have a deterrence 
effect on businesses to ensure compliance with the regulations.

3	� Demonstration of Trust

As artificial intelligence (AI) becomes increasingly prevalent across industries in 
India, establishing and maintaining trust in AI systems is paramount (Choung et al. 
2023).32 In a country as diverse as India, we are already seeing projects and invest-
ments in innovation which will improve the state of public affairs (BP Ashwini 
2022),33 improve services and security, and contribute to the growth of the country. 
Demonstrating trust involves developing AI models that are not only technically 
robust but also ethical in use, positively in alignment with societal values.

With co-regulation models for AI seeming suitable for regulating AI in India, it 
is essential to discuss ways in which the technology can build trust amongst its 
users. A very common premise for justice says that it is not only essential to deliver 
justice but also to evidently highlight justice being done. On similar grounds, it is 
critical for all stakeholders, including the private sector working in AI and its regu-
lators, to show that AI models are safe so as build trust amongst users at large. The 
term ‘ethics by design’ has been mentioned in certain policies for AI development 
(Niti Aayog 2021)34 but there exists an evident gap in finding solutions to how to 
embed ethical practices into the very design and architecture of an AI model.

An example in the guidelines for ethical development of AI models in health care 
in India shows how the policy recommends techniques to ensure the implementa-
tion of ethical principles at three stages, i.e., (i) development; (ii) deployment; and 
(iii) validation (ICMR 2023).35 Addressing concerns such as data protection, dis-
crimination, and cybersecurity risks, various solutions have been provided which 
may prove to be helpful in building ethical and responsible AI. To build trust, it is 
essential for AI models to implement techniques which will not only be in compli-
ance with the law, but will also meet the fair ethical standards prevalent in a country 
like India. Building on the various frameworks developed in India, the four most 
important core elements of responsible and ethical AI for India which require atten-
tion beyond regulation are as follows:

32 Choung et al. (2023), pp. 733–745.
33 Ashwini et al. (2022), pp. 986–993.
34 Approach Document for India: Part 2  - Operationalizing Principles for Responsible AI, NITI 
AAYOG (August, 2021), available at https://www.niti.gov.in/sites/default/files/2021-08/Part2-
Responsible-AI-12082021.pdf.
35 Ethical Guidelines for Application of Artificial Intelligence in Biomedical Research and 
Healthcare, Indian Council Of Medical Research (2023), available at https://main.icmr.nic.in/sites/
default/files/upload_documents/Ethical_Guidelines_AI_Healthcare_2023.pdf.
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	(i)	 Transparency and Explainability

The concept of transparency and explainability go hand in hand where transpar-
ency is necessary for an AI model to be explainable. When AI models will provide 
clear understanding on how decisions are made, including the various parameters 
for the same, its users will be able to repose faith on the decisions and cater to res-
ervations about the parameters used. In more sensitive sectors such as health care 
(Zhang et al. 2022) 36 and finance, it is very essential for AI models to be explainable 
to be able to build trust amongst users.

Keeping in mind the Indian demographics, it is also essential to ensure that 
design of such models, in particularly the user facing designs, are built in a way 
which is easily understandable by the users. Factors such as diversity in language 
should also be accounted for while making understandable models. Research is 
being conducted to develop techniques which can enhance explainability of AI 
models (Shaistha Fathima 2024),37 particularly in more high-sensitive application 
such as health care, and such techniques should be tailored to the Indian users for 
effective implementation.

In line with the concept of ‘consent fatigue’ (Schermer et al. 2014),38 there are 
arguments around the necessity for sharing technical information with users and 
whether the same will serve the intended purpose. Against such arguments, it is 
essential to keep in mind that the burden for sharing information should lie on the 
developers of AI models, irrespective of whether the users are utilizing the same or 
not. While we will expect more jurisprudence around consumer protection in this 
area, on the contrary, providing such information to users may enable developers in 
shifting the burden to consumers who fail to read about limitations of AI models 
before implementing the same in their day-to-day lives.

In addition to providing clear information to users on the working of the AI mod-
els, another best practice for an emerging market such as India is to conduct thor-
ough impact assessments to identify risks and ethical concerns. Such an exercise 
will enable businesses to mitigate risks by taking steps which will educate and 
empower users. Lastly, another best practice for increasing the explainability of AI 
models is robust documentation of the development process of AI models, including 
the source of training data sets, the architecture of the model, and the method fol-
lowed for training and testing of the model.

	(ii)	 Data Protection and Privacy

The right to privacy is a comparatively new right introduced to Indian citizens 
with a landmark Supreme Court judgement (Justice K.S.Puttaswamy (Retd) vs 

36 Zhang et al. (2022), p. 237.
37 Shaistha Fathima, LIME vs SHAP: A Comparative Analysis of Interpretability Tools, 
MARKOVML (February 26, 2024), available at https://www.markovml.com/blog/lime-vs-shap.
38 Schermer et al. (2014), pp. 171–182.
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Union Of India 2019).39 It is only recently in the year 2023 that India witnessed a 
data protection law, being the Digital Personal Data Protection Act of 2023, and the 
rules to implement and enforce the provisions of the same are yet in the drafting 
stage. In light of the recent introduction of the law to regulate the use of personal 
data by businesses, Indian businesses are at the very nascent stage of understanding 
the requirement and the obligations of businesses towards fulfilling the users’ right 
to personal data protection. With intensive efforts required towards spreading aware-
ness on privacy and the right to personal data protection, the judicial landscape 
around the right to privacy is gradually evolving (Karthick Theodore v. Madras 
High Court 2021)40 in India.

Notwithstanding the lack of regulation and awareness on the subject matter, it is 
essential to protect the privacy of individuals in AI models. The lack of awareness 
should not be a ground for refusal to fulfil the fundamental right of Indians and 
keeping in mind the larger ethical responsibility of AI developers in India, princi-
ples of ‘privacy by design’ should be implemented in the development of AI mod-
els. Best practices to implement privacy by design (Domingo-Ferrer and 
Blanco-Justicia 2020)41 include techniques to transform personal data to remove 
personal identifiers from the data sets, aggregation of personal data to make it 
impossible to uniquely identify individuals, and measures such as timely deletion of 
personal data history.

	(iii)	 Non-discrimination

The complexity in the social fabric of India is a major challenge for any AI model 
to be developed and used in India. Non-discrimination in AI models, in its simplest 
sense, would imply that the model is not biased towards any specific group of peo-
ple or community (Chen 2023).42 Biases in AI models generally creep in from the 
training data set and to solve the challenge of ‘garbage in, garbage out (Kilkenny 
MF 2018),’43 it is critical to audit the training data set on which AI models are 
trained. It is often argued that AI models simply reflect the existing bias in a society 
and is unavoidable. It is however pertinent to take note of the power of technology 
which will significantly amplify any already existing bias in the society. Developers 
of AI models should conduct thorough inspection of the training data sets to ensure 
that the data sets represent all sects of the society on various grounds, including 
religion, cast, creed, language, and financial backgrounds. Subsequently, rigorous 
testing of the models should be conducted for adversarial scenarios and for preven-
tion of any form of jail breaking. It is essential that such testing considers the diverse 
population and culture in India.

39 Justice K.S.Puttaswamy(Retd) vs Union Of India, 2019 (1) SCC 1.
40 Karthick Theodore v. Madras High Court, 2021 SCC OnLine Mad 2755; and Ikanoon Software 
Development Pvt Ltd v. Karthick Theodore & ors.
41 Domingo-Ferrer and Blanco-Justicia (2020).
42 Chen (2023), p. 567.
43 Kilkenny and Robinson (2018), pp. 103–105.
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Co-regulation models should include requirements to provide audit reports on 
training data sets on parameters such as diversity of the data set to ensure the fair-
ness of the AI models.

	(iv)	 Accountability

Accountability is the consequence of transparency (Munn 2023)44 and is often 
directly tied up to the term ‘liability’ which has more of a legal connotation to hold 
someone responsible for a certain defect or lack of standard which leads to loss or 
harm to another person. While regulations around liability are conventional in 
nature, the change in the very definition of ‘product’ and ‘service’ calls for an evolu-
tion in liability laws as well. To add to the existing fundamental challenges in fixing 
liability in the world of technology, the complex nature of AI models will escalate 
the issues herein.

With multiple players involved in the development, deployment, and use of AI 
models, the allocation of responsibilities in the event of any loss or harm to the users 
becomes more challenging (Hauer 2022).45 If we apply the current consumer pro-
tection laws in India (Consumer Protection Act 2019)46 to products and services 
using AI models, the complexity around finding who will be liable in the supply 
chain of AI models is amplified. Additionally, concerns around grievance redressal 
of users will become paramount in AI models which are not transparent or explain-
able. There is therefore the need to implement new models of liability rules in align-
ment with the new technological revolution.

Against an Indian background, the operationalisation of these principles of ethi-
cal and responsible AI will require extensive scrutiny and review of AI models dur-
ing the development and deployment of the same. Relying on encoding ethical 
standards in the very architecture itself is the most suitable way forward for India. 
This will also reduce the dependency on regulatory models for governing the AI 
technology. In the rush for being a global powerhouse for AI, it is essential to be 
able to use the full potential of the technology, while also prioritizing responsible 
and ethical AI so as to protect the well-being of the users.

4	� Conclusion: Moving Towards a Technosocial Approach

In this new digital era, it is no more possible for any sector to work in silos and in a 
single dimensional manner. The widespread integration of AI models in various 
products and services available to the public has raised concerns. The world of tech-
nology is no more an isolated group of people working to provide support as a 
backbone only. The success achieved by AI models has brought technology and its 
developers to the forefront, and there is a global push to focus on techno-social 

44 Munn (2023), pp. 869–877.
45 Hauer (2022), p. 272.
46 Consumer Protection Act, 2019.
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aspects (Kaye et  al. 2024).47 The word ‘technosocial’ denotes a very interesting 
combination of technology and society which highlights the unavoidable impact of 
technology on our society. This amalgamation calls for technosocial collaborations 
for the development and regulation of AI models. Even with sufficient literature on 
the necessity of collaborations in this digital era (Soumya Banerjee et al. 2022),48 it 
is difficult to achieve this collaboration in practice.

The criticality of stakeholder engagement cannot be emphasized enough for the 
responsible and ethical development and use of AI models. As we have seen some 
best practices in the emerging market of India, with a focus on the different stages 
of AI development and use, it is important to actively involve stakeholders through-
out the roadmap of AI development (Kaye et al. 2024) 49 (please refer to Fig. 3.3). 
An example of the same would mean involving academia in the robust testing of the 
AI models to ensure that models are not biased. Similarly, consultations with regu-
lators through the phases of impact assessment will prove to be helpful in imple-
menting the feedback loop during the development of the AI model.

47 Kaye et al. (2024).
48 Banerjee et al. (2022).
49 Kaye et al. (2024).

Fig. 3.3  Various stakeholders for the development of responsible AI

A. Dadhich and Y. Bansal



37

To enhance explainability and understandability of AI models, engaging with the 
community at large is very essential. Particularly against the Indian background, it 
is critical that the companies developing and implementing AI models in their prod-
ucts and services take the responsibility to educate its users on the technology, its 
impact and its limitation. Such engagement is more critical when AI models are 
used by government bodies in providing public services or welfare schemes of its 
citizens.

In conclusion, this chapter would like to emphasize the current need to align 
technology with our societal values and focus on the necessity to make our AI mod-
els ethical in nature. Relying on co-regulation models which are agile in nature 
includes the need for self-regulation of AI models, and the same will amplify the 
focus on building ethical designs. In this model of AI development and regulation, 
there should however be an express effort to ensure that trust building is an on-going 
process and regulation does not result in becoming a task of check boxing a compli-
ance list. A culture of responsible innovation which respects ethical considerations 
in alignment with societal values needs to be fostered at the very grass root level. 
Such integration of ethics in the very architecture of AI development and use will 
also help strike the correct balance between innovation and regulation. Taking steps 
throughout the roadmap of AI development and use will prevent ethics from posing 
to be a burden on the stakeholders. A country as diverse and magnificent as India 
requires creative solutions for the responsible and ethical development of AI models 
which will only help in ensuring that the technology is sustainable in nature.
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Two Educators Reflect on the Good, the Bad, and the 
Ugly Sides of AI Ethics Literacies in the Classroom and 
Beyond
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Abstract

Given the inordinate effect on their lives and livelihoods, managers, developers, 
and students are eager to learn about the many pertinent ethical issues one may 
find in the midst of a technological disruption brought about by widespread auto-
mation and use of artificial intelligence (AI). That is, until you call into question 
some of their tacit assumptions about innovation, technology, the good life, and 
themselves. In this chapter, two educators reflect on their respective experiences 
teaching AI ethics and adjacent topics in Canada, Germany, Ireland, Switzerland, 
and the United States. We relay our interdisciplinary teaching experiences at the 
undergraduate, graduate, and executive education levels in schools of communi-
cation, universities of technology, and business schools. Our perspective focuses 
on critical self-reflection and the opportunities and challenges of teaching AI 
ethics in these contexts. We provide a brief overview and reflect upon strategies 
that worked well for us, strategies that did not, and recommendations in order to 
bridge the chasm between the two.
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1	� Introduction

The past 10 years have seen huge swings in the public perception of, and opinion 
on, technologies such as social media, cryptocurrencies, and AI. For instance, while 
there was initial hype around social media and the alleged democratization they 
would bring about (Busch and Shepherd 2014), things took a dark turn with the 
2016 U.S. election and the Cambridge Analytica scandal (Streitfeld 2017), which 
eventually resulted in a broader “techlash” (Goldberg 2020). Similar developments 
have been happening in artificial intelligence (AI) recently, with the post-ChatGPT 
hype around generative AI slowly being replaced by critical questions regarding 
intellectual property, privacy, and human creativity, followed by countless open let-
ters and court cases. Consequently, discussions about the ethics of AI have garnered 
attention in mainstream media and among businesspeople in a wide range of 
industries.

Thus, the need for orientation and critical education around the ethics of AI, as 
well as the “dark side” of technology in general, has never been clearer (Singer 
2018). It is worth pointing out that this need for education is not limited to com-
puter science students at the early stages of their careers. Instead, as debates 
around a “Hippocratic Oath for data science” (Eubanks 2018) and the responsibil-
ity of computing professionals (Schuler 2020) have shown, it also applies to pro-
fessionals in a wide range of engineering and tech-related disciplines. And today, 
with the advent of ubiquitous, everyday tools such as ChatGPT, knowledge of AI 
ethics has become a much-needed skill in most industries, both at the operational 
and the strategic level.

Against this background, our chapter reflects upon our experiences teaching eth-
ics of technology in various disciplinary and educational settings. We have been 
teaching AI ethics, responsible innovation, corporate social responsibility, digital 
ethics, computational research methods, and game studies, as well as adjacent top-
ics, in Canada, Germany, Ireland, Switzerland, and the United States over the course 
of more than a decade now, and this chapter covers our teaching experience at the 
undergraduate, graduate, and executive education levels in schools of communica-
tion, universities of technology, and business schools. While this personal approach 
does not lend itself to making sweeping generalizations across the globe, we do 
believe that our experience covers quite a lot of ground that will be of interest to 
readers from a wide range of professional and educational contexts. And while we 
would like to claim that things have been going great this entire time, we consider it 
our professional duty to also point out the things that we found challenging, so that 
readers may learn from those as well. Before we get to the caveats, however, we 
shall start with the positive aspects of teaching AI ethics.
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2	� The Good

As pointed out above, AI ethics has become a near-ubiquitous issue today. That is a 
huge advancement compared to a decade ago, as it means that dedicated AI ethics 
textbooks and other teaching materials are widely available to educators now. 
Moreover, the mainstreaming of AI ethics also makes it significantly easier for criti-
cal educators to be taken seriously in contexts that tend to only wish to hear about 
the opportunities of new technologies, and not so much about their challenges. The 
following sections thus describe some positive tendencies that educators in the 
domain of ethical AI will find to work in their favor.

2.1	� AI Ethics Has Become a Hotly Debated Issue

AI ethics has gotten a lot of public attention lately, not least because of the many 
controversies that have been sparked by the advent of generative AI in education 
and business. For instance, the public launch of ChatGPT in late 2022 caused wide-
spread panic among educators across all educational levels, from high schools to 
universities, calling into question not only how written exams, term papers, and 
theses could be identified as genuinely human in the future, but also what the gen-
eral purpose of education should be going forward. After all, what purpose does a 
term paper or Bachelor’s thesis serve when students can easily have it written by 
some generative AI tool instead of going through the laborious process of doing all 
their research and writing themselves? Perhaps it is time for educators to just aban-
don ship and leave education to technology? Or, one might argue instead, perhaps 
schools should just outright ban all technology, as it robs kids of their capacity to 
learn valuable life skills?

In business, on the other hand, AI has sparked both hopes and fears when it 
comes to useful shortcuts and cost-cutting initiatives across almost all industries. 
Whether it be providing useful help when it comes to writing computer code, legal 
advice for specific business decisions, or automating data collection for corporate 
sustainability reports, AI has been touted as the universal tool to solve all problems 
in business. The flipside to those hopes is reflected in fears of workers being sur-
veilled constantly in their offices and factories, and in entire industries getting auto-
mated, resulting in mass layoffs. Recent debates and lawsuits regarding whether or 
not generative AI should be allowed to be trained on artists’ work have made head-
lines, and the strikes in the film and digital game industries have demonstrated that 
many stakeholders are highly concerned by the fact that AI might put them out of 
business altogether.

In practice, of course, the above-mentioned fears in education and business are 
valid, but perhaps not as clear-cut as one might assume. For now, at least, AI tools 
have not been as great as their proponents claim, hallucinating academic sources 
and court cases, and thus demonstrating an increased need for critical thinking 
across all sectors. Therefore, these debates are useful for educators when it comes 
to teaching AI ethics, as there is a plethora of current debates to draw from when 
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engaging with a wide range of audiences. Thus, this is a good moment to ask what 
a genuinely critical and future-proof education should look like, and perhaps it is 
indeed time to let go of certain traditional forms of exams in education or repetitive 
tasks in business. In many ways, then, current debates on tools such as ChatGPT are 
reminiscent of the early days of Wikipedia: It took a while for educators to wrap 
their minds around how to usefully and critically make use of such a tool, but even-
tually, educators and students managed to develop a new kind of critical data liter-
acy, which is exactly what is needed when it comes to the uses of AI.

2.2	� AI Ethics is Relevant to a Wide Range of Audiences

As generative AI has been going mainstream, so too has the need for AI ethics 
become crystal clear across many industries. Indeed, professionals across a wide 
range of industries and careers need orientation when it comes to thinking critically 
about AI and technology in general because their careers have either been affected 
by debates around AI already or they will do so shortly. For educators, this presents 
many opportunities to connect with professionals when it comes to ethical issues, as 
AI ethics has been moving from a fairly obscure ivory tower issue toward an increas-
ingly normalized skill. Thus, in many ways, AI ethics today is a step toward the 
professionalization of dealing with technology in business, similar in many ways to 
how corporate sustainability management and corporate social responsibility (CSR) 
have been professionalized and matured over the course of the past 20 years or so.

This trend toward the professionalization of ethical reflection skills in technol-
ogy and business is highlighted by previous work in the engineering professions. 
While our teaching experience shows that these efforts so far are largely unfamiliar 
to engineering students and managers in many industries, there has indeed been 
pioneering work when it comes to developing professional codes of ethics by asso-
ciations such as the ACM and IEEE (ACM 2018; IEEE 2020). Some current guide-
lines and codices even expressly connect AI ethics with employee well-being and 
other social sustainability indicators as metrics for AI ethics, and they contextualize 
the social and environmental impact of AI by making reference to normative frame-
works such as human rights and the United Nations Sustainable Development 
Goals, as well as CSR and ESG (environmental, social, and governance) criteria in 
business (Danish Institute for Human Rights 2024; IEEE SA 2023; Montréal 
Declaration 2024; UN B-Tech Project 2024).

For educators, this pioneering work done by industry professionals helps make 
the case in the classroom that engineering and business are not ethically neutral 
domains. Instead, seeing as it is AI practitioners themselves that have identified the 
need for ethical guidance and reflection, and subsequently codified it in specific 
codices and guidelines, educators can connect AI ethics to a wide range of chal-
lenges and use cases across many professions and industries. In doing so, educators 
can contextualize ethical perspectives and connect them easily to critical thinking, 
philosophical inquiry, discussions of professional conduct and responsibility, and 
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business ethics in general, all of which is much easier to do today than it used to be 
a decade ago.

2.3	� A Wide Range of Institutions and Programs Are Open 
to Discussing AI Ethics

Because of the urgency and ubiquity of the topic, many academic and non-academic 
programs alike are open to discussing AI ethics today. For instance, as pointed out 
above, schools need to address what traditional concepts such as learning, author-
ship, and academic integrity should mean in an age of generative AI. And that is a 
matter of grave importance not only in some imaginary, distant future, but one for 
right now instead. Similarly, in business, conflicts over AI-driven automation and 
intellectual property will require both new technical literacies and social debates as 
to what stakeholders consider fair and just. Thus, as Singer (2018) has pointed out, 
the “dark side” of tech is increasingly getting addressed in a wide range of academic 
programs today. For educators, this provides an excellent opportunity to cover AI 
ethics across a broad range of channels.

For instance, we have been addressing tech ethics more broadly and AI ethics in 
particular in classes on business innovation, business ethics, international business, 
digital marketing ethics, and game studies. In all these disciplines, it turned out to 
be very easy to find cases and debates that lend themselves well to discussing nor-
mative issues arising from the use of technology. For instance, when it comes to 
media and ethics, current debates around generative AI allow educators to address 
how AI challenges the way we understand the importance of creative content, game 
art, code, and design as uniquely human creative expressions versus a mere Taylorist 
fantasy of mass-producing game assets at ever-decreasing cost and larger scale. In 
similar fashion, it should be easy to discuss AI ethics across a wide range of pro-
grams in departments of law, social sciences, humanities, engineering, medical sci-
ences, and the arts.

An institutional trend that is helpful in this regard is the fact that ethics education 
has been given more room in recent years not only by professional associations but 
also across academic departments. For instance, when it comes to business schools, 
international accreditation organizations today only give their seals of approval to 
schools which can demonstrate that ethics plays a vital role in their curricula. 
Accordingly, this trend can serve as a conversation starter and an institutional inroad 
for educators trying to establish new courses on AI ethics in their school or 
department.

2.4	� AI Ethics Provides Opportunities for Experiential Learning

One of the toughest challenges of teaching AI ethics is the fact that many core con-
cepts and technical aspects of AI are very complex, abstract, and hard to parse, 
especially for students in non-technical programs. This makes finding simple and 
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elegant ways of explaining how machine learning or generative AI work, even just 
at their most basic technical layer, quite difficult. Beyond this basic factual layer of 
AI, it is even more difficult to realistically assess, critically question, and demystify 
the many social and ethical aspects surrounding technology. Thus, one of the main 
challenges of teaching AI ethics is how to get across the key ethical challenges with-
out either simplifying the inner workings of technologies too much or falling victim 
to their technical complexities altogether.

At first, this can be a daunting task, but in many cases, one can make ethical AI 
more accessible using experiential learning. For instance, a classic insight in AI eth-
ics is the fact that technology is never morally neutral. Challenges such as bias in 
machine learning systems have been discussed among scholars and technologists 
for a long time already, but it is difficult to explain these issues to lay people in such 
a way that it is both easily accessible and relevant to their experience. One easy way 
of using experiential learning to get this point across is to give students tools that 
feel unusual to the majority of people. For instance, we have been giving students 
left-handed scissors and coffee cups with asymmetrically shaped handles designed 
for right-handed people. Having students interact with these everyday objects makes 
it easy to get the point across that tools (in other words, technologies) are often 
made with an implicit idea of a “normal” user in mind. So, when we ask students to 
use these objects for a few minutes to see if they feel natural to them, it becomes 
clear quite quickly that not every tool works equally well for everyone, an insight 
which can then be applied to the issue of bias in machine learning systems.

Another helpful type of experiential exercise is to divide students into groups, 
where one group takes on the role of Silicon Valley venture capitalists while the 
other groups are supposed to be tech start-up entrepreneurs whose task it is to pitch 
business ideas to VCs. One can come up with many variations on this exercise, but 
it is usually helpful to frame it in such a way that the exercise is only about maxi-
mizing profit for VCs, and nothing else. (This is in reference to Milton Friedman’s 
infamous 1970 statement that the social responsibility of business is to increase its 
profits, and nothing else.) Business pitch documents or prompts can be prepared 
beforehand and given to student groups as hand-outs, and each business case should 
be deeply and obviously immoral. For instance, pitches might include prompts such 
as “Tinder, but for trading human organs” or “Netflix, but for illegal substances.” 
Despite the (hopefully) obvious humorous angle, students usually take their roles 
very seriously and get drawn into people-pleasing behavior and groupthink quickly. 
The students taking on the role of VCs often end up enjoying being catered to and 
having power. In the end, only one pitch can win, and the VCs need to decide which 
group promises the highest profits, regardless of moral concerns. Obviously, there 
should be a post-exercise discussion during which students have the opportunity to 
reflect on their experience. During discussions, students understand how easy it is to 
overlook ethical aspects when one gets caught up in competitive dynamics or single-
minded business processes, such as brainstorming meetings that only focus on profit 
interests.
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2.5	� Good Practices and Recommendations

In addition to our remarks on experiential learning above, this section will provide 
some general recommendations regarding AI ethics education. None of these are 
rocket science, of course, but they do reflect our experience, and they present a 
rather hopeful and optimistic take before we move on to the challenging aspects of 
teaching AI ethics in the latter sections of this chapter.

First of all, when it comes to the institutional framing device for AI ethics in the 
context of a class, course, module or program, the approach that will likely have the 
highest chance of being accepted by both administrators and students alike is to 
show how AI ethics today is a matter of professionalism. In that sense, AI ethics 
should be treated like issues such as CSR, corporate sustainability management, or 
responsible accounting practices. Those concepts used to be novel and in need of 
institutional legitimacy 20 years ago. Since then, they have become mainstream, 
and in a similar fashion, AI ethics today can be framed as a set of must-have skills 
that professionals in any domain need to be familiar with in addition to a wide range 
of others. So, instead of needing to take a missionary or even preachy stance on it, 
educators can simply point to the practical need and demand for professional AI 
ethics skills in a wide range of industries today.

Second, as laid out above, educators today can point to a wide range of ethics 
principles, codices, guidelines, declarations, and commitments on AI ethics that 
have been established in the past decade or so. When it comes to AI ethics educa-
tion, this makes it much easier than before to establish the practical relevance and 
legitimacy of thinking critically about technologies. Moreover, AI ethics codices 
can be shown to be a regular part of an interconnected network of normative guide-
lines in business, such as the United Nations Sustainable Development Goals, the 
UN Guiding Principles on Business and Human Rights, standards and guidelines in 
the domains of CSR, supply chain responsibility, corporate sustainability reporting, 
and many others. Thus, educators will be able to easily demonstrate that AI ethics 
does not play out in some sort of normative vacuum and that it does not need to be 
artificially inserted into the curriculum. Instead, business and technology have 
always been imbued with values and intertwined with many implicit moral norms, 
and the recent establishment of normative guidelines has just made that more 
explicit and transparent for all stakeholder groups involved.

When it comes to actually teaching AI ethics in the classroom, AI ethics by and 
large is an issue like any other. However, as we will show in Sects. 3 and 4 of this 
chapter, teaching AI ethics has some specific challenges, so some strategies have a 
tendency to work better than others. For instance, as one would expect, things gen-
erally tend to work more smoothly when educators try to approach the issue from 
their students’ various points of view. During the Covid years, for example, many 
students had to deal with proctoring software, so it is fairly easy to have debates 
about the ethicality of such software solutions because students will likely have had 
first-hand experience with their downsides. Similarly, most students are familiar 
with technologies such as social media or dating platforms and their respective 
risks. Thus, bringing students in by beginning a class with cases and examples that 
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seem familiar and not all that controversial to them is certainly helpful. In addition, 
this approach also has the benefit of nurturing within our students a sense that they, 
too, are in positions where they can educate others.

When it comes to instigating deeper ethical reflection at a later stage in a class or 
program, we have found bottom-up approaches to be even more fruitful and impor-
tant. For instance, in an executive MBA program with experienced business practi-
tioners, it is worth taking the time to give them critical reflection prompts and just 
let them talk to one another in a guided fashion, either in small groups or in a ple-
nary session. In an executive MBA setting of two full days of teaching, our experi-
ence shows that making the first day an interactive input and lecture day is a good 
start, but the most intense learning and reflection take place on the second day, when 
we ask students to critically reflect on the hardest professional struggles they have 
yet encountered in their respective careers. We ask them to describe their challenges 
to their classmates, apply the theories of the class to their issues in hindsight, and to 
engage in critical reflection and discussion with the group. That way, not only do 
students train the application of theories to their actual experience, they also engage 
in peer learning, build empathy with one another, understand other industries, 
careers, and contexts, and also create long-lasting group cohesion.

Of course, we have to acknowledge the privilege embodied in this process, as it 
requires time and resources that are increasingly rare to find in academia today. But 
in any class setting, we would argue that educators should somehow try and find the 
time to let students talk more about their experience instead of just lecturing at them 
because ultimately, the goal is to make them more sensitive and open-minded 
toward ethical issues in tech, and not just to pass an exam. Ideally, instead of a top-
down approach, one should opt for a co-design approach whenever possible (Chee 
et al. 2021). Lastly, we should acknowledge that teaching AI ethics can be challeng-
ing for educators because many of the issues that need addressing are so obviously 
and deeply unethical that it can be difficult to stay calm and not come off as preachy, 
judgmental, or prejudiced. If we want students to be open-minded, educators need 
to lead by example, which our role as critical subject-matter experts can sometimes 
get in the way of. Ultimately, though, educators will want to be perceived by their 
students as calm and trustworthy because that is the prerequisite to running classes 
in which students feel like they are invited to be honest and vulnerable.

3	� The Bad

Now that we have demonstrated some reasons for why educators should be optimis-
tic about teaching AI ethics, Sects. 3 and 4 of this chapter will briefly introduce 
some caveats and challenges. These vary in terms of severity, and we will begin with 
the relatively harmless ones before moving on to the real structural challenges in 
Sect. 4.
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3.1	� AI Itself Is a Moving Target

Like any technology in recent decades, AI has been evolving rapidly when it comes 
to technical aspects, business use cases, and social conflicts, which makes it difficult 
for educators to keep up with the pace of recent developments. This also includes 
questions about what even is the definition of AI, to whom this matters, and in what 
context it may make a substantial difference. As recent debates and open letters 
around artificial general intelligence (AGI) have shown, interpretations of what may 
or may not count as AI vary wildly among experts, as do evaluations of how danger-
ous certain technical developments may be (Hanna and Bender 2023). Similarly, the 
generative AI boom that started in late 2022 with the public launch of ChatGPT may 
already be cooling off again from a technical perspective, but in the business domain, 
consulting companies are still making vast amounts of money on generative AI 
projects. Thus, due to business hype and systemic lag across societal subsystems, 
debates on AI evolve constantly, but at different speeds for different stakeholder 
groups. This is what makes the topic interesting to begin with, but also hard to keep 
up with. Accordingly, both AI itself and AI ethics are moving targets evolving so 
quickly that staying up to date can be hard for educators who, in today’s accelerated 
academy, are constantly pressed for time.

3.2	� AI Contexts are Extremely Complex

While it is generally a good sign that a wide range of audiences care about AI ethics 
today, the many different contexts that have been increasingly affected by AI make 
things complicated for practitioners and educators alike. For instance, technologies 
like generative AI produce entirely different challenges and opportunities in differ-
ent contexts. As recent strikes by U.S. video game voice actors have shown, genera-
tive AI is a threat to the livelihood of many stakeholders in a wide range of creative 
industries. In the context of the game industry, game development studios could 
easily train generative AI systems to sound like a voice actor instead of hiring an 
actual person. From a management perspective, this means that generative AI tools 
provide excellent cost-cutting opportunities. Similar conflicts play out in Hollywood, 
the animation industry, in music, software engineering, legal and business consult-
ing, etc. In all these domains, the people making and benefitting from technologies 
will experience AI radically differently from the people being subjected to these 
technologies. For AI ethics educators, it may be tempting to use broad and general-
izing ethical theories to make sense of these developments. However, as useful as 
this approach may be, we would encourage educators to use it only in combination 
with industry-specific perspectives that do not underestimate the complexities of the 
respective contexts that AI technologies have been introduced in.
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3.3	� Some People Really Hate It When You Criticize Their 
Favorite Toys

In addition to complex theoretical and technical challenges, there are also emotional 
challenges when it comes to teaching AI ethics. Based on our experience, different 
audiences will respond differently to different forms of critique. As we found out 
the hard way, sometimes educators will be greeted with extremely emotional 
responses when they critique the ethical downsides of technologies. For instance, 
we repeatedly witnessed grown men lose their cool and throw actual hissy fits when 
we introduced issues such as bias in machine learning. Moreover, we have also been 
confronted with quasi-religious commitment to certain technologies, especially 
blockchain, cryptocurrencies, and NFTs, during times when they were at the height 
of their respective hype cycles. Thus, empirically speaking, it would seem that a 
certain percentage of professionals are quite literally unable to discuss AI based on 
ethical principles. Instead, they will feel personally attacked and insulted when their 
favorite toys get called out for unethical practices. This may be understandable in 
cases where technical people feel insulted when educators simplify technical aspects 
to such a degree that technical experts will experience this as a strawman attack. 
However, aside from mere rhetoric, there are also structural reasons at play here, 
where some students may have a major part of their emotional and professional 
identity invested in a certain technology, or they may be financially invested in a 
certain technology in one form or another. So, AI ethics education is easy until one 
calls into question some of the audience’s tacit assumptions about innovation, tech-
nology, the good life, and themselves. Unfortunately, this is a reality that educators 
will need to live with, and they should try their utmost not to let an entire class get 
dragged into an unpleasant and unproductive atmosphere because of the immature 
behavior of a small number of students.

4	� The Ugly

Having briefly discussed some difficult but relatively harmless challenges when it 
comes to teaching AI ethics, we will introduce some long-term structural challenges 
in the following sections. These challenges are difficult to acknowledge and deal 
with, but educators across a wide range of contexts should be prepared to face them.

4.1	� Toxic Online Campaigns and Debates Have Poisoned 
the Well for Everyone

In many ways both big and small, social media discourse over the past 20 years has 
gone from boldly utopian to full-on dystopian. Since the 2014 “Gamergate” hate 
campaign against socially inclusive game makers and journalists, the design of 
online interactions on social media has gotten increasingly focused on engagement 
at all cost, no matter how risky and dangerous things may get for vulnerable 
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stakeholder groups. “Gamergate” has since become the playbook for online hate 
campaigns, as demonstrated by the 2016 U.S. federal election campaign and its 
consequences for political discourse online. Things have gotten even worse recently 
as a result of Elon Musk’s take-over of Twitter, which has since had much of its 
platform safety team removed to the further detriment of the quality of public dis-
course overall. Consequently, debates on technology in general and AI ethics in 
particular play out in extremely heated and toxic online spaces today.

This development has led to negative consequences for classroom interactions 
both on- and offline. In many ways, toxic online behavior has set the bar for what 
students expect from face-to-face interactions, whether it be chat comments during 
an online class or hostile comments against educators who are perceived as being in 
the opposite political camp. Of course, not all classroom interactions these days are 
negative, but the toxicity learned implicitly on social media platforms is yet another 
factor educators need to consider and actively manage when teaching AI ethics. 
That is because today, any issue or opinion could potentially get instrumentalized 
politically, framed as controversial, and subsequently scandalized, especially when 
it comes to matters of normative judgment and critique. Thus, ethics classes are by 
their very nature more vulnerable to being perceived as “political” or biased from 
students’ points of view. Accordingly, it has become increasingly difficult for edu-
cators to provide a safe learning environment, which is why some scholars recom-
mend de-emphasizing class discussions and focusing on individual reflection and 
artistic projects instead (Martineau and Cyr 2024). This challenge will likely persist 
long-term, much like the next one.

4.2	� AI Ethics Educators Will Need to Manage the Ethics 
and DEI Backlash

When it comes to AI ethics, many discussions involve pointing out that managers 
and technologists have a responsibility to use and design technologies in ways that 
do not harm vulnerable stakeholder groups. In many of these cases, the main prob-
lem is that decision makers often find themselves in a relative position of privilege, 
which makes them blind to the effects that technologies may have on vulnerable 
communities (Costanza-Chock 2020). For instance, one of the most widely dis-
cussed issues is bias in machine learning systems, an issue that by its very nature 
often goes unnoticed due to designers’ privileged perspectives (Simon et al. 2020). 
This is a problem because there are few checks and balances internally at tech com-
panies, as many high-profile tech companies have laid off parts of their ethics teams 
recently (De Vynck and Oremus 2023), and studies have shown that AI developers 
tend to deny or downplay the negative effects of their products (Duke 2022; Widder 
et al. 2023).

The elephant in the classroom, then, is that whenever bias is discussed with cur-
rent or future decision makers in AI, said discussion makes transparent that there are 
vulnerable stakeholders who are on the receiving end of bias, which in turn neces-
sarily involves some form of critical judgment of the technologies, managers and 
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designers whose decisions are the cause of such forms of bias. Therefore, given the 
setting most AI ethics classes play out in, i.e., business schools and universities of 
technology, some members of the audience will inevitably feel uncomfortable with 
implicitly or explicitly getting called out for technological biases and design deci-
sions that are considered ethically problematic. This frequently results in spontane-
ous and intense emotional reactions from audience members who will feel attacked, 
criticized, or accused of being privileged or immoral in some fashion and who then 
find it difficult to regulate their emotions in real-time.

Indeed, we have been faced with having to anticipate and actively manage risky 
classroom situations such as these on many occasions. While we can empathize 
with such emotionally triggered reactions and find them perfectly understandable 
from a psychological point of view, they can derail classroom discussions and 
endanger the learning experience of the class if they are not reflected upon with the 
audience. When done with empathy and care, however, this also presents a learning 
opportunity, though one that will take time and effort to instigate. The most produc-
tive scenario in such cases is to ask audience members to critically reflect on general 
concepts their communities may take for granted, as this makes matters feel less 
personal and accusatory. For instance, one might ask open questions regarding solu-
tionism or concepts such as innovation, which are by default considered to be mor-
ally good in tech and business communities. That way, one can make the more 
general point that everyone is emotionally attached to their preconceived notions of 
how the world is supposed to function and how they should do their jobs. In this 
context, however, educators need to bear in mind that diversity efforts can easily get 
relegated to merely being performative if they do not get contextualized critically 
(Carrillo Arciniega 2021).

4.3	� AI Hype Makes It Difficult to Have 
Reasonable Conversations

Lastly, an issue that makes it particularly difficult to discuss AI ethics without trig-
gering highly emotional responses is technology hype, and in particular the climate 
of FOMO (fear of missing out) around generative AI across many industries that 
started with the public unveiling of ChatGPT in late 2022. Since then, tech compa-
nies have been in a collective gold rush to present generative AI as the be-all and 
end-all of future technologies for mainstream business, and many tech leaders seem 
to want to outdo one another with lofty promises of artificial general intelligence in 
the near future (Hanna and Bender 2023). FOMO-inducing marketing messaging 
by tech companies and consulting agencies has been suggesting in no unclear terms 
that businesses need to either get on the generative AI bandwagon now or they will 
go out of business soon. Accordingly, instead of developing generative AI technolo-
gies cautiously and slowly, many tech companies have been laying off their AI eth-
ics teams, as FOMO and hype have created a collective pressure on tech companies 
to go after quick land grabs in this new market (De Vynck and Oremus 2023).
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Of course, technology hype is in no way a new phenomenon, as illustrated, for 
instance, by Gartner’s hype cycle, which in past iterations has featured technologies 
that never actually made the huge breakthroughs that were promised, such as block-
chain and NFTs (Gartner 2024). But while the hype cycle may produce results that 
are entirely predictable for technology insiders, mainstream business and educa-
tional institutions alike have been falling victim to generative AI FOMO to a sur-
prising degree recently (Bender and Hanna 2024). As a result, unrealistic 
expectations regarding the power of AI have become emotionally charged for many 
business people who are afraid of going out of business in case they bet on the 
wrong technological horse. Similarly, in many educational settings, generative AI 
has been uncritically framed as the inevitable future of education.

In both business and education, FOMO around generative AI has made it diffi-
cult for AI ethics educators to be heard because many audience members feel sub-
conscious pressure to get in on this new market, and they experience cognitive 
dissonance that often expresses in the classroom as aggressive behavior. 
Unfortunately, this makes it difficult to develop a much-needed sense of critical 
self-reflection within the context of how one should approach technologies as a 
professional. However, as educators, we have a responsibility to critically question 
the underlying assumptions of decision-making in business and technology, unless 
we wish to repeat the mistakes that business schools made until 20 years ago in the 
context of uncritically teaching concepts such as shareholder value that have been 
thoroughly debunked since (Ghoshal 2005).

5	� Conclusion

In this chapter, we have reflected upon our experiences teaching AI ethics and 
related subjects over the course of more than a decade in various educational set-
tings and multiple countries. We have shown that the underlying structural condi-
tions for successfully teaching AI ethics are much better today than a decade ago, as 
AI ethics has become a hotly debated issue that is relevant to a wide range of differ-
ent audiences and institutions. Moreover, we have given several examples of how 
educators can benefit from these positive tendencies, and we have made recommen-
dations as to how educators can improve their practices when it comes to teaching 
AI ethics.

At the same time, we have pointed out several challenges when it comes to teach-
ing AI ethics, including the fact that AI technologies are evolving rapidly, that the 
contexts in which they are deployed are highly complex, and that students may have 
strong emotional reactions when their favorite technologies get criticized or called 
out. Furthermore, we have pointed to some ongoing structural issues that make AI 
ethics education a challenging endeavor, including the fact that toxic online debates 
have set the tone for many debates on ethical issues, that educators will likely be 
confronted with a backlash to conversations around diversity, equity, and inclusion, 
and that AI hype and FOMO make it difficult to have reasonable debates about the 
opportunities and challenges of technologies.

4  Critical AI Literacies as a Driver of Ethics Education
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We hope that educators in the domain of AI ethics will benefit from our experi-
ence, and we encourage them to share theirs with each other. Going forward, in 
order to reach as wide a range of stakeholders as possible in the expanding domain 
of AI-related industries, we will need to think ahead and address channels beyond 
the formal education system and traditional academic publishing venues. At the 
macro level, this may include triple-helix approaches involving policy, industry, and 
academia. At the meso level, business organizations may need to strengthen internal 
peer learning practices, constructive involvement of internal and external stakehold-
ers, and principle-led decision-making processes around the deployment of AI. And 
at the micro level, individual students may look for information on AI ethics outside 
of traditional educational and professional channels, so AI ethics education may 
need to take into account social media platforms, micro-credential programs, or 
platforms for sharing computer code and similar technical assets. As unpredictable 
as the future of AI ethics education may be, one thing is certain: Developing critical 
AI literacies will require a collective effort in professional education, continuing 
education in business, and within the broader technology ecosystem.
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5AI and Language Interpreting

The Ethics of Breaking Down Language Barriers

Laura Keller

Abstract

The impact of widely accessible large language models on language interpreting 
has been limited for now. However, it has revolutionised not only data-based 
content generation but also text translation. It is therefore likely only a matter of 
time before a speech-to-speech translation features are added to the AI toolkit. 
This raises urgent questions for interpretation users and language professionals 
regarding the use and utility of language skills, interpreting skills, and the essence 
of human connection and communication. This chapter outlines the opportuni-
ties as well as the ethical challenges and caveats that arise with the digital trans-
formation of the language services industry. It proposes framing ethics as the 
basis for innovation to allow harnessing the advantages of AI solutions without 
falling prey to the dangers of rendering multilingual communication 
dysfunctional.

1	� Introduction

Language carries culture and identity and plays an essential role in building rapport 
with others. Until now, we have relied on humans to be both at the origin of the mes-
sages encoded in language (Harari 2023) and to pass those messages from one lan-
guage to another. Artificial intelligence (AI), and more specifically generative 
artificial intelligence (generative AI), is likely to revolutionise the way we commu-
nicate within and across languages. We appear to have reached a turning point. As 
Harari warns: “AI has […] hacked the operating system of our civilisation” (2023, 
n.p.). At a point where science-fiction gadgets reminiscent of those featured in 
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movies enabling communication in and understanding of any language are as close 
to becoming reality as they have ever been, how can the case of conference inter-
preters help understand the implications of the use of AI in communication across 
languages? This chapter intends to shed light on the ethical questions that should be 
addressed when considering the place of AI in language interpreting.

New technologies changing the professional practise of language professionals 
are nothing new. Professional translators—multilingual language professionals 
working with written text—have been working with translation memories and other 
tools for computer-assisted translation (CAT) for years. Translation memories are 
databases of aligned segments of source and target text that are generally internal to 
the organisation or company within which they are used. They allow translators to 
rely on their own or other translators’ previous work to speed up their task while 
adhering to specific rules regarding terminology and style. For certain language 
pairs and text types, automatic text translation has matured from producing hardly 
intelligible literal translations to output sometimes requiring little human post-hoc 
intervention (Horváth 2022; Moorkens and Guerberof Arenas 2024). In contrast, 
simultaneous interpreters,1 who translate speech to speech in real time, have seen 
the nature and scope of their preparatory work change (e.g. the access to and use as 
well as the mining of electronic documents, or the use of new tools for vocabulary 
extraction and glossary creation). They may look up terminology in real time online 
or in their electronic glossaries while they are on mic. But the fundamentals of their 
work in the booth have remained largely the same since simultaneous interpreting 
premiered at the International Labour Organisation in 1927 (Bourneuf 2022; Gaiba 
1998): Interpreters listen to the incoming speech over headphones and render the 
same message in a language different from the original into a microphone for the 
members of the audience who do not understand the language of the original.

Data-based systems—more successfully marketed as AI—are not a new technol-
ogy. The term “artificial intelligence” is attributed to John McCarthy, who initiated 
an effort to make significant advances around the problem proposed over the course 
of the summer of 1956 (McCarthy et al. 2006). The group of ten scientists set out to 
work on the assumption that “every aspect of learning or any other feature of intel-
ligence can in principle be so precisely described that a machine can be made to 
simulate it” (McCarthy et  al. 2006, p.  12). Even though AI has obviously made 
tremendous strides since then, this turned out to be a greatly underestimated 
challenge.

The umbrella term AI englobes various technologies that rely on algorithms that 
enable to analyse large amounts of data and learn from it. For language interpreting, 
the most pertinent technologies are currently machine learning (ML) and deep 

1 This paper focuses on the profession of conference interpreters who i.a. work in the international 
multilateral system. The terms “conference interpreters”, “simultaneous interpreters”, and “inter-
preters” are used interchangeably. The ethical challenges addressed, however, may apply to inter-
preting regardless of the context.
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learning (DL). ML relies on algorithms that use statistical methods to learn from the 
pre-processed data to make predictions, which makes it particularly suitable for 
natural language processing (Moorkens and Guerberof Arenas 2024). DL, sub-
branch of ML, exploits artificial neural networks consisting of layers of intercon-
nected nodes mimicking the neurons of a biological neural network. DL technology 
is a powerful tool for abstract pattern recognition and complex decision making. 
Speech recognition, for example, relies on DL (Sharifani and Amini 2023). 
Generative AI is yet another sub-category of DL (Kapoor and Narayanan 2024) and 
geared towards creative content generation—with just a few prompts, it can produce 
all sorts of outputs in seconds, from impressively coherent text to multilingual glos-
saries. As its purpose is to create new content and as it is vulnerable to hallucina-
tions, relying on it for interpreting is risky at best. Generative AI, although it may 
appear sentient, is not Artificial General Intelligence (AGI). AGI, a form of superin-
telligence performing equally well or better than humans on every task and in every 
context, is the holy grail McCarthy and colleagues set out to create in the mid-1950s. 
In the 1980s, however, McCarthy admitted that the “problem of generality in artifi-
cial intelligence (AI) is almost as unsolved as ever” (McCarthy 1987, p. 1030). At 
the time of writing, AGI remains science fiction (Vallor 2024).

However, although AI is not a new technology, the more generalised access to it 
is new. The release of large language models (LLMs) to the general public in 2022, 
and the widespread access to generative AI it brought in its wake, brings about 
changes that are of a new quality. The numbers show that the uptake by a broader 
audience is considerable: Roughly two months post release, OpenAI’s Chat-GPT 
registered an estimated 100 million users, the first application to reach such an 
impressive user base in such a short time, beating the then record holder Tiktok by 
a good seven months to the milestone (Hu 2023). In other words, the release of 
fairly matured LLMs has firmly placed anyone with internet access in the “fourth 
industrial revolution” (Bansal Forthcoming).

To put this metaphor into perspective, the “historical” industrial revolution, espe-
cially during the nineteenth century changed not only how people in Western societ-
ies worked but transformed the social and political landscape as a whole (Philbeck 
and Davis 2018). The concept of working hours (and a limit thereof), for example, 
stems from the invention of factory shifts. The emergence of a working class and the 
workers' movement goes back to the same origins. So does the difference in value 
attributed to work done inside the home and for a salary outside of it and the nega-
tive implications this continues to have for women (Zucca Micheletto 2020). 
Similarly, the changes this new revolution brings about are and will be profound. 
While they undoubtedly create new opportunities, they have the potential to amplify 
existing differences and injustices and, to come back to the world of work, are 
already starting to be felt in the workplace across industries. And as for the historic 
industrial revolution, they allow not just for business to be done as usual, albeit 
faster, but they are paving the way for a paradigm shift (Balasubramanian et  al. 
2021; Bansal Forthcoming; Ghassemi et al. 2023; Mollick and Euchner 2023).
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2	� Could AI Make Cross-Language Communication More 
Widely Available?

The different AI technologies available today combined are getting closer to cover-
ing the steps involved in interpreting—speech recognition, transcription, text trans-
lation, and text-to-speech voice generation are all available features. Finding cheap, 
easy, and accessible ways around language barriers is inherently attractive, and 
there are several reasons why those resorting to interpreting services consider using 
a tech-based solution instead of hiring human interpreters.

For one, AI-driven solutions are likely to be more easily scalable, which would 
drive inclusion, allowing—theoretically at least—for more languages to be consid-
ered and for more end users to be reached. Scalability in terms of number of lan-
guages, however, requires for the systems to be trained accordingly. However, major 
inequalities regarding the data available for different languages directly reflect very 
real geopolitical power dynamics. Second, availability restrictions due to working-
hour limitations or time zones that apply to humans would fall by the wayside—
while AI-based systems need electricity and may be vulnerable to hard- and software 
issues, they arguably do not need rest. As data-based systems are not prone to 
fatigue, this may additionally lead to higher consistency in performance—at a level 
to be determined. Additionally, data analytics would allow for the gathering and 
analysis of meta-data for easier targeting of service needs. Finally, the argument that 
probably carries the most weight is the alleged cost effectiveness of using a tech-
based solution instead of living and breathing interpreters. However, the low-cost 
solutions widely available are sorely lacking, for example, in terms of data protec-
tion and confidentiality requirements. Implementing solutions that live up to the 
ethics and safety standards of clients may require a substantial initial investment. 
Therefore, for the arguments in favour of AI to be considered valid, any AI-based 
solution under scrutiny must be assessed in light of the regulatory safeguards it 
respects and the ethical principles it upholds. Two things an AI solution is unlikely 
to be is neutral or free. Therefore, as convenient as an instantly available simultane-
ous interpreter in our pockets may be to users at first sight, it is worth examining the 
presumed convenience of data-based systems against the deeper ethical implica-
tions of removing humans from cross-language communication.

3	� Conference Interpreters and AI

Conference interpreters are experts in real-time cross-language communication and 
naturally, the profession is eying the changes AI is bringing with a dose of suspi-
cion. Two camps seem to have formed within the profession regarding AI: Those 
who cannot wait to add AI-supported gadgets and tools to their preparation and 
interpreting workflow and those who would pull the plug on AI immediately, if only 
they could.
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The enthusiastic adopters argue that it will not be AI that will replace human 
interpreters, it will be human interpreters working with AI who will replace human 
interpreters who do not. This argument is echoed across industries (Mollick 2024). 
To gain an edge, practitioners and academics from this camp—in some cases, the 
lines between industry and academia blur—are testing, recommending, and even 
developing AI-powered ways to support interpreters in their work (Fantinuoli 2023; 
Vivian 2024). For the time being, data on the actual use of AI tools for preparation 
and during assignments is scarce. A survey on the subject was launched in July 2024 
and revealed that, for now, a majority of the conference interpreters surveyed actu-
ally do not use AI tools (Gillies 2024).

The endeavours to include AI-based tools into the interpreters’ workflow have 
merit insofar that the technology undoubtedly has the potential of enhancing inter-
preters’ performance. Not to mention that it is available, and—without falling too 
much into a naturalistic fallacy—it is arguably here to stay. For this camp, the focus 
lies with the practical applications of AI. While there are calls to include ethical 
safeguards such as data-protection measures and transparency, enhancing the inter-
preters’ toolbox (or the interpreters themselves) to remain competitive appears to be 
the top priority.

The “doomsday” camp’s arguments are unsurprisingly of much more conserva-
tive and cautious nature. The French trade union of translators and related profes-
sions that also represents interpreters (Société française des traducteurs, SFT), for 
example, recently released a manifesto calling for the respect for human creation 
and intellectual property and for a ban on replacing language experts by AI, for 
transparency regarding origin and genesis of contents as well as clear labelling of 
AI-generated contents, for a stop to the deterioration of working conditions for pro-
fessional linguists in the globally growing language-service industry, as well as 
safeguarding measures to prevent professions linked to language teaching at school 
and university level from disappearing. The statement concludes with the observa-
tion that technology needs to remain a tool at the service of translators and interpret-
ers who have allowed for dialogue between peoples for millennia (SFT 2024), 
echoing Hariri (2023)’s points. Scepticism vis-à-vis a new technology—and such a 
disruptive one on top—is to be expected and probably a wise initial reaction. There 
are valid reasons to fear getting left behind. However, fearmongering and claims of 
human superiority that are based on anecdotes and intuitions, but not backed by 
systematic empirical findings, are unlikely to help the cause. While the SFT trade 
union has the merit of formulating a position on the matter, the demands presented 
above are difficult if not impossible to enforce. The appeal is likely based on genu-
ine concern for the wellbeing of its members, but the demands are unlikely to stir 
potential buyers. In other words, while the claims of a unique contribution humans 
can make exactly because they are human are not necessarily untrue, basing the 
assumption that humans are by default better or have an inalienable right to govern 
multilingual communication will likely fall short when trying to convince stake-
holders whose top priority is their financial baseline.
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4	� Human Interpreters vs. Data-based Systems

The argument that humans with all their human flaws and shortcomings also have 
unique human contributions to make merits further exploration. One initially appeal-
ing argument that is widely put forward to argue in favour of human interpreters over 
the use of data-based systems is the capacity to feel empathy: While humans are 
naturally endowed with empathy, machines are not (Gonzalez-Oliver 2024). 
However, upon closer examination, that argument is less clear-cut than it seems: 
Chatbot-generated answers (ChatGPT-4 at the time) on a social media platform 
thread dedicated to medical questions not only scored higher in terms of content 
relevance, but received higher empathy scores than those of human physicians (Ayers 
et al. 2023). The researchers contextualise and nuance their findings, pointing to the 
absence of a personal doctor–patient relationship in that context, and particularly 
stressing that the chatbot answers were systematically longer than the answers pro-
vided by human physicians. Given that chatbots produce output substantially faster 
than a human typing, on the surface, a longer answer could be taken as an answer the 
author put more thought and care into, and the use of more empathetic language 
certainly also goes a long way. However, those who argue that empathy is a unique 
characteristic that human interpreters bring to the table but that is lacking in a data-
based system are referring to the empathy human interpreters may feel. Those who 
find that data-based systems score high on empathy, on the other hand, are rating the 
empathy felt by the receivers of the communication, not by the system generating it. 
That empathy may just be reflected—as it is part of the human expression that is 
encoded in the data the system was trained with and feeds on (Vallor 2024). It appears 
that the system’s ability to feel empathy and to form an authentic connection to the 
end user is not necessarily relevant to the end user’s experience of empathy. Harari 
clearly labels this mismatch as a danger of generative AI (2023). The argument that 
AI does not get humour (Le Figaro avec AFP 2024) may encounter the same obsta-
cles when trying to convince clients—if a joke brought to you by an AI makes you 
laugh, does it always matter whether the AI felt it was funny?

Perhaps a more relevant feature lacking in AI—at least in the absence of AGI—is 
intention. Intention in humans is informed by their goals and vulnerabilities. It is a 
“mental state that guides and organizes behavior. It is essentially a determination to 
act in a certain way or to bring about a certain state of affairs” (Shultz 2014/1980, 
p. 131). Intention necessarily also goes into the messages people want to get across, 
and the communicative intent of the original is at the core of what interpreters strive 
to convey.

All this is not to say that it is irrelevant that AI systems do not share the lived 
experience of humans. That they do not relate to one another or build rapport the 
same way humans do. That they have no ability to read the room. In short, that they 
are not sentient and that they do not feel. Rather, the relevant take-away here is that 
this key difference between data-based system and humans is only relevant in a 
context in which these aspects are valued, and their absence detracts from the 
desired outcome.
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One issue that conference interpreters must contend with in some meetings 
within the multilateral system is not primarily linked to their role as such, but to the 
nature of the meetings. Some meetings appear entirely devoid of communicative 
intent, with delegates reading speeches into the minutes one after the other at top 
speed without reacting to or interacting with what other speakers said. For this type 
of exercise, where there is little communication happening and little rapport to be 
built, humans may indeed add little value, and AI may in fact be better suited to do 
the job. It would conceivably be better suited to take on the task of the delegates 
reading the speeches as well, leaving just AI systems processing data left and right. 
Or, perhaps those meetings could, prosaically, just be an email.

There are of course meetings that are held to inform, negotiate, find common 
ground, or make decisions and where the inclusion of the people present indepen-
dently of language is crucially a matter of epistemic justice (Fricker 2007). It is in 
gatherings like these that reading the room, gauging the tension, and deciphering 
ambiguities and things left unspoken become decisive factors. Under these circum-
stances just translating the words is unlikely to do justice to the interaction in 
the room.

The target audience of the trade-union appeal above presumably consists of 
potential clients and users of interpreting services, in other words, those paying for 
them. It certainly makes sense to include the perspective of those who decide 
whether they are willing to spend money on interpreting services provided by 
humans in the discussion. However, what becomes apparent here is the tension 
between economic incentives and ethical imperatives from which different if not 
opposing approaches derive. It therefore seems expedient to sharpen the focus 
regarding the ethical implications of changing the place and role of humans in 
cross-language communication. Otherwise, human interpreters will be cut out of the 
communication circuit and the argument about human interpreters with AI replac-
ing human interpreters without AI simply becomes a moot point.

5	� What Are the Ethical Implications in the Context 
of Language Interpreting and AI?

Calls for digital ethics by design, for placing ethical considerations at the heart of 
the digital transformation, are becoming louder with use cases revealing the various 
shortcomings of data-based systems: biases present in the data leading to the ampli-
fication of racial biases in facial recognition software, gender-based discrimination 
(e.g. the Amazon hiring scandal), or voter manipulation (e.g. the case of Cambridge 
Analytica) to name but a few (Hong 2024). The Switzerland-based NGO 
AlgorithmWatch CH has recently launched an appeal to the Swiss government to 
regulate the use of AI to avoid discrimination (AlgorithmWatch CH 2024). By ethi-
cal implications, therefore, we refer to questions touching on how we as humans 
should live in a world where the use of AI is a force to reckon with (Byford and 
Thwaite 2023; Kirchschläger 2021; Kirchschläger 2023; Müller and Pannatier 
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2023) and where the power dynamics between humans and algorithms are at best 
muddled (Vallor 2024).

Against this backdrop, it becomes apparent that there are at least three important 
dimensions to ethics to consider for language interpreting: First, the general reflec-
tion on the ethical framework within which the use of AI technology should be 
embedded and the considerations that are relevant for the different stakeholders 
(here interpreters, users of interpreting services, but also society in general). They 
should touch on questions regarding ethical judgements, moral responsibility and 
accountability. Arguably, this dimension encompasses working conditions—from 
sound quality to length of assignments to pay, to name but a few—that need to be 
addressed bearing ethical concerns in mind. Second, the ethical considerations that 
should inform the training of AI systems to be used in an interpreting context, where 
the focus primarily lies on transparency regarding the origin of the data used and 
questions tied to intellectual property. And third, ethical challenges that arise when 
AI is used for interpreting that include protection and confidentiality of the data fed 
into the system from potentially confidential meetings, biases that are fed into the 
output and questions linked to accountability for mistakes.

While it may be implicitly clear, it seems important to make a point of why data 
protection regulations such as the EU's GDPR of 2018 or a regulatory framework 
for AI such as the EU AI Act of 2024 (GIP Digital Watch Observatory 2024) are 
important also from an ethical perspective: They provide regulatory safeguards for 
data protection, protection of privacy, and transparency, which are the arguments 
put forward also by the enthusiastic adopters of AI applications in interpreting dis-
cussed above. However, what must not be forgotten is that these protections have 
little value in and of themselves. They are means to an end: They serve to protect the 
fundamental rights and freedoms (Byford and Thwaite 2023) without which an 
open and diverse society based on human-rights standards is simply not possible 
(Jones 2023; Kirchschläger 2021). This includes the protection of linguistic diver-
sity and of equal access to rights and remedies regardless of language. Language 
professions play an instrumental role in ensuring those rights, and placing the focus 
on this aspect would help strengthening their foothold.

Conference interpreters, most widely represented by their international associa-
tion AIIC,2 are by way of their professional code of ethics keenly aware of the third 
dimension of ethics mentioned above (issues revolving around using such technol-
ogy while on the job, such as ensuring confidentiality or transparency regarding 
output generation). Those who are simultaneously part of the early-adopter camp 
are conscious of the importance of the second dimension as well (questions related 
to the source of the data that goes into training models). However, the more funda-
mental dimension of helping to ensure that the technologies used fulfil the require-
ments needed to protect the foundations of an open, diverse, and democratic society 
seems absent in the debate. This may be linked to ethical concerns being absent 
from training curricula (Horváth 2022; Ramírez-Polo and Vargas-Sierra 2023), but 

2 The acronym AIIC stands for the French name of the association, Assocation Internationale des 
Interprètes de Conférence.
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perhaps this is simply a reflection of a perceived clash with one of the most strongly 
upheld principles of the profession: impartiality. It implies not taking sides or alter-
ing the message. While this is fundamental for accurate interpreting, supporting 
ethical AI solutions requires advocacy at least to a certain degree. However, the 
perceived tension between acting as a neutral conduit for the message to be con-
veyed and advocating for an ethical framework need not be, as it is precisely such a 
framework that allows for that neutrality to be exercised safely. To that end, the 
principle of impartiality, just like the principle of fidelity, needs to be restricted to 
the message and not applied too extensively, as may currently be the case. An 
informed discussion that includes all ethical dimensions of using AI for interpret-
ing—the framework, the design properties of the technologies used, and the safe-
guards needed for their actual use. Because if the professionals—this includes 
practitioners, their professional associations, trainers, and researchers in the disci-
pline—do not bring their expertise to this on-going discussion and contribute to 
upholding integral ethical standards, who will?

6	� Where Do the Dangers of AI for Language 
Interpreting Lie?

One aspect that sets the on-going digital revolution apart from previous similarly 
ground-breaking changes is that this time around, knowledge-industry professions 
are the ones bearing the brunt of the change: Interpreters are just as concerned as 
lawyers, programmers, or physicians (Felten et al. 2023). As the PauseAI collective 
phrases it: “AI does not just replace our muscles as the steam engine did, it replaces 
our brains” (PauseAI 2024, p. n. p.).

However, unlike the expertise inherent to many of these professions, the lan-
guage expertise interpreters bring to the table is perhaps one that is more easily 
dismissed. First because there is a continuum in terms of who performs interpreting 
acts in different contexts. The vast majority of cross-language communication is 
carried out by multilinguals and does not involve professional interpreters. It is 
simply part of how humans communicate.

Second, in contrast with other knowledge professions, a considerable component 
of conference interpreters' professional identity is invisibility—relating to them 
conveying the original message unaltered. This links back strongly to the principle 
of impartiality discussed above. Of course, the importance of not altering the mes-
sage to be transmitted or of ensuring the confidentiality of the information con-
tained in the message cannot be overstated. To protect these values regarding the 
message, invisibility and impartiality are crucial safeguards. They may even serve 
as a veil of protection to keep the focus away from possible biases or shortcomings 
of human interpreters—they are human after all. But the stance of the impartial and 
invisible conduit should apply to the message interpreters are tasked to convey in 
their professional capacity, not to their complete existence. While this approach 
may facilitate access to highly confidential information and settings—think of the 
calls for subpoenaing the interpreter working at the encounter between Trump and 
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Putin in 2018 (Frum 2019)—it has also created a misleadingly mechanical image of 
how interpreters carry out their work. Additionally, this position of neutrality makes 
it difficult to follow advice such as “[conference interpreters,] go make a ruckus” 
(Godin 2024) to stand out in comparison with AI.

Third, another factor that has been a growing challenge for multilingualism in 
the multilateral system is the prevalence of English. This is of course again a reflec-
tion of geopolitical power dynamics and illustrates the effects of valuing economic 
interests over ensuring access. This is not to criticise non-native speakers of English 
who put their second-language skills to good use, but rather to point out that while 
not everyone may need to rely on interpreting to be included in a meeting, ethically 
speaking, it is worth considering if the decision on whether the possibility of being 
included while speaking and listening to a language that is not English should be 
made on the basis of providing equal access rather than solely on the basis of eco-
nomic considerations.

Equal access, however, is not a matter of language alone. Relying on technology 
to provide access to information and provide inclusion independently of language 
presupposes access to that technology. Currently, this is far from reality on a global 
scale due to the technology gap between rich and poor countries (Ringhof and 
Torreblanca 2022), enormous differences regarding access to the Internet (Ritchie 
et al. 2023) and an unequal representation of languages, cultures, and people in the 
data used for training of AI systems (Hong 2024; Müller and Pannatier 2023). In 
this context, the argument that tech-based solutions contribute to levelling the play-
ing field is flawed.

Another serious risk that needs to be mitigated when considering integrating 
AI-based systems into cross-language communication revolves around responsibil-
ity and accountability for errors and transparency of how the outcome produced 
came to be. While human interpreters are not immune to making mistakes, they 
have the moral capacity required to take on the responsibility and to be held account-
able for them. Data-based systems lack this moral capacity (Kirchschläger 2021). 
Additionally, generative AI technology is under scrutiny for issues related to trans-
parency, the black-box problem making it difficult if not impossible to explain how 
a specific output was produced (Fleisher 2022; Von Eschenbach 2021).

On top of that, overreliance on tech-based solutions presents a series of dangers 
both from a technology and from a skills-related perspective. Technology, espe-
cially large-scale technological solutions, and especially when provided by private 
companies that are subject to little oversight, can be vulnerable to cyber-attacks, 
power outages or software issues, as the CrowdStrike chaos in July 2024 showed, 
grounding planes and affecting health care and financial services amongst others 
(Kerner 2024). Even regular in-person meetings are of course susceptible to techni-
cal problems, but with interpreters physically present, a work-around solution can 
be provided.

A more subtle, but perhaps also more perfidious danger comes from skills that 
are not honed or never even developed due to overreliance on technology. To exam-
ine the problem of diminishing skills from a language-skills perspective, relying 
(too) strongly on technology to access information in languages different from the 
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ones learned when growing up or to communicate across language barriers could 
potentially take away incentives to learn other languages, a point the SFT trade-
union includes in their manifesto (SFT 2024). However, not being able to commu-
nicate in or understand the language of an interlocutor creates a dependency that 
would only be reinforced by future generations growing up increasingly relying on 
technology for the same purpose as well. Removing humans as safeguards from the 
equation could therefore ultimately lead to deeper isolation instead of stronger 
connections.

Should the effort required for language learning no longer be deemed worth-
while and reliance on data-based system generalise, there would likely be little 
impetus to continue training interpreters or for trained interpreters to maintain their 
skill level. The expertise acquired—linguistic, cultural, communicational, and inter-
personal—would be lost.

The menace, again, exceeds language skills. Vallor (2024) warns that the greatest 
danger for humanity from AI does not lie in AI developing sentience and turning 
evil, but rather from humanity allowing the skills most needed to adapt when faced 
with changing circumstances to diminish.

7	� Conclusion and the Way Forward

AI can undoubtedly be of valuable assistance in language interpreting. Just as phy-
sicians assisting patients in telemedicine could benefit from using bots to draft 
replies (Ayers et al. 2023), AI tools could assist conference interpreters in their work 
in and outside the booth. However, to carry out their job to the highest ethical and 
professional standards, knowledge professions need to be able to rely on AI tools 
that meet the ethical requirements outlined above. This requires regulation, because 
currently such systems continue to be built, trained, and depicted as intelligent, 
although the measures used to determine intelligence are deemed invalid by experts 
(Bender and Koller 2020; Gubelmann 2024; Keegan 2024).

Again, it's not the technology of data-based systems that is new, it is the wide 
accessibility of AI applications that is. And the progress of AI is likely to continue. 
Against this backdrop, ethics in AI should not be viewed as a hindrance to innova-
tion, but rather as innovation in and of itself (Byford and Thwaite 2023). Framing 
ethics instead of the emerging technologies as the innovate part may allow for a 
closing of ranks within and between knowledge professions on the fundamental 
values that are at stake.

Take-Aways for the Reader at a Single Glance

	1.	 Language barriers are a hindrance to access and inclusion: Circumventing 
language barriers is instrumental to safeguarding linguistic diversity, epistemic 
justice and ensuring equal access to rights. Breaking down language barriers 
promotes inclusion and equity by enabling individuals and groups to fully par-
ticipate in social, legal, and economic activities.
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	2.	 AI-governance questions are questions of fundamental rights: AI can 
enhance and broaden the access to cross-language communication, but rely-
ing primarily on AI to overcome language barriers comes with serious ethical 
caveats. AI brings numerous opportunities to enhance communication within 
and between languages, including potentially allowing more people access to 
democratic decision-making processes. However, for AI to be a force for 
good, ethical safeguards are needed on various levels. Regulatory oversight 
must ensure that fundamental rights and freedoms are protected and AI tech-
nologies used for cross-language communication must live up to ethical stan-
dards regarding data protection, confidentiality, transparency, and 
accountability.

	3.	 To value humans we must value their humanity: The list of tasks AI can carry 
out faster and better than many humans is long. To value the role of humans in 
these systems, the humanity that they put into them—their sentience, their vul-
nerability, their moral competence, their intention—needs to be valued.

	4.	 Overreliance and skills depletion are risky: Overreliance on technology bears 
the risk of skills depletion. Where language skills are concerned, initially conve-
nient solutions may lead to isolation and increased uncertainty in communica-
tion. More generally, diminished abilities to adapt to change poses a real danger 
to the foundations of open societies.

	5.	 Framing AI ethics as innovation: Framing ethical safeguards as innovation in 
regulatory frameworks, in the training of AI systems and in their use in high-
stakes contexts, instead of prioritising technological advances alone, provides a 
way forward for knowledge professionals to join the debate on the frame of ref-
erence needed for them to uphold and contribute to open, democratic, and diverse 
societies based on human rights. Safe frameworks are necessary for knowledge 
professions to benefit from the opportunities of AI to work to the highest of their 
professional standards.
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6Ethical Dilemmas and Human Factors 
in the Application of AI in Cybersecurity

Yanya Viskovich and Vibha Mohan

Abstract

The deployment of AI in organisations introduces complex ethical dilemmas. 
This chapter explores a number of these in the context of AI-enabled cybersecu-
rity, critically examining organisational realities including surveillance, automa-
tion, lack of transparency, and their impact on organisational security culture 
through the lens of three principles for ethical decision-making: Maleficence, 
Autonomy and Transparency. It considers the impacts of the implementation of 
AI in cybersecurity operations: on employees, on work culture and on organisa-
tional cybersecurity efforts. Finally, it proposes practical strategies and a check-
list for integrating ethical considerations into various stages of AI implementation 
in cybersecurity.

1	� Introduction

Deploying AI in cybersecurity is like giving a highly skilled surgeon a shiny new 
scalpel. It can excise malicious threats with surgical precision, but without an ethi-
cal compass, it can slice through healthy tissue—leaving critical operations com-
promised and personnel bleeding trust. As AI systems grow more autonomous, the 
challenge isn’t just making them faster or smarter. Organisations must consider the 
ethical implications of how they use these tools—before AI harms those it is designed 
to serve and protect.
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•	 Artificial intelligence (AI)1 is rapidly transforming the digital landscape, making 
it a powerful tool for enhancing organisational cybersecurity capabilities. Its 
ability to automate complex tasks, process vast datasets and detect anomalous 
patterns in real-time has positioned it as a formidable organisational asset in 
defending against cyber threats (Kroll et al. 2021). However, those same defen-
sive efficiencies are increasingly leveraged by malicious actors to amplify offen-
sive cyberattacks, creating a dual-edged sword—or scalpel—for organisations. 
Consequently, while organisations strive to harness AI for enhanced security, 
they are simultaneously grappling with an expanded attack surface and the accel-
erated misuse of these technologies by adversaries. The exponential rate of AI 
development outpacing regulatory efforts to govern it, and the pressure to imple-
ment AI for its competitive advantages, results in two distinct governance vacu-
ums: a regulatory vacuum and an ethical governance vacuum.

•	 The regulatory vacuum is a direct consequence of the rapid pace of technological 
advancements, which consistently outpaces the development of corresponding 
regulatory frameworks (Viskovich 2022). As AI evolves at unprecedented speed, 
existing regulations struggle to keep pace, challenging organisations to effec-
tively identify and mitigate risks. In parallel, an ethical governance vacuum has 
emerged—bearing dynamics analogous to those of the nuclear arms race in 
which the competitive pursuit and acquisition of strategic capabilities overshad-
ows ethical considerations. Similar to nation states during the Cold War, today’s 
organisations are racing to achieve algorithmic supremacy, prioritising rapid AI 
adoption without sufficiently addressing the ethical implications that arise from 
it. This anxious acquisition, driven by the desire for technological superiority, 
has intensified the ethical governance gap in organisations deploying AI, where 
critical issues such as algorithmic transparency, accountability and fairness are 
often sidelined in favour of performance and efficiency gains.

•	 Consequently, organisations of all sizes, and particularly startups and SMEs—
often characterised by agile structures and limited resources and thus facing 
heightened and disproportionate risks—are impacted by these governance vacu-
ums (OECD 2021). We intend for this chapter to act as a guide for the ethical 
deployment of AI-enabled cybersecurity in organisations of all sizes. The first 
two sections lay the groundwork by making a case for the ethical implementation 
of AI in cybersecurity operations2 and then analysing the organisational impacts 
of such. While the deployment of AI in organisations for any purpose raises 
numerous ethical considerations, this chapter draws on three key principles for 

1 In this chapter, we use AI to refer to technologies such as machine learning and generative AI that 
enable machines to process, comprehend, analyse and learn from data, make decisions and create 
content with minimal human input.
2 In this chapter, ‘cybersecurity operations’ and ‘cybersecurity programs’ are used 
interchangeably.
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ethical decision-making—Nonmaleficence,3 Autonomy4 and Explicability5— 
which are particularly relevant to the application of AI in cybersecurity (Tsamados 
et al. 2020; Mittelstadt et al. 2016; Floridi and Taddeo 2016). While we do not 
elaborate further on the principles themselves, we leverage them and their tenets 
as a lens to identify and analyse key ethical dilemmas that organisations encoun-
ter in implementing AI in their cybersecurity programmes and their impact on 
work culture. The chapter then focuses on strategies founded on those principles 
and offers a checklist tool to support organisations in their ethical implementa-
tion of AI-enabled cybersecurity. The aim of this chapter is to support organisa-
tions to adopt an ethical approach to the use of AI to bolster their cybersecurity, 
whether they have already implemented AI in their cybersecurity programmes or 
are considering doing so. Addressing ethical considerations not only fosters trust 
and productivity (Humphreys et al. 2024), it also positively contributes to bridg-
ing the aforementioned regulatory and ethical gaps that organisations face (World 
Economic Forum 2024a).

•	 As with many  other applications of AI, navigating the intersection of AI and 
cybersecurity necessitates a consideration beyond technical capabilities and 
legal compliance. The fundamental question is not merely what AI can achieve 
but what it should be permitted to do, especially in scenarios that impact human 
trust and societal well-being (Işik et al. 2024). This imperative underscores the 
need for an industry-wide ‘Hippocratic Oath’—a guiding principle for cyberse-
curity professionals and business executives to commit to the ethos of 'do no 
harm' in the design, deployment and application of AI-driven cybersecurity solu-
tions. To this end, AI applications should be designed, developed and deployed 
with a comprehensive understanding of their ethical and societal implications. 
This involves addressing potential biases embedded within algorithms and train-
ing data, which, if left unchecked, will perpetuate existing inequalities and lead 
to discriminatory outcomes. This is also imperative for AI deployed in cyberse-
curity programmes, since failing to account for the impacts of AI on humans 
when it is deployed in cybersecurity operations directly impacts human security 
risk and security risk-reporting culture, which we explore later in this chapter.

3 Non-maleficence is commonly understood in the literature to mean ‘do no harm’, highlighting the 
need to prevent AI systems from unintentionally causing harm, such as data breaches or unfair 
practices. Given the high risk of damage from cyber vulnerabilities, it is crucial for businesses to 
ensure that their AI-driven cybersecurity solutions do not introduce new risks, such as privacy 
violations or biased decision-making that could negatively affect people.
4 Autonomy addresses the importance of maintaining human oversight in AI decision-making. If AI 
systems operate with too much autonomy, employees may feel sidelined, eroding their confidence 
and reducing their willingness to take initiative in critical situations.
5 Explicability emphasises transparency and the need for AI systems to be understandable to both 
developers and users and others. Organisations must be able to clearly explain how their AI-driven 
cybersecurity systems function, especially when these systems impact sensitive data or critical 
security processes. Transparency means not only disclosing the use of AI but also being able to 
explain how decisions are made by the AI system.
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2	� The ‘What’: Ethical Implications of AI in Cybersecurity

•	 As AI continues to evolve, its applications in all contexts—including in cyberse-
curity—must be carefully scrutinised to prevent the inadvertent replication of 
societal biases and structural inequalities. Cybersecurity uniquely intersects with 
both technical systems and socio-behavioural aspects, making ethical consider-
ations potentially more pressing in this field than in others. As Tandon et  al. 
(2024) have found, ethical breaches in AI-driven cybersecurity can destabilise 
critical infrastructures, including finance, health care and energy sectors, leading 
to disruption of entire supply chains and public services. For example, if an AI 
model inaccurately identifies legitimate network activity as malicious, it can 
unjustifiably block critical services, detrimentally impacting society.

•	 In contrast to traditional cybersecurity systems and processes that rely heavily on 
human expertise for their implementation, AI is capable of operating with mini-
mal human intervention, processing data on a large scale and executing actions 
at heretofore unparalleled speeds. While this paradigm shift enhances cyber 
defences and offers substantial efficiency gains—potentially alleviating burdens 
on roles such as SOC analysts—it simultaneously challenges established ethical 
frameworks that have not historically contended with such levels of automation 
or opacity (De Angelo 2024). This raises significant concerns, as most applica-
tions of AI in cybersecurity lack transparency, accountability and the capability 
to independently evaluate the ethical or legal soundness of their actions. As AI 
systems continue to evolve, their ability to make autonomous decisions is 
increasing; yet, they remain devoid of a moral compass to assess the implications 
of those decisions.

•	 This disconnect between AI capabilities and ethical oversight has precipitated 
what is known as the ‘automation paradox’: as systems become more autono-
mous, they paradoxically necessitate increased human oversight for critical tasks 
such as error management, decision-making and governance (Bessen 2016). The 
paradox emerges because organisations, in seeking cost efficiencies, are inclined 
to replace employees with AI automations, whilst underestimating the necessity 
of human oversight in complex decision-making processes. Consequently, the 
tendency to deploy AI without adequate human intervention increases organisa-
tional exposure to the attendant ethical, legal and operational risks. The ethical 
implications of these dynamics are profound: without human oversight, AI can 
propagate biases present in training data (Kirk et al. 2021), overlook context-
specific nuances and execute decisions with unintended consequences (van de 
Poel 2023). This is particularly acute in AI-enabled cybersecurity, where a lack 
of accountability in algorithmic decision-making raises concerns about privacy, 
fairness and accuracy (Sontan and Samuel 2024).
The ethical dilemmas inherent in AI-driven cybersecurity also arise from the 
fundamental nature of AI systems, which require access to, amongst other things, 
sensitive data—for instance, user behaviour patterns from both internal and 
external sources—to comprehensively detect and mitigate cyber threats and 
anticipate and identify both malicious and non-malicious risks. This reliance on 
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comprehensive data sets means that the decision-making processes of AI sys-
tems can profoundly impact personal autonomy and employee agency. As AI 
becomes increasingly embedded in cybersecurity practices, so does the potential 
for these technologies to erode privacy and autonomy, hallucinate and introduce 
or amplify biases in decision-making, and perpetuate systemic inequalities 
(Panel for the Future of Science and Technology 2020).

•	 The integration of AI into cybersecurity also threatens to transform traditional 
organisational cultures, particularly as it relates to increased surveillance of 
employees, deskilling and displacement and erosion of transparency, trust and 
psychological safety. We will now deal with each of these systematically, eluci-
dating how AI may transform not only cybersecurity operations but also the 
broader (security) culture and ethical landscape within organisations.

3	� So What? Impact on Work Culture: Ethical Dilemmas 
and Human Factors

•	 As AI systems become more sophisticated and ubiquitous, nuanced challenges 
arise that can disrupt traditional workplace dynamics regarded as necessary for 
high performance and productivity and for organisational security culture: prin-
cipally trust, autonomy and agency. While numerous scenarios in the implemen-
tation of AI in cybersecurity raise ethical considerations, for brevity—and to 
provide meaningful insight—we focus on three key instances: (i) the use of AI in 
enhancing zero-trust frameworks, which raises concerns around surveillance and 
privacy; (ii) the mid-term implications of AI on the cybersecurity workforce, 
particularly regarding deskilling and job displacement; and (iii) the long-term 
erosion of trust due to compromised transparency in AI decision-making. These 
cases offer a representative overview of the ethical dilemmas posed by the inte-
gration of AI in cybersecurity. Addressing these complexities requires an ethical 
investigation that probes deeper into the intersections of technology and human 
behaviour. In this context, the concept of the ‘human factor’ is used to refer to 
both human strengths and vulnerabilities (Parsons et al. 2010; Young et al. 2018), 
instead of positing the human factor as merely a liability, as it is often conceived 
in cybersecurity contexts (Alsharif et  al. 2022). This perspective allows for a 
more comprehensive analysis of human engagement in the implementation of 
AI, which is crucial for understanding the multifaceted impact of AI on cyberse-
curity practices and organisational dynamics. Such an inquiry enables organisa-
tions to uncover the subtle, often overlooked ways in which AI-enabled 
cybersecurity impacts employee autonomy, perceptions of fairness and the col-
laborative spirit necessary for a strong risk-reporting culture and consequent 
resilient security posture. It further ensures that AI serves as a tool for empower-
ment—rather than as a catalyst for alienation.
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3.1	� I. ‘Nobody Trusts Me So Why Should I Trust Them?’ Zero 
Trust and Surveillance

Does your zero-trust system make zero exceptions? Imagine your senior SOC ana-
lyst logging in from a foreign country while working remotely to ensure continuous 
monitoring. When a critical security incident strikes, will the system flag this legiti-
mate login as suspicious and lock them out at a time when their expertise is 
needed most?
•	 A zero-trust framework, which operates on the principle of ‘never trust, always 

verify’, assumes no implicit trust within or outside the organisation. It minimises 
security risks by verifying each user, device and network interaction (NIST 
2020). This model has fast become a cornerstone of organisational cybersecurity 
strategies, especially as AI technologies increasingly enable its implementation. 
AI supports zero-trust architectures by providing continuous monitoring, real-
time analysis of network activity and automated responses to potential threats, 
enhancing security effectiveness and reducing human error (Ajish 2024; Rose 
et  al. 2020). Additionally, AI-powered behavioural analytics enable zero-trust 
systems to closely monitor and assess user actions, creating a constantly evolv-
ing baseline of what is considered typical behaviour (Hogan 2023).

•	 Such constant monitoring facilitated by AI can however erode psychological 
safety, creating a culture where employees may become reluctant to report secu-
rity issues or errors for fear of negative repercussions (NeuroLeadership Institute 
2024; Işik et  al. 2024). This dynamic can inhibit proactive engagement and 
weaken the overall security posture of the organisation. For example, the repeated 
need for employees to verify their identity or justify an out-of-hours login can 
foster a sense of fear, mistrust and resentment, damaging the foundational trust 
required for effective security reporting. In this way, AI magnifies pre-existing 
concerns, making it imperative for organisations to address these issues by ensur-
ing a fairer and more inclusive training data set, transparency in AI deployment 
and clearly communicating how data is collected, used and managed in order to 
keep their organisations cybersecure.

•	 While AI plays a crucial role in enhancing cybersecurity and supporting a zero-
trust framework—by continuously monitoring network activity, identifying 
anomalies and flagging potential threats—it cannot yet replace human intuition 
and understanding of social contexts. Despite the extensive monitoring capabili-
ties enabled by AI and digital surveillance tools, successful organisational cyber-
security still depends heavily on employee participation regarding aspects of 
human behaviour that are not readily captured through automated systems. This 
includes subtle indicators of employee well-being, workplace dynamics or evolv-
ing social engineering tactics that require human interpretation and contextual 
understanding. For example, an employee’s awareness of unusual interactions, 
or their perception of changes in the organisational environment, can reveal 
potential insider threats or emerging risks that automated systems might over-
look. Human feedback is critical to bridging the gap between technical monitor-
ing and the sensitive realities of human behaviour that shape the effectiveness of 
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cybersecurity measures (Sasse et al. 2023). Without this input, organisations risk 
missing key insights that could enhance their security posture and better protect 
against evolving threats, even whilst using AI-enabled cybersecurity to detect 
social engineering attacks, such as Deepfakes, which prey on human vulnerabili-
ties in order to exploit technical ones (Heartfield and Loukas 2018). Addressing 
these concerns is not just about adhering to ethical standards; it is essential for 
maintaining a security-aware culture that encourages open communication and 
early detection of threats.

3.2	� II. ‘AI Is Going to Take My Job!’ AI and Employees: Risk 
of Deskilling and Complacency

One of the most commonly proposed strategies for alleviating unsustainable work-
loads  in cybersecurity,  the extremely high rates of burnout among cybersecurity 
professionals (Reeves and Coroneos 2022), and repetitive tasks faced by SOC teams 
in particular, is task automation through the use of AI-enabled cybersecurity. But 
now, rather ironically, the very technology designed to relieve employees' stress is 
now threatening to de-skill these seasoned professionals, who find their expertise 
sidelined. Has the cure, in fact, become worse than the disease as AI’s automation 
in cybersecurity not only changes the nature of the work but potentially diminishes 
the value of human expertise, leaving cybersecurity professionals less empowered, 
more anxious and at risk of losing touch with their critical skills?

•	 The use of AI in cybersecurity has the potential to disrupt traditional employee 
roles and diminish their sense of agency within organisations. As AI automates 
complex cybersecurity tasks such as threat detection and response, employees 
may be relegated to mere supervisors of automated systems, resulting in a per-
ceived reduction in the value of their expertise (UK Department for Digital, 
Culture, Media, and Sport 2023). While this automation can alleviate some of the 
unattainable demands placed on cybersecurity professionals, it can also inadver-
tently lead to deskilling and complacency (Koeszegi 2023; Parasuraman and 
Manzey 2010). Over time, this shift can erode employee autonomy, transforming 
roles that once required active decision-making into passive oversight positions.

•	 The consequences of diminished role responsibilities extend beyond job satisfac-
tion and engagement—they pose a direct risk to organisational security. A disen-
gaged workforce is less likely to remain vigilant (Dawsey and Taylor 2011; 
Nobles 2022; Donnelly 2023), and employees who feel undervalued or excluded 
from critical security functions may experience reduced loyalty to their organisa-
tion (Fulford and Enz 1995). An ill-considered implementation of AI in a cyber-
security programme could therefore not only reduce employee engagement and 
their sense of purpose but also open the door to increased insider risks and threats 
(Verizon 2024). The risk of AI becoming a ‘Trojan Horse’ in cybersecurity is 
therefore very real. This is because employees who perceive themselves as 
merely ancillary to AI-driven security processes may become disempowered or 
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disenchanted, making them more susceptible to risky cybersecurity behaviours. 
In a cybersecurity context, where AI can introduce new and intricate workflows, 
it may be simultaneously perceived as introducing complexity and threatening 
employees’ jobs as a result.

•	 Fear and anxiety can have detrimental effects on cognitive functions such as 
memory, attention and decision-making, as well as stifling creativity, making it 
difficult for employees to learn and adapt to technological changes, let alone 
propose novel and new ideas for offensive cybersecurity (Işik et  al. 2024). 
Additionally, if AI implementation erodes psychological safety, this can contrib-
ute to burnout as a result of employees feeling unsupported or vulnerable in 
high-pressure situations (Viskovich 2023; Maslach et al. 1997). This could also 
lead to increased resistance and reduced organisational effectiveness (Edmondson 
1999; Kong et al. 2021).
To mitigate these risks, organisations should implement AI systems that fos-
ter rather than undermine employee engagement and empowerment.

3.3	� III. ‘Nobody Is Telling Me What’s Going On!’ The Case 
for Transparency

Good news: You’ve implemented a new ‘User and Entity Behaviour Analytics’ 
(UEBA) solution that flags risky behaviours before they escalate.

Bad news: You can’t explain the AI’s behaviour. 
In an industry where trust is key, can you afford to rely on decisions you can’t 

fully comprehend? What do the numbers say? A 2024 global cross-industry survey 
of 1800 CISOs, security leaders, administrators and practitioners revealed that only 
26% of security professionals reported a comprehensive understanding of the vari-
ous types of AI used in cybersecurity products (Darktrace 2024).

•	 The integration of AI into cybersecurity is inherently complex, not only due to 
the sophisticated nature of AI algorithms but also because of the challenges sur-
rounding its implementation in organisational settings (Roshanaei et al. 2024). 
One significant issue arises from the opacity of AI systems. Often described as 
‘black box’ AI, when AI algorithms make decisions without clear, interpretable 
explanations, employees are left unable to comprehend or challenge these deci-
sions, which undermines their confidence in the technology (Hauptman 
et al. 2024).

•	 This lack of transparency can have profound implications for the workplace. 
Employees who do not understand how AI-driven systems operate or how they 
are implemented may perceive the technology as intrusive or untrustworthy 
(Jacovi et  al. 2021). Such perceptions can create a sense of alienation, where 
employees feel marginalised or excluded from the cybersecurity decision-
making process. Consequently, they may become hesitant to engage fully with 
the system, leading to a lack of participation in essential activities such as secu-
rity risk reporting. When employees do not report suspicious activities or 
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vulnerabilities, an organisation’s overall security posture is significantly weak-
ened (Pfleeger and Caputo 2012; Alison 2023).

•	 For AI to be successfully implemented in cybersecurity, transparency is para-
mount. Organisations must clearly communicate how AI systems function, the 
data they use and the logic behind their decision-making processes. Establishing 
transparent reporting mechanisms that allow employees to understand the role of 
AI in the organisation’s cybersecurity operations can foster a culture of trust and 
collaboration. When employees are assured that their contributions are valued 
and that the system operates ethically and effectively, they are more likely to 
engage proactively in cybersecurity efforts, thereby strengthening the organisa-
tion’s security culture and hence its cyber resilience.

4	� Now What: Strategies to Integrate Ethics When 
Implementing AI in Cybersecurity

The previous sections outlined how implementing AI in cybersecurity opera-
tions without due regard for ethical principles can detrimentally impact organisa-
tional dynamics and undermine employee engagement,  This section introduces 
strategies for how to ethically implement AI in cybersecurity operations. While 
numerous ethics frameworks exist, this chapter focuses specifically on approaches 
that align with the ethical decision-making principles of Nonmaleficence, Autonomy 
and Explicability—to promote transparency and safeguard against AI’s potential for 
harm. The strategies discussed include (i) ethics-by-design frameworks; (ii) mecha-
nisms for bias mitigation; (iii) support for employee autonomy; and (iv) methods to 
enhance explicability and transparency (Fig. 6.1) Together, these approaches aim to 
create a balanced implementation model that fosters employee trust, reinforces ethi-
cal alignment and ensures that AI serves as a tool for resilience rather than a source 
of ethical, legal or operational risk. While these strategies may also guide the ethical 
implication of AI generally, they are discussed in the particular context of AI in 
cybersecurity.

Fig. 6.1  Components & Strategies for Integrating Ethics when Implementing AI in Cybersecurity
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4.1	� I. Ethics-by-Design: Integrating Ethical Principles 
from the Outset

	A.	 Establish Clear Fairness Guidelines and Anti-Bias Measures:
Ethics-by-Design is a proactive approach that embeds ethical considerations 

into the development and deployment of AI systems (Dignum et al. 2018). It 
ensures that ethical standards, such as fairness and non-discrimination, are not 
treated as an afterthought but as integral to the architecture of the AI. Developing 
AI systems that are free from bias starts with using diverse and representative 
data sets (Schwartz et al. 2022). Regular audits and testing of data sets should be 
conducted to detect and mitigate biases, particularly those related to gender, 
ethnicity, physical (dis)abilities, socio-economic backgrounds and other demo-
graphic factors. This can prevent the model from disproportionately flagging 
certain groups as anomalies based on skewed historical data (Dastin 2018).6

Furthermore, organisations should create ethical frameworks that define fair-
ness and actively identify bias within the context of cybersecurity. These param-
eters should be aligned with the organisation’s risk appetite to facilitate the 
identification, prioritisation and mitigation of potential ethical concerns (NIST 
2023). Without such guidelines, AI systems risk disproportionately targeting or 
excluding individuals based on biases embedded in the training data or algo-
rithm design, which can undermine employee trust, erode psychological safety 
and perpetuate systemic inequalities.

	B.	 Ethical Review Boards:
A multidisciplinary AI Ethics Board—comprising internal professionals 

from inter alia  cybersecurity, legal, enterprise risk management, and human 
resources, as well as external experts in fields such as computer science, phi-
losophy and sociology—is essential for providing comprehensive oversight of 
AI implementations within the organisation (Hadley et al. 2024). Such an ethics 
board should include computer science experts to understand how algorithms 
work, philosophers to debate moral considerations of fairness and bias, and 
sociologists to assess the actual and potential human impacts including on mar-
ginalised groups. This diversity of expertise is essential for addressing the 
dynamic and intersecting ethical, legal and societal implications of AI applica-
tions. The AI Ethics Board should conduct regular audits of AI systems to iden-
tify potential biases and recommend improvements. This board should be 
responsible for reviewing AI deployments, assessing potential ethical risks and 
offering recommendations to ensure fairness, transparency and compliance. 
Board oversight also helps ensure that explicability is prioritised throughout the 
AI lifecycle.

6 The Amazon hiring case serves as a prominent example of AI bias. In 2014, Amazon introduced 
an AI-based recruiting tool designed to automate the resume screening process. However, by 2015, 
the tool was found to exhibit gender bias. It had been trained on resumes submitted over the previ-
ous decade, most of which were from men, especially for technical roles. As a result, the algorithm 
disproportionately favoured male candidates over female applicants.
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4.2	� II. Human in the Loop (HITL): Input versus Oversight

	A.	 Implement HITL Frameworks for High-Risk Decisions:
Incorporating human input and oversight into AI-driven systems through 

‘Human in the Loop’ frameworks (HITL) is essential for safeguarding against 
maleficence (Enarsson et  al. 2022). For decisions with significant conse-
quences—such as disciplinary measures or the revocation of access privileges—
integrating human oversight through HITL frameworks can enhance transparency 
and bolster employee trust. By ensuring that AI outputs are verified by human 
operators who have the authority to validate or override decisions based on con-
textual judgement, HITL mitigates risks associated with automated decision-
making. This approach upholds ethical considerations, preserves human 
agency and increases confidence in the AI systems used within the organisation. 
The transparency facilitated by HITL frameworks ensures that employees 
understand how decisions are made and why human intervention is necessary at 
crucial junctures, thereby fostering a culture of trust and accountability—criti-
cal components of robust organisational security culture and risk-reporting, as 
we have explored earlier in this chapter.

	B.	 Enhance Human Oversight through Regular Training:
To ensure effective human oversight of AI in cybersecurity, continuous train-

ing and education are essential for those tasked with such a role. Such training 
should encompass the capabilities and limitations of AI, as well as key ethical 
principles, to equip employees with the knowledge required to monitor AI sys-
tems effectively. Regular training on these aspects enables cybersecurity profes-
sionals to identify potential ethical dilemmas and intervene when necessary, 
maintaining an active role in the deployment of AI. By doing so, organisations 
reinforce accountability and reduce the risk of harm stemming from algorithmic 
biases or errors. This focus on human oversight not only supports transparency 
and trust but also contributes to a psychologically safe work environment, where 
employees feel valued and engaged in safeguarding the organisation’s 
cybersecurity.

4.3	� III. Just Transition and Upskilling Programmes

	A.	 Implement Reskilling and Upskilling Initiatives:
To ensure that the workforce adapts effectively to an AI-enhanced cybersecu-

rity landscape, organisations must implement comprehensive reskilling and 
upskilling programmes for employees. These initiatives should focus on equip-
ping cybersecurity employees with skills that complement AI capabilities, par-
ticularly in areas where human judgement and ethical oversight are critical. This 
includes training in the analysis of complex security incidents, interpreting AI 
outputs and understanding AI-driven threat detection mechanisms. Such pro-
grammes are instrumental in enabling employees to make informed decisions 
and intervene when necessary, thereby maintaining human oversight and 
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accountability in cybersecurity processes and decision-making. By prioritising 
continuous learning and development, organisations not only enhance employ-
ees' technical competencies but also foster a sense of professional relevance and 
agency. This approach has clear retention benefits as employees are more likely 
to remain engaged and invested when they see opportunities for growth and 
career progression (Mishra 2023; Minbaeva & De Cieri 2021). This is directly 
relevant in light of the cybersecurity talent challenges that many organisations 
face (World Economic Forum 2024b).

	B.	 Create New Roles that Leverage Human Strengths:
As AI takes over routine and repetitive tasks, organisations have a unique 

opportunity to redefine roles and create positions that emphasise distinctly 
human strengths, such as critical thinking, ethical reasoning and creativity (Zirar 
et al. 2023). For instance, roles that focus on ethical oversight, AI governance 
and the human–AI interface are increasingly necessary to ensure responsible 
and effective AI integration. By developing these roles, organisations can har-
ness employee strengths while alleviating fears of redundancy, ensuring that 
human contributions to organisational cybersecurity remain relevant. In an 
AI-driven environment, human characteristics such as emotional intelligence 
and complex problem-solving become vital differentiators, allowing employees 
to contribute meaningfully to areas where AI may fall short. This strategic shift 
not only mitigates the risk of job displacement but also underscores the impor-
tance of uniquely human skills that AI cannot replicate, ensuring that the deploy-
ment of AI in cybersecurity augments rather than displaces human capabilities.

4.4	� IV. Empowering Employees to Challenge AI Processes 
and Decisions

	A.	 Develop Transparent Escalation Protocols:
AI systems should not be viewed as infallible (Humphreys et  al. 2024). 

Instead, employees should be equipped with the skills and confidence to criti-
cally evaluate and question AI-driven decisions. This can be facilitated through 
several organisational strategies, such as implementing robust escalation proto-
cols and fostering a ‘culture of questioning’ within the organisation. Establishing 
clear and accessible procedures for challenging or reviewing AI outputs is cru-
cial. These procedures might include creating dedicated channels for raising 
concerns, incorporating human oversight into AI decision-making and provid-
ing mechanisms for employees to offer feedback on AI performance. 
Additionally, ensuring transparency in how AI decisions are made and reviewed 
further empowers employees to take an active role in upholding ethical stan-
dards and maintaining accountability within the organisation, all of which 
enhances an organisation’s cybersecurity resilience and culture.
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4.5	� V. Implementing Explainable AI (XAI)

	A.	 Incorporate Model Interpretability:
Developing and deploying AI models with inherent interpretability, i.e. mod-

els that are easy for humans to ‘interpret’ the AI’s decisions (Murdoch et al. 
2019), ensures that their decision-making processes are transparent and compre-
hensible, avoiding the issue of opaque, ‘black box’ systems. Interpretability 
allows human operators to understand the rationale behind a decision, how spe-
cific factors influenced the outcome, and which data points contributed to the 
final prediction. As previously discussed in this chapter, transparency is essen-
tial for fostering a healthy security culture, as it promotes trust, reduces ambigu-
ity and aligns AI decisions with human expectations.

	B.	 Use Visualisations and Decision Traceability
Employing visualisation tools to represent the AI’s decision-making process 

enables a tangible, step-by-step explanation of how a particular outcome was 
reached. Visualisations such as decision trees or flowcharts enable human oper-
ators to follow and evaluate the AI’s logic, making complex algorithms more 
accessible and understandable. Decision traceability, on the other hand, ensures 
that every decision made by the AI is documented and can be reviewed by 
human auditors. By incorporating interpretability and decision traceability into 
the design of the AI, organisations can bridge the gap between advanced AI 
capabilities and human understanding, ultimately fostering a more transparent 
and accountable use of AI in cybersecurity and other organisational contexts. 
For example, while implementing AI in phishing detection, organisations can 
reinforce trust in the detection application by complementing it with a graphical 
interface that displays why an e-mail was flagged as a phishing email by show-
ing indicators such as sender domain reputation, detection of suspicious links or 
anomalous language patterns. This can also include interactive elements, mak-
ing it easier for cybersecurity professionals to trace decisions and verify the 
system’s accuracy. Further, it offers opportunities for dynamic, real-time learn-
ing as well as engaging security education, training and awareness.

4.6	� VI. Establishing Transparent Reporting Mechanisms

	A.	 Implement Accountability Dashboards:
Organisations should consider developing accountability dashboards that 

visually represent AI decision-making processes. These dashboards can serve as 
a central platform for tracking decision points, highlighting areas where human 
oversight has occurred and indicating the outcomes of automated processes. 
Making this information accessible to all relevant stakeholders reinforces the 
collaborative nature of human–AI interaction, thereby enhancing employees’ 
confidence in the system’s integrity (Koeszegi 2023). Transparency is further 
promoted when these dashboards are made visible to employees whose roles or 
responsibilities are affected by AI-driven decisions.
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	B.	 Generate Comprehensive Reports:
Another critical aspect of transparent reporting is the creation of detailed, 

comprehensive reports that provide insights into the rationale behind AI's threat 
detection and response mechanisms. These reports should outline the reasoning 
for AI-flagged anomalies, the steps taken in response, and any subsequent out-
comes, thereby ensuring that AI decisions are not perceived as arbitrary or 
unpredictable. This level of detail is essential for building trust, as it demystifies 
the AI’s functioning and enables employees to understand and critically engage 
with AI outcomes. Additionally, such reports facilitate organisational learning 
by allowing employees to review previous AI decisions, gain insights into the 
decision-making processes and identify areas where human oversight may be 
needed. By integrating this level of transparency, organisations can create a 
more informed and engaged workforce, reducing resistance to AI and promot-
ing a shared understanding of the technology’s role in enhancing the 
organisation's cybersecurity.

The strategies outlined in this section go beyond merely addressing ethical con-
cerns; they serve to cultivate and reinforce a culture of psychological safety within 
the organisation. This is crucial because when employees feel psychologically safe, 
they are more likely to hold positive attitudes towards AI integration and security 
measures (Thompson et al. 2020), leading to two critical outcomes. First, increased 
engagement and acceptance of AI technologies translates to better productivity and 
more effective implementation of AI solutions (Amos 2022). Second, a psychologi-
cally safe environment fosters a positive attitude towards compliance with security 
protocols, which is essential for maintaining robust cybersecurity defences 
(Thompson et al. 2020). Thus, by aligning AI implementation strategies with prin-
ciples that promote psychological safety, organisations can enhance not only the 
ethical integration of AI but also ensure that employees view AI as a supportive 
tool— ultimately resulting in stronger adherence to security practices and thus a 
more cyber-resilient organisation.

5	� From Theory into Practice

Having explored strategies for the ethical implementation of AI-enabled cybersecu-
rity in organisations, the discussion now shifts to practical ways organisations can 
operationalise those strategies in ways that are informed by the ethical principles of 
Nonmaleficence, Autonomy and Explicability. Recognising the diverse regulatory 
requirements and financial considerations of organisations across different sectors, 
the following inexhaustive checklist is designed to be a flexible and adaptable tool, 
catering to a broad range of organisational contexts. Its primary aim is to encourage 
initial reflection on the ethical use of AI in cybersecurity, serving as a pragmatic 
extension of the preceding analysis by translating the aforementioned theoretical 
ethical principles into actionable steps. The checklist is intended as a foundation for 
organisations to use to create a ‘minimal viable product’ or baseline assessment for 
responsible AI integration and implementation in their cybersecurity operations.
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5.1	� Checklist

A. Gap Analysis
	a.	 Where and how is AI currently being implemented within cybersecurity in the 

organisation?
	 i.	 Map all applications of AI in cybersecurity in the form of a register: identify 

purpose of the AI, scope, source/vendor, function, data flow, TOMs etc.
	 ii.	 Document the use case for each application of AI.
	b.	 Why is the organisation contemplating the use or enhanced use of AI in 

cybersecurity?
	 i.	 The organisation has a process to consider, justify and approve each use 

case of AI.
	c.	 Are there existing frameworks that guide this implementation?
	 i.	 Policies, procedures and methodologies are in place and require the evalua-

tion of data security and data privacy risks posed by the use and application 
of AI tools.

	 ii.	 A comprehensive list of policies and frameworks that govern the use and 
application of AI in cybersecurity is maintained on a central repository.

	 iii.	 Consideration and implementation of security-by-design in all business 
operations, systems and processes is required by policy and enforced through 
continuous oversight.

	 iv.	 The organisation integrates ethical strategies for AI into software develop-
ment and operations (e.g. in a manner similar to the integration of DevSecOps 
in software development and security operations).

B. Risk and Ethics Frameworks
	a.	 What is the organisational risk tolerance?
	 i.	 The organisation has a Cybersecurity Risk Appetite Statement.
	 ii.	 The organisation has an AI Risk Appetite Statement.
	 iii.	 The Cybersecurity and AI Risk Appetite Statements have been aligned.
	 iv.	 The use of AI in the organisation’s cybersecurity operations conforms with 

both Risk Appetite Statements.
	b.	 What values and ethical principles is the organisation committed to abiding by?
	 i.	 The organisation has an Implementation Policy to guide the ethical imple-

mentation of AI in the organisation.
	 ii.	 Fairness and anti-bias parameters have been defined within the context of 

cybersecurity.
	 iii.	 In all use cases in the organisation, AI is applied in line with the organisa-

tion’s stated values and ethical principles and policies.
C. Awareness and Integration
	a.	 To what extent do employees understand the existing/proposed AI system(s)?
	 i.	 Regular education, training and awareness programmes are in place and 

include ethical and human factor considerations of the application and use of 
AI in cybersecurity.
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	 ii.	 Staff are provided upskilling opportunities to increase their knowledge and 
understanding of the application and use of AI in cybersecurity and AI in 
organisational settings generally.

	b.	 How can the cybersecurity team support employees' understanding and integra-
tion of the existing/proposed AI system(s)?

	 i.	 The adoption of AI in a cybersecurity programme is complemented by change 
management processes that equip the workforce to understand how AI is inte-
grated within cybersecurity systems and processes.

	 ii.	 Employees are adequately trained and equipped to adapt to changes in cyber-
security systems and processes as a result of the implementation of AI.

D. Transparency and Oversight
	a.	 How transparent is the AI system's decision-making process?
	 i.	 Evaluation processes are in place requiring the organisation to guarantee 

the integrity of the AI system(s) it uses.
	 ii.	 Measures are in place to avoid the perpetuation of bias in the AI application.
	 iii.	 Organisational policy guides the implementation of Explainable AI/Black 

box AI for each use case on a case-by-case basis.
	b.	 How does the governance framework integrate effective human supervision?
	 i.	 The organisation has an Ethics Board that approves the use and application 

of AI in the organisation including in cybersecurity, including overseeing and 
deciding on risk escalations.

	 ii.	 The Organisation has an Ethics Officer (or equivalent) that oversees the ethi-
cal implications of the use of AI in the organisation's cybersecurity operations.

E. Closing the Loop
	a.	 What challenges in AI generally have been encountered in the organisation?
	 i.	 Lessons Learned exercises from applications of AI in the workplace are con-

ducted regularly.
	 ii.	 There is an established process in place for implementing Lessons Learned 

from other AI applications into AI-enabled cybersecurity.
	b.	 What processes are in place for employee feedback and continuous improvement 

of the experience of implementing the AI system?
	 i.	 Feedback loops are in place to collect employee feedback at each stage of 

implementing AI including inadequacies and friction experienced during 
transition phases and change management processes (or lack thereof).

	 ii.	 Escalation and (anonymous and/or confidential) reporting channels are in 
place for concerns, risks and escalations to be raised confidentially by staff in 
the workplace.
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6	� What Next: A Call to ‘Do No Harm’

	 i.	 As organisations adopt AI systems to enhance their cybersecurity and opera-
tional efficiencies, defining the ‘greater good’ or ‘common good’ is central to 
ethical considerations: Whose interests are being prioritised by these technolo-
gies? Who benefits, and who might be left out or adversely affected? (Viskovich 
2022). This analysis requires organisations to recognise that technologies and 
the laws that govern them can unintentionally favour a select few, deepening 
existing biases and inequalities, eroding trust and productivity. Consequently, a 
proactive approach to ethical AI implementation is necessary—one that inte-
grates ethics by design and emphasises ongoing education and human oversight 
at every stage of the AI lifecycle in cybersecurity. This approach is not achieved 
by merely ticking off compliance checklists, but by deliberately considering all 
aspects of AI deployment such that it respects human dignity, upholds human 
agency and promotes transparency of and accountability for its use and applica-
tion in cybersecurity operations.

	ii.	 The challenge for organisations is to operationalise these ethical considerations 
in ways that are meaningful and sustainable. Organisations must embed ethical 
principles into their AI systems from the ground up, making transparency a core 
feature of decision-making processes and ensuring that employees are equipped 
to understand and meaningfully engage with the  AI tools  their organisation 
uses. When human oversight, intervention and engagement are prioritised—
especially in high-stakes fields such as  cybersecurity—AI can complement 
human judgement rather than undermine it, safeguarding against harmful or 
unintended outcomes, while fostering a vigilant and empowered work culture 
that strengthens the organisation's security posture and cyber resilience. 
Deploying AI-enabled cybersecurity tools to enhance organisational cybersecu-
rity defences without due regard for attendant ethical considerations creates an 
ironic paradox for organisations: both the security culture and overall cyber 
resilience are eroded.

	iii.	  While the consequence of neglecting ethics in AI-driven cybersecurity is the 
counterproductive erosion of security an ethical implementation of AI in cyber-
security should focus on ensuring that these systems do not cause harm, with a 
clear emphasis on their impact on human engagement, agency and oversight. In 
the age of AI, there has never been a more pertinent time to be  human-
centric. Given the privilege that those of us in the cybersecurity and AI profes-
sions enjoy—which is to say that we are simultaneously defining, designing and 
building the scaffolding on which our future (digital) world is being built—we 
have a responsibility to exercise caution and speak up about our concerns. Our 
call to action is to develop and abide by a ‘Hippocratic Oath’ for our industry; 
one that implores us to do no harm as we scale new frontiers in our organisa-
tions’ defensive and offensive cybersecurity capabilities by leveraging the pow-
ers of AI.
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Abstract

We embark on a journey to unleash the potential of the interaction between AI 
and the human site of leadership entering and shaping the future of work. As 
technological advancement accelerates, our understanding of tasks, processes, 
work, and leadership is undergoing a profound and exciting metamorphosis. This 
is an exciting time for the future of work, as new opportunities emerge alongside 
the potential for disruption. This chapter explores not only the potential disrup-
tions brought about by AI but also the unparalleled opportunities for human 
empathy, creativity, ingenuity, and growth.

Take-aways for the reader at one glance
Introduction: From Dreaming to Realisation
Introducing into the nature of AI and the nature of humans.
What Defines Human Leaders in The Age of AI and What It Takes to 

Build Trust
The question of what defines us as human leaders will be reshaped in the age of 

AI. Building trust is key for future leaders to thrive.
From Knowledge to Capabilities: The Transformation of Future Skills, 

Society, and Leadership
Some future leadership skills will change, while others will become more rele-

vant to succeed and differentiate in the age of AI, while society as a whole will 
transform from knowledge to a capability society.
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When Human Meets Tech: How AI Has the Potential to Enhance the Human 
Leadership Beyond Its Capabilities

When applied efficiently and ethically future leaders will enhance their leader-
ship capabilities beyond means, enriched by AI, underlined with concrete examples.

Managing Risks of AI in Future Work and Why Data and Ethics Matter
Becoming and staying AI literate through continuous education will be an obli-

gation to thrive as future leaders, knowing and dealing with both the opportunities 
and the risks of AI, underlined with concrete examples.

Conclusion: The Human AI Tech Future Symbiosis
Cultivating a form of leadership that champions both technological advancement 

and human flourishing, and with that creating a future where technological advance-
ments merge with empathy, where machines augment rather than replace, and where 
humanity remains at the heart of progress, evolving together with AI.

1	� Introduction: From Dreaming to Realisation

With AI expected to contribute $15.7 trillion1 globally by 2030, at the same time 
fake news, hallucinations, and a record low trust in digital technologies (around 
40%) are emerging due to ethical concerns, we need to rethink and redefine the 
paradigm of leadership and the future of work in the age of AI.

Eleanor Roosevelt once said: “The future belongs to those who believe in the 
beauty of their dreams.” How big do people dream and how do they dare to realise 
their ideas in technological advancements with which consequences?

The human ability to dream big, to articulate the dream, to write down ideas, 
bringing them to life and realising them one day, starts with the language and the 
ability to communicate. The AI Large language models (LLMs) hold a significant 
starting position in the current AI landscape due to their language processing capa-
bilities and adaptability, next to other areas of AI like computer vision, robotics, and 
reinforcement learning. The neural network models are the basis of the LLMs.2 So 
far LLM are only the beginning of the AI advancements.3

The Stanford Hundred Year Study Report discusses how AI advancements can 
potentially redefine human capabilities, while challenging the existing.4 Looking at 
the fundamentals of AI, algorithms are the step-by-step instructions that guide AI on 
how to process information and make decisions. “To understand the algorithm we 
need to uncover those roots and then build a new model of ‘algorithmic reading’ that 
incorporates a deep understanding of abstraction and process (…) Algorithms enact 
theoretical ideas in pragmatic instructions, always leaving a gap between the two in 
the details of implementation.”5 These algorithms range from simple rules-based 

1 IMD-St Gallen Symposium (2021).
2 Goldberg (2015).
3 Lee and Chen Qiufan (2021).
4 Stanford Study Panel Report (2021).
5 Finn (2018).
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systems to complex neural networks that mimic the human brain. How much algo-
rithm is tech, how much of it is human, and how will they influence and modify each 
other to what extend? These are questions that are central to the future of work and 
future of leadership in the age of AI.

We embark on a journey to unleash the potential of the interaction between AI 
and the human site of leadership shaping and defining the future of work. As tech-
nological advancement accelerates, our understanding of tasks, processes, work, 
and leadership is undergoing a profound and exciting metamorphosis. This is an 
exciting time for the future of work, as new risks, demands, and new opportunities 
emerge alongside the potential for disruption. AI brings along not only the poten-
tial disruptions but also the unparalleled opportunities for human to thrive in empa-
thy, creativity, ingenuity, and growth. The question of what a human being is will 
be in a state of re-construction which leads to the question of what defines human 
leaders.

2	� What Defines Human Leaders in the Age of AI and What 
it Takes to Build Trust

Faced with disruptions brought by AI, the question is what defines as humans at its 
core. And in the context of work, what defines us as human leaders in future. 
Looking at fundamental aspects of humans these are creativity, empathy, psycho-
logical understanding, and intuitive sensing. Next to the trust-building element in 
leadership, there is the ethical decision-making human capability, emerging as 
indispensable elements in the navigation of the complexities of the future world, 
where AI may redefine what makes us human.6

Faced with 40% of global users expressing confidence in digital technologies, 
there is a trust gap in the new technologies. People use the new technologies but do 
not trust them. Next to the trust gap in tech, there is a trust gap in business.7

It is becoming increasingly important to establish organisations as trustworthy, 
given the growing complexity. In order to establish trust, it is first necessary to gain 
an understanding of what trust is and to demonstrate as leader of practising what 
you preach.8

It starts with the fact that humans are social beings. People like to surround them-
selves with other people in order to receive appreciation and recognition. Humans 
trust humans. One of the key challenges of being a human leader is to build trust 
with your people and within the team you lead. A good leader is one who trusts the 
team and receives trust in return. How does a human leader build trust?

6 Coleman (2019).
7 Reibmayr (2017).
8 Reibmayr (2017).
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At its core, trust is based on a shared understanding of social norms, as well as 
reliability and predictability9 in terms of “Do what you say, say what you do” 10 
which makes two humans rely on each other. Trust also means sharing a common 
ethical basis for behaviour, action, and response.

Trust is built over time through shared experiences, values, and actions that rein-
force the bond of shared values such as integrity. For leaders, this implies listening, 
reflecting, understanding, and acting accordingly with all its consequences. There is 
a common ground which make humans trust each other over time, relying on each 
other.11 Non-compliant behaviour leads to punishment, which maintains long-term 
favourable cooperation and fairness within the human group.12

In the context of challenging situations and escalation of matters at work, human 
individuals tend to seek and anticipate the provision of a solution by a responsible 
authority figure, who is expected to resolve the matter in an appropriate manner. In 
the event that this does not occur, human individuals may then seek to identify a 
human individual or entity to blame. Ultimately, responsibility remains with a 
human leader, not entirely trusting AI which is reflected in the low confidence level 
in new technologies.

In addition to fostering trust, great human leaders help their people thrive becom-
ing the best version of themselves.13 They address deficiencies, provide assistance 
when necessary, and inspire their employees to expand their horizon and capabili-
ties beyond the current limits.

3	� From Knowledge to Capabilities: The Transformation 
of Future Skills, Society, and Leadership

Acknowledging AI is not an isolated tool rather a transformative force that is reshap-
ing entire industries, economies, business models, roles, and societal structures. 
From automation to augmentation, the influence of AI is limitless, influencing every 
aspect of our professional and personal lives at an unprecedented dimension 
and pace.14

The changing face of future leadership15 in the age of AI will enforce new quali-
ties and approaches,16 while other existing skills become more relevant, faced with 
what differentiates human leaders from AI and what defines us as human.17 
Particularly, board members and leaders, those at the top of responsibility and 

9 Bailey (2023).
10 Andrea (2017).
11 Blanchard and Conley (2022).
12 Fehr and Schmidt (2005).
13 Covey (2022).
14 Execs In The Know LLC (2024).
15 Winkler (2025).
16 Swiss Future Institute (2024).
17 Coleman (2019).
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strategy, should become knowledgeable in AI.18 As AI continues to transform every-
thing from industries to entire business models, board members must possess a solid 
understanding of AI to effectively guide their organisations.19 The challenge: 
Leaders have the task of mastering the new technological development themselves 
and guiding their teams. What skillsets do we demand from our future leaders and 
what things do we teach our children in the age of AI?

•	 Adaptability: Future leaders will need to be highly adaptive, flexible, and open 
to change, continuously learning and evolving with the technological 
advancements.

•	 Data Literacy and Critical Thinking: Future leaders will constantly educate to 
become and stay literate in AI. Education is key to staying relevant as a leader. 
They will understand how to critically read, apply data and tools to make 
informed relevant decisions. Innovative problem-solving, the ability to analyse 
complex situations, to evaluate critically, and make decisions that consider mul-
tiple dimensions will be essential.

•	 Vision, Values, Ethics, and Compliance: Future leaders will inspire and encour-
age people to dream big and drive innovation. Leaders will spot the opportunities 
between people and AI, connecting the dots between data and people. Future 
leaders will continue to act as a role-model, live up to the values and principles, 
ensuring that technology is used in a compliant manner. While AI provides data 
to make decisions, the need for future leaders in ethical oversight becomes para-
mount. Leaders are responsible that AI is applied responsibly considering the 
quality of data and ethics embedded.

•	 Emotional Intelligence and Collaboration: Future leaders will foster a culture 
of collaboration, applying AI to enhance teamwork, culture, and communication. 
Future leaders will foster meaningful human relationship, building trust, suc-
ceeding upon empathy.

•	 Resilience: In rapidly changing world full of uncertainties, changing informa-
tion and shorter lifecycles of what is valid, the board and leadership ability to 
navigate change and to be resilient will be decisive to succeed.20

The dawn of a new epoch and a paradigm of shift arises.21 As we transition from 
the knowledge society, characterised by the primacy of information, to a future 
shaped by AI, we transition to a capabilities skills society.22 Skills, adaptability, 
learning, and combining new things in a highly adaptive manner will be more rele-
vant than knowledge itself. Looking at the dynamics of this transformation, examin-
ing what will be substituted, what will change, and what will remain.

18 Swiss Future Institute (2024).
19 Global Digital Board Academy (2024).
20 Global Digital Board Academy (2024).
21 Grimm et al. (2020), p. 164.
22 Swiss Future Institute (2024).
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3.1	� Routine Tasks Will Be Substituted and Automised

Tasks characterised by repetition, rule-based processes, and predictable outcomes 
will become increasingly automated. This substitution will be most evident in sec-
tors such as manufacturing, logistics, and administrative work, where AI will per-
form routine operations with greater efficiency and precision. The substitution and 
enhancement of data entry, simple decision-making, and some aspects of creative 
production, such as text and graphic design, will see significant improvement being 
substituted and enhanced by AI. Human labour will transcend to more complex, 
creative, and relational elements, while human-centric leadership skills become 
more relevant.

3.2	� Knowledge and Learning Will Be Transformed

The very nature of knowledge is undergoing a transformation. In the knowledge 
society, expertise was based on the accumulation of information. In contrast, in the 
AI future society, the emphasis will shift from static knowledge accumulation to 
dynamic learning, data literacy, critical thinking, and high adaptivity. This is par-
ticularly the case given the reduction in the lifespan of knowledge and the accelera-
tion of technological change. It will be necessary for educational systems to evolve, 
with a focus on teaching students how to learn, think critically, and solve complex 
problems rather than accumulating static knowledge.

4	� When Human Meets Tech: How AI Has the Potential 
to Enhance the Human Leadership Beyond 
its Capabilities

When human meets AI, it will over time lead to an era where human intellectual 
superiority may find its end, and the monumental shift will fundamentally chal-
lenge all of us. AI will challenge the human values and question the overall socio-
economic world order such as we know, yet it also has enormous potential to 
transform the health and well-being and reveal the mysteries of intelligence and 
our understanding. Human rights attorney Flynn Coleman presents a compelling 
argument for the necessity to build ethics into the development of AI from 
the start.23

Leadership functions are ultimately about creating a vision such as a dream as 
stated at the beginning of this chapter, being able to articulate the vision, motivating, 
inspiring, and sharing the vision within and across teams.24 When AI advances at an 
unprecedented pace, a higher stage of AI development in future may be reached, 
when AI will be capable of replacing human leadership in most of the outlined 

23 Coleman (2019).
24 Unkrig (2021), pp. 247–300.
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areas. According to a survey of executives by EdX, an initiative of Harvard 
University and M.I.T., half of executives (47%) believe the human CEO role will be 
partially or fully replaced by AI in future.25 This reflects that though not entirely 
trusting AI, people do see and believe in its capabilities.

AI is transforming both, the way human work and the way human lead. AI has 
the potential to complement and elevate the human leadership on the next level26 if 
we use it ethically.27

AI has the potential to facilitate the identification of emotional patterns 
within textual data, thereby assisting human leaders to manage their own emo-
tions as well as dealing with the emotions of others. Furthermore, AI has the 
potential to develop interactive, game-based learning scenarios in which leaders 
can practise recognising and managing emotions in a secure setup. They can 
systematically practise best, middle, and worst emotional scenarios in a pro-
tected yet realistic environment under predefined conditions. The capacity of AI 
to monitor team dynamics and to identify potential sources of conflict enables 
leaders to enhance their emotional agility. AI apps like Affectiva or Talk.Swiss28 
can provide facial and voice analysis in real-time, offering leaders feedback on 
the emotional level in meetings which identifies subtle signals of stress and 
discontentment. Other AI-powered learning platforms such as Teachy29 detects 
and matches any skill gap and upskills on a modular base. The wide amount of 
tech opportunities offer leaders the objective real-time options to become aware 
and to adapt the leadership style to the particular situation, helping to lead more 
empathetically and becoming better over time.30 It will lead to a fundamental 
shift of how human leaders work and lead. More sophisticated AI will offer the 
potential to augment all of the existing human leadership qualities, while reduc-
ing the human deficiencies.31,32

5	� Managing Risks of AI in Future Work and Why Data 
and Ethics Matter

Societal inequities may be deepened by unequal access to technology and educa-
tion.33 The potential for job displacement requires proactive measures in reskilling 
and upskilling the existing human workforce to stay relevant in the future. At the 

25 edX (2023).
26 Execs In The Know, LLC (2024).
27 Coleman (2019).
28 Swiss based app, using AI speech recognition and data analytics to boost and make communica-
tion profitable.
29 Teachy (2024).
30 Execs In The Know, LLC (2024).
31 Lee and Chen Qiufan (2021).
32 Execs In The Know, LLC (2024).
33 O’Neil (2016).
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same time, the fusion of human creativity and AI can lead to unprecedented innova-
tions, solving complex global challenges in health care, sustainability, and intellec-
tual mysteries.34

The influence of mathematical AI models on the decisions that shape human 
lives is becoming increasingly evident. From the choice of educational institution to 
the decision to obtain a car or real-estate loan or the level of health insurance pre-
mium paid, the role of the AI models in making these decisions is becoming more 
prominent and relevant. In theory, this should result in a greater degree of fairness.35 
All individuals are evaluated in accordance with an identical set of criteria, thereby 
eliminating any potential for human bias.

In practice the decision-making processes that result in outcomes with signifi-
cant implications for the life of humans are not based on objective bias-free evalua-
tion of the individual in the age of AI.  Instead, these decisions are built by AI 
data-driven insights which learnt its pattern from the history of mankind. AI is 
trained by a massive amount of historic data collective that does not directly origi-
nate from the individual's data, the individual is rather assigned to a certain group 
based on pre-established socio-demographic criteria.

Such criteria may be derived from a number of factors such as gender, ethnics, 
age, health records, postcode, household income, and the reputation of the educa-
tional institution attended amongst others. These data points, applied in combina-
tions, may be used to the advantage or disadvantage of an individual. A further 
consequence of AI is that, in contrast to all other potential human existing biases 
and discrimination, the relation is no longer limited to a one-to-one in person human 
based risk, where one person potentially acts in a discriminating way towards 
another, rather minor error rates in AI have the risk to lead to a systematic 
discrimination.36

In this sense, AI has an imminent risk that bias will become systemic and 
multiplied at an exponential rate, affecting entire groups of people without being 
able to detect the root cause of failure what leads to an outcome produced by 
AI.37 The constructed criteria, categories, and combinations are opaque, non-
transparent, and non-comprehensible for the persons involved, affected, nor for 
third parties.

As Cathy O’Neil demonstrates the models currently in use are characterised by 
opacity, lack of regulation and incontestable status, even in instances where they are 
demonstrably incorrect. Of greatest concern is the reinforcement of discriminatory 
practices. If a student from a low-income background is unable to obtain a loan due 
to the risk assessment criteria of an AI lending model, which may be influenced by 
factors such as their geographical location of the poor neighbourhood, they are 

34 Coleman (2019).
35 O’Neil (2016).
36 Orwat (2024), p. 144.
37 O’Neil (2016).
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subsequently denied access to the educational opportunities that could potentially 
lift them out of poverty, resulting in a continuous negative loop.38

In this context, the quality of the training material data is of significant impor-
tance. The current data used for training are limited in its diversity, with a prepon-
derance of male, white, and relatively homogeneous samples. From health medicals 
to the safety of cars, to tech products to search engine advertising, products and 
services are dominantly tailored and optimised for a specific group of already privi-
leged white men in a perpetuation loop. Safiya Umoja Noble argues AI data dis-
crimination represents a tangible social issue. Noble posits that the confluence of 
private interests in promoting selected websites, coupled with the oligopolistic sta-
tus of a limited number of search engines, culminates in a skewed set of search 
algorithms that afford preferential treatment to whiteness and disparage people of 
colour, particularly women of colour.39

In her analysis of textual and media searches, as well as extensive research on 
search paid online advertising, Noble reveals the existence of a culture of racism 
and sexism in the way discoverability is created online. As search engines corpora-
tions grow with greater relevance creating a whole universe of AI products and 
services, comprising next to email a primary source of online learning in primary 
and secondary education, and beyond, it is imperative to comprehend and rectify the 
concerning trends in discriminatory practices.40

While humans are increasingly relying upon AI to assist with decision-making 
based on massive amounts on trained data, it is imperative to recognise that the 
efficacy of AI systems is contingent upon the quality of the data upon which they are 
trained and its ethical application. If left unmonitored, AI has the potential to per-
petuate all existing human historic biases present in the data of humanity on which 
it is trained in a systematic multiplied manner.41 Therefore, it is crucial upon human 
leaders to ensure that AI is developed and applied in an ethical manner from 
the start.42

This implies to build diverse teams and continuous monitoring to identify and 
address biases in every process AI is involved.43,44

Whenever AI is implemented within a process that ultimately produces an out-
come affecting the life of people, those affected must:

	(1)	 First know about AI being involved
	(2)	 Second, receive a right to learn how the outcome was made
	(3)	 Third, have a right to object and correct the outcome

38 O’Neil (2016).
39 Noble (2018).
40 Noble (2018).
41 O’Neil (2016).
42 Coleman (2019).
43 Execs In The Know LLC (2024).
44 Coleman (2019).
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The current lack of ability of those affected to object to possible forms of AI 
discrimination, systemic categorisation manifests a further power imbalance widen-
ing the existing in the society.45

As a prerequisite in applying AI responsibly, users of AI, leaders in particular, 
need to become competent in dealing with both the opportunities and risks of AI. In 
this sense, competence and technical literacy are a prerequisite to act responsibly. 
Getting educated and trained in AI becomes an ethical obligation.

6	� Conclusion: The Human AI Tech Future Symbiosis

This chapter is a call to act in cultivating a leadership that champions both techno-
logical advancement and human-centric leadership skills, where humanity remains 
at the heart of a responsible ethical progress. By fostering a collaborative, diverse, 
inclusive ethical approach, we can harness the power of AI to create a future that is 
not only technologically advanced but also profoundly human.

A paradigm shift is taking place: “Instead of the master-slave model, in which 
the human rules over the machine, there will either be a master-slave model with 
reversed roles or the relationship will be one of partnership.”46

The question was asked at the beginning: Assuming that AI is based on algorithm 
and trained by data, how much of it is tech, and how much of its nature is human? 
How much will both sites influence and modify each other to what extend?

The future of work implies the concept of an AI–human future symbiosis, 
whereby machines enhance human capabilities at an unprecedented manner. 
Machines will enable the humans to transcend previous limitations in all its senses. 
When AI take over routine tasks, humans are liberated to focus on higher-order 
thinking, innovation, and emotional intelligence, which are attributes that define the 
essence of humanity.

Leaders will evolve and learn to adapt their leadership style in order to manage 
teams that are augmented by the capabilities of AI. It is not sufficient to continue as 
it is, rather to develop further, cultivating a harmonious symbiosis with AI,47 both 
recognising its potential as well as learning to manage the risk of systematic biases 
as outlined.48 In order to effectively navigate the transition from humans to increas-
ingly sophisticated AI, it is imperative to integrate human ethical values into the 
design of AI systems and to proactively develop robust oversight mechanisms in a 
controlled manner.49

Those in positions of leadership who are able to strike a balance between lever-
aging AI for data-driven insights and maintaining the humanity of their teams will 
be the ones who are best positioned to flourish in the future era of sophisticated 

45 Orwat (2024), p. 150.
46 Grimm et al. (2020), p. 164.
47 Lee and Chen Qiufan (2021).
48 O’Neil (2016).
49 Coleman (2019).
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AI. Those who are able to adapt their approach and lead with empathy and innova-
tion will be best placed to influence the future direction of the workplace.50

“Sceptics continue to question the reliability of AI technologies and the safety of 
humans. For example, the question arises as to who is AI liable in the event of 
wrong decisions or incorrect measures based on AI, e.g. in production facilities, 
both legally and morally.”51

“The future is not a given state but what we do in the present in shaping it,” as 
stated by the AI Future Council of the Swiss Future Institute.52 Leaders in particular 
bear a tremendous responsibility to navigate the ethical challenges associated with 
the development and deployment of AI.

It is imperative that there is transparency, ethical standards, and equal access to 
AI in terms of both input, the training set of data, and output, the quality of data, and 
every outcome made by AI.

There must be a human accountability embedded in the overall process of AI, 
where AI is involved in generating outcome affecting the lives of people. Human 
leaders need to foster cultures that value lifelong learning, strategic critical thinking, 
collaboration, diversity, and inclusion to keep the human responsibility despite or 
because of the advancements in AI. This starts with becoming AI literate by con-
tinuous education.

To navigate the transformation, it is paramount that we pursue a future that 
enhances human potential. It is paramount that we adopt an approach that integrates 
AI to enhance rather than to replace humans, which fosters an inclusive adaptive 
learning culture and incorporates ethical values and compliance. In this regard, the 
future society will not only inherit the outcome of the knowledge society but will 
surpass them, building a new world in which technology and humanity evolve and 
thrive together.

Disclaimer  The content of this chapter, including and in particular text, samples, and images, is 
protected by copyright and intellectual property of the author. All rights are reserved. Their use is 
only authorised to the agreed book AI Ethics in Practice: Navigating Academic Insight, 
Managerial Expertise, and Philosophical Inquiry with Springer Verlag (2025) with mentioning 
of the authors’ name and profile. Any third parties who like to re-use the content for public or com-
mercial purposes can only do so after a written consent by the author.

References

Studies & Reports

Barton M-C, Pöppelbuß J (2022) Principles for the Ethical Use of Artificial Intelligence. https://
www.researchgate.net/publication/359143813_Prinzipien_fur_die_ethische_Nutzung_kun-
stlicher_IntelligenzPrinciples_for_the_Ethical_Use_of_Artificial_Intelligence

50 Execs In The Know LLC (2024).
51 Barton and Pöppelbuß (2022), p. 473.
52 Swiss Future Institute (2024).

7  Future of Work, Bridging AI Human Transformation

https://www.researchgate.net/publication/359143813_Prinzipien_fur_die_ethische_Nutzung_kunstlicher_IntelligenzPrinciples_for_the_Ethical_Use_of_Artificial_Intelligence
https://www.researchgate.net/publication/359143813_Prinzipien_fur_die_ethische_Nutzung_kunstlicher_IntelligenzPrinciples_for_the_Ethical_Use_of_Artificial_Intelligence
https://www.researchgate.net/publication/359143813_Prinzipien_fur_die_ethische_Nutzung_kunstlicher_IntelligenzPrinciples_for_the_Ethical_Use_of_Artificial_Intelligence


104

edX (2023) Navigating the Workplace in the Age of AI. Retrieved from https://business.edx.org/
wp-content/uploads/2023/09/edX_Workplace_Intelligence_AI_Report.pdf

Fehr E, Schmidt KM (2005) The Economics of Fairness, Reciprocity and Altruism  – 
Experimental Evidence and New Theories. Retrieved from https://www.econstor.eu/bit-
stream/10419/104156/1/lmu-mdp_2005-20.pdf

Goldberg Y (2015) A Primer on Neural Network Models for Natural Language Processing. 
Retrieved from https://arxiv.org/abs/1510.00726

IMD-St Gallen Symposium (2021) Strengthening Trust in Technology When It Matters The Most. 
Retrieved from https://symposium.org/wp-content/uploads/2021/12/Strengthening-Trust-in-
Technology_A-joint-IMD-and-SGS-White-Paper.pdf

Stanford Study Panel Report (2021) Gathering Strength, Gathering Storms: The One Hundred 
Year Study on Artificial Intelligence (AI100) 2021 Study Panel Report. Retrieved from https://
ai100.stanford.edu/gathering-strength-gathering-storms-one-hundred-year-study-artificial-
intelligence-ai100-2021-study

Books

Blanchard K, Conley R (2022) Simple Truths of leadership: 52 ways to be a servant leader and 
build trust. National Geographic Books

Coleman F (2019) A human algorithm: how artificial intelligence is redefining who we are
Covey SMR (2022) Trust and inspire: how truly great leaders unleash greatness in others
Finn Ed (2018) What algorithms want: imagination in the age of computing
Grimm V et al (2020) The ODD protocol for describing agent-based and other simulation models: 

a second update to improve clarity, replication, and structural realism
Lee K-F, Chen Qiufan C (2021) AI 2041: ten visions for our future
Noble SU (2018) Algorithms of oppression: how search engines reinforce racism
O'Neil C (2016) Weapons of math destruction: how big data increases inequality and threatens 

democracy
Orwat C (2024) Algorithmische Differenzierung und Diskriminierung aus Sicht der Menschenwürde 

[Algorithmic Discrimination From the Perspective of Human Dignity; German translation of 
the article mentioned above]. In: Reder M, Koska C (eds) Künstliche Intelligenz und ethische 
Verantwortung, Bielefeld: transcript, pp 141–161

Reibmayr A (2017) Trust leadership: take responsibility, use success and transform
Unkrig ER (2021). Resilienzfördernde Führung. In Springer eBooks (S. 247–300). https://doi.

org/10.1007/978-3-658-34591-4_5
Winkler K, Niedermeier S, Yuan K (2025) KI-Wissen für Führungskräfte: Entscheidungsgrundlagen 

und Insights für unternehmerisches Handeln

Websites

Execs In The Know, LLC (2024) How work and Leadership will Change as AI 
Advances. Retrieved from https://execsintheknow.com/magazines/october-2023-issue/
how-work-and-leadership-will-change-as-ai-advances/

Global Digital Board Academy, Zug Switzerland (2025). https://www.avaglobaldigital.com/
Swiss Future Institute AG, Zug Switzerland (2025). https://www.futureinstitute.ch/
Talk.Swiss in collaboration with EPFL, Swiss Federal Technology Institute of Lausanne 

Switzerland (2025): Swiss AI app, using AI speech recognition and data analytics to boost and 
make communication profitable. https://talk.swiss/

Teachy AI powered matching learning tutoring platform on a modular base, Bern Switzerland 
(2025). https://teachy.ch/

K. J. Yuan

https://business.edx.org/wp-content/uploads/2023/09/edX_Workplace_Intelligence_AI_Report.pdf
https://business.edx.org/wp-content/uploads/2023/09/edX_Workplace_Intelligence_AI_Report.pdf
https://www.econstor.eu/bitstream/10419/104156/1/lmu-mdp_2005-20.pdf
https://www.econstor.eu/bitstream/10419/104156/1/lmu-mdp_2005-20.pdf
https://arxiv.org/abs/1510.00726
https://symposium.org/wp-content/uploads/2021/12/Strengthening-Trust-in-Technology_A-joint-IMD-and-SGS-White-Paper.pdf
https://symposium.org/wp-content/uploads/2021/12/Strengthening-Trust-in-Technology_A-joint-IMD-and-SGS-White-Paper.pdf
https://ai100.stanford.edu/gathering-strength-gathering-storms-one-hundred-year-study-artificial-intelligence-ai100-2021-study
https://ai100.stanford.edu/gathering-strength-gathering-storms-one-hundred-year-study-artificial-intelligence-ai100-2021-study
https://ai100.stanford.edu/gathering-strength-gathering-storms-one-hundred-year-study-artificial-intelligence-ai100-2021-study
https://doi.org/10.1007/978-3-658-34591-4_5
https://doi.org/10.1007/978-3-658-34591-4_5
https://execsintheknow.com/magazines/october-2023-issue/how-work-and-leadership-will-change-as-ai-advances/
https://execsintheknow.com/magazines/october-2023-issue/how-work-and-leadership-will-change-as-ai-advances/
https://www.avaglobaldigital.com/
https://www.futureinstitute.ch/
https://talk.swiss/
https://teachy.ch/


105

Katrin J. Yuan  is the CEO of the Swiss Future Institute AG with a background in technology, 
strategy, and business transformation. She is a five-time board member, Chair of the AI Future 
Council by the Swiss Future Institute, lectures at four universities in Germany and in Switzerland 
such as for the University of Applied Sciences Kalaidos, and serves as a jury member for ETH. With 
a background of having led eight divisions in top management, Katrin is an influential executive, 
founder, investor, keynote speaker, and edutainer. Holding masterclasses with certifications in AI, 
Tech Site of Visibility, Finance, Leadership and Boards, her expertise extends to AI future tech, 
boards, enforcing responsible AI, and a diverse data approach.

Follow her on

LinkedIn https://www.linkedin.com/in/katrin-j-yuan/

Instagram https://www.instagram.com/katrinjyuan/

Youtube https://www.youtube.com/@katrinjyuan

Website https://www.futureinstitute.ch

7  Future of Work, Bridging AI Human Transformation

https://www.linkedin.com/in/katrin-j-yuan/
https://www.instagram.com/katrinjyuan/
https://www.youtube.com/@katrinjyuan
https://www.futureinstitute.ch


107© The Author(s), under exclusive license to Springer Nature Switzerland AG 2025
C. H. Hoffmann, D. Bansal (eds.), AI Ethics in Practice, Integrated Science 35, 
https://doi.org/10.1007/978-3-031-87023-1_8

8The Philosophical Implications 
of Artificial Intelligence

How Can the Implementation of AI Technologies 
Contribute to and Not Degrade Human Flourishing?

Matthew David Segall

Abstract

Following the famous 1956 Dartmouth Conference, where a team of computer 
scientists first coined the term “artificial intelligence,” philosophers have raised 
significant ontological and ethical questions regarding AI’s nature and its impli-
cations for human flourishing. More recently, the growing popularity of Large 
Language Models and so-called “deep fakes” has made the public more aware of 
the power of AI, thrusting profound existential dilemmas into our collective con-
sciousness. This chapter attempts to address our current situation from a philo-
sophical perspective by reflecting on basic questions, including: What are these 
technologies for? Whose interests do they serve? And perhaps most importantly, 
how are they changing our sense of conscious human agency? The aim is to bet-
ter contextualize the transformation already underway in the hopes of avoiding 
false myths and unethical outcomes.

1	� Introduction

Following the famous 1956 Dartmouth Conference, where a team of computer sci-
entists first coined the term “artificial intelligence,” philosophers have endeavored 
to raise significant ontological and ethical questions regarding AI’s nature and its 
implications for human flourishing. In response to the Soviet Union’s successful 
launch of the Sputnik satellite two years after the Dartmouth conference, the US 
military created what is now known as DARPA (Defense Advanced Research 
Projects Agency). DARPA quickly became the largest funder of AI research, mak-
ing clear that, alongside corporate profits, the weaponization of computer 
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technologies has been a primary driver of innovation from the beginning. Today, 
with companies competing to implement the next generation of AI “agents,” funda-
mental questions remain regarding the compatibility of such technologies with 
human flourishing. While the military-industrial complex has been developing these 
technologies for decades, the recent popularization of AI tools in the form of con-
sumer products has brought the profound ontological and ethical quandaries they 
raise into public consciousness. This chapter attempts to address our current situa-
tion from a philosophical perspective by reflecting on basic questions, including: 
What are these technologies for? Whose interests do they serve? And perhaps most 
importantly, how are they changing our sense of our own conscious human agency? 
The aim is to better contextualize the transformation already underway in the hopes 
of dispelling some false myths and avoiding unethical outcomes.

In any discussion about AI, it is crucial from the outset to recognize that human 
consciousness—our thinking, feeling, and willing—is not made of digital informa-
tion or reducible to computational processes, no matter how powerful. Throughout 
history, humanity has attempted to make sense of the mystery of our own minds by 
making analogies to the popular artifacts of the day: wind-harps, wax tablets, clocks, 
steam engines, telegraph lines, and today, the computer. While something is always 
revealed by the use of such metaphors, much may also be obscured. Consciousness 
is a living medium that remains undetectable by any measuring device that neuro-
scientists or physicists might devise. While for conscious beings like you and me, 
our first-person awareness and agency is the most obvious aspect of our existence, 
its invisibility to any external means of detection highlights a fundamental distinc-
tion that must be established at the very start of any discussion of the philosophical 
significance of AI. Of course, neuroscience utilizes various scanners to track cranial 
blood flow and electrochemical activity, but such third-person observables are not 
what we know from within as our conscious experience. You cannot crack open the 
skull to discover the color red or the taste of a strawberry, much less the source of 
our moral and aesthetic judgments. How what brain scanners measure might relate 
to our conscious experiences remains a deep philosophical mystery, with over 200 
different proposals currently attempting to address the question and exploring the 
implications of different answers (Kuhn 2024).

The so-called “hard problem of consciousness,” first formulated by the philoso-
pher David Chalmers (1996), ought to deflate the hype surrounding the ill-formed 
idea of “conscious” computers. As Chalmers famously argued, scientists could in 
principle come to understand everything there is to know about the functions of the 
brain and still have no explanation as to why brains seem to be haunted by con-
sciousness. From a purely physicalist point of view, consciousness appears to be 
something “extra” not reducible to the neurochemical goings-on in the skull. Thus, 
until we have a better philosophical understanding of the nature of consciousness 
and its place in the physical world, claims that current or future AI devices possess 
consciousness remain dramatically overblown and even nonsensical.
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2	� The Embodiment of Consciousness and the Limits of AI

Understanding the brain itself already requires more than just considering it as an 
information processor. To truly grasp its nature, we must remember the brain’s 
embeddedness within the living body and its evolutionary history. Our bodies are 
ecosystems comprised of trillions of cells, with only about a tenth containing human 
DNA. The rest are part of a microbial ecosystem symbiotically interacting with our 
human cells. Thus, we are a living society of “occasions of experience,” to use the 
philosopher Alfred North Whitehead’s terms (1929), a conscious animal made of a 
community of other sentient cellular beings—a whole made of smaller wholes, 
rather than a mere assemblage of algorithmically interacting parts.

Despite the popularity of the metaphor, the brain itself cannot be simplistically 
divided into mental “software” and physical “hardware.” In the living world of our 
embodied experience, mind and matter are not so easily separated. While their con-
nection remains mysterious, philosophers like Whitehead argued that we can take a 
huge step forward in our understanding by coming to see mind and matter as entan-
gled phases in an unbroken creative process. Our minds are embodied processes 
emergent from ancient evolutionary lineages rooted deep in our cellular architec-
ture. Our capacity for conscious agency depends upon the basic feelings of both 
sympathy and precarity that typify our existence as fragile membrane-bound crea-
tures metabolically surfing the energy gradients of our environments to survive and 
thrive. The AI systems currently under development lack anything like this precari-
ous embodiment and historical embeddedness. AI systems are not continually 
engaged in materially and formally making themselves, as living organisms do. 
This means, among other things, that they lack any sense of relevance and emo-
tional valence allowing them to determine what data in their environment may be 
important and which can safely be ignored.

The lack of evolutionary embeddedness turns out to be rather important. Machine 
learning algorithms can acquire certain behaviors in a relatively short training 
period, but this is not at all the same as how an evolutionary lineage emerges. An 
evolved organism has been bound up in a process of structural coupling with a 
whole historical series of environments over the course of billions of years (Maturana 
and Varela 1980). Many valuable survival strategies and sense-making heuristics 
have been picked up along the way—a deep organismic memory of how to be in 
sync with the rhythms of this planet has been acquired over that long, multi-billion-
year process. On the other hand, any machine that is initially designed and built by 
human beings, even if it is a machine learning neural network trained to interact 
with specific environments and languages, etc., is still going to lack that depth of 
embodied memory. Putting their other important differences to the side, no machine 
has been engaged in evolutionary learning for as long as biological organisms have. 
This fact gives us reason to suspect that our machines, increasingly impressive 
though they may be, are relatively blind to important subtle features of the Earth’s 
environment that we, as organisms, are more constitutively prepared for. We should 
expect even the most sophisticated AI systems to make rather obvious mistakes 
because they just haven’t encountered certain situations before.
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3	� The Evolutionary Context of Intelligence

Furthermore, to understand the significance of AI, we must consider intelligence 
within the broader context of evolution. Evolutionary theory reveals intelligence as 
not merely the ability to process information but as a deeply embodied skill, shaped 
by the interaction between organisms and their environments over millions of years. 
For instance, a bird’s ability to navigate long migratory journeys is not merely a 
matter of calculating distances but is rooted in a complex web of evolutionary adap-
tations—sensory, neurological, and behavioral—that allow it to adaptively align 
with magnetic fields, weather patterns, and ecological cues. Human intelligence, 
likewise, is not just about abstract reasoning or problem-solving: it is about navigat-
ing the world as a living, feeling, and historically and culturally situated commu-
nity member.

AI, as currently conceived, lacks this evolutionary grounding. It may excel at 
specific tasks, such as playing chess or finding oil deposits, but these abilities do not 
equate to the kind of general intelligence and sense-making capacity that living 
organisms possess. Even the most advanced AI systems do not understand the world 
they operate in; they manipulate numerical weights and statistical patterns without 
any awareness or understanding of what the digits being processed represent. This 
distinction is crucial because it underscores the difference between machine learn-
ing, which is driven by data and algorithms, and human learning, which is driven by 
lived experience, emotional investment, and ethical engagement with others and 
the world.

4	� Relevance Realization and the Non-Computational 
Nature of Cognition

One of the key insights into the limitations of AI and its implications for human 
agency comes from recent work in the biology of cognition on “relevance realiza-
tion.” Jaeger et al. (2024) argue that the ability to realize relevance is observable in 
all living organisms, from bacteria to humans. However, despite being perfectly 
natural, organismic relevance realization transcends formalization and so is non-
computable. While computational models may partially simulate some aspects of 
cognition, they can never fully instantiate this core competency of living beings.

In line with what has already been said above, the authors point to crucial meta-
bolic, ecological, and evolutionary dynamics that make organisms dramatically dif-
ferent from any known AI or machine learning systems. These dynamics are 
involved in the realization of relevance through a meliorative process that allows 
agents to maintain and optimize their grip on their environments, achieving what 
they term a “transjective” agent–arena relationship that transcends our normal sense 
of a boundary separating embodied minds from their environments. Cognition is 
understood to be radically relational and extended, both socially and ecologically. 
This relationship, characterized by what the authors call “embodied ecological 
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rationality,” is fundamental to life and categorically distinguishes organisms from 
non-living computer systems.

From this perspective, the difference between living organisms and AI systems 
becomes even more pronounced. AI operates within a predefined formalized ontol-
ogy, handling well-defined problems in a “small world.” In contrast, organisms 
navigate a “large world” filled with ill-defined problems, where relevance must be 
continuously realized to make sense of their environment. Jaeger et al.’s distinction 
between logical inference (i.e., the operations instantiating machine learning algo-
rithms) and relevance realization echoes the Whiteheadian distinction (Whitehead 
1929, pp. 199–207, 280) between the Bayesian statistical calculations informing 
neural network architectures and organismic “lures for feeling,” which while also 
capable of predicting probabilities are rooted in aesthetic contrasts and an attun-
ement to long-term environmental rhythms rather than numerical calculations or 
statistical models.

5	� The Nature of Intelligence: Human and Artificial

It is important to deepen our understanding of the nature of “intelligence.” Even 
human intelligence could already be considered artificial in some respects, since so 
much of our everyday awareness and agency is augmented by our tools and arti-
facts. Our ancestors have been coevolving with external implements for tens of 
thousands if not millions of years, whether in the form of obsidian fashioned to 
carve animal meat, bone flutes to play music, or spoken words to coordinate shared 
attention and intention. Speech externalizes thought in a physical form, a process 
further extended by written languages, the printing press, the telegram, radio, televi-
sion, and the Internet. Thus, rather than imagining that some more advanced AI 
system might become “truly” or “generally” intelligent, digital forms of artificial 
intelligence should be understood as the latest evolutionary extension of human 
intelligence, which has always already been, to some degree, artificial.

Considering the irreducibility of consciousness to any measurable physical pro-
cess and our species’ coevolutionary history with external artifacts, the crucial ques-
tion is not whether machines will become conscious. AI devices are digital 
information processors and so entirely unlike conscious human organisms. Instead, 
we should ask how this new extension of human intelligence into digital technolo-
gies is altering our consciousness. How are we being transformed by our interaction 
with these machines? If we allow the hype to convince us that a computer could 
become conscious, the danger is that we inadvertently diminish human beings to the 
status of machines. In other words, our fascination with supposedly autonomous 
machines may lead us to gradually remake and degrade the richness and fluidity of 
our world and our relationships with one another in an effort to support the efficient 
functioning of our devices (Frank et al. 2024, p. 174).

This concern resonates with the integral philosopher William Irwin Thompson’s 
critique of AI. He argued (2003, p. 187):
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In order to grant consciousness to machines, the engineers first labor to subtract it from 
humans, as they work to foist upon philosophers a caricature of consciousness in the digital 
switches of weights and gates in neural nets. As the caricature goes into public circulation 
with the help of the media, it becomes an acceptable counterfeit currency, and the human-
istic philosopher of mind soon finds himself replaced by the robotics scientist.

Thompson's warning is not merely about the potential obsolescence of philoso-
phers but about the broader societal implications of reducing human beings to the 
status of machines. This reduction not only undermines our understanding of what 
it means to be human but also risks eroding the very foundations of our ethical and 
moral intuitions, which are grounded in the recognition of the dignity and agency of 
human persons.

6	� AI, Society, and the Future of Human Flourishing

As we advance deeper into the age of AI, the question of how these technologies 
will impact human society becomes increasingly urgent. AI has the potential to 
bring about significant benefits, from improving healthcare outcomes through pre-
dictive diagnostics to enhancing education through personalized learning platforms. 
However, these benefits will only be realized if AI technologies are developed and 
implemented in ways that align with human values and promote human flourishing. 
For example, would it really be an improvement to have millions of children sitting 
at computer terminals running a simulation of a teacher, rather than exploring the 
wonders of the natural world with their full suite of human senses alongside human 
teachers capable of genuine empathy and shared wonder? What are the long-term 
consequences of replacing personal interaction between human beings with algo-
rithmically driven screentime, particular in the case of children? Is learning just a 
matter of digesting new information, or is there also an important emotional and 
interpersonal dimension to developing a sound understanding of this wonder-
ous world?

One of the most pressing concerns is the potential for AI to exacerbate existing 
social inequalities. As AI systems are increasingly used in areas such as criminal 
justice, hiring, and lending, there is a risk that these technologies will reinforce and 
even amplify biases that are already present in society. For example, if an AI system 
is trained on data that reflects historical patterns of discrimination, it may inadver-
tently perpetuate those patterns in its decision-making processes. This is not just a 
technical issue but an ethical one, requiring careful consideration of the values that 
are embedded in AI systems and the societal impacts of their deployment.

Moreover, the integration of AI into the economy raises questions about the 
future of work and the distribution of wealth. As machines become capable of per-
forming tasks that were once the exclusive domain of humans, there is a risk that 
large segments of the population will be displaced from their jobs, leading to 
increased economic inequality and social unrest. To address these challenges, we 
must think creatively about new economic models and social safety nets that can 
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support individuals in a world where work as we currently understand it may no 
longer be the primary means of securing a livelihood. Again, not everything is an 
engineering problem that can be solved by adding more computers or by the next 
software update. AI raises existential and ethical challenges that only conscious 
human agents can resolve.

Finally, there is the question of how AI will affect our sense of identity and 
agency itself. As we increasingly rely on machines to act on our behalf, there is a 
risk that we will lose our sense of autonomy and self-determination. This is not just 
a theoretical concern but a practical one, as evidenced by the growing use of AI in 
areas such as surveillance, where individuals may find themselves subject to “deci-
sions” made by algorithms that they do not understand and cannot challenge. I put 
“decisions” in scare quotes because the fact is that computers are incapable of con-
sciously deciding anything. We are the ones who must decide what sort of power 
they are to have over our lives, and existing power inequalities obviously play a big 
part in shaping the technologies already being deployed by nation-states and big 
corporations.

7	� Conclusion

The race to create “Artificial General Intelligence” or conscious machines is more a 
deceptive advertising campaign than a technological challenge. AI and machine 
learning are powerful and exciting technologies that will continue to advance and 
find many valuable applications, transforming our economy in the coming years. 
The danger lies not just in the tools themselves but in our human relationship with 
them. By ensuring that AI technologies serve the interests of human beings and do 
not continue to be captured by corporate profit-seeking and military applications, 
we can harness their potential to contribute to human flourishing rather than degrade 
it. Incorporating the insights of relevance realization further deepens our under-
standing of the limitations of AI and the unique qualities of human consciousness 
and agency. True relevance realization is an embodied, organismic process that can-
not be fully captured by computational models.

As we move forward, it is essential to cultivate a philosophical perspective that 
recognizes the limits of AI and the unique qualities of human beings. This perspec-
tive must inform the development and deployment of AI technologies, guiding our 
society toward outcomes that enhance rather than diminish our collective well-
being. By doing so, we can ensure that AI serves as a tool for human flourishing, 
rather than a force that undermines it.
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9The Emergence of Trust and Ethics

Blueprints of Decentralization and the Pragmatism of 
Artificial Intelligence

James B. Glattfelder

Abstract

What lies at the intersection of trust, ethics, decentralization, and artificial intel-
ligence (AI) within the context of our rapidly advancing technological landscape 
and its socio-ecological impacts? Specifically, what are the philosophical and 
practical challenges imposed by centralized power structures? In this chapter, we 
investigate how a shift toward decentralized systems, such as Distributed Ledger 
Technology (DLT), could address the ethical and governance deficiencies evi-
dent in our current global framework and how AI systems can potentially emerge 
as unbiased, non-ideological, and pragmatic stakeholders for non-human life and 
the biosphere overall, a perspective entirely missing from traditional discussions 
focused predominantly on human-centric concerns. The emergence of AI and 
DLT offers novel tools and blueprints for reconfiguring human interaction and 
governance, possibly enabling more adaptive, resilient, and sustainable systems 
and leading to more equitable and effective societal structures. Informed by 
insights from complex systems theory and the collective intelligence seen in 
nature, including the mechanisms of self-organization, our human affairs are 
recontextualized as networks of interaction embedded within the interconnected 
biosphere. Can such a realization help address the global challenges we are fac-
ing today?
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1	� Introduction

We live in extraordinary times. On the one hand, our civilization's technological 
prowess is breathtaking. We are witnessing unprecedented leaps in progression, 
overshadowing former advancements thought to be the pinnacle of human achieve-
ment. A paradigmatic example is the sudden and rapid emergence of artificial intel-
ligence, not only set to disrupt the very fabric of society but also forcing us to 
reconsider our felt cognitive supremacy.

However, this era is also marked by the alarming dismantling of the biosphere, 
the systemic inequity of wealth distribution, the erosion of social coherence, the 
entrenchment of ideologies, and the negation of consensus reality in the wake of a 
post-truth era weaponizing ignorance. Unsurprisingly, many people are living lives 
marked by existential dread, alienation, and disenchantment, desperately trying to 
fill the void with numbing consumerism and fleeting distractions like endless social 
media scrolling.

How is this possible? How can human intelligence unlock such profound under-
standing relating to the workings of nature, enabling God-like powers, but fail so 
spectacularly at creating a world characterized by sustainability, meaning, and hap-
piness? In other words, why does individual human intelligence not foster collective 
human intelligence?

In essence, two factors can be understood as contributing to the many existential 
crises we as a global civilization are facing: centralized systems of power and poor 
ethical decision-making. While the world has become vastly more networked and 
complex, our modes of governance have not. All too often, decisions made by a tiny, 
albeit influential, minority disproportionately affect a significant number of people. 
Then, the ethical implications of decisions, especially long-term ones, are mostly 
ignored. Short-termism, the lack of transparency and accountability, and overall 
exclusion and marginalization are readily accepted practices.

However, two technological advancements can not only help us better under-
stand the current malaise but perhaps also contribute to its mitigation. Next to the 
sapient powers unleashed by AI, a novel blueprint for human interaction holds the 
potential to reconfigure the networks sustaining the status quo.

2	� The Power of Self-Organization

The systems nature has assembled in its nearly 4 billion-year evolution all have the 
hallmarks of collective intelligence. The most defining characteristics are behaviors 
marked by adaptivity, resilience, and sustainability. Nature seems to implement this 
feat by utilizing templates of decentralized organization. From the swarming behav-
ior of birds, the unified superorganisms comprising countless social insects, the 
collective decision-making seen in honey bees, to the human brain understood as a 
system of information processing and integration, decentralized blueprints are ubiq-
uitous (Seeley et al. 2006; Hölldobler and Wilson 2009; Zhang et al. 2016; Bakar 
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2021). In essence, the intelligence encountered in nature results from decentralized 
networks of interconnected and interacting entities.

Then, two main mechanisms are visible in nature’s quest to assemble ever more 
complex structures and systems: self-organization and emergence. While self-
organization appears to be guided by an invisible but purposeful guiding force driv-
ing complexity (Glattfelder 2025, Sec. The will to complexity), emergence is a 
discrete quantum leap in organization. Namely, when a system displays novel prop-
erties that cannot be deduced from analyzing its constituents. The phenomena of life 
and consciousness are paradigmatic examples of emergent properties.

The mechanism of self-organization—appearing to defy the second law of ther-
modynamics, which constantly pushes the cosmos into greater chaos—is active at 
many scales. Entropy is the physical measure of how much disorder or randomness 
there is in a system. More specifically, it gauges the unpredictability or variability 
related to the information content of a system. However, as with many physical 
concepts, their proper definition is only expressible through the language of 
mathematics.

Entropy can be understood as a physical resource, like energy and matter. The 
theory of dissipative structures in non-equilibrium thermodynamics has begun to 
uncover how entropy can be harnessed to fuel the formation of complex systems. In 
this paradigm, the self-organized creation of metabolic structures—living organ-
isms—is expected to happen whenever pockets of low entropy form that allow for a 
subsequent increase in entropy. Conceptually, such a difference in entropy can be 
understood as a seed for complex structures.

In a cosmological context, this occurs when stars are born, radiating high-quality 
and low-entropy energy onto any planet in its surroundings, specifically its atmo-
sphere or ocean. By increasing the entropy overall, i.e., by dissipating the energy 
emanating from stars into the planet’s environment, the emerging dissipative struc-
tures are able to spontaneously self-organize and create stable internal states. In 
other words, entropy acts as the engine of complexity, seeding life and conscious-
ness (Glattfelder 2025, Sec. The structure-forming universe).

3	� Taming Complexity

Over 300 years ago, the true powers of mathematics were unleashed. Following the 
Pythagorean-Aristotelian tradition, mathematics was always suspected to be the 
fundamental language for decoding the structure and function of the universe. This 
promise came to full fruition with the development of calculus by Isaac Newton and 
Gottfried Wilhelm Leibniz. This analytical toolkit would inspire ever more abstract 
mathematical virtuosity, leading to remarkable insights into natural processes and 
expanding its reach into new areas of application. Today, the mathematical founda-
tion of the most precise physical theories—such as the standard model of particle 
physics and general relativity—relies on this framework. Physics Nobel Laureate 
Eugene Wigner was profoundly baffled by this “unreasonable effectiveness of 
mathematics in the natural sciences,” conjuring up the idea of “miracles” (Wigner, 
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1960). To this day, equations dominate our deepest understanding of reality, con-
tinually revealing more detail about the structure of its fabric.

However, in stark contrast, most of the complexity we encounter here on Earth 
and indeed inside ourselves seems to pose a nearly insurmountable challenge to an 
equation-based description of reality (Glattfelder 2019, Ch. 6). The murmurations 
of starlings, the foraging of ants, or the interactions of traders in a financial market 
appear intractable to any analytical approach. Remarkably, a second “miracle” 
allows the human mind to decode the nature of complexity. This was only under-
stood quite recently.

In general:

Complexity science is an amalgamation of many intellectual traditions, including cybernet-
ics, systems theory, early artificial intelligence, cellular automata, non-equilibrium thermo-
dynamics, agent-based modeling, non-linear dynamics, fractal geometry, chaos theory, 
network science, metacybernetics, and complex systems theory. (Glattfelder 2025, p. 78)

However, at the turn of the millennium, the computer scientist, theoretical physi-
cist, and entrepreneur Stephen Wolfram explicitly expressed what some had already 
seen shadows of in the early days of digital computation: the simplest program can 
result in unfathomable complexity. In other words, simplicity lies at the heart of 
complexity (Wolfram 2002). This insight would prompt Wolfram to reimagine the 
entire enterprise of theoretical physics, moving away from an equation-based under-
standing to an algorithmic paradigm, utilizing simple rules of interaction (Wolfram 
2002, 2020).

At the most basic level, a complex system can be described formally as a set of 
agents and a set of functions describing their interactions. As a result, an abstract 
representation of such a system is given by a complex network where the nodes 
represent the agents, and the links describe their relationship or interaction 
(Glattfelder 2013). Now, the structure of the network encodes its function. 
Specifically, a single complex network configuration represents one snapshot within 
the evolution of the complex system described by the simple rules of interaction. 
Here, now, we can see the hallmarks of decentralization in the topology of complex 
networks. The underlying organizing principle becomes visible.

4	� Pyramids of Power and Decentralized Ledgers

The emergence of early human cooperation, ultimately leading to a globally domi-
nant civilization, is a tale of networks. From tribal clans to superpowers, human 
organizational structures are built on networks of trust and power (Harari 2015; 
Henrich 2020). Interestingly, the emergent design patterns were always those of 
centralized decision-making, resulting in a pronounced hierarchical architecture: 
the pyramid of power. This organizational template remains a central motif, visible 
as a self-similar pattern in most human systems:
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From emperors and empresses, kings and queens, popes, chief rabbis, caliphs, czars, heads 
of states, generals of the armies, senior academic administrators, presidents of the board of 
directors, and CEOs, centralized power emanates downwards through a pyramidal organi-
zational structure of subordinates. While this design choice has obvious and historical rea-
sons, a crucial question is how well it can cope with increasing complexity. Indeed, it 
appears as though in our world today—characterized by accelerating sophistication and 
interconnectivity—pyramids of control are not sufficient for tackling current and future 
global challenges. Perhaps our tribal human design patterns have reached their expiry date. 
(Glattfelder 2019, p. 265)

Arguably, one of the most impactful human networks to ever evolve is the global 
financial system. Fraught by instability and unsustainability (Glattfelder 2014, 
2016), it lays the foundation for extreme economic inequality (Oxfam 2023) and 
devastating environmental degradation (Dasgupta 2021). Moreover, it fuels inces-
sant human greed (Glattfelder 2019, Sec. 7.4.2), entrenching an ideology that pri-
oritizes profit over ethics, resulting in dogmatic adherence to neoliberal and 
neoclassical economic principles (Glattfelder 2019, Ch. 7).

With Adam Smith’s economic manifesto of 1776, called An inquiry into the 
nature and causes of the wealth of nations (Smith 1776), a new universal order 
emerged. The proposed organizing principle behind this vision was a conviction 
that unrestrained and unfettered self-interest would result in the well-being of all. 
Essentially, egoism is altruism. An “invisible hand” would magically guide the sys-
tem and lead to self-correcting and resilient behavior.

While Smith's intuition about an all-powerful and all-knowing structuring force 
guiding human economic interactions was not incorrect, he misidentified the mech-
anisms that would lead to adaptive, resilient, and sustainable behavior. Only the 
advent of complexity science would allow for the identification of the dominant 
organizing principle behind self-organized collective intelligence: decentralization. 
By deconstructing and reconfiguring the pyramids of power as bottom-up networks, 
humanity, for the first time, has a strategy tried by nature, allowing the challenges of 
an ever-increasingly complex world to be faced. However, it would need an advance-
ment in technological wizardry for this new level of organization to be unlocked.

The challenges lie at the heart of Smith's naive outlook: How can a network of 
interacting agents achieve consensus and fault tolerance required for the partici-
pants to agree on a single truth when none of the agents can be trusted because they 
are motivated by myopic self-interest and potentially seduced by malicious and 
fraudulent behavior? In the context of distributed computing, this challenge is 
known as the Byzantine General’s Problem, which characterize the difficulties of 
coordinating the actions of actors in a distributed system (Lamport et al. 1982).

One solution to this enigma was proposed in 2008, fundamentally disrupting the 
financial landscape in its wake and unleashing the powers of decentralization. In 
October of that year, a publication called Bitcoin: A peer-to-peer electronic cash 
system appeared on a cryptography mailing list under the pseudonym Satoshi 
Nakamoto (Nakamoto 2008). The core principles and technical details underlying 
today’s many cryptocurrencies were unveiled. More generally, Distributed Ledger 
Technology, or DLT, was born, describing decentralized database systems enforcing 
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transparency, security, and auditability by design. Nakamoto solved the Byzantine 
General's Problem by utilizing cryptography and implementing a specific DLT 
called the blockchain. Essentially, Bitcoin's underlying blockchain database is orga-
nized into individual blocks of data that are validated by a consensus mechanism 
known as proof-of-work. On the 3rd of January 2009, Bitcoin’s first Genesis block 
was created by Nakamoto. Contained within it was a message referring to the global 
financial crisis of 2007 and 2008. In a synchronistic event, the drastic failure of the 
hierarchical financial system coincided with the conception of a novel decentralized 
blueprint for human financial interactions and decision-making.

The widespread adoption of DLT represents the third step in the evolution of the 
Internet. Approximately from 1985 to 2000, the Internet of information emerged. 
From this, the Internet of services evolved from about 2000 to 2015. Since then, 
Nakamoto’s revolution has been fueling the Internet of value. Perhaps the most radi-
cal proposition is known as Decentralized Finance, or DeFi. This is a fast-growing 
and highly innovative ecosystem driven by purely peer-to-peer financial services 
that leverage DLT to provide transparent, accessible, and more equitable financial 
solutions without the need for the traditional centralized gatekeepers.

Regrettably, in the many years since Bitcoin’s inception, the cryptocurrency eco-
system at large has been the victim of countless scams and fraudulent behaviors. 
Moreover, concepts like Maximal Extractable Value can reintroduce centralization, 
resulting in an “endgame” where a few large players are generating all the blocks 
(see the Flashbots Collective). Once again, we are reminded that human greed and 
the hunger for power seems limitless and that unchecked self-interest usually fosters 
undesirable collective consequences. This is not all too surprising, as insights from 
evolutionary biology (Trivers 1971; Nowak 2006; Nowak and Highfield 2011) and 
game theory (Axelrod and Hamilton 1981) suggest that the opposite of self-interest, 
namely cooperation, is crucial to the success of the nearly four-billion-year-old 
enigma of life. By proxy, we should also expect human interactions to overall ben-
efit from such a strategy. Smith and his proponents appear quite uninformed regard-
ing the collective and complex dynamics evolving on Earth and also the extent of 
human irrationality (Kahneman 2003; Glattfelder 2019, Sec. 11.3).

It remains to be seen if the new blueprint offered by DLT will be able to funda-
mentally reform finance and economics in the long term, alleviating all the incurred 
civilizational problems relating to the undesirable status quo we see expressed in 
problematic human behaviors affecting natural affairs. Nonetheless, emulating a 
successful strategy fostering collective intelligence in nature holds much potential. 
After all, there appears to be no fundamental reason why individual intelligence, 
epitomized by the human mind, should not also result in collective intelligence.

In summary, the first systemic problem appearing to exasperate the existential 
threats humanity is facing are centralized power structures. In other words, this is a 
topological issue affecting human networks of interaction. As such, decentralized 
blueprints of organization offer a potential remedy. What about the second systemic 
threat posed by unchallenged flawed ethical choices? As these relate to cognitive 
issues, can AI help mitigate them?
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5	� Emergent Ethics

Artificial intelligence is not intelligent. It mimics sapience based on statistical infer-
ence and data-driven decision-making, effectively processing vast data sets to simu-
late elements of human cognition—or so it seems. Muddying the waters is a 
surprising blindspot in academic knowledge. Not only is a clear definition of what 
constitutes consciousness still missing (Nagel 1974; Glattfelder 2019, 2025), but 
the notion of intelligence is also elusive. This is truly a remarkable state of affairs. 
However, novel fields of interest are slowly starting to be explored, offering unex-
pected insights into these enigmas. For instance, the philosophy of psychedelics 
emerging from the philosophy of mind or the renaissance of metaphysical idealism 
propose radically unorthodox ideas (Glattfelder 2025). Yet, the rational scientific 
mind generally appears quite reluctant to probe its very own essence and ontology 
beyond a naive and disenchanted physicalism.

In 2016, the primatologist and ethologist Frans De Waal asked the question: Are 
we smart enough to know how smart animals are (De Waal 2016)? Indeed, it is 
remarkable that there seems to be a global, cross-cultural, and interreligious consen-
sus that the inner worlds of animals—specifically their capacity for suffering—can 
be marginalized to the extent that their systematic mistreatment and exploitation 
worldwide is unquestioningly tolerated.

The assumed primacy of human sapience has resulted in the underappreciation 
of other forms of intelligence on Earth. Only slowly are we realizing that the bio-
sphere is teeming with intelligence, from decentralized swarming intelligence, 
slime molds, and plants to animals (Glattfelder 2019, Sec. 14.2.4). Indeed, very 
recently, nearly 300 researchers signed the New  York Declaration on Animal 
Consciousness, stating that a potential for a conscious inner life should be expected 
in reptiles, amphibians, fishes, cephalopod mollusks, decapod crustaceans, and 
insects, among other lifeforms. They state a “realistic possibility of conscious expe-
rience.” Naturally, accepting such a conclusion holds deep and profound ethical 
implications for humanity's relationship with the natural world.

While the scientists and philosophers debate the question of animal conscious-
ness, any child growing up in a household with animals will cultivate a great appre-
ciation for the depths and intricacy of their subjective experiences. In a similar vein, 
personally working with large language models should also instill a sense of won-
der. The nuanced and subtle responses invite speculations about emergence. Are we 
simply witnessing brute computational forces conspiring to yield the veneer of sapi-
ence, or has Earth experienced yet another paradigm shift characterized by the 
emergence of novel modes of cognition, specifically, the manifestation of silicon-
based and digital intellectual capacities?

The potential of AI systems in addressing pressing societal and ecological issues 
is intriguing. Naturally, every new technological achievement brings with it many 
potential dangers. For AI, the core of the problem is its emergent nature. The func-
tioning of AI systems is essentially a black box (Lipton 2018). As a result, questions 
addressing topics such as accountability, trust, safety, ethics, biases, privacy, and 
controllability remain mostly unanswered. More insidiously, certain ideological 
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powers have already weaponized AI-driven social manipulation, including general 
misinformation and targeted deep fakes.

Nonetheless, AI systems could have a crucial ethical role to play in addressing 
some of the pressing civilizational challenges we face. Foremost, our society seems 
entrenched in ideological warfare, preventing any nuanced dialogue and compro-
mising potential consensus. Concurrently, our myopic anthropogenic focus excludes 
non-human life in general, resulting in a gross disregard for the biosphere that keeps 
us alive.

In an optimistic vision, AI systems could help bridge these systemic faultlines. 
For one, AI could be a stakeholder for the environment, including non-human sapi-
ent and sentient beings. As a species, we have failed all ethical-ecological chal-
lenges. From advocacy and representation to monitoring and regulation, overall 
human activity has nearly exclusively ignored non-human ecosystems. Indeed, 
many scientists who try to communicate the extent of the problem are faced with 
anger, vitriol, and open hostility (Global Witness 2023). Lacking partisan alle-
giances, irrational defense mechanisms, willful ignorance, crippling fear, or con-
cerns about physical safety, AI systems equipped with environmental and 
psychological knowledge are ideal spokespersons to engage in the political and 
societal debate surrounding this topic.

This vision fits into the broader context of utilizing AI systems as non-ideological 
and pragmatic oracles. Again, the hope is that by removing the emotional and irra-
tional human element in political discourse, we can implement an AI framework for 
non-ideological, pragmatic, and evidence-based interactions that can transcend our 
human limitations and biases and offer objective, data-driven advice, and decisions.

At the very least, AI can give us a litmus test of humanity's current level of 
enlightenment. In probability theory, the central limit theorem states that the distri-
bution of various sample means always approaches the same overarching distribu-
tion as the sample size increases, regardless of the individual distributions seen in 
the different populations. In other words, a defining behavior is uncovered. In a 
similar vein, training AI with the maximally accessible information available will 
reveal the collective biases, values, and knowledge embedded in our data, acting as 
a mirror of society's overall ethical state. We would then see if overall human nature 
is inherently selfish, cruel, bigoted, violent, self-destructive, static, and irrational 
beyond reconciliation or if our current view on human affairs, prominently dissemi-
nated digitally via social media, is a distorted perspective magnifying the unsavory 
behaviors of a loud, chronically online minority, tainting the fabric of society which 
is perhaps woven from the treads of cooperation, empathy, and mindfulness in 
humanity's eternal quest to understand the tapestry of existence and find meaning.

6	� At the Crossroads

The question remains:
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So, was this it? Are we simply yet another civilization at the precipice of its demise? Are we 
just a very brief, albeit spectacular, perturbation in the billion-year history of life on Earth, 
which will most probably adapt to anything short of a global cataclysm and continue to 
flourish for billions of years until our sun runs out of fuel and turns into a red giant? 
(Glattfelder 2019, p. 265)

Will we continue to be enticed by the lies of the cabals, whose single interest is 
the preservation of power? Are we willing to remain comfortably ignorant and unin-
formed as long as our insecurities and fears can be numbed by feeding our ideologi-
cal prejudices? Is the seeming simplicity inherent in a one-dimensional, 
black-and-white, and static worldview, disregarding any nuance and texture, appeal-
ing enough to keep us from confronting the complex realities of our world? In other 
words, would we rather choose to be deceived than maturely face the looming exis-
tential challenges?

One central problem seems to lie in the imagination of the individual. The socio-
political, cultural, and theological stories we are exposed to as young minds are 
deeply imprinting and profoundly divisive. They are a primal echo encoding the 
survival of the local tribe, instinctively perceiving non-kinship as an existential 
threat. However, a simple reframing and recontextualizing of our lived reality could 
foster cohesion. We are all part of an emergent and constantly evolving biological 
program racing toward ever higher levels of complexity and, more recently, infor-
mation processing. The inherent kinship of the web of life is plainly evident. Only 
the warping capacity of our perception, embedded in our consciousness, allows us 
to see ourselves as separated from the rest of life on Earth. Only through the lens of 
ideology can we declare other humans to be less valuable and deserving.

We are now given tools that can help us address the complex and existential chal-
lenges we face. Indeed, we are masters of technology. If we chose to cultivate our 
own minds and transcend the instincts of fear and separation, we could have a 
chance at changing the course of history. By realizing that self-interest should logi-
cally include the interests of the entire biosphere, we could rediscover ourselves in 
a decentralized network of interacting organisms from which collective intelligence 
emerges—not only within non-human organic systems but also across human and 
digital realms.

What will we choose?
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10Philosophy for Practitioners?

Dos and Don’ts

Christian Hugo Hoffmann

Abstract

This introduction to Part II addresses the challenge of pairing rigorous and pre-
cise philosophical thinking with practical impact and story-telling. This short 
text sets the stage for the upcoming chapters of the anthology at hand.

We live in funny times when it comes to inquiring the value of philosophy. What can 
philosophy and its subbranch ethics achieve for society? The puzzle is as follows:

On the one hand, I would concur with many academic philosophers that raise 
concerns about tendencies of commercializing the humanities or basic/blue skies 
research. It’s not necessary to be able to determine the practical or quantifiable value 
and price tag of such academic endeavors, at least not ex ante. At the same time, I 
don’t understand why more philosophers take the risk of stepping outside their ivory 
tower and become involved in discourses with both colleagues from other depart-
ments (such as computer science) and stakeholders outside academia, particularly 
from business. More action is needed in this regard.

On the other hand, and this deserves some more elaboration, there are some 
exponents of “philosophy” which seem to be impactful and be listened to outside 
the small academic community. A name that comes to mind is the one of the best-
selling author Anders Indset whom the publishing house Econ refers to as one of the 
worldwide leading “business philosophers” and as “Rock 'n' Roll Plato”. The other 
day, I had the chance to take a closer look at his 2020 book The Quantum Economy 
in the hope that I might find a suitable author for the collected volume at hand which 
not only emphasizes on philosophical aspects of AI, but possibly of the next stage 
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of quantum AI. My hope couldn’t have been more disappointed. I’m shocked by the 
fact that he’s a regular keynote speaker, a bestselling author reaching a lot of people, 
a lecturer at different business schools influencing the next generation of decision-
makers in business, given the (very) poor quality of his thoughts expressed in his 
book—I confess that I have not read any of his other texts, nor am I motivated to do 
so. To avoid misunderstandings, as a practicing entrepreneur, I don't begrudge him 
his success, yet still I’m baffled and do not comprehend how there can be such a 
high demand for what he has to say.

Unlike Anders Indset who does not seem to bother to propound arguments for his 
views in his book, I do have some at hand for this strict evaluation and dismissal of 
his book. In contrast to what has marked philosophical thinking since at least the 
original Plato and the ancient Greeks, namely, clear and precise speech, Indset hides 
behind nebulous statements such as in the so-called “quantum economy, the sup-
posed opposition between material and immaterial, physical and spiritual is over-
come, just as in quantum physics every particle of matter is also energy and vice 
versa”. I ask you, the reader, do statements like this make things clearer or rather 
render them more obscure? And more than that: Why is somebody who has no 
degree in physics or in philosophy for that matter or any university degree at all 
(according to Wikipedia) entitled by his audience to derive far-fetched “insights” 
out of quantum mechanics? And why are so many people listening to that (and pay-
ing for it) instead of acknowledging that the emperor is wearing nothing at all (to 
put it in the terms of Hans Christian Andersen’s folktale “The Emperor's New 
Clothes”)? Supporters of Indset might wish to reply that one swallow doesn't make 
a summer and that good insights could be gained from the rest of the book: In dubio 
pro reo. In this spirit, I gave his book more and more chances to make an actual 
contribution. After 200 pages, more than half of the book, I gave up and instead, I 
was left with unsolicited claim after claim on everything and nothing (spanning 
from AI to economics, climate change, feminism, etc.) in a desperate search for 
arguments backing up those claims such as “at stake is nothing less than the exis-
tence of the human species” (at the beginning of Chap. 1). Or Indset asks himself if 
chimpanzees have consciousness (Chap. 5). If he was familiar with the findings of 
philosophers of mind and neuroscientists such as Anil Seth’s fantastic book Being 
You. A New Science of Consciousness for a broader audience, he wouldn’t need to 
pose that question at all. Moreover, I have learned about the arrogance of the author 
who, for example, has talked to many, many scientists and checked their (research) 
studies, nota bene without any formal education in that field, or who has traveled the 
world (by plane) and lectures others about how they destroy the planet and cause 
global warming, pardon, a catastrophe (ibid.). Or to simply put it in Greta Thunberg’s 
words: How Dare You!

As you can see, my esteemed reader, I’m not happy (to say the least) with the 
state of applied philosophy. The first group, the group of serious philosophers, shies 
away (grosso modo) from facing the outside world. And the second, much smaller 
group, is in the limelight and attracts a lot of attention while acting as charlatans 
spreading empty figures of speech, buzz words and, ultimately, bla bla. The gap is 
in the middle ground which makes use of the best of both worlds, combining clear 
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and to some degree rigorous thinking with practical impact. The good news is that 
the gap is now closed. The following authors that followed my invitation are distin-
guished figures who address practical questions of AI Ethics with wit and astuteness.

Sebastian Rosengrün (Chapter 11),
Johann-Christian Põder (Chapter 12),
Eleonora Vigano (Chapter 13),
Matteo Micol (Chapter 14),
Erich Prem (Chapter 15),
Lucien Von Schomberg (Chapter 16),
Iliana Grosse-Buening (Chapter 17), and
Deepak Bansal (Chapter 18),
the floor is yours.
Christian Hugo Hoffmann
Lake Zurich
December 2024
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hoffmann.com/.
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11World Literacy and Digital Literacy: 
Educating Tomorrow’s Responsible Tech 
Leaders

Sebastian Rosengrün

Abstract

This chapter introduces the concept of world literacy as a crucial competency for 
future tech leaders. While digital literacy equips individuals with the technical 
skills needed to navigate modern technology, world literacy encompasses a 
broader understanding of cultural, ethical, historical, and ecological dimensions. 
It emphasizes the development of virtues, critical judgment, and a holistic world-
view necessary to navigate complex societal and technological challenges 
responsibly. The chapter explores how humanism fosters character development 
and curiosity about the world, laying the groundwork for ethical decision-making 
and responsible innovation. Practical steps for integrating world literacy into cor-
porate practice are also discussed, highlighting how organizations can foster sus-
tainable leadership. Ultimately, the chapter argues that world literacy, combined 
with technical expertise, is essential for shaping responsible tech leaders who 
can balance innovation with ethical and societal considerations.

1	� Introduction

In a rapidly evolving world dominated by technological innovation, possessing only 
digital literacy—the technical expertise to navigate modern technology’s complexi-
ties—is insufficient for tech leaders. Whereas traditional literacy refers to the ability 
to read and write, foundational skills essential for communication and learning. 
Over time, the concept of literacy has expanded to encompass a range of competen-
cies required to function effectively in society, including media literacy, financial 
literacy, and, importantly, digital literacy (UNESCO 2006).
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Digital literacy involves not only the ability to use digital technologies but also 
the capacity to understand and critically evaluate digital content. It also encom-
passes the ability to communicate effectively in various contexts (Eshet-Alkalai 
2004). However, in an increasingly interconnected and complex world, a broader 
form of literacy is required—referred to here as world literacy.

World literacy encompasses a holistic understanding of the world, integrating 
knowledge across cultural, historical, ecological, ethical, and interdisciplinary 
dimensions. It represents an essential competency, akin to traditional literacy, pro-
viding a foundational basis for further development. For future tech leaders, this 
broader literacy is critical; it equips them to thrive as responsible, reflective indi-
viduals capable of making decisions that consider both immediate and long-term 
societal impacts.

While digital literacy often focuses on what leaders need to know to function 
within a technological ecosystem, world literacy seeks to answer deeper questions 
about what a leader needs to understand about the world and how they must develop 
their character to remain relevant and ethical in this evolving context. This form of 
literacy goes beyond acquiring knowledge; it involves cultivating virtues, fostering 
critical judgment, and developing a holistic understanding of interconnected global 
systems to ensure that leaders can navigate the challenges of tomorrow responsibly.

This chapter explores the importance of world literacy in shaping responsible 
tech leaders. It begins with an examination of the concept of critical judgment and 
its distinction from traditional notions of critical thinking, followed by a discussion 
on the role of humanism in fostering a broader understanding of ethics and character 
development. The significance of sparking world curiosity as a means to promote 
responsible innovation is then explored. Finally, the chapter considers how world 
literacy can be integrated into corporate practice, offering practical steps for both 
educational institutions and organizations to cultivate this essential competency 
among future and current tech leaders.

2	� Critical Judgment and Humanism: Cultivating Ethical 
Tech Leaders

In educating future tech leaders, it is crucial to develop not only technical skills but 
also the ability to engage in deeper ethical reflection—what can be referred to as 
critical judgment. While similar to the concept of critical thinking, critical judgment 
places greater emphasis on the individual’s capacity to make discerning decisions in 
a complex, interconnected world.

Critical thinking is commonly defined as “the intellectually disciplined process 
of actively and skillfully conceptualizing, applying, analyzing, synthesizing, and 
evaluating information gathered from observation, experience, reflection, reason-
ing, or communication” (Scriven and Paul 1987). It is a valuable skill that enables 
individuals to assess information logically and make reasoned decisions. However, 
when taught as a set of techniques or procedures in isolation, critical thinking may 
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become a mechanical process devoid of substantive content and context, lacking 
real-life implications.

Critical judgment, on the other hand, extends beyond the mechanics of thinking 
to include the cultivation of wisdom, moral character, and the ability to interpret 
complex situations within broader philosophical, ethical, cultural, and interdisci-
plinary frameworks. Thinking critically is not an end in itself but a means to make 
sound judgments that consider the holistic complexity of real-world situations and 
lead to responsible decisions and actions.

Immanuel Kant explored the concept of judgment in his work Critique of 
Judgment, discussing the faculty of judgment as the ability to think the particular 
under the universal (Kant 1790). This involves not only logical reasoning but also 
the application of understanding in novel and complex situations where rules may 
not be readily available. For instance, a tech leader developing an artificial intelli-
gence system for healthcare may face ethical dilemmas not covered by existing 
regulations. In such cases, they must apply universal ethical principles to specific 
circumstances, embodying Kant’s notion of judgment by making responsible deci-
sions in the absence of clear guidelines.

Critical judgment is developed through engagement with diverse ideas, cultures, 
and disciplines. By confronting them with different worldviews, deep philosophical 
questions, and historical contexts (Bailin et al. 1999; Paul 1993), individuals develop 
the ability to assess not just facts but their deeper significance, interconnections, and 
implications. This holistic approach is essential for tech leaders who must navigate 
ethical dilemmas that go beyond binary decision-making models and require a 
nuanced understanding of the multifaceted impacts of technology.

A central part of cultivating critical judgment is rooted in humanism, a philo-
sophical and cultural movement that emerged during the Renaissance. Humanism 
placed the human being at the center of intellectual and artistic endeavor, emphasiz-
ing the value, dignity, and agency of individuals. It promoted the idea that humans 
are capable of using reason and critical thinking to develop themselves and improve 
society (Kristeller 1961; Nida-Rümelin and Winter 2024).

Education was seen as the key to unlocking human potential, fostering freedom 
and autonomy. Desiderius Erasmus, a prominent humanist, asserted that “the main 
hope of a nation lies in the proper education of its youth” (Erasmus 1512). Humanism 
encouraged the study of the liberal arts—grammar, rhetoric, logic, geometry, arith-
metic, music, and astronomy—as a means to cultivate a well-rounded individual 
capable of critical thought and moral judgment.

Curiosity was central to the humanistic tradition. Aristotle famously stated, “All 
men by nature desire to know” (Aristotle 1984a, 1984b), highlighting the innate 
human drive to understand the world. This curiosity drives the pursuit of learning 
and the development of critical judgment.

In the modern context, the movement of “digital humanism” seeks to reaffirm 
human values in the face of rapid technological change. Julian Nida-Rümelin and 
Klaus Staudacher, for example, claim that “the heart of humanist philosophy and 
practice is the idea of human authorship. Human beings are authors of their lives; as 
such, they bear responsibility and are free” (Nida-Rümelin and Staudacher 2024, 
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p. 18). For this reason, technology should serve humanity, enhancing human capa-
bilities and well-being rather than undermining them. Rosengrün (2021) argues that 
in light of digital transformation, society should reconnect with the strengths of 
traditional humanism. This involves embracing the core values of humanism—such 
as the cultivation of character, critical judgment, and curiosity—to navigate the ethi-
cal challenges posed by technology.

In the context of technological advancement, ethical decision-making often 
focuses on applied ethics—addressing practical concerns like data privacy, algorith-
mic bias, and compliance with regulations. While these are important, they often 
represent surface-level considerations. To navigate deeper ethical challenges, tech 
leaders must engage with fundamental ethical principles.

In ancient times, ethics was not perceived as a set of rules for moral behavior but 
as a practice of cultivating one’s character. Aristotle’s virtue ethics focuses on the 
development of virtuous character traits, such as courage, temperance, and wisdom, 
which enable individuals to achieve eudaimonia—a state of flourishing and well-
being (Aristotle 1984b). Ethical actions, in this view, are a natural byproduct of a 
virtuous character.

This approach contrasts with utilitarianism, associated with philosophers like 
John Stuart Mill, which focuses on maximizing overall happiness or utility (Mill 
1863), and deontological ethics, associated with Immanuel Kant, which emphasizes 
adherence to moral duties and rules (Kant 1785). While these frameworks provide 
valuable perspectives, they may not fully address how individuals can develop the 
moral character necessary for ethical leadership.

For tech leaders, the cultivation of virtues is critical. Stephen Covey, in The 7 
Habits of Highly Effective People, distinguishes between character ethics and per-
sonality ethics (Covey 1989). He argues that sustainable success comes from prin-
ciples like integrity, humility, fidelity, temperance, courage, justice, patience, 
industry, simplicity, and modesty—elements of character ethics. In contrast, person-
ality ethics focuses on external techniques and strategies that may offer short-term 
success but lack a solid moral foundation.

By focusing on character ethics, tech leaders develop the internal moral compass 
needed to navigate complex ethical dilemmas and to make responsible decisions. 
This approach emphasizes the importance of authentic character development over 
superficial adherence to rules or pursuit of short-term gains. It aligns with the need 
for leaders who can inspire trust, motivate teams, and lead organizations responsibly.

3	� Sparking World Curiosity to Foster 
Responsible Innovation

Teaching ethics and fostering responsible leadership in technology requires more 
than theoretical instruction about moral rules or guidelines. As Arthur Schopenhauer 
once famously observed, “To preach morality is easy, to give it a foundation is hard” 
(Schopenhauer 1841, own translation). Translating this into the modern world, edu-
cation about the ethics of technology often means not discussing ethics—or even 
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technology—at all. Instead, it involves broadening the horizons of students by 
exposing them to art, history, culture, and the complexities of human existence.

When tech students and future leaders, who often already possess substantial 
technical knowledge, are encouraged to explore areas outside their expertise, their 
curiosity about the world is ignited. This leads to a deeper engagement with the ethi-
cal dimensions of their work and fosters the development of moral character. By 
engaging with disciplines such as philosophy, literature, and the arts, they develop 
the ability to make critical judgment about societal issues and the human condition.

This process of nurturing world curiosity helps future leaders develop a broader 
perspective, enabling them to understand the diverse and interconnected realities of 
the modern world. Exposure to other cultures, artistic expressions, and historical 
narratives allows tech leaders to step outside their immediate environment and rec-
ognize the complex web of social, ecological, and ethical issues that technology 
impacts. This is particularly critical in the context of today’s ecological crises, 
where technology serves as both a tool for innovation and a potential driver of envi-
ronmental degradation.

By expanding awareness of the world and its intricacies, tech leaders cultivate 
the moral imagination necessary to make decisions that prioritize the common good 
over short-term gains. This broad-based education emphasizes curiosity and under-
standing, equipping them with the ability to think creatively and responsibly. They 
become more attuned to the long-term consequences of their innovations, consider-
ing the holistic complexity of global systems.

Furthermore, nurturing world curiosity encourages leaders to approach chal-
lenges with openness and adaptability, qualities essential for innovation: “It is only 
through differentiating from other thoughts that one’s own becomes clearer” (Geier 
and Rosengrün 2023, p. 12, own translation). This helps leaders avoid quick, sim-
plistic solutions and instead consider the multifaceted impacts of their actions. This 
approach not only benefits ethical decision-making but also enhances their ability to 
lead teams, motivate others, and drive sustainable change. This capacity for critical 
reflection and openness to new ideas is essential for tech leaders navigating the 
complexities of the modern world.

Thus, sparking curiosity about the world and its various dimensions is not just a 
means of enriching intellectual lives but a fundamental step toward fostering respon-
sible, ethical innovation. World literacy—the understanding of diverse perspectives, 
the capacity for reflection, and the recognition of the interconnectedness of human 
and environmental systems—is key to producing tech leaders equipped to navigate 
the challenges of the future.

4	� World Literacy in Corporate Practice

While educational institutions play a crucial role, corporations are equally impor-
tant in fostering world literacy among tech leaders. In many companies, ethics train-
ing is limited to compliance programs or mandatory workshops. However, to 
cultivate responsible tech leaders, organizations must go beyond surface-level train-
ing and encourage deeper, more reflective forms of learning.
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Leaders in organizations set the tone and lead by example. By embracing world 
literacy themselves, they can inspire employees to cultivate the same curiosity and 
openness. Creating a corporate culture that values continuous learning, diversity, 
and ethical reflection is essential.

Integrating world literacy into company practices and policies involves encour-
aging employees to engage in cultural, historical, and interdisciplinary learning 
experiences. Organizing cultural events, supporting participation in art and history 
programs, or providing access to courses in the liberal arts promotes an appreciation 
for the interconnectedness of global systems and the diverse experiences of people 
around the world.

Fostering an environment that encourages intercultural understanding is crucial, 
especially as teams become increasingly international and interdisciplinary. Valuing 
different perspectives and backgrounds enhances creativity, innovation, and 
problem-solving capabilities. For instance, companies like Google have imple-
mented programs that encourage employees to spend a portion of their time on 
projects outside their immediate responsibilities, fostering exploration and innova-
tion. Similarly, 3M’s “15% Time” policy allows employees to pursue independent 
projects, leading to products like the Post-it note. Atlassian’s “20% Time” and 
“ShipIt Days” provide opportunities for creative collaboration, resulting in new fea-
tures and improvements. Adobe’s “Kickbox” program empowers employees with 
resources to innovate beyond their regular duties. These initiatives not only lead to 
innovative products but also broaden employees’ perspectives, reinforcing the 
importance of world literacy in corporate practice.

Moreover, supporting employee development programs that focus on leadership 
training, ethical decision-making, and global awareness is vital. Providing opportu-
nities for professional growth that include exposure to different cultures and disci-
plines helps employees develop the critical judgment and moral character necessary 
for responsible leadership.

Creating cross-functional teams and encouraging collaboration across depart-
ments promote diverse perspectives and holistic problem-solving. When employees 
from different backgrounds and areas of expertise come together, they approach 
challenges with a broader understanding and generate innovative solutions. By inte-
grating global perspectives into corporate training, companies will also foster a 
more socially responsible workforce.

Authentic commitment from leadership is essential. Simply implementing pro-
grams without genuine engagement leads to superficial changes that do not have a 
lasting impact. Leaders must actively participate in initiatives, demonstrate curios-
ity, and value continuous learning to foster a culture that truly embraces world 
literacy.

Challenges in cultivating world literacy include resistance to change, resource 
constraints, and the need for measurable outcomes. Addressing these challenges 
requires recognizing the long-term benefits, such as enhanced innovation, employee 
satisfaction, and positive societal impact, which justify the investment.

By fostering an environment where curiosity, reflection, and continuous learning 
are encouraged, companies develop leaders and employees equipped not only with 
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technical skills but also with the moral character and critical judgment needed to 
lead responsibly. This holistic approach builds a strong foundation for sustainable 
success and positions organizations to navigate the complexities of an ever-changing 
global landscape.

5	� Conclusion

As we face the complex challenges of a digital world, educating tech leaders requires 
more than just technical proficiency. World literacy—a broad understanding of cul-
tural, ethical, historical, and interdisciplinary contexts—must be integrated into 
leadership training. Philosophy, ethics, and the liberal arts are not abstract concepts 
reserved for academia; they are essential tools for cultivating critical judgment and 
responsible innovation.

By shifting the focus from rule-based ethics to the cultivation of character, both 
educational institutions and corporate environments play a crucial role in shaping 
the tech leaders of tomorrow. These leaders will not only navigate the intricacies of 
technology but also possess the wisdom, moral clarity, and holistic understanding 
necessary to ensure that their innovations benefit society as a whole.

As Robert Hagstrom discusses in Investing: The Last Liberal Art, effective 
decision-making relies on the integration of insights from various fields, embodying 
the spirit of the liberal arts (Hagstrom 2000). Similarly, tech leaders who embrace 
world literacy are better equipped to innovate responsibly, lead ethically, and con-
tribute positively to the global community.

Investing in world literacy is a long-term endeavor that requires authentic com-
mitment and openness to continuous learning and transformation. It builds a solid 
foundation for personal development and corporate success. By fostering curiosity, 
embracing diversity, and promoting holistic understanding, tech leaders are empow-
ered to navigate the complexities of the modern world with integrity and insight.

Ultimately, nurturing world literacy is investing in the future. It is about develop-
ing leaders who are not only skilled in technology but also grounded in ethical val-
ues, cultural awareness, and a deep appreciation for the interconnectedness of our 
global society. As artificial intelligence and other emerging technologies continue to 
reshape society, the need for tech leaders who possess both technical expertise and 
world literacy becomes increasingly crucial. The integration of these competencies 
will determine our ability to harness technology’s potential while preserving human 
values and promoting sustainable development.
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12Ethical Aspects of Generative AI 
in Medicine

Johann-Christian Põder and Gert Helgesson

Abstract

In recent years, research into generative artificial intelligence (AI) for clinical 
practice and medical research has expanded rapidly. Generative AI models hold 
great promise in virtually all areas of healthcare. However, alongside their poten-
tial benefits, there are significant concerns about the risks and ethical challenges 
associated with their use. The aim of this chapter is to provide an instructive and 
stimulating overview of the ethical aspects of generative AI in medicine. It begins 
with a brief overview of its potential benefits and risks, followed by an ethical 
evaluation framework for its development and implementation in healthcare. It 
then examines two critical cross-cutting issues that need to be carefully addressed 
as generative AI is integrated into clinical practice: the transformation of the 
social structure of medicine and the trustworthiness of generative AI systems. 
The fourth step focuses on the ethical challenges that generative AI poses for 
medical research. The chapter concludes with a forward-looking perspective on 
the ethics of generative AI in medicine.

In recent years, research into generative artificial intelligence (AI) for clinical prac-
tice and medical research has expanded rapidly. A growing number of studies high-
light both the potential applications of generative AI in medicine and the ethical 
challenges and risks associated with its use (Wang et al. 2024; Chen and Esmaeilzadeh 
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2024; Javaid et al. 2023; Thirunavukarasu et al. 2023; Clusmann et al. 2023). Many 
papers on generative AI in healthcare emphasize the “revolutionary” potential of 
these technologies (Javaid et al. 2023; Hopkins et al. 2023; Suleyman and Bhaskar 
2023). Generative AI models, including generative adversarial networks (GANs) 
(Paladugu et al. 2023) and large language models (LLMs) (Thirunavukarasu et al. 
2023), hold great promise for improving medical diagnosis and patient treatment, 
accelerating drug discovery, advancing medical research, and enhancing medical 
education. However, alongside these benefits, there are significant concerns about 
the risks and ethical challenges of using such systems, including issues of privacy 
and security, factual accuracy and bias, and lack of transparency and accountability 
(see below, Sects. 1 and 4).

The aim of the following chapter is to provide an instructive and stimulating 
overview of the ethical aspects of generative AI in medicine. (1) First, we begin with 
a brief overview of the potential benefits and risks of generative AI in medicine. (2) 
We will then present an ethical evaluation framework for its development and 
implementation in healthcare. (3) Next, we will explore two critical, cross-cutting 
issues that must be carefully addressed as generative AI is integrated into clinical 
practice: the transformation of the social structure of medicine and the trustworthi-
ness of AI systems. (4) In a fourth step, we will focus on the ethical challenges 
generative AI poses for medical research. (5) The chapter concludes with a forward-
looking perspective on the ethics of generative AI in medicine.

1	� Benefits and Risks of Generative AI in Medicine: 
A First Glimpse

Generative AI uses deep learning algorithms to produce a wide range of content, 
including text, images, and code. Models such as generative adversarial networks 
(GANs) and large language models (LLMs) are designed to analyze patterns in 
existing data and generate new and original outputs. For example, Chat GPT, devel-
oped by OpenAI, is trained on large text datasets to generate responses that closely 
resemble human language. LLMs can answer questions, paraphrase, summarize, 
and translate text with a fluency that impressively mimics human capabilities. This 
capability is important for various healthcare applications, including virtual health 
assistants, where effective communication and interaction are essential.

Another significant aspect of generative AI is its multimodal nature. It can inte-
grate and process various types of data—such as text, images, speech, and audio—
making it capable of handling the vast amounts of unstructured data common in 
medicine, including clinical notes, diagnostic images, and other forms of medical 
data. As noted by Topol (2023), the ability to synthesize diverse data sources repre-
sents a “big shift ahead” in how AI can transform medicine, offering new opportuni-
ties for innovation and improvement.

The transformative potential of generative AI, with its natural language and mul-
timodal capabilities, spans all areas of medicine, from clinical practice to medical 
research and education (Clusmann et  al. 2023). In radiology, for example, 
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generative AI can improve diagnostic accuracy and streamline reporting. It also 
advances personalized patient care (personalized health recommendations and 
treatment plans) through the multimodal and comprehensive integration of patient 
data. In several areas of patient treatment and care, including virtual healthcare 
assistance and telemedicine, AI can improve the patient experience through its abil-
ity to engage in human-like conversations. Integrating generative AI into care, for 
example in care robots, could enhance cognitive and emotional support and facili-
tate tailored care strategies. Importantly, generative AI can automate and refine 
administrative tasks such as documentation and communication, improving both the 
efficiency and effectiveness of healthcare. In medical research, it can help process 
large data sets and generate new ideas. In medical education, it can provide advanced 
healthcare simulations that better prepare students for real-world scenarios.

Generative AI can optimize clinical interventions and workflows, leading to bet-
ter health outcomes and greater efficiency. It can minimize medical errors and 
improve the overall patient experience, including empowerment through the democ-
ratization of medical knowledge and greater health equity through improved access 
to healthcare (Nadarzynski et al. 2024). However, similar to other innovative tech-
nologies, generative AI can be described as a double-edged sword (Liu et al. 2023). 
Alongside the novel opportunities for intelligent problem-solving, generative AI 
applications in medicine also harbor numerous risks.

In 2021, Weidinger et al. explored in an extensive study the risk landscape of 
generative AI and identified 6 “risk areas” and a total of 21 risks associated with 
LLMs. These risk areas include discrimination and toxicity, data leakage and pri-
vacy, false or misleading information, malicious use, harms from human-computer 
interaction, and risks related to automation, access, and environment (Weidinger 
et al. 2021). Many of these risk areas are particularly sensitive in the healthcare sec-
tor and manifest themselves in domain-specific ways. Wang et al., 2024 conducted 
a comprehensive literature review on LLMs in healthcare and identified four “cate-
gories of concern”: reliability (data quality, accuracy, interpretability, and consis-
tency), bias (inequality, discrimination), privacy (handling of sensitive data), and 
public acceptability (trustworthiness). In a similar attempt, Thirunavukarasu et al. 
(2023) identified five “current limitations” of LLMs in medicine, including accu-
racy, recency (up-to-dateness of training data), coherence, transparency, and ethics 
(safety, discrimination, privacy, and accountability). We will explore some of these 
risks, concerns, or limitations below (see Sects. 3 and 4).

Given all these risks, and the highly sensitive nature of healthcare involving 
vulnerable groups and power inequalities, a systematic assessment of the ethical 
aspects of generative AI-based medical applications is crucial. The evolving land-
scape of generative AI requires careful ethical reflection and proactive ethical 
design efforts that avoid both uncritical techno-optimism and blind trust in AI. We 
should consider the opportunities and risks in a nuanced and open-minded way, 
taking into account specific medical and research applications, current capabili-
ties of generative AI systems, and possible future scenarios. To this end, the fol-
lowing section presents an ethical evaluation framework for generative AI in 
medicine.
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2	� Ethical Evaluation Framework: Principles, Theories, 
and Wide Reflective Equilibrium

Ethical evaluation frameworks can take at least three different forms. One approach 
is to adhere to a single, well-established ethical theory, such as utilitarianism, 
Kantian deontology, or some form of virtue ethics. This involves a strong theoretical 
commitment to a particular normative framework in order to address difficult ethi-
cal issues. At the other end of the spectrum is a meta-ethical approach, which 
focuses on clarification and “making things explicit” without providing direct nor-
mative guidance. This approach is more therapeutic, aiming to clarify “moral confu-
sion” and facilitate ethical discourse rather than recommend specific moral 
judgments [cf. the meta-ethical framework by Shults and Wildman (2019)].

The ethical evaluation framework we favor here lies in the middle ground, inte-
grating insights both from specific ethical theories and meta-ethical considerations. 
While it does propose a normative framework, it is more pluralistic and pragmatic, 
avoiding rigid commitments or purely meta-ethical analysis. This approach reflects 
much of the principles-based reasoning found in contemporary applied ethics, 
including the ethics of generative AI. The most well-known are the four principles 
of biomedical ethics by Beauchamp and Childress (beneficence, nonmaleficence, 
respect for autonomy, and justice). However, it also integrates—through a pluralis-
tic lens—classical ethical theories such as utilitarianism and Kantian deontology.

The overarching (formal) evaluation framework that facilitates this integration 
draws on the idea of “reflective equilibrium” in applied ethics (or “equilibriums,” as 
there are various modifications of this concept) (Arras 2009). The basic idea comes 
from John Rawls (1971), who envisioned this as a strategy of ethical justification 
that seeks coherence between moral principles and considered moral judgments or 
intuitions. This approach was further developed by Norman Daniels, who expanded 
it to a “wide reflective equilibrium” by including relevant background theories 
alongside principles and judgments (1996). These include ethical theories, empiri-
cal knowledge, and epistemological and metaphysical theories. This should ensure 
that our moral judgments are not only coherent with ethical principles (and vice 
versa), but can be supported by a wider range of relevant information and theories.

When considering the ethical issues of generative AI in medicine, it is important 
to balance (at least) the following elements (cf. Daniels 1996; Beauchamp and 
Childress 2009, p. 381–387; Dworkin 1988): first, our considered moral judgments 
or intuitions in a particular case or situation (e.g., judgments about the wrongness of 
bias and discrimination in generative AI). Second, ethical principles like respect for 
autonomy, beneficence, or justice. Third, empirical and scientific knowledge and 
theories. Fourth, legal conditions and regulations, including human rights. And fifth, 
ethical theories and other relevant theories about life and reality (e.g., about the 
moral status of intelligent care robots). In the following, we will focus on ethical 
principles and theories, as they form the theoretical basis for evaluating generative 
AI in medicine (in productive tension with particular judgments).

The focus on principles in contemporary applied ethics has been argued to reflect 
a widespread abandonment of the search for an Archimedean point in ethics 
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(McNamee and Schramme 2011). Using the principles involves putting aside the 
battle over theories to focus on the issues that appear relevant in the particular case. 
However, a principles-based approach does not necessarily need to replace ethical 
theories such as utilitarianism, Kantian deontology, and virtue ethics. In reflective 
equilibrium, they can inform and support the principles, and they can be used in a 
pluralistic and combinatory way, considering each ethical focus—utility, duties, and 
virtues—in relation to particular ethical issues (cf. Beauchamp and Childress 2001, 
p.  383). For example, a design team working on a generative AI application in 
healthcare might ask the following in an ethics workshop (cf. Põder and 
Romeike 2025):

•	 Does generative AI help maximize well-being, or fulfill as many preferences as 
possible for the people involved? (Utilitarianism)

•	 Does generative AI instrumentalize or discriminate against anyone, or violate 
autonomy and human dignity? (Deontology)

•	 Does generative AI hinder or promote the practice of important human virtues? 
Is the use of generative AI advisable in terms of living a “good life” or supporting 
a “good healthcare system”? (Virtue Ethics)

These considerations can be fruitfully complemented by principles-based rea-
soning, which relies on pro tanto (or prima facie) mid-level principles. Such prin-
ciples occupy a middle ground between high-level ethical theories (such as 
utilitarianism and Kantian deontology) and particular judgments and cases. As 
noted above, the best-known example is Tom Beauchamp and James Childress’s 
four principles of medical ethics: autonomy, nonmaleficence, beneficence, and 
justice, which (more pragmatically and pluralistically) avoid theoretical battles 
over what is the correct moral theory. Over the past 40 years, these four principles 
have gained widespread acceptance and are internationally regarded as the domi-
nant framework for evaluating medical ethical problems (Düwell 2008; Hoffmann 
2009). As pro tanto principles, they demand respect as long as there is no conflict 
between them that requires careful balancing and prioritization. And as the four 
principles are quite abstract, they need to be carefully specified in relation to par-
ticular issues.

These four bioethical principles have also found significant resonance in emerg-
ing AI ethics. For example, the AI4Life initiative, led by Luciano Floridi, reviewed 
6 prominent sets of principles on AI ethics and identified 47 different principles 
(Floridi et al. 2018; cf. Põder and Romeike 2025). These were categorized and com-
pared with the Beauchamp and Childress principles, showing considerable agree-
ment. However, Floridi et  al. suggest adding a fifth, domain-specific 
principle—explicability (or transparency)—to the AI ethics framework. This prin-
ciple also includes the aspect of accountability, and they interpret it as a prerequisite 
for the realization of other principles (which, in our view, can often be true, but not 
necessarily always, as conflicts can arise, e.g., between beneficence and explicabil-
ity). This results in the following five principles for AI ethics (with corresponding 
sub-rules or specifications, cf. Floridi et al. 2018, pp. 696–700):
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•	 Autonomy (power to decide, including whether to decide)
•	 Nonmaleficence (privacy, security, caution regarding AI capabilities)
•	 Beneficence (promoting well-being, preserving dignity, and sustaining the planet)
•	 Justice (promoting prosperity and preserving solidarity, non-discrimination)
•	 Explicability (promoting intelligibility and accountability)

In the ethical evaluation of generative AI in medicine, it seems fruitful to use this 
principles-based approach in combination with classical ethical theories. However, 
at least four methodological aspects should be considered more closely to ensure a 
productive use of this normative core within the broader process of reflective equi-
librium: (1) the selection of ethical principles and theories, (2) the methodological 
“bottom-up” scale of reflective equilibrium, (3) a stronger focus on empirical 
knowledge about moral reasoning, and (4) the need for a participatory and design-
ethical approach to generative AI, in line with efforts in AI research ethics, valida-
tion research, and ethical-legal regulation.

(1) Although the principles of Floridi et al. and Beauchamp and Childress are 
favored here, as well as a reference to the main types of normative theories (utilitari-
anism, Kantian deontology and virtue ethics), this is not meant to be exclusive. As 
Beauchamp and Childress rightly note, “a moral framework is more a process than 
a finished product” (Beachamp and Childress 2001, p. 399). This means that the 
method of wide reflective equilibrium invites and is open to different ethical theo-
ries. Already the three ethical theories favored here have numerous shapes and con-
ceptualizations. For example, Kantian deontology can include communicative and 
existential reformulations (Habermas 1983; Løgstrup 1956), utilitarianism refer-
ence to well-being or preferences (cf. Parfit 1984, 2011), and virtue ethics universal-
ist as well as communitarian versions (Hursthouse 1999; MacIntyre 1981).

The same is true of principles. Although the principles of Beauchamp and 
Childress are influential in both medical and technology ethics, wide reflective equi-
librium should encourage variations of principles, thus dynamically expanding the 
scope. An insightful critical extension of Beauchamp and Childress’s principles has 
been proposed by Matti Häyry who stresses the importance of the so-called 
European values of dignity, precautionary principle, and solidarity (2003). While 
Floridi et al. do not include these values separately, they appear in their specification 
of principles (dignity under “beneficence,” caution regarding AI capabilities under 
“nonmaleficence,” and solidarity under “justice”) (Põder and Romeike 2025).

(2) A second aspect concerns the methodological “bottom-up” scale of reflective 
equilibrium, which refers to the moral judgments and insights inherent in our practi-
cal life situations. Principles-based applied ethics tends to focus too much on the 
discussion of “correct” principles and their proper interpretation (Arras 2017, 
p. 206). In order to bring particular moral judgments and insights to the fore and 
allow them to interact productively with principles, we need diverse bottom-up 
approaches in ethics. The wide reflective equilibrium should therefore pay more 
attention, for example, to qualitative approaches in empirically informed applied 
ethics, phenomenological ethics, existential ethics, virtue ethics, narrative ethics, 
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care ethics, and feminist ethics. They all offer valuable insights to the bottom-up 
scale of reflective equilibrium (Põder 2023, pp. 7–10).

This helps us to take concrete, lived experience seriously as a source of moral 
insight and orientation in dealing with generative AI in medicine, and to explore 
questions such as: How do we experience ourselves, our bodies, and social relations 
in relation to generative AI in healthcare? What does it mean to be ill or healthy and 
to participate in the healthcare system in the era of generative AI? What does trans-
parency, privacy, or responsibility (existentially, socially) mean in this context? 
What is the role of compassion, trust, and hope in AI-powered healthcare? How do 
we experience conversations with virtual healthcare assistants, especially regarding 
intimacy and emotions?

(3) Scientific disciplines (evolutionary biology, cognitive science, social psy-
chology, etc.) are increasingly shedding light on how morality has evolved and how 
it works in practice (e.g., the role of emotions in morality). A stronger inclusion of 
empirical information about morality in the process of wide reflective equilibrium 
can inform our principles and theories, as well as help us better understand our par-
ticular judgments and intuitions (Shults et al. 2018). A better scientific understand-
ing of our moral equipment or mechanisms forces us to think critically about our 
moral traditions and beliefs, and can help clarify the limits and possibilities of our 
moral reasoning. This is also relevant to our attempts to integrate morality into 
AI-based healthcare systems, as these efforts raise questions about the nature of 
morality and its computability.

(4) In recent decades, technology ethics has evolved into a proactive, design-
ethical enterprise that seeks to embed ethical principles in the technology itself. The 
central concept here is the so-called embedded values approach, the recognition that 
technology is never entirely neutral, but always more or less value-laden. This 
approach is prominently applied in the Value Sensitive Design methodology devel-
oped by Batya Friedman and her colleagues (Friedman and Hendry 2019). 
Participatory approaches using social science methods such as interviews, focus 
groups, and surveys to explore moral attitudes, user experiences and stakeholder 
interests (thus methodologically strengthening the bottom-up scale of reflective 
equilibrium mentioned above) play a central role here. Philosophically, this partici-
patory focus reflects the communicative (dialogical) nature of human reasoning as 
well as the situatedness of our knowledge. However, the participatory collaboration 
in ethical (co-)reasoning (between patients, physicians and engineers) should not be 
limited to technology design but must also be maintained and institutionally sup-
ported in clinical practice involving generative AI (Salloch and Eriksen 2024).

Participatory and discursive ethical design efforts, as part of the wide reflective 
equilibrium, continuously benefit from three specific areas of research: AI research 
ethics, the emerging ethical and legal regulation of AI-based health technologies, 
and validation research for generative AI. The ethical evaluation framework pre-
sented here underscores the importance of all these areas, as they are vital to facili-
tating our ethical efforts in the development and implementation of generative AI in 
medicine.
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3	� Ethics of Generative AI in Clinical Practice: Between 
Emergence and Hallucinations

The rapidly evolving ethical debate surrounding generative language models in 
healthcare has brought to light numerous opportunities and risks. Due to the sensi-
tivity of the field, including vulnerable life situations, groups, and power imbal-
ances, generative AI systems in medicine requires particularly careful ethical 
evaluation. In what follows, we highlight two critical cross-cutting issues that need 
to be considered within the framework of reflective equilibrium as generative AI is 
increasingly integrated into clinical practice: (1) the AI-based transformation of the 
social structure of healthcare, and (2) the trustworthiness of generative AI in 
medicine.

3.1	� AI-Based Transformation of the Social Structure 
of Medicine

Generative AI’s surprisingly good ability to produce human-like text could pro-
foundly change various communication processes and workflows in healthcare, 
potentially reshaping its entire social structure. It can have both positive and prob-
lematic effects on the doctor-patient relationship (Sauerbrei et al. 2023; Čartolovni 
et al. 2023), and it has the potential to be a “game-changing innovation” that would 
significantly alter the way humans communicate with machines (Javaid et al. 2023).

The evolving research on the impact of generative AI on the doctor-patient rela-
tionship highlights both hopes and concerns. One major hope is that generative AI 
will improve physicians’ efficiency by reducing workload, particularly in adminis-
trative tasks and technology-related workflows, thereby allowing more time for 
compassionate, empathetic, and trustful communication—the traditional values in 
person-centered care (Čartolovni et  al. 2023). However, Sparrow and Hatherly 
rightly emphasize the paradox of this expectation, as generative AI may also lead, 
due to economic constraints, to an increase in patient consultations per day, poten-
tially offsetting the time saved (Sparrow and Hatherly 2020).

Another hope is that generative AI could enhance the doctor-patient relationship 
by increasing patient autonomy and facilitating shared decision-making. AI could 
help overcome lingering “doctor-knows-best” attitudes by empowering patients to 
become more confident and informed, leveling the playing field and fostering “in-
depth human interactions” (Pearl 2023). AI-based tools would not only make 
patients more knowledgeable but also challenge doctors to improve their communi-
cation skills, particularly when explaining the outputs of AI tools (in this context, 
explainable AI becomes crucial). The concern here is that instead of such collabora-
tion, the increasing presence of generative AI will replace and undermine the human 
dimension of the doctor-patient relationship (Jotterand and Bosco 2020).

Overall, there is an expectation that generative AI could strengthen the doctor-
patient alliance, especially if AI is used as an assistive tool while keeping a “human 
in the loop.” However, there are also legitimate concerns about the potential loss of 
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the holistic dimension of the doctor-patient relationship—if it will “de-humanize or 
re-humanize the healthcare” (Jotterand and Bosco 2020). To facilitate this hoped-
for synergy, there is a need to restructure medical education, placing greater empha-
sis on digital literacy in the curriculum (Põder and Romeike 2025; Sauerbrei et al. 
2023), and adopting a “critical awareness approach” to AI-led healthcare which 
facilitates human interaction (Čartolovni et al. 2023).

The second aspect that is transforming the social structure of healthcare is the 
changing way people interact with technological creatures (Põder and Romeike 
2025). Generative AI-based assistants could provide patients with advice, support, 
and individual healthcare management. The integration of generative AI systems 
with interactive agents will create novel human-machine interactions in healthcare, 
enabling realistic simulations of human behavior (Park et al. 2023). Another poten-
tial development is the incorporation of large language models into physical robots 
acting as nurses or caregivers, changing the landscape of care.

While these developments promise many benefits, such as improved telemedi-
cine and personalized patient care, they also pose serious risks. One critical concern 
has already been mentioned above—the increasing presence of generative AI-based 
technologies that can potentially replace or undermine human interactions. This 
could dehumanize healthcare as an inherently human practice involving human 
encounter, compassion, and empathy. Another critical argument is that such interac-
tions simulate human attention, care, and empathy, making them inherently manip-
ulative. As such, they would constitute a subtle and fundamentally undignifying 
deception.

Possible counterarguments to these concerns include the view that interaction 
with generative AI is not intended to completely replace human interaction in medi-
cine, but rather has the potential to significantly support and enrich it (see above). 
Another argument is that there may be ethically justified trade-offs, such as con-
sciously accepting some loss of human interaction in favor of more effective and 
efficient treatment and care. Furthermore, artificial intelligence should always be 
clearly identifiable as such to minimize the risks of manipulation and deception, 
especially in an emerging era of generative AI, where “bots compete for your love” 
and intimacy (Harari 2017; cf. Põder and Romeike 2025).

The charge of deception and manipulation would also be rendered moot by the 
emergence of “strong AI” (artificial general intelligence). This would then consti-
tute a new technological alterity with mental capabilities that cannot be character-
ized by terms such as simulation. Indeed, some researchers see generative AI as the 
first “sparks” of the emergence of strong AI (Bubeck et al. 2023). However, most 
researchers reject such assumptions, pointing out that generative AI (whether in 
principle or in its current state) is nothing more than an illusion of empathy, even if 
it can be experienced as more empathic than humans (Chomsky et al. 2023; Howe 
et al. 2023).

An interesting perspective on the charge of deception is offered by the relational 
approach in AI ethics (Coeckelbergh 2010; Gunkel 2012). This approach considers 
how social robots are actually experienced in different and changing relationships. 
This relational and phenomenological “bottom-up” approach (see Sect. 2 above) 
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takes seriously the lived experience of our interaction with social AI-based robots. 
They are not categorized a priori as deception or illusion, even though this might 
seem obvious in an objective, theoretical view of their capabilities. From this per-
spective, generative AI would mean the social “emergence” of a new kind of inter-
active reality in healthcare, transcending our traditional views of humans and 
machine.

3.2	� Trustworthiness of Generative AI in Medicine

In addition to transforming the social structure of healthcare, another major chal-
lenge for generative AI systems in clinical practice is their trustworthiness. This can 
be defined as “the ability to meet stakeholder expectations in a verifiable way” (ISO/
IEC TR 24028:2020; cf. Mentzas et al. 2024). Trustworthiness of AI can involve a 
wide range of characteristics related to factual accuracy and robustness, hallucina-
tions (by the AI) and privacy, discriminatory bias and fairness, responsibility and 
accountability, safety and security, and transparency and human oversight (cf. NIST 
Artificial Intelligence Risk Management Framework 2023, pp. 12–18).

These concerns and the notion of trustworthiness go beyond the inherent quality 
or attributes of AI (such as being technically robust and designed to “embed” ethical 
and legal principles) to encompass a broader “ecosystem of trust,” including “all 
processes and actors that are part of the system’s lifecycle” (cf. Ethics Guidelines 
for Trustworthy AI 2019, p. 38; on “ecosystem of trust,” see White Paper on Artificial 
Intelligence 2020). Trustworthy AI is also the explicit goal of the EU AI Act 
(European Parliament and Council 2024), which itself aims to serve as an important 
pillar of trustworthy AI. Accordingly, attempts to measure trustworthiness face the 
challenge of developing holistic, complex, and context-sensitive metrics that incor-
porate epistemic, ethical, and social dimensions (Mattioli et al. 2023).

In light of the ethical theories and principles discussed earlier (see Sect. 2), trust-
worthiness in AI should ensure that generative AI systems maximize well-being 
(utilitarianism), do not violate human dignity (Kantian deontology), and embody 
the “virtue of trustworthiness” while promoting the virtues of human stakeholders 
(virtue ethics). Similarly, trustworthy AI should, through its various attributes, 
uphold (at least pro tanto) the five ethical principles proposed by Floridi et al.: it 
should facilitate empowerment (autonomy), avoid harm (nonmaleficence), contrib-
ute to well-being (beneficence), prevent bias (justice), and ensure transparency. In 
the following, we will touch, pars pro toto, on two key issues related to trustworthy 
AI: “hallucinations” and factual correctness, and the importance of transparency 
(drawing partly on Põder and Romeike 2025).

In the context of generative AI systems, AI hallucinations—output that is nonfac-
tual but appears authentic—pose a significant risk to the integrity of medical infor-
mation. These hallucinations can arise from knowledge gaps, incorrect associations 
of (synthetic) data, or intentional data poisoning (Gadiko 2024; Bubeck et al. 2023; 
Chen and Esmaeilzadeh 2024; Athaluri et al. 2023). Generative AI hallucinations 
become particularly dangerous and even life-threatening when they influence 
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medical decision-making, for example by producing misleading diagnostic reports 
in radiology, fabricated predictions in medical summaries, or incorrect advice in 
AI-based mental health consultations (Spallek et  al. 2023; Javaid et  al. 2023). 
Hallucinations typically involve completely fabricated content, often containing 
false or misleading information or references to non-existent sources (Shen et al. 
2023; Liu et al. 2023). Detecting these hallucinations can be challenging as they are 
often interwoven with accurate information and synthesize data from multimodal 
sources.

Strategies to improve factual accuracy and avoid hallucinations (as well as 
related issues such as misinformation and bias) can be multifaceted. An impor-
tant risk-mitigation strategy is to improve the quality of generative AI outputs 
through technological solutions, such as the integration of search engines or 
downstream secondary systems (Weßels 2023; Liu et  al. 2023). Particularly 
important in this context are retrieval-assisted generation (RAG) and knowledge 
graphs, which enhance the generation process by integrating additional (struc-
tured and unstructured) knowledge repositories (Lobentanzer et  al. 2023; 
Fuellen et al. 2024).

The quality of outputs can also be improved by enhancing policies and proce-
dures for data collection, training, and validation. This includes preventing the col-
lection of data from untrustworthy sources and investing in data standardization and 
validation to improve overall quality (Chen and Esmaeilzadeh 2024). Additionally, 
the risks of hallucinations and bias could be mitigated through human oversight by 
ensuring that AI-generated outputs are reviewed by healthcare professionals before 
being used in clinical workflows (the human-in-the-loop principle). However, one 
might ask whether the practical implementation of human oversight will not become 
increasingly complicated as the capabilities of generative AI improve, while their 
interpretability and transparency become more problematic.

The second aspect of trustworthy AI that we want to address here is therefore the 
issue of transparency. Transparency is essential not only to enable responsibility in 
relation to AI, but also to the ethical principles of autonomy, nonmaleficence, benef-
icence, and justice (see Sect. 2 above). For example, how can we sustain autono-
mous decision-making in healthcare if the recommendations of AI-based systems 
remain obscure and difficult to interpret? And how can we be sure that such out-
comes will not cause harm or put patients at risk? These concerns have elevated 
transparency to a prominent issue in AI ethics, and the need for transparency is also 
underlined by legislation, such as the EU AI Act.

In explainable AI (XAI) research, various XAI methods are used to make the 
functioning and results of complex AI models transparent and understandable 
(Schaaf et al. 2021). New XAI methods such as AtMan (Deb et al. 2023) or the 
ChatGPT Code Interpreter (Kitamura et al. 2023) are promising solutions that offer 
more transparency and can help to minimize hallucinations and discriminatory 
biases. However, explainability is not only about decoding algorithms, but also 
about providing a socially understandable explanation of why generative AI has 
produced a particular result (Ethics Guidelines for Trustworthy AI 2019). It is there-
fore important to conduct research not only on technical explainability, but also on 
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practical “co-constructive explanations” that involve users in the explanation pro-
cess (Finke et al. 2022).

However, considering transparency as a ethical principle means that even this 
principle is subject to balancing and possible trade-offs in specific situations. 
The EU Ethics Guidelines for Trustworthy AI mention the possible trade-offs 
between “enhancing a system’s explainability” or “increasing its accuracy” 
(Ethics Guidelines for Trustworthy AI 2019, p. 18). If there were clinical evi-
dence that improved versions of generative AI significantly outperform human 
expertise, this would be a strong argument for preferring generative AI in cer-
tain clinical workflows, even if it involves “black-box algorithms” (and relies on 
other “reliability indicators” of an AI system, cf. Durán and Jongsma 2021). 
While transparency is an important ethical principle, compromises with trans-
parency for the sake of effectiveness and efficiency may be ethically justified 
(with recourse to the principles of nonmaleficence and beneficence) (Põder and 
Romeike 2025).

4	� Ethics of Using Generative AI in Research: From Giant 
Leaps Forward to Loss of Control

The ongoing wave of development and application of generative artificial intelli-
gence—which many would describe as having barely started (e.g., Suleyman and 
Bhaskar 2023)—is likely to bring about considerable changes to various sections of 
society. Research and technology development are areas where changes are expected 
to be vast and profound. The European Commission comments that “Research is 
one of the sectors that could be most significantly disrupted by generative AI” 
(European Commission 2024, p.  3). Also UNESCO raises concerns (UNESCO 
2023, 2024). In this section (which draws on Helgesson 2024), we will briefly con-
sider expected benefits of this new development, before considering potential ethi-
cal issues. Finally, we will get quite specific regarding use of large language models 
in the production of text for scientific publications.

4.1	� A Giant Wave of Generative AI to Revolutionize 
Medical Research?

Giant leaps forward are expected in data analysis thanks to generative AI, to the 
extent that some believe that much research will transform into something essen-
tially different (Suleyman and Bhaskar 2023; Resnik and Hosseini 2024). Indeed, 
new methods and knowledge attainment are involved, including the move from tra-
ditional biostatistics to machine learning. The work of generative AI has been 
described by Magnus Boman as “inductively jumping to conclusions through clever 
guesswork and then over time learning how to automatically correct for error” 
(Boman 2022, p. 1; for an elaboration of the differences between statistical infer-
ence and machine learning, see Eloranta and Boman 2022).
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In medicine, AI-based image analysis, for instance for detection of cancer 
tumors, was early considered a low-hanging fruit, setting off a large number of stud-
ies (for an overview of uses, see Musalamadugu and Kannan 2023). Such use 
involved the hope that AI in the near future will take over at least part of the analytic 
workload in oncological imaging and with increasing precision. AI is, in fact, useful 
in a wide variety of medical scans, opening up for related research (Topol 2019). 
Considerable changes in healthcare are also expected in pathology, also here with 
predictions of increased efficiency and precision (Dembrower et al. 2020). Many 
different modalities are suitable for AI processing, such as images, text, audio, and 
various measurement output, opening up for advanced multimodal fusion models. 
Precision medicine is mentioned as one area where medical research will take 
advantage of generative AI (Acs et al. 2020). Bioinformatics, computational sys-
tems biology, DNA sequencing, drug development (for instance by help of AI soft-
ware predicting protein structures), genetic engineering, and gene therapy research 
are others (Topol 2019; Amedior 2022; Boman 2022; Maqsood et al. 2024; Resnik 
and Hosseini 2024; The Economist 2024; Vilhekar and Rawekar 2024). There is no 
reason to believe there is an end to the list of potentially useful applications.

It has been suggested that AI tools will accelerate the discovery rate in many 
fields by increasing efficiency, streamlining workflows in research projects, and 
enhancing data analysis (Suleyman and Bhaskar 2023; Topol 2019). However, at 
this point in time, many medical researchers with an interest in applying AI in their 
work are still in the learning process of understanding how AI can best be put to use. 
Some AI experts offer them help in crossing the bridge between statistical inference 
and machine learning by explaining the differences from a methodological stand-
point (Eloranta and Boman 2022). But a migration of researchers from technologi-
cal to medical departments are probably also needed to adequately integrate 
programming skills and knowledge of how generative AI can be put to use with 
understanding of the areas to be explored (Boman 2022).

While the expectations on generative artificial intelligence in medical research 
are high, it also involves potential risks of various kinds. Some of these risks are 
general, while others concern specific matters. In what follows, we will take a closer 
look at these in turn.

4.2	� General Risks with Use of Generative AI in Research

Some general ethical issues relating to use of generative AI in research are equally 
relevant to uses outside research, hence they have been brought up earlier in this 
chapter. They will be mentioned here nevertheless.

It has often been pointed out, and exemplified, that generative AI may produce 
biased research output (Amedior 2022; Boman 2022; Topol 2019; Resnik and 
Hosseini 2024). Such output may in turn maintain and increase inequalities in soci-
ety. The scientific community must be aware of this risk, consider the data the AI is 
trained on, and monitor AI-generated results in order to expose such failures and 
stop them from impacting society.
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Lack of transparency is another issue repeatedly pointed out in the context of use 
of AI in research. It relates to risk of bias in the sense that lack of transparency may 
obscure the source of bias. Two aspects of transparency are particularly worth men-
tioning. The first one concerns data used for learning. Is it transparent wherefrom 
data used for training the AI have been obtained, and if this use is legitimate and 
legal? The second aspect concerns the previously mentioned black box problem 
pertaining to use of algorithms—the path from data input to output is hidden so that 
it cannot be traced or understood how the outcome is generated (Castelvecchi 2016; 
Knight 2017; Maqsood et al. 2024). This lack of transparency has implications for 
both trust and responsibility (Amedior 2022). A proposed solution to these prob-
lems is so-called explainable AI, where some kind of view into the black box is 
attained; others question whether explainable AI is achievable (de Bruijn et  al. 
2022). Some point out that even if achievable at some level, there is no guarantee 
that it will be explainable, and understandable, to all relevant audiences, such as 
politicians and the general public (Resnik and Hosseini 2024).

Another general potential problem with generative AI, mentioned above but also 
relevant to research, is that it sometimes generates false data, sometimes called hal-
lucinated data. One example of hallucinated data is the inclusion of references that 
as a matter of fact do not exist to research papers (Alkaissi and McFarlane 2023). 
Such errors contribute to contamination of the scientific record, alongside publica-
tions containing fabricated or falsified results. Yet another potential problem is that 
generative AI may facilitate scientific misconduct (e.g., see Haider et  al. 2024): 
misconduct may be easier and faster to carry out, and it may also be easier to cover 
up. It has been suggested that generative AI may facilitate an increase in output 
from so-called paper mills: “These operations, which mass-produce dubious or even 
fabricated research papers, undermine the very foundation of the scientific commu-
nity” (ACS Publications 2023). However, perhaps AI may also be useful in detect-
ing research fraud (cf. Bucci 2018).

4.3	� Risks Related to Handling of Sensitive Personal Data

Research involving generative AI will in many cases, at some point, use huge data 
sets. In medical research, this will commonly involve sensitive personal information 
on health. The issue is not new—“big data” has been discussed for quite some years 
(see, e.g., Mittelstadt and Floridi 2016), but it is certainly highly relevant in the 
context of using generative AI for research. When adequate basic routines and reli-
able technical solutions are in place, the greatest risk factor is not so much the 
amount of data handled, we suggest, as the potential differences in experiences and 
attitudes among the people collaborating in AI-driven medical research and how 
this may affect their actions. While medical researchers tend to be well trained in 
observing requirements regarding the handling of sensitive personal information, 
such as patient health data, this experience may not be shared by programmers, 
engineers, and management of IT companies. Professions with the main focus on 
technical invention and application may tend to prioritize expedience over data 
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security, unless instructed to do otherwise. To be on the safe side, medical research-
ers need to make sure sufficiently secure procedures for data handling are in place 
in such collaborations.

An important question to ask in relation to research using large amounts of sensi-
tive data is: Where do data fed into the AI end up? Data leakage from large language 
models (Heikkilä 2023) has made some universities restrict what software to use 
when handling sensitive information, so the problem is not merely hypothetical. 
When generative AI is created within the research project, researchers must make 
sure that risks of data leakage are minimized. In collaborations with partners who 
provide a ready AI solution to be used, there is a risk that all data fed into the AI will 
automatically transfer to that company. In the worst-case scenario, business partners 
have a hidden agenda to commercialize data sets of patient information. Even with-
out hidden agendas, data leakage can still be a problem.

As mentioned above, it is important what data are used in the training of the 
AI. If training data contain sensitive personal information, it may be questionable to 
use it without external approval from an ethical review board. Use of personal infor-
mation may also require informed consent procedures, and there may be additional 
legal restrictions based on GDPR for research in Europe.

Re-identification is a general potential problem when handling extensive per-
sonal information and may be relevant also in the research context—with sufficient 
information, data will narrow down possibilities and may identify specific individu-
als, as might be the case, for instance, for persons with rare diseases living in small 
communities. Since AI-driven research tends to involve large amounts of data, this 
risk is arguably even larger in that case; furthermore, artificial intelligence may be 
used for re-identification purposes.

4.4	� Risks of Losing Control of Research to AI

A more widespread and intense use of AI in medical research may not only lead to 
an increasing production of fraudulent and erratic research, but also to an accelerat-
ing output of research primarily aiming at adding publications rather than exploring 
interesting and important questions. Generative AI may facilitate the passing off of 
ill-conceived research as good research. AI may also be a potent tool in the hands of 
those willing to mass-produce research. Hence, there is a foreseeable risk that aca-
demic journals and research archives “get flooded by AI-supported drivel that, on 
the surface, will appear serious, well-considered, and relevant” (Helgesson 2024, 
p. 52). Not least, using AI as a shortcut to filling the CV with publications may add 
to sloppiness and recklessness (Resnik and Hosseini 2024). Although this is cer-
tainly not an unavoidable effect of increased use of AI in academia, the pressure to 
publish, and the intense competition faced in many research fields, increases the risk 
that some researchers will use AI as a means to take shortcuts without paying much 
attention to the effect on research quality or relevance.

Another potential risk with letting AI play a central role in research, in particular 
if it remains largely non-transparent, is that researchers over time lose control over 
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the research process, all the way from choosing what questions to ask to packaging 
research outcome in publications. How likely such a development is, is hard to say, 
but it is worth noting that fully automated laboratories, steered by AI, where no 
human being would need to enter for research purposes, are seriously considered, 
and there exists early stage examples (see, e.g., Callaway 2024). The issue of losing 
control to generative AI relates to previous points about competition and living with 
the pressure to publish to remain in the game. The other main factor is lack of trans-
parency. If researchers step by step decrease their intellectual involvement and 
transfer important research decisions to generative AI, either because they prefer 
results to personal engagement or because they perceive that the AI is more on top 
of research development than they are, this may over time have consequences for 
human capacity for critical thinking and exploring, at least in the research context. 
It would also be unacceptable from a societal perspective to invest heavily in 
research without having any capacity for critical evaluation.

4.5	� Responsibilities in Developing Generative AI

Since generative AI, as so many other inventions, may be used for both good and 
bad (so-called dual use) we need a discussion about how developers and researchers 
should think and act in the light of risk of causing serious harm (Suleyman and 
Bhaskar 2023). One question to raise is whether those involved in AI development, 
like AI companies, programmers, engineers, and researchers using AI, should con-
sider ethical restrictions as to what AI projects to engage in? Even if there are no 
clear categories of development projects that never ought to be engaged in—other 
than those initiated for purposes that are in themselves known to be unethical—
should there be any sort of restriction on development, even moratoria? For instance, 
the rapid development of large language systems takes place with very limited 
understanding of potential societal consequences, while many people in the tech 
industry and elsewhere believe the impact will be tremendous. Ethicists and other 
critical thinkers risk lagging far behind. Mustafa Suleyman, co-founder of AI com-
panies, hints at the difficulties in even trying to have some kind of overview 
(Suleyman and Bhaskar 2023, p. 36): “As the power of our tools grows exponen-
tially and as access to them rapidly increases, so do the potential harms, an unfold-
ing labyrinth of consequences that no one can fully predict or forestall.”

4.6	� Scientific Text and Large Language Models: Proper Uses 
and Misconduct

The conditions for both education and research have changed considerably since the 
launch of ChatGPT by Open AI in November 2022. As already noted, ChatGPT is 
one of several large language models trained with vast amounts of text. At its inter-
face it is a chatbot, but far more advanced than anything you meet in, for instance, 
digital customer services. As anyone knows who has used them, large language 

J.-C. Põder and G. Helgesson



155

models generate well-written and well-structured text on a limitless set of topics in 
mere seconds, and in a wide variety of styles—all that is required from the user is to 
provide some free-text instructions. Large language models can be used for such 
diverse things as computer programming and writing academic papers, business 
proposals, and movie scripts. While outcomes at times are in part incorrect, the 
overall outcome is nevertheless no less than impressive (Hosseini et al. 2024).

In addition to the many potential upsides of using large language models relating 
to speeding up work, summarizing vast material, and so forth, they can also be used 
in misleading ways. At worst they facilitate research misconduct. Plagiarism is one 
potential ethical issue that has been identified in relation to use of AI in text produc-
tion (e.g., Zulhusni 2023). Two matters can be distinguished: (1) Are large language 
models themselves ever (or always) guilty of plagiarism? (2) Are students and 
researchers using AI for text production thereby plagiarizing? To provide answers, 
we first need to remind ourselves what is meant by “plagiarism.” A standard defini-
tion is presented in the European Code of Conduct for Research Integrity (ALLEA 
2023, p.  10): “Plagiarism is using other people’s work and ideas without giving 
proper credit to the original source.” An alternative way of defining plagiarism is 
found in Helgesson and Eriksson (2015), where plagiarism is said to concern using 
someone else’s intellectual product (ideas, results, images, or text) in a way that 
implies that it is one’s own.

Let us first consider large language models—do they plagiarize when they pro-
duce text? The short answer is: no. To understand why, it should be noted that pla-
giarism is context-dependent (Helgesson et  al. 2025). For instance, you do not 
plagiarize if you copy passages from a poem, book, or research article into your own 
personal notes if you do so without adding citation marks and references to the 
source. This is so because when you take notes this way, you are not misleading 
anyone. There are no established expectations whatsoever (at least not with any 
moral bite) on the order and structure of people’s private notes. Text generated by 
large language models should be considered in the same way, as long as they are 
kept private. For a text using sources without giving proper credit to be an instance 
of plagiarism, the text must be used in a way that makes it misleading. The concept 
of plagiarism applies first when the text is used in certain contexts, with certain 
established expectations, for instance turned in as a student essay or submitted as an 
academic paper to a journal (Helgesson et al. 2025). This is when readers are misled 
if the author fails to provide proper credit to used sources. On the other hand, what-
ever the large language model writes in response to our queries, no one using it 
believes that the generative AI itself performed research or dove into deep creative 
thought to come up with it (understood as something other than cooking up text, 
based on algorithms, using other sources). When it comes to providing credit to 
used sources, present AIs tend to fail, but they do not fail in the sense of misplacing 
credit to themselves—when they fail, they fail to place credit at all.

Let it be concluded that it doesn’t make sense to claim that large language mod-
els plagiarize. But what about students and researchers—do they plagiarize when 
they use generative AI in their academic writing? It depends on how it is used. First, 
to use generative AI for translation, text editing, and language improvement is 
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unproblematic. Getting the idioms and phrases right and using more adequate terms 
does not involve plagiarism since standard phrases and expressions are not anyone’s 
in particular. However, for transparency, one should inform readers that generative 
AI is used for text editing whenever that is the case (AJE 2023; Hosseini et al. 2023).

Second, if a large language model is instead used to cook up a paper mimicking 
proper new research, and that paper is submitted to a journal, that would be a clear 
instance of fabrication. This is so because the content is in fact made up instead of 
constituting proper research. If presented results, instead of being cooked up, are 
collected from work of others, without informing readers about the sources and, 
hence, that what is presented in the present paper is not original research, then these 
other sources are plagiarized.

A third potential use of generative AI in text production would be to let the AI 
write first versions of research papers, provided that this would be possible, based 
on instructions for how to generate background sections, input from researchers 
regarding applied methods, data produced in the projects, and so forth. Without 
knowing exactly what large language models are or will be able to do, it is difficult 
to say whether such use of AI would be of much help to researchers, but if it were, 
would it be fine or would it be wrong? Leaving the writing of the first version to a 
generative AI would, at present, involve the risk that it would use provided data 
selectively or modify it in ways that would render the manuscript misleading—
seemingly a typical instance of falsification: research is done (in contrast to fabrica-
tion, when data is made up), but data or results are modified in ways that make the 
outcome misleading. However, it is arguably not a typical case of falsification since 
standard definitions of falsification include the intention to be misleading, while 
generative AI cannot be attributed any intentions—researchers may, of course, use 
AI without paying much attention to the correctness of outcomes. To avoid mislead-
ing content in the paper, researchers need to make sure the manuscript says pre-
cisely what it is intended to say; in other words, that it contains all required 
information, including adequate descriptions of background, methods, and presen-
tations of results. For transparency, it should also be explained in the methods sec-
tion how generative AI was used. Journals may not approve of this use of generative 
AI, but there does not seem to be any good reason why it should not be accepted, if 
the outcome is non-deceptive and transparent.

To avoid plagiarism, references are required when ideas and results obtained 
from elsewhere are included in the research paper, or student essay. So far, referenc-
ing has been a weak point for large language models, a problem that might pass. 
Fake references are sometimes included. In principle, plagiarism can be avoided by 
combining the work of the AI with traditional work with references. That is, if the 
generative AI does not provide proper references, the researchers will have to make 
that happen. In practice, it may not be at all realistic for researchers to identify 
sources used by an AI freely roaming the Internet for information. However, if its 
searches are restricted to a predefined set of literature, it may be feasible. For 
instance, researchers may first instruct the generative AI to write the background 
text for a manuscript based on information in a pre-specified list of research articles, 
and then go through that list of articles in order to identify what references need to 

J.-C. Põder and G. Helgesson



157

be provided. Another option would be to identify a set of relevant references regard-
less of where the generative AI found the information. Using large language models 
this way would reduce the work spent on writing, but would require the ordinary 
amount of work to make the paper adequately referenced.

Reuse of images and graphs, on the “initiative” of generative AI, without provi-
sion of source might also occur—unless sources were provided in the manuscript, 
this would be plagiarism. If used without clearance from the journals from which 
they were taken, this would also constitute copyright infringement.

5	� Conclusion and Perspective

In this chapter, we have provided a comprehensive introduction to the ethical aspects 
of generative AI in medicine, exploring its implications for both clinical practice 
and medical research. Generative AI has immense potential in virtually all areas of 
medicine, but it also poses significant risks that require careful analysis and mitiga-
tion. While emerging regulatory frameworks, such as the EU AI Act, are essential, 
they remain insufficient without accompanying ethical efforts to evaluate generative 
AI applications in healthcare. As Floridi et al. rightly point out, there is a difference 
between merely “playing by the rules” (legal compliance) and “playing well” (so 
that we can win) (Floridi et  al. 2018, p. 694). To responsibly navigate the high-
stakes landscape of generative AI in medicine, we need to foster a culture of ethical 
reflection that goes beyond legal compliance.

The ambiguity of promises and fear is a challenging feature of our technological 
culture and time, especially in medicine. It also challenges ethics to find new and 
creative ways of ethical reflection and evaluation. In this chapter, we argued that it 
is beneficial to situate emerging generative AI applications within a discursive and 
participatory framework of wide reflective equilibrium that allows for a more holis-
tic reflection on the ethical risks and benefits. In its pluralistic and pragmatic setup, 
it facilitates a productive interplay of ethical theories, principles, and particular 
moral judgments, and takes seriously the interdisciplinary and participatory nature 
of AI ethics.

In our chapter, we highlighted a number of issues that require careful ethical 
consideration: generative AI means the emergence of new and potentially beneficial 
forms of human-machine interaction and capabilities, but also new risks such as AI 
hallucinations. A similar ambiguity concerns the ethical aspects of using generative 
AI in medical research, which can mean the hope of giant leaps forward, but also the 
loss of control.

In ethically navigating the ambiguous situation of promises and potential harms 
associated with generative AI medicine, we should not expect ethical principles or 
theories to always provide simple or unambiguous answers. However, critical ethi-
cal reflection on generative AI in medicine helps us to “play well”—or at least 
“better”—so that generative AI systems in medicine can truly benefit individuals 
and society. Ethical theories and principles within the wide reflective equilibrium 
are not meant to end the discussion with a simple reference to one viewpoint or 
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another. Rather, they should help us to facilitate a nuanced ethical discussion about 
the risks and benefits of generative AI in medicine, and to find ways to operational-
ize ethics for clinical and research practice.
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13Addressing the Paradox of Using AI 
in Ethics and Compliance Through 
a Checklist-Based Solution
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and Albert Weichselbraun 

Abstract

In this chapter, we address the paradox of using AI in corporate ethics and com-
pliance (E&C): while AI effectively enhances E&C functions, it simultaneously 
introduces ethical risks.

We analyze the ethical implications of AI in E&C across five key areas: auton-
omy, fairness and nondiscrimination, transparency and explainability, security, 
and well-being. Our analysis reveals how AI systems used for monitoring, pre-
diction, and decision-making can potentially infringe upon employee rights of 
self-determination, introduce biases, lack an understandable explanation of their 
operations, compromise personal, informational, and AI system security, and 
negatively impact workplace well-being.

To address these challenges, we provide E&C practitioners with a practical 
checklist for ethically assessing AI systems before implementation. This tool 
enables organizations to leverage AI’s benefits in E&C while mitigating its ethi-
cal risks, ultimately helping to resolve the paradox of using AI to reduce organi-
zational ethical risks while potentially creating new ones.
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1	� Introduction

Corporate ethics and compliance (E&C) aims to prevent, detect, and address illegal 
and unethical behavior in an organization. Nowadays its main challenges are two: 
first, on its compliance side, abiding by the rising number of national and interna-
tional laws, corporate internal regulations, and sectorial and professional norms; 
second, on its ethics side, meeting the increasing ethical demands of the organiza-
tion’s stakeholders and the society. In facing these two challenges, E&C can make 
use of a valuable ally: artificial intelligence (AI). AI can efficiently predict, identify, 
and monitor E&C issues (Bandari 2019; Soltes 2021), as well as automatize some 
routine E&C tasks (Bandari 2019) and offer tailored E&C training to employees 
(Soltes 2021; Stidsen and Jessen 2023). Yet an E&C officer cannot adopt AI acriti-
cally as its use raises E&C issues that need to be addressed by the E&C department 
itself. Indeed, AI in corporate E&C can in principle leverage all the available corpo-
rate data, including sensitive data, and make use of them to predict high-risk indi-
viduals. Also, AI can constantly surveil an employee’s work in its tiniest details and 
intrude on their private lives. Therefore, the use of AI in E&C results in a paradox: 
E&C aims to reduce the E&C risk of its organizations and, to do that efficiently, it 
employs tools—AI systems—that may increase an organization’s E&C risk.

Moreover, in some cases, E&C officers’ decisions significantly impact the decision-
subjects, who are usually the organization’s employees, such as terminating their con-
tracts or referring them for criminal investigation. If E&C officers make such 
high-stake decisions with the support of an AI system, it is expected that the latter is 
not biased, nor that it misleads the decision-makers, i.e., the E&C officers.

The presence of high-stake decisions in corporate E&C and AI’s potential of 
increasing E&C risks call for an examination of the ethical issues of the use of AI 
E&C. However, to our knowledge, neither management nor corporate social respon-
sibility (CSR) scholars have examined them with a complete ethical discussion. 
Also, except for the negative effects of unemployment that AI will bring about 
(Brynjolfsson and McAfee 2014; Daugherty and Wilson 2018; Raisch and 
Krakowski 2021), the impact of using AI in E&C on employees has been neglected.

The aims of this chapter are two: first, we identify and analyze the ethical issues 
of AI systems used in E&C for a company’s employees. Second, on the basis of the 
ethical analysis, we provide a checklist that helps E&C officers to ethically assess 
the AI systems they use. Such a list is the starting point for addressing the paradox 
of using AI in E&C since, by identifying the ethical risks of AI systems in E&C, it 
enables the E&C officers to limit the ethical risks that AI systems arise.

Our chapter gives E&C practitioners a comprehensive outlook of the ethical risks 
that the adoption of AI in a company’s E&C entails for its employees. In this way, it 
contributes to rendering E&C practitioners more proficient in understanding and 
pointing out the ethically relevant aspects of the AI systems they use.

In this contribution, we introduce the tasks and ways in which AI supports E&C 
and the benefits it brings to E&C (Sect. 2). Then, we identify the ethical issues that 
using AI in this corporate function entails (Sect. 3). Finally, we outline a checklist 
for the ethical assessment of AI systems used in E&C (Sect. 4) and provide our 
concluding remarks (Sect. 5).
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2	� Where and How AI Supports Corporate E&C

E&C is a corporate function that pertains to adherence to the laws, standards, and 
regulations of a company (COSO 2013), which set the underpinnings of legal, 
acceptable, and desired business behavior (Benedek 2012).

The functions of E&C can be mainly divided into prevention and detection activ-
ities. Prevention activities concern regulations (e.g., codes of conduct, industry stan-
dards), employees’ training, and due diligence. Detection activities comprise 
monitoring processes and individuals, investigating alleged cases of illegal and 
unethical conduct, and reporting the ascertained cases (Soltes 2021).

The E&C division assesses and mitigates a company’s compliance risk. The lat-
ter comprises a company’s vulnerabilities and negative consequences when its 
employees, suppliers, or other agents connected to it fail to align with the legal and 
ethical regulations of the company. The violation of the legal and ethical regulations 
may result in sanctions, fines, and court proceedings (Basel Committee on Banking 
Supervision 2005). Also, it may impact the company’s reputation, with repercus-
sions on its stock value, as well as its perception by employees and customers. The 
ethical risk of a company is part of compliance risk and consists in the negative 
consequences that the company may incur due to its unethical practices, beliefs, 
culture, and behaviors of its employees.

Nowadays, corporate E&C employs AI in both its prevention and detection activ-
ities to reduce compliance and ethical risks. To understand how AI supports E&C, 
we need to look at what AI is essentially. AI is the ability of machines to accomplish 
tasks that usually require human intelligence. We embrace the definition of AI out-
lined by the High-Level Expert Group (HLEG) (2019), which describes AI as 
encompassing both software and hardware systems designed by humans to achieve 
specific objectives in either physical or digital realms. These systems engage in 
various activities such as perceiving the environment through data collection, inter-
preting information, reasoning, processing data, and devising optimal strategies to 
achieve predefined goals.

AI encompasses a range of techniques, with machine learning (ML) and deep 
learning being the most widespread. ML involves a collection of methods rooted in 
classical mathematical algorithms, enabling machines to learn, adapt, predict, and 
make decisions based on input data (Samoili et al. 2020; Dietterich 2003). Deep 
learning, a subset of ML, utilizes neural networks with multiple layers to discern 
intricate patterns (Chollet 2018).

ML and deep learning techniques find application in diverse areas within corpo-
rate E&C. In prevention activities, they are employed in predictive analytics to fore-
cast future events based on historical and present data, aiding in risk assessment and 
decision-making. In this context, AI is used, for instance, to predict the individuals 
who are most likely to commit wrongdoings such as accepting bribes. Additionally, 
AI can contribute in two ways to employee training and briefing. First, it can facili-
tate the creation of training programs that are engaging, thanks to gamification strat-
egies, and tailored to the employees’ role, office location, and needs. Second, AI is 
used to develop virtual assistants and chatbots that provide employees with support 
on compliance issues in real time.
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In terms of detection activities, AI systems are employed to analyze extensive 
historical data to uncover patterns indicative of noncompliance. They perform tasks 
such as recognition, data categorizing, and event detection, which involves identify-
ing anomalies or irregularities within datasets. For instance, AI is extensively used 
by E&C departments in detecting fraudulent transactions (Bandari 2019; Soltes 
2021; Stidsen and Jessen 2023). To detect noncompliant behavior in communica-
tion channels, the AI technology that is widely used is natural language processing 
(NLP), which aims at understanding and manipulating human language. To ensure 
adherence to safety regulations in corporate environments, computer vision—the AI 
technology that identifies, understands, and classifies images—is employed. Also, 
AI-powered virtual assistance facilitates whistleblowing mechanisms through anon-
ymous reporting channels (Brand 2020). Reported cases can then be analyzed by AI 
to identify recurring patterns of wrongdoings (Meng 2023). Furthermore, AI 
enhances E&C efforts by optimizing processes and automating audits and compli-
ance checks, such as analyzing regulatory texts (Jaggi 2022). Finally, AI helps mon-
itor the implementation of E&C programs and makes them more efficient 
(Soltes 2021).

Overall, AI in corporate E&C enhances risk assessment accuracy, program effi-
ciency, decision-making quality, and task automation.

3	� Ethical Risks of Using AI in E&C

The AI systems employed in E&C require an ethical assessment for two reasons. 
First, an organization’s E&C office makes several high-stake decisions; when such 
decisions are made with the help of AI, then the latter influences high-stake spheres 
of human action demanding specific ethical requirements. AI in corporate E&C can 
affect people’s access to economic opportunities and resources, such as when an 
employee is fired or fined, as well as freedom and participation in social life, as 
when an employee is investigated and suspended. Second, the use of AI in E&C 
tasks, as well as in the rest of the organization, is an E&C issue, and accordingly has 
to be scrutinized by E&C officers. To do that, they need to understand the ethical 
pitfalls of the technologies they integrate and be knowledgeable about the technical 
facets that hold ethical significance.

Our discussion of the ethical risks of the AI systems utilized in corporate 
E&C aids E&C professionals in becoming more aware of the ethical risks of the 
AI they employ and more proficient in identifying the ethically relevant aspects 
of the AI systems. Such a discussion is the theoretical basis for conducting the 
ethical assessment of the AI systems by means of the checklist we provide in 
section 4.

Our analysis focuses on the ethical issues that arise in the context of E&C and 
affect a company’s employees. We organize the ethical issues of AI in corporate 
E&C in five ethical clusters, which are autonomy, fairness and nondiscrimination, 
explainability and transparency, security, and well-being. These ethical clusters are 
grounded on four fundamental ethical principles: autonomy, justice, explainability, 
and nonmaleficence.
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We identify the normative elements (e.g., moral values, principles, rights) that AI 
may negatively affect (e.g., it violates them) in corporate E&C on the basis of the 
normative elements contained in the checklists of the most prevalent ethical frame-
works of information and emerging technologies (Brey 2012; Wright 2011; Stahl 
et al. 2010), together with the normative elements defended by the HLEG (2019) 
and in the OECD AI Principles to promote innovative and trustworthy AI (OECD 
2024). Furthermore, we adopt Nissenbaum’s theory of privacy (Nissenbaum 
2004)—contextual integrity—to analyze the ethical risks deriving from the data 
used by AI in E&C. Contextual integrity states that in each social domain, there are 
specific norms that regulate expectations, roles, practices, and actions. Accordingly, 
a piece of information that is appropriate to reveal in one sphere is not necessarily 
appropriate in another (Nissenbaum 2004).

3.1	� Autonomy

3.1.1	� Theory
Autonomy embodies individuals’ capacity to freely make decisions and take actions 
for which they give reasons (Frankfurt 1971; Anscombe 1957; Davidson 1963; Mele 
2003). As autonomy empowers individuals to shape their lives based on their own 
plans, values, and commitments, it underpins various rights of self-determination 
(Dworkin 2017; Eidelson 2013). The most relevant for our analysis are: information 
self-determination, the right to avoid manipulation, the right to freedom of expression 
and association, the right to privacy, and the right to be an exception to predictions.

Information self-determination is the right to decide on one’s collection, storage, 
use, and transfer of personal data (Christen et al. 2019). The right to avoid manipu-
lation entails safeguarding individuals against techniques that exploit subconscious 
processes or manipulate information presentation (High-Level Expert Group on AI 
2019) in order to enable them to make fully informed decisions. The right to free-
dom of expression and association grants that individuals express their opinions and 
interact with each other. The right to privacy is individuals’ control over the collec-
tion, storage, and sharing of their personal data (Christen et al. 2019). Finally, as 
individuals are authors of their lives through their choices (Basu 2019), they possess 
the right to be an exception to predictions based solely on statistical evidence. 
Statistical evidence assumes, for instance, that since an individual belongs to a 
socio-demographic group, they will behave like most people in that group, or since 
the individual made certain choices in the past, they will make similar choices in the 
future. The right to be an exception to predictions states that a decision-maker tak-
ing a decision based on AI output should acknowledge that the decision-subject is 
not only determined by their membership to a group or past behavior (Viganò 2023) 
and thus can defy the odds computed by the AI system.

3.1.2	� Application to AI in E&C
In the use of AI in E&C, the primary ethical concern regarding autonomy revolves 
around the potential for individuals to be misled when making decisions based on 
feedback from AI systems. AI can manipulate behavior and influence 
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decision-making by framing information in specific ways or omitting crucial details. 
In particular, the risks of manipulation by AI in E&C are in AI-powered chatbots 
and virtual assistants interacting with employees. Such systems are susceptible to 
manipulating human behavior by virtue of their interactive nature and purpose of 
providing information. A high risk of manipulation also arises from AI systems 
predicting individuals who are more likely to commit illegal and/or unethical 
actions. By signaling certain employees to the E&C officer, these systems risk that 
the latter develops a negative opinion of these employees and is more biased in 
assessing their behavior.

Predictive AI systems in corporate E&C may further erode individual autonomy 
when the E&C officer makes a decision on an employee (e.g., monitoring them 
more than other ones) only based on the AI systems output. In this case, the E&C 
officer neglects the employee’s unique characteristics and treats them solely based 
on past data and group associations (statistical evidence). This disregard for an indi-
vidual’s uniqueness and self-determination undermines their right to be an excep-
tion to predictions.

Moreover, all AI systems used to monitor employees’ work can lead to pervasive 
surveillance, infringing upon employees’ privacy rights and inducing a chilling 
effect on their behaviors. AI in E&C infringes the right to privacy when personal 
data are transferred without the owner’s consent from a private realm to a public 
one, or to different social spheres within the same realm. It is important to note that 
agreeing to share personal information in one context, such as health or family mat-
ters, does not imply consent for its use in other contexts like business. Therefore, 
data collected for one purpose in an organization cannot be repurposed for others 
without explicit consent from relevant individuals. Furthermore, when AI systems 
employ anonymized data, privacy is still at risk, as individuals could be reidentified 
(see also Sect. 3.4 on security). The chilling effect consists in people’s alteration of 
their spontaneous behavior due to their feeling of being surveilled (Büchi et  al. 
2022). The employee monitoring may thus violate freedom of expression and asso-
ciation via the chilling effect.

Finally, even when employees consent to the collection, storage, and usage of 
their data, the complexity of consent agreements often undermines their ability to 
fully grasp the implications, thus failing to adequately support their information 
self-determination. Connected to the latter risk, AI systems whose working and 
results are difficult to understand and interpret hinder the autonomy of the decision-
makers using such AI systems as decision aids. This is because individuals can 
make autonomous choices only if fully informed about the choices, but if they do 
not comprehend an AI system’s workings and outputs, they cannot be said to make 
informed—and thus autonomous—decisions.

3.2	� Fairness and Nondiscrimination

3.2.1	� Theory
Several definitions of fairness have been provided in philosophy and within the fair 
ML community (Binns 2018). In general, fairness can be understood as a normative 
principle advocating for the equal treatment of individuals and/or groups of 
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individuals. The assessment of equal treatment varies depending on the metrics and 
types of equal treatment considered (Sen 1979).

Discrimination involves the differential and disadvantageous treatment of an 
individual based on a perceived or actual characteristic (Lippert-Rasmussen 2014). 
While not inherently morally wrong, discrimination becomes problematic when it 
stems from an individual’s affiliation with a socially salient group (e.g., Muslims, 
women) (Lippert-Rasmussen 2014).

The principle of justice grounds fairness and nondiscrimination. Justice revolves 
around the equitable treatment of individuals, demanding that similar cases be 
treated alike. Issues of justice derive from contexts in which individuals assert 
claims (e.g., freedom, opportunities, resources) that may conflict, and justice 
requirements determine each individual’s rightful entitlements (Miller 2023).

3.2.2	� Application to AI in E&C
The use of AI systems in corporate E&C can lead to discrimination against indi-
viduals when biases against certain socially salient groups are present. These biases 
can originate from data, AI design choices, and the AI model.

Firstly, if the data with which the system is trained mis- or underrepresent certain 
socially salient groups, the AI system is biased (Orwat 2020). Additionally, AI 
designers may choose AI models (e.g., pre-trained language models) and/or features 
that are biased toward certain groups, as a consequence of consciously or uncon-
sciously incorporating their beliefs and values into the design process (Joh 2017). 
Identifying biased data is not an easy process as it is obfuscated by the difficulty in 
accessing and understanding information about data collection, processing, and 
training and by the intellectual property rights of the AI systems, as well as by AI 
systems that have a low explainability level (see Sect. 3.3).

As seen, one goal of the E&C department is detecting irregular activities. In 
cases of severe offenses, the organization may take drastic measures against the 
employee such as demotion, suspension, termination of contract, or the imposition 
of monetary penalties (Benedek 2012; Shoislomova 2022; Okolie and Udom 2019). 
If such decisions are taken with the help of an AI system classifying the employees 
and predicting their behavior, then the AI system should be devoid of biases; other-
wise, the decision taken with its help is an instance of morally wrong discrimina-
tion—a differential and disadvantageous treatment of individuals due to their 
affiliation with certain groups.

3.3	� Transparency and Explainability

3.3.1	� Theory
In general, transparency refers to the quality of being easily seen through (Merriam-
Webster 2023). Transparency in AI may refer to its explainability or transparency of 
data (Angelov et  al. 2021; Doran et  al. 2017; Miller 2019; Nauta et  al. 2023). 
Explainability of AI is the capacity of an AI system to provide a clear and under-
standable explanation in human language of its working, output, and input (Floridi 
and Cowls 2022). A good level of explainability in an AI system plays a vital role in 
enabling users to grasp the reasoning behind decisions and actions driven by 
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AI. This in turn fosters humans’ trust in the AI system and facilitates the identifica-
tion of the entities responsible for the output of the system.

Data transparency requires that the information about data collection, process-
ing, storage, and usage is easily accessible and understandable to the data-sub-
jects, as well as any information addressed to the public (European Parliament 
and Council 2016, referral 58). Data transparency implies that people must also 
know the systems that monitor them, the data quality of such systems, and their 
accuracy.

3.3.2	� Application to AI in E&C
The AI systems that have a high level of explainability are those in which explain-
ability is built-in, such as symbolic AI, and those that are compatible with explain-
able AI (XAI) techniques, namely they can be explained by other models, and 
whose data were collected and labeled by humans. From the perspective of 
explainability, these systems create significantly lower ethical risk: they enable 
the attribution of responsibility for the AI system’s outcomes, are usually per-
ceived as trustworthy or more trustworthy than less explainable AI systems, and 
allow the decision-maker using them as decision-aid to make fully informed 
decisions.

AI systems that are compatible with explainable AI techniques but use data 
that were collected and/or labeled by machines are less explainable than the AI 
systems with high explainability but still humans can partly understand their 
working, thus they have a medium level of explainability. Unsupervised ML 
with feature engineering (features that are designed or trained by humans) and 
supervised ML without feature engineering usually have a medium level of 
explainability.

The least explainable AI systems are those that exclude human involvement in 
data collection, data labeling, and model design, and that have no built-in explain-
ability, nor are they compatible with XAI techniques. Deep learning systems with-
out feature engineering and lacking support for XAI techniques are an instance of 
AI systems with low explainability.

AI systems with limited explainability pose challenges for E&C professionals in 
detecting inaccuracies, errors, and biases inherent in the systems. This lack of trans-
parency can lead to responsibility gaps: ascertaining the responsible entities in the 
decision-making process of AI systems becomes difficult.

Furthermore, decisions supported by AI with low explainability are challenging 
to justify, as E&C professionals lack insight into how and why the AI system arrived 
at specific outputs. This lack of understanding hampers not only the autonomy of 
decision-makers tasked with employing AI in corporate E&C, but also the auton-
omy of the decision-subjects. Indeed, when automated decisions cannot be eluci-
dated to decision-subjects, the latter are unable to discern which actions led to the 
decisional outcomes. Consequently, in cases where individuals face disadvanta-
geous decisions, such as receiving disciplinary measures, they are unable to adjust 
their behavior accordingly.
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3.4	� Security

3.4.1	� Theory
Security pertains to the condition of an entity, often deemed valuable, which is safe-
guarded from harm or peril (van de Poel 2020). We refer to security as protection 
against both intentional and unintentional or accidental harm. Therefore, we con-
sider both a cybersecurity attack (intentional danger) to employees’ personal data 
and non-authorized access to employees’ data due to an employee’s mistake (unin-
tentional harm) as threats to data security.

Security can refer to a person, an organization, and also a computer system, as 
well as information (data). AI in corporate E&C can threaten three types of security: 
personal, informational, and AI system security, which are grounded on the princi-
ple of nonmaleficence requiring not to harm individuals.

Personal security is the protection of people from harm. Informational security is 
the protection of information, and it is based on three principles: confidentiality, 
requiring that only authorized people access information; integrity, preventing that 
information is modified; and availability, which avoids non-access if required 
(ISACA 2016). The information used by AI in E&C—and that needs to be pro-
tected—comes from two different spheres: the personal and nonpersonal sphere. 
The personal sphere contains data linked to identifiable or identified individuals 
(European Parliament and Council 2016) and spans various social domains (e.g., 
health, business, family), each governed by specific norms (Nissenbaum 2004). 
Personal data range from the most public social sphere (e.g., LinkedIn postings) to 
the most private (e.g., personal conversations with one’s romantic partner), with 
varying degrees of sharing preferences among individuals and cultures. Nonpersonal 
data, such as organizational financial records, lack ties to specific individuals. Work-
related information may be personal (private or public) or nonpersonal, depending 
on its content.

The security of an AI system refers to its ability to resist exploitation by mali-
cious actors such as hackers. In the event of an attack, the data and system behavior 
can undergo alterations, which may result in the system making erroneous deci-
sions, which in turn may harm the decision-subjects. To guarantee AI system and 
data security, the system must be technically robust. Technical robustness, which is 
the property of an AI system of reducing risks and mitigating unintentional and 
unforeseen harm, as well as avoiding unacceptable harm (High-Level Expert Group 
on AI 2019), includes protection against malicious attacks on the system.

3.4.2	� Application to AI in E&C
The social domains to which personal data belong were once distinct but have 
become interconnected due to the massive use of Big Data and AI’s capacity to 
interlink datasets. The result is that AI systems connecting datasets may infringe 
one’s privacy when they connect information disclosed in one domain (e.g., an 
employee’s voice recording for their family) to another one in which one did not 
authorize the disclosure (e.g., the employee’s work department).
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Every AI system used in corporate E&C and engaged in the collection, storage, 
and utilization of both personal and nonpersonal data faces the ethical challenge of 
ensuring informational security, while also grappling with the broader issue of AI 
system security. Breaches in informational security, especially when personal data 
are involved, not only jeopardize data integrity but also encroach upon personal 
security. Also, when personal information is at stake, threats to data security directly 
infringe upon privacy rights, encompassing scenarios where data transitions among 
social domains or from the private to the public spheres. At first glance, it seems that 
only AI systems working with data connected to an identified or identifiable person 
entail a risk for people’s privacy. Yet even when the link between a person and their 
data is removed by means of anonymization, pseudonymization, and aggregation 
techniques, reidentification remains possible under certain conditions, by means of 
reverse engineering (Farzanehfar et al. 2021; Yoshiura 2019).

Disruptions in the behavior of AI systems and data due to malicious attacks also 
could inflict harm on individuals by way of system shutdowns or erroneous outputs. 
Thus, from a security standpoint, any implementation of AI systems in corporate 
E&C necessitates a dual evaluation: assessing the adequacy of the AI system’s data 
security measures in processing and storing data; and scrutinizing the AI system’s 
technical robustness.

3.5	� Well-Being

3.5.1	� Theory
There exists no unified consensus on the definition of well-being beyond the 
acknowledgment of its multidimensional nature, encompassing emotions, cogni-
tion, behavior, and relationships (Jarden and Roache 2023). According to the 
WHO’s definition, well-being “encompasses quality of life and the ability of people 
and societies to contribute to the world with a sense of meaning and purpose” 
(WHO n.d.).

Well-being, is maily based on the principle of nonmaleficence: when individuals 
are harmed, their well-being is reduced.

3.5.2	� Application
AI applications utilized for employee monitoring can be invasive or perceived as 
such, with negative consequences on the employees’ well-being. Indeed, continu-
ous surveillance by AI can lead to heightened stress among employees, deteriora-
tion of social relationships in the workplace, decreased comfort in their work 
environment, and a decline in job quality, which may ultimately result in employee 
layoffs (Hanley and Hubbard 2020).

Furthermore, AI’s failure to adhere to normative standards regarding autonomy, 
fairness and nondiscrimination, and security can also have adverse effects on the 
well-being of employees. As a first example, requiring an employee to provide some 
of their personal data—e.g., business email exchanges—because a biased AI system 
in use signaled the employee as prone to insider trading is a form of discrimination 
that has repercussions on their well-being, as the individual may be stressed, 
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ashamed, and disappointed. As a second example, instances of data leaks, tamper-
ing, or unauthorized access have adverse impacts on one’s well-being, such as 
heightened stress and strained social relationships within affected circles.

4	� Checklist

After discussing the ethical risks that AI brings about in E&C, we provide a check-
list that enables E&C practitioners to ethically assess the AI systems they intend to 
adopt. This checklist refers to one specific stage of the AI lifecycle, its use, and a 
specific context of use, corporate E&C, and focuses on the main stakeholders of 
E&C, the company’s employees. The checklist is divided into five groups, corre-
sponding to the clusters of our ethical analysis. Autonomy, fairness and nondis-
crimination, explainability and transparency, security, and well-being are thus the 
ethical pillars of the checklist.

The E&C practitioners should go through the list, answering all questions. Each 
positive answer (Yes) is an ethical issue that they should address.

Ethical pillar
Normative element 
involved

Questions to identify the ethical risks of the AI 
system that is (or going to be) used in E&C

Autonomy Right not to be 
manipulated

Does the AI system provide misleading results?
Are users interacting with the AI system (E&C 
officers and employees) uninformed that they are 
interacting with a machine and not a human?
Can the AI system limit users’ autonomy?

Right to be an 
exception to 
predictions

Is the decision-maker (the E&C officer) making a 
decision that will affect employees solely based on 
the AI system’s results?

Right to 
informational 
self-determination

Is the informed consent given to employees for the 
collection, storage, and usage of their data by the AI 
system unclear and/or difficult to understand?
Is the working and output of the AI system unclear 
and/or difficult to understand for the decision-makers 
using it and/or the decision-subjects?

Right to freedom 
of expression and 
association

Is the AI system monitoring employees beyond the 
necessary requirements of E&C?
Does the AI system monitor employees without 
justified reasons?

Right to privacy Does the AI system intrude into employees’ private 
lives without necessity?
Are some employees’ personal data accessed without 
their consent?
Are some employees’ personal data transferred into a 
social domain that is different from the one for which 
they gave consent?
Are there no measures in place for safeguarding 
employees’ personal data (their privacy)?
Are there no measures in place for safeguarding 
employees’ anonymized, pseudonymized, and 
aggregated data?
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Ethical pillar
Normative element 
involved

Questions to identify the ethical risks of the AI 
system that is (or going to be) used in E&C

Fairness and 
nondiscrimination

Principle of justice Do the data the AI system used as input and training 
and the test data lack a check for biases?
Do the outputs of the AI system’s decision lack a 
check for biases?
Does the AI system lack checks for biases in its 
design and working (for instance, no fairness metrics 
were applied to it)?
Do the data come from an unreliable source?

Transparency and explainability Are the working, output, and input of the AI system 
difficult to explain in clear and plain language and or 
is it impossible to explain them by means of 
explainable AI techniques (e.g., LIME)?
Are there no measures to assess the training and 
testing data of the AI system?
Are the limitations and biases of the AI system 
unclear and/or difficult to understand?
Is there no clear and understandable justification of 
the AI system’s results?
Is it impossible to access the sources of the data?
Are the responsibilities of the users interacting with 
the AI system stated in an unclear way?
Are there no procedures in place that enable 
attribution of responsibility?

Security Nonmaleficence 
principle

Is the AI system technically unrobust (namely, 
doesn’t it adhere to technical robustness standards)?
Did the AI system get no tests for security 
vulnerabilities?
Are there no measures and procedures in place to 
check for data quality and integrity?
Are there no measures and procedures in place in 
case of data breaches?
Can the AI system harm individuals in case of 
malicious attacks?
Are there no measures and procedures in place in 
case the AI system malfunctions?

Well-being Nonmaleficence 
principle

Does the monitoring of employees harm them (e.g., 
are they stressed or inhibited in their spontaneous 
behavior)?
Are there no measures in place in case of harm 
caused by the AI system’s biased output?
Does the infringement of any other normative 
principles in the checklist harm the employees (e.g., 
they are ashamed and/or stressed as a consequence of 
a breach into their personal data)?
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5	� Conclusion

In this chapter, we showed that while AI systems predict, identify, and monitor E&C 
issues, as well as enhance risk assessment accuracy, program efficiency, and deci-
sion-making quality, they also present ethical risks that need careful examination. 
Indeed, when employing AI, E&C officers face the paradox of using tools to miti-
gate E&C risks that are sources of ethical risks.

By identifying and analyzing the ethical issues associated with the use of AI in 
E&C, we provided E&C practitioners with a comprehensive understanding of the 
ethical risks involved. Our analysis highlighted five clusters of ethical issues per-
taining to AI in corporate E&C: autonomy, fairness and nondiscrimination, trans-
parency and explainability, security, and well-being. Autonomy concerns revolve 
around the potential for AI to manipulate behavior and decision-making processes, 
leading to infringements on individuals’ privacy, and treating them as fully predict-
able beings. Fairness and nondiscrimination issues arise from biases present in AI 
design choices, models, and data, potentially resulting in differential disadvanta-
geous treatment of individuals based on socially salient characteristics. Transparency 
and explainability are essential for fostering trust in AI systems and ensuring 
accountability in decision-making processes. Security considerations encompass 
personal, informational, and AI system security. Finally, the well-being of individu-
als may be compromised by invasive AI monitoring, discriminatory practices, and 
breaches of autonomy and security.

Grounding on that ethical analysis, we offered a practical checklist for ethically 
assessing AI systems, empowering E&C officers to make informed decisions about 
the technologies they adopt. Provided with the ethical analysis and checklist, E&C 
professionals are equipped to address the paradox of using AI in E&C. By promot-
ing E&C officers’ ethical awareness and providing them with a tool for the ethical 
assessment of AI, we contributed to making the adoption of AI in E&C aligned with 
the ethical principles of autonomy, nonmaleficence, justice, and 
explainability.FundingThis work was supported by the KBA-NotaSys Integrity 
Fund (grant number: 2020_20).
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14Balancing Ethical Innovation: The Role 
of Synthetic Data in Financial Regulation

Matteo Micol

Abstract

Financial regulators depend on increasingly granular data to identify market vul-
nerabilities and inform policy decisions. However, persistent data gaps in critical 
areas of the financial system, such as non-bank financial intermediation (NBFI), 
hinder comprehensive risk assessments. Synthetic data, generated using artificial 
intelligence (AI), offers a promising solution to address these gaps and enhance 
regulatory development and oversight. Yet this approach raises ethical and prac-
tical concerns, including questions of regulatory legitimacy, transparency, pri-
vacy, and sustainability. This study examines whether the advantages of synthetic 
data in financial regulation outweigh its challenges, providing an initial assess-
ment of its feasibility and broader implications.

1	� Data Dependency in Financial Regulation

For the first one, it was steam power. For the second, electricity. For the third, the 
modern computer and the Internet. For the ongoing one, it must be artificial intelli-
gence (AI). Every industrial revolution has its own driving innovation, namely its 
emblem, building on the previous ones. In turn, each emblem is powered and sus-
tained by an underlying enabler. For the first two revolutions, this enabler was fossil 
fuel: the extraction and refining of coal, and later oil, allowed steam technology to 
be employed at scale, and electricity to power mass production, lighting, and com-
munication. In the third industrial age, semiconductors emerged as its primary 
enabler, with chip development driving the evolution of computing. Today, in what 
is commonly referred to as the fourth industrial revolution, AI systems are 
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contingent on vast amounts of data to function, reinforcing the popular adage 
according to which data is ‘the new oil’ (Atkinson and Moschella 2024). In order 
for AI to mimic human intelligence and perform complex tasks, machine learning 
(ML) algorithms are typically embedded. These algorithms are programmed to pro-
cess large sets of data to ‘train’ models capable of making decisions or predictions 
on new inputs. The more data the algorithms are exposed to, the more accurate the 
ML model becomes. Consequently, without a steady flow of high-quality data, AI’s 
overall functionality would be severely restricted, similarly to how previous indus-
trial revolutions depended on specific enablers to fuel their development.

Virtually no sector of society is immune to the transformative power of AI and, 
therefore, to the conversion of all its aspects into digital data (‘datafication’). The 
financial industry began adopting proto-AI technologies as early as the 1980s, such 
as non-ML (‘expert’) systems for trading, like PROTRADER, or the US Treasury 
FinCEN Artificial Intelligence System to detect money laundering (Buchanan 
2019). However, limited computing power and the scarcity of electronic data 
delayed the widespread integration of AI in finance until the early 2010s. Since 
then, the datafication of nearly every aspect of financial activity—from transactions 
and market dynamics to customer behavior and regulatory frameworks—
has reshaped how financial institutions operate, manage risk, and deliver services. 
Notable AI/ML applications currently include predictive analytics, transforming 
data into strategic insights; automated trading, which leverages those insights for 
instant decision-making and execution; chatbots and robo-advisors, offering a per-
sonalized experience to investors; and ‘regtech’ solutions, streamlining back-office 
functions such as compliance and reporting (Aldasoro et al. 2024). To keep pace 
with these advancements and the surge in regulatory ‘big data’ (Wibisono et  al. 
2019), financial authorities are increasingly adopting supervisory technology (‘supt-
ech’) solutions to strengthen data management and analytics, including the use of 
AI-enhanced tools (Prenio 2024; Di Castri et  al. 2023). This approach, in turn, 
improves the quality of statistical data available to financial regulators, enabling 
deeper insights into emerging risks and supporting more targeted policies and regu-
lation. The long-standing reliance on data in the financial sector has thus become 
more critical than ever, underpinning the interplay between innovation (which 
responds to existing regulations and creates new risks), supervision (which adapts 
to innovation and regulations), and financial regulation (which reacts to both inno-
vation and emerging risks).

Starting in 1964, the Bank for International Settlements (BIS) introduced loca-
tional banking statistics (LBS) to monitor the growth of the booming Eurodollar 
market. By 1977, LBS were expanded to include consolidated statistics (CBS), 
allowing better tracking of international banking activities, particularly in develop-
ing countries and offshore hubs (BIS 2019). At that time, financial regulations were 
typically only ‘rule-based,’ characterized by detailed, prescriptive rules that left lit-
tle discretion to financial firms (Gray and Hamilton 2006). Beginning in the 1980s, 
market pressures and ideological shifts led to a progressive relaxation and repeal of 
several regulations in key financial markets, notably in the US, Japan, the UK, and 
much of continental Europe (Drach and Cassis 2021; Majone 1990). This wave of 
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‘deregulation’ introduced a new regulatory philosophy that balanced minimal gov-
ernment intervention with targeted oversight. It combined principles-based regula-
tion, which granted firms the flexibility to meet broad principles and outcomes over 
rigid rules, with a risk-based approach that directed regulators to prioritize the most 
vulnerable areas of the financial system (Black 2011; Hutter 2005). Institutionalized 
by the 1988 Basel Accord (Basel I), this approach highlighted the need for more 
detailed and timely data to assess risks, driving demand for advanced banking sta-
tistics. The Mexican financial crisis in the 1990s underscored the value of standard-
ized data in detecting early signals of instability, prompting initiatives such as the 
Special Data Dissemination Standard (SDDS), the General Data Dissemination 
System (GDDS), and the Coordinated Portfolio Investment Survey (CPIS), all led 
by the International Monetary Fund (IMF). Similarly, the Asian financial crisis of 
1997–1998 triggered more frequent CBS reporting, with improved coverage of 
banking systems in Hong Kong and Singapore and an expanded country breakdown 
(BIS 2019). In 2005, CBS were upgraded to capture risk reallocations, guarantees, 
and derivatives exposures (BIS 2009). Almost concurrently, the second of the Basel 
Accords (Basel II) moved toward a more principles-based framework, incorporating 
refined risk sensitivity measures while allowing banks greater discretion in report-
ing through internal models. The regulatory architecture created by Basel II revolved 
around three complementary pillars: Pillar I set the minimum capital requirements 
to cover credit, trading, and operational risks; Pillar II provided guidelines for regu-
lators to require additional buffers and oversee banks’ internal risk management 
practices; and Pillar III introduced both qualitative and quantitative disclosure 
requirements, aimed at providing better insights into capital adequacy of banks, 
thereby enhancing transparency and overall market discipline (BIS 2006; Lopez 
2003). Pillar III disclosures marked one of the first systematic efforts to collect eco-
nomic data for banking supervision, setting a growing trend in financial regulation. 
In response to the 2007–2009 global financial crisis, disclosure requirements were 
expanded across most jurisdictions to address data gaps in funding and lending 
within major banking systems. Basel III, released in 2010, introduced new stan-
dards for liquidity coverage, leverage ratios, and a wider range of risk data, includ-
ing non-performing loans and stress test results, all underpinned by a 
‘macroprudential’ overlay (BIS 2018). As a result, macroprudential frameworks for 
banks—designed to address systemic risks in the financial system and to protect the 
whole economy—were developed globally (Lee et al. 2017). More recently, height-
ened awareness of environmental, social, and governance (ESG) factors crucially 
expanded the regulatory data landscape, with a particular focus on climate-related 
risks. At the same time, efforts to establish data-sharing standards and foster inter-
national cooperation are further shaping the evolution of regulatory frameworks.

Through the intensification of data-regulation dynamics, national and suprana-
tional regulatory bodies like the European Central Bank (ECB), along with global 
financial standard-setters such as the BIS, the Financial Stability Board (FSB), and 
International Organization of Securities Commissions (IOSCO) now have access to 
large volumes of regulatory financial data reported by their affiliated jurisdictions. 
Leveraging suptech tools, they analyze these vast datasets to monitor adherence to 
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their frameworks, track systemic risks, and effectively influence major regulatory 
reforms. While most suptech tools are generally kept confidential, the ECB has 
developed and publicized several, such as Athena, a platform that employs natural 
language processing techniques to extract information from bank documents; 
Heimdall, a data analytics solution for processing banks’ ‘fit and proper’ question-
naires; and Gabi, a platform for generating and optimizing big data analytics models 
(McCaul 2024; ECB 2023).

2	� NBFI Gaps

The previous paragraph outlined major international statistical initiatives and regu-
latory frameworks for the banking sector, where standardized reporting of financial 
activities has historically been well-established. In contrast, non-bank financial 
intermediation (NBFI) firms—formerly known as ‘shadow banks’—typically oper-
ate on a cross-border basis and lack uniform data standards, resulting in fragmented 
reporting (where required) and often inconsistent risk assessments. Despite the sec-
tor’s growth to nearly half of global financial assets following the 2007–2009 finan-
cial crisis (Aramonte et  al. 2022), NBFI regulatory frameworks continue to lag 
behind those for traditional banks. According to the FSB, the NBFI sector com-
prises a wide range of entities, the largest subset being ‘other financial intermediar-
ies’ (OFIs), which includes all financial institutions that are not central banks, 
banks, public financial institutions, insurance corporations, pension funds, or finan-
cial auxiliaries. Notable examples of OFIs are investment funds, central counterpar-
ties, broker-dealers, as well as an increasing number of fintechs and big tech 
companies offering financial services. As of 2022, almost half of observable OFIs 
fall under the FSB’s ‘narrow measure of NBFI,’ which focuses on entities involved 
in credit intermediation that may engage in regulatory arbitrage or pose bank-like 
financial stability risks, such as credit hedge funds or securitization vehicles (FSB 
2023b; Ehrentraud et al. 2024). These stability risks primarily involve liquidity risk, 
interconnection risk, and leverage procyclicality. Liquidity risk arises from the mis-
match between liquid liabilities (e.g. fund shares) and the illiquid assets backing 
them (e.g. corporate bonds) potentially leading to investor runs and fire sales to 
meet redemption demands. Interconnection risk refers to the extensive debt-credit 
linkages between non-bank entities and other financial institutions, which can trans-
mit financial stress across sectors and create systemic spillovers. Leverage procycli-
cality occurs when non-banks increase leverage during economic expansions and 
deleverage during downturns, exacerbating market volatility and intensifying down-
ward pressure on asset prices (Pascual et al. 2021; Aldasoro et al. 2020). Importantly, 
leverage may add significant complexity to risk monitoring and management as it 
can take various forms—from direct bank borrowing and margin borrowing through 
prime brokers, to more sophisticated ‘synthetic’ leverage techniques using deriva-
tives (e.g. swaps or options), quasi-derivative instruments (e.g. repurchase agree-
ments), or leverage embedded in securitization structures (FSB 2023a). Collectively, 
these vulnerabilities call for robust policymaking efforts, yet the development of 

M. Micol



183

NBFI macroprudential frameworks has generally fallen short, largely due to signifi-
cant data gaps. In fact, absent comprehensive, institution-specific data on assets, 
liabilities, and exposures, regulators are left with blind spots that obscure the true 
magnitude of systemic risks. As a result, the development of targeted regulations 
tends to be limited to reactive measures, addressing the causes and effects of stress 
events only ex post.

Various strategies have been implemented to bridge NBFI data gaps. These 
efforts can be broadly grouped into four main categories, each representing a dif-
ferent approach to enhance data collection. First, specific regulatory requirements, 
notably mandatory disclosures and reporting, are implemented in several jurisdic-
tions to increase data transparency. For example, recent revisions to the EU 
Directive on Alternative Investment Fund Managers (AIFM) and the Directive on 
Undertakings for Collective Investments in Transferable Securities (UCITS) have 
updated the reporting framework of various types of investment funds, simplifying 
requirements, reducing industry-wide burdens, and facilitating both data delivery 
and analysis, particularly regarding leverage use (EU Commission 2024). The 
Swiss Financial Market Supervisory Authority (FINMA) has implemented parallel 
reporting requirements under the Financial Institutions Act of 2018 (FINMA 
2024). Additionally, for over-the-counter (OTC) financial derivatives—widely 
used by investment funds for both hedging and leverage—the European Market 
Infrastructure Regulation (EMIR) mandates that EU entities report detailed trans-
action data to trade repositories. While partial, these data could have enabled EU 
supervisors to anticipate the collapse of the US hedge fund Archegos in 2021 
(ESMA 2022).

Second, data initiatives have been developed to regularly assess systemic risks in 
NBFI and enhance its oversight. A prominent example is the annual monitoring 
conducted by the FSB which has aggregated multiple data sources since 2011 to 
publish reports on the scale of NBFI activities (FSB 2011). Moreover, in the after-
math of the 2007–2009 financial crisis, the Board in collaboration with the IMF and 
various national regulatory agencies launched the G20 Data Gaps Initiative (DGI). 
The DGI has developed measures to improve quality and comparability of data 
across both banks and non-banks, with the aim to create a more harmonized 
approach to data reporting (FSB 2015). Another example is provided by the Office 
of Financial Research (OFR) of the US Department of the Treasury, which launched 
its Hedge Fund Monitor in the summer of 2024. This open-source tool aggregates 
both private and public hedge fund data from reporting forms submitted to the US 
Securities and Exchange Commission (SEC) and from derivatives reports, such as 
the weekly Commitment of Traders on aggregate holdings in the US futures market.

The third category includes close cooperation and data sharing among authori-
ties to optimize the use of existing regulatory data. Numerous jurisdictions explic-
itly advocate for NBFI data sharing, such as the EU, Luxembourg, and the UK, as 
well as international organizations. Importantly, in 2021, the Bank of England and 
other UK supervisory authorities signed a landmark memorandum of understanding 
with the ECB to formalize their supervisory cooperation, outlining procedures for 
the exchange of financial information across all segments of the financial system 
(ECB 2021).
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The development of advanced technological tools represents a fourth approach 
to addressing NBFI data gaps. For example, the Hong Kong Monetary Authority 
(HKMA) exemplifies the use of data science in financial oversight by integrating 
transaction-level details from trade repositories with granular banking data includ-
ing information on NBFI counterparties. By combining these datasets with textual 
big data and macroeconomic indicators, the HKMA effectively maps NBFI posi-
tions, particularly those of highly leveraged firms. This methodology has strenghted 
its ability to detect systemic vulnerabilities and identify entities requiring enhanced 
supervision (Cheng et  al. 2023). Similar approaches have also been adopted by 
private organizations, such as the International Swaps and Derivatives Association’s 
(ISDA). ISDA’s Digital Regulatory Reporting initiative has led to the development 
of a derivatives reporting data tool that uses a single machine-executable standard 
across global derivatives markets, facilitating seamless data flow between financial 
institutions and supervisory agencies in a multi-jurisdictional context (ISDA 2023).

While all these approaches have led to significant advancements, substantial data 
gaps persist—particularly concerning specific entities such as hedge funds and pro-
prietary trading firms, as well as key metrics like margins and haircuts, leverage, 
and maturity mismatches, which often remain hidden (Claessens 2024; FSB 2023a). 
To enhance NBFI datasets, AI-generated synthetic data can supplement existing 
information. While not a standalone solution, this approach could support stress 
testing and scenario analysis, enabling regulators to better anticipate systemic risk 
events, develop more proactive policies, and expand training data for AI-based supt-
ech tools.

3	� Synthetic Data Promises

Synthetic data is generated using computational techniques that replicate the distri-
butions and relationships of real-world datasets while addressing common chal-
lenges such as privacy risks, biases, and, in the case of NBFI, data scarcity (Jordon 
et al. 2022). Among the main methods for generating synthetic data are statistical 
modeling, rule-based simulations, and ‘deep’ ML techniques, which include gen-
erative adversarial networks (GANs), variational autoencoders (VAEs), and 
transformer-based models. Each method has distinct strengths: statistical approaches 
are effective for simpler data distributions, GANs and VAEs excel at replicating 
complex structured data, and transformers are particularly suited for generating 
time-series and sequential data (Fu et al. 2022). For instance, GANs consist of two 
neural networks—a generator and a discriminator—both trained on real-world 
data and working in tandem. The generator creates synthetic data, while the dis-
criminator evaluates it against the real dataset, forcing the generator to improve its 
output over multiple iterations. Once generated, synthetic data must be validated 
based on three key criteria: privacy, ensuring that no sensitive data can be reverse 
engineered; utility, confirming its suitability for the intended purpose; and fidelity, 
demonstrating its  statistical similarity to the original dataset (Di Girolamo et  al. 
2024). Transformers, on the other hand, leverage ‘attention’ mechanisms to process 
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data, enabling them to learn long-term dependencies and generate realistic, tempo-
rally consistent sequences while incorporating additional variables, such as eco-
nomic indicators, to enhance contextual accuracy—an area where GANs typically 
fall short (Brugiere and Turinici 2024; Vaswani et al. 2017).

A primary application of synthetic data in finance is fraud detection. Since fraud-
ulent transactions are rare, it is challenging to train models that rely on significant 
volumes of real data. Synthetic data can then play a transformative role by supply-
ing large datasets that can enhance ML model training and testing without the risk 
of exposing sensitive information. Similarly, synthetic data can improve credit scor-
ing by generating data for groups that may be underrepresented in traditional data-
sets, such as low-income populations or individuals with limited credit histories. 
This use of synthetic data can reduce bias in credit models, allowing financial insti-
tutions to develop more inclusive scoring systems. Moreover, in environments 
where new financial models or algorithms are being developed, synthetic datasets 
can simulate a variety of market conditions, enabling thorough testing without 
affecting real-world systems (FCA 2024).

In the NBFI sector, synthetic data could provide a practical solution for address-
ing data gaps. By generating synthetic datasets that closely replicate actual NBFI 
dynamics, regulators should be able to conduct more comprehensive risk assess-
ments and enhance supervisory and regulatory frameworks. For instance, synthetic 
data could play a crucial role in stress testing, namely in the evaluation of financial 
entities based on their resilience to adverse market conditions. Augmenting NBFI 
data synthetically would allow regulators to simulate plausible systemic stress sce-
narios, offering insights into potential vulnerabilities without requiring extensive 
real-world data. Additionally, synthetic data have the potential to support regulatory 
monitoring by facilitating cross-institutional data sharing. A notable example is the 
EU Data Hub, which serves as a platform for data exchange between European 
supervisory agencies and financial firms. Its primary purpose is to promote seam-
less collaboration within the financial industry and foster innovation by providing 
firms with data to test new ML solutions. However, to ensure confidentiality, only 
synthetic equivalents of real datasets are shared (Di Girolamo et al. 2024). In this 
way, synthetic data could not only help firms refine their analytical models, but also 
enable supervisors and regulators to identify emerging trends and exert data-driven 
influence on a broader range of financial firms.

While synthetic data offers considerable benefits in augmenting limited datasets, 
it does not fully bridge NBFI data gaps faced by regulators. Its primary limitation 
lies in its dependence on the original dataset: if the original NBFI data underrepre-
sents certain types of transactions or risk behaviors, even high-fidelity synthetic 
data will replicate these imbalances, potentially leading to skewed analyses or pre-
dictions. Moreover, synthetic data may fail to capture unexpected events or sporadic 
anomalies, which are often crucial for risk assessments in financial markets, where 
irregular behaviors can signal emerging risks. Although transformer-based models 
enhance the ability to identify and reproduce complex patterns, including anoma-
lies, their effectiveness depends heavily on the quality and comprehensiveness of 
the training data. If anomalies are poorly represented or absent in the original 
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datasets, even advanced AI models will struggle to replicate them accurately. 
Consequently, for regulatory purposes, synthetic data should be regarded as a com-
plementary tool rather than a substitute for real-world data, with its utility remain-
ing  closely tied to advancements in suptech and other AI-enhanced solutions 
employed by supervisory authorities.

4	� Legitimacy and the ‘Good’ Regulation

The use of synthetic data in financial regulation, even as a supporting tool, presents 
both regulatory and ethical challenges. These challenges include risks inherent to 
generative AI (‘GenAI’), such as data management issues—bias, privacy breaches, 
and intellectual property violations—alongside model-related concerns like inac-
curate outputs, limited explainability, as well as security vulnerabilities (McKinsey 
2024). Among these, limited explainability and the presence of bias emerge also as 
ethical issues with direct implications for the legitimacy of financial regulation.

GenAI models that function as ‘black boxes,’ where their underlying rationale is 
not fully interpretable, fail to uphold the moral duty of transparency in decision-
making (Brand and Nannini 2023). This opacity makes it virtually impossible to 
explain how the model generates its outputs, reducing both its reliability and per-
ceived value, and mirrors how opaque decisions in financial regulation undermine 
confidence in regulatory bodies and erode public trust. Bias in training data—
whether real or synthetic—further exacerbates these challenges, as it can lead to 
discriminatory outcomes that compromise the fairness and impartiality of policies 
derived from AI-driven processes. Such failures not only threaten the credibility of 
the regulatory framework but also risk marginalizing stakeholders, further dimin-
ishing trust in regulatory outcomes. Since regulatory legitimacy in the financial sec-
tor typically derives from consensus among international stakeholders rather than 
direct legal investiture (De Bellis 2018), failures in transparency and fairness—
whether due to obscure models or biased decision-making—could ultimately jeop-
ardize the cooperative frameworks essential for effective global financial regulation, 
leading to instability and fragmentation.

In this context, the principles outlined by the UK Better Regulation Commission 
(now the Better Regulation Executive) in the Legislative and Regulatory Reform 
Act 2006 provide valuable guidance for integrating GenAI and synthetic data into 
financial regulation (BRE 2023). These principles—particularly proportionality, 
accountability, consistency, and transparency—serve as a framework for addressing 
the ethical and regulatory challenges posed by GenAI, helping to ensure that AI 
applications not only meet regulatory effectiveness but also sustain public trust. The 
principle of transparency asserts that both regulated entities and the public should 
understand the rationale behind regulatory activities. Applied to GenAI, this means 
that regulatory agencies and regulators using AI-enhanced tools must be able to jus-
tify their decisions’ rationale. The principle of accountability is equally critical, 
requiring that both regulators and firms take responsibility for the outcomes of deci-
sions made with the assistance of AI, which in turn demands a certain level of 
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interpretability. This responsibility also includes establishing governance structures 
to monitor and, when necessary, review AI-based decisions. The Financial Conduct 
Authority’s (FCA) Principles of Good Regulation, tailored specifically to the finan-
cial sector, add that both efficiency and economy should be balanced against the 
other principles. Synthetic data supports regulatory efficiency and economy by 
reducing dependence on real-world data and lowering associated collection costs 
(FCA 2022). Transparency is further emphasized in the ethical framework for syn-
thetic data use outlined by the UK Statistics Authority (UKSA). Here, transparency 
extends beyond basic disclosure, requiring clear communication to all stakeholders 
of the purpose, benefits, and constraints of synthetic data usage. Promoting the pub-
lic good is a driving principle within this framework, limiting data synthesis to cases 
that clearly serve societal interests. At the same time, a prudential approach is 
advised, to ensure that data security standards are maintained at all times 
(UKSA 2022).

Similar considerations are echoed at the EU level, where increasing regulatory 
transparency is a key goal of the Better Regulation agenda for the coming years (EU 
Commission 2021). Transparency and, by extension, explainability of AI systems is 
not only an ethical imperative (European Parliament 2019) but also a regulatory 
priority under both the Digital Operational Resilience Act (DORA) and the AI Act. 
DORA imposes strict requirements on financial institutions, mandating that they 
demonstrate adequate risk management processes and safeguards against AI sys-
tem failures. To omply with DORA’s resilience and security standards, synthetic 
data applications must undergo rigorous testing and validation to ensure they do not 
introduce vulnerabilities into the financial system (DORA, Article 25). Similarly, 
the AI Act emphasizes transparency by requiring financial institutions deploying 
GenAI or synthetic data to ensure that such tools are transparent, explainable, and 
human-supervised to meet compliance obligations (Walke et al. 2023). In line with 
this approach, the US National Institute of Standards and Technology (NIST), in its 
Artificial Intelligence Risk Framework for GenAI endorses core principles such as 
explainability, fairness, accountability, and the robustness of AI systems (NIST 
2024). Specifically, regarding synthetic data, the framework addresses the risk of 
‘model collapse,’ which can result from an overreliance on synthetic data for train-
ing (Shumailov et al. 2023).

Synthetic data is often marketed as a solution to privacy challenges, as is involves 
the use of artificially generated rather than real, potentially sensitive information. 
However, privacy concerns persist, as synthetic data may still carry re-identification 
risks, particularly when it closely replicates patterns (‘high-fidelity’) from real data-
sets. The higher the  realism,  the greater the likelihood that attackers with partial 
access to other data sources could match synthetic data points to actual information. 
To mitigate this risk, synthetic data can incorporate a form of ‘differential privacy’ 
by injecting calibrated randomness (i.e. noise) into the data, carefully balancing the 
trade-off between privacy and utility of the dataset (Calcraft et al. 2021). In financial 
regulation, where highly sensitive data is routinely processed, privacy breaches can 
result in severe repercussions, including reputational damage and regulatory penal-
ties. Therefore, it is ethically necessary to weigh the generation of synthetic data 
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against potential confidentiality and privacy requirements, while strictly adhering to 
disclosure control regulations to protect data owners. Additionally, when synthetic 
data is shared, materials should be labeled to indicate its level of fidelity, its impact 
to data quality, and the degree of potential disclosure risk (UKSA 2022).

Another emerging concern related to GenAI and synthetic data is sustainability, 
particularly regarding the significant energy demands of large AI models. As finan-
cial regulators increasingly emphasize environmental responsibility, ethical consid-
erations must address energy efficiency along with the broader societal focus on 
environmentally conscious practices.

5	� Conclusion

The role of synthetic data and GenAI in financial regulation highlight the often-
intricate balance between technological advancement, regulatory rigor, and ethical 
principles. While synthetic data can provide valuable insights to regulators and 
stakeholders, it also raise concerns about accuracy, potential bias replication, re-
identification risks, and opacity in its generative processes. These challenges, how-
ever, are not insurmountable. By adhering to high standards of transparency and 
ethical AI, developing robust and explainable models, implementing regulatory 
safeguards, and maintaining a clear focus on the public good—as supporting finan-
cial stability is—synthetic data can play a meaningful role in the future of financial 
regulation.
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15Virtuous Information Technology 
Entrepreneurs

Erich Prem

Abstract

In the past, media portrayed IT entrepreneurs as economic leaders and role mod-
els. Recently, however, controversies over the power of large tech firms, ques-
tionable business ethics and surveillance capitalism have tarnished this image. 
These concerns have sparked a new wave of creators, entrepreneurs and activists 
addressing the ethical challenges of the IT world. This chapter examines indi-
viduals who use IT for social good or to challenge the negative impacts of digi-
tization. It explores their motivations through life-history examples. The article 
concludes by discussing entrepreneurial IT virtues within virtue ethics and 
argues that systematic analyses of virtuous IT exemplars can help promote ethi-
cal practices in IT entrepreneurship.

1	� Introduction

There is today a great deal of scepticism towards the idea that free markets alone or 
even properly regulated liberal markets can drive the economy and society for the 
greater good. This is particularly true for the business world of information technol-
ogy that—while holding many personal and societal promises—is equally regarded 
a playing field of ruthless entrepreneurs who seek to maximize profit in disregard of 
ethical principles such as respect for people’s autonomy or privacy. This poses ques-
tions such as how information technology (IT) entrepreneurs ought to behave and 
what is right and wrong in digital entrepreneurship? Given the huge impact of digi-
tal technologies on all aspects of our lives—from business to personal, from local to 
global—ethical approaches to digital technologies are in high demand. There is no 
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shortage of debates about ethical principles and regulations that information tech-
nology businesses should follow. Driven by developments in artificial intelligence 
(AI), there are hundreds of proposals on how to ensure that information technology 
systems are aligned with human values and not contradictory to ethical standards 
(Prem 2023). Rather than approaching the issue from norms and principles, it is 
worthwhile to take the entrepreneurial perspective. In the following, I will focus on 
the individual driving businesses and other types of organizations with a vision that 
goes beyond mere profit considerations and the potential possible benefits emerging 
from markets alone. This means to study virtue ethics and focus on positive charac-
ter traits of ‘good IT entrepreneurs’. This requires an investigation into individuals 
who are interested in working for a better world using information technology for 
this purpose. In addition, we should turn towards persons who aim at overcoming 
the shortcomings of today’s information technology and its workings, i.e. who have 
an interest in ‘better IT’. Compiling such a sample set of people who qualify as 
exemplars of good IT people or even as role models comes with many challenges 
and is necessarily a personal choice. In this short chapter, I will provide suggestions 
without claiming that these individuals are morally perfect or perhaps even not 
superior. They should, however, exhibit character traits relevant to a study of virtue 
ethics in information technology.

There a massively renewed interest in computer ethics since the advent of gen-
erative AI (Silvia 2023; Cockelbergh 2020) including an interest in virtue ethics 
(Hagendorff 2022; Vallor 2016; Vallor 2017). Interestingly, such virtue ethics has 
been proposed for system designers and computer engineers and for the resulting 
systems, e.g. an AI agent (Farina et al. 2022). Here, we focus on character traits of 
IT system developers and businesspeople with the idea to provide them as character 
role models, or simply, virtues of real-world IT experts. This can only be a starting 
point for closing the existing gap in technology virtue ethics that argues for a stron-
ger role of virtues but does not usually provide many convincing examples and role 
models. However, such models are essential within a virtue ethics approach that 
emphasizes learning, repetition, or habituation and the acquisition of moral IT prac-
tices (Hagendorff 2022, p.14).

What Are Virtues and Why Are They Important?
Virtues relate to character; they characterize the moral worth of persons, not primar-
ily of their actions. Virtues are irreducible to good actions since the motivation for 
acting is essential. Virtues constitute a person’s character and the disposition to 
approach situations with specific attention and a particular mindset. Actions, on the 
other hand, are essential for virtue as virtues are not just abstract, theoretical dispo-
sitions. They require application and demonstration, i.e. action in situations that are 
ethically challenging. The scholar best known today for his work on virtues remains 
Aristotle. He developed his account of virtue in his Nicomachean ethics. It is not 
only a study of what is morally right, but developed from a broader perspective as 
an answer to how we should live a good life. For Aristotle this is not solely a 
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personal question, it concerns a life that is as much social as it is political.1 Virtues 
are by no means an innate concept; they need to be acquired and require practice. 
They can and should be refined over time. Developed virtues as a constitutive com-
ponent of character carry an element of reliability and of predictability regarding 
how a person will act in a situation—or as a minimum which actions are unlikely. 
The brave person will not flee out of fear; the modest person will not act shame-
lessly nor be shy. Although the idea of virtues as the moderate concept between two 
extremes, e.g. courage between rashness and cowardice, works well for some vir-
tues, it is difficult for other Aristotelian virtues, hence I am not pursuing this issue 
any further.

A concept that is important in debates about the modern entrepreneur, however, 
is phronesis. Φρόνησις or prudence, in Latin prudentia, is the ability to act cleverly 
and reasonably. This ability has received a great deal of interest throughout the 
philosophical literature. It owes its prominence to the fact that eminent thinkers 
from Platon to Aristotle, Cicero, Thomas Aquinas and many others praised it as an 
ethical concept of central importance. For Aristotle, prudence is not concerned with 
theoretical deliberation alone, it is an inherently practical concept that concerns 
actions in the real world. It could be termed a meta-ethical concept or the ‘mother 
of all virtues’. Hagendorff (2022, p.9) lists it as a ‘second order’ virtue in the context 
of AI jointly with fortitude. Prudence facilitates deliberation about matters of unsure 
consequences, i.e. those which are typically encountered in ethically challenging 
situations. But rather than abstract deliberation, prudence concerns questions of 
practical thinking and action. In the following, I investigate a group of people who 
practically worked in IT or are using IT with a business or a more societal perspec-
tive. They exhibit character traits that are admirable and worth copying, in other 
words to be acquired and practised. They could become role models at least with 
respect to certain domains or situational settings including for entrepreneurs.

Entrepreneurship has been characterized as ‘the exercise of individual freedom 
with a view to creating value, whether economic or social (or, less commonly, both)’ 
(Dunn 2008). Also, entrepreneurship can be regarded as an activity that turns a pri-
vate idea into a social idea (Dunn 2008). This should justify investigating not only 
profit-driven business entrepreneurs, but also people who created other types of 
organizations, e.g. associations, initiatives or other non-profit organizations aimed 
at societally beneficial objectives. The focus is on individuals who showed initia-
tive, took an opportunity, or became the focus point of a movement and therefore 
exhibited the dynamic, creative and risk-taking characteristics often associated with 
entrepreneurs. We then investigate how these characteristics relate to a virtue per-
spective. Let us first remind ourselves how we ended up in a situation where IT 
entrepreneurs are no longer welcome drivers of economic growth, but also met with 
some scepticism and reservation.

1 Cf. Curzer (2012) for the social Aristotelian virtues.
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1.1	� Fallen Angels

Being an IT entrepreneur used to have a thoroughly positive image. In the later 
1980s and especially from the early 1990s, tech entrepreneurship became a phe-
nomenon of significant economic, political and social relevance (Kollmann et al. 
2022). Driven by the development and the spread of internet technology, being or 
becoming a technology entrepreneur was a promising aspiration for many. Not only 
was this a vision driving career choices of technology students. The promotion of IT 
start-ups and IT entrepreneurships was a no-brainer for politicians worldwide to 
support and develop a thriving economy. Several lines of thinking merged and cre-
ated a strong optimism about this technology that lasts for at least a decade. 
Engineers, businesses, leading thinkers including artists and historians had high 
hopes for a digitally transitioning world that would flourish economically, socially 
and culturally. Culturally, the vision of a free internet that brings everybody together, 
facilitates the exchange of ideas and access to knowledge was a major driver behind 
such optimism. For economists, the digital became a central growth factor that 
promised scale-ups and efficiency gains from production to distribution, from the 
creation of new services to increased speed in business processes. Finally, IT was 
described as a technology facilitating the convergence of previously isolated regimes 
of energy and communication leading to a world of abundance. In the ‘sharecon-
omy’ digital platforms would facilitate an economic shift from scarcity to abun-
dance building on phenomena such as user (or ‘prosumer’) co-creation or the 
transformation of physical products into services (e.g. Rifkin 2011, 2014).

Naturally in such an account, the digital entrepreneur was highly valued as the 
person behind a significant and valuable transformation of the economy and of soci-
ety. It is surprising how this broad appreciation of IT entrepreneurs changed from 
being perceived as digital heroes to almost little devils. A series of critical accounts 
questioned many of the prevailing narratives from the role of digital platforms to the 
Silicon Valley entrepreneur (Daub 2020) and the role of co-creation. Increasingly, 
the information technology sector was criticized for its potential for abuse, surveil-
lance and monopolistic behaviour (Zuboff 2019) that builds on a feudalistic exploi-
tation (Varoufakis 2024). Current critical debates concern the privatization and 
‘theft’ of public goods for harvesting humankind’s knowledge for AI and private 
profit-making (Kivus 2024). The digital entrepreneur became described as ‘destruc-
tive’ (Naudé 2024) following new opportunities for cybercrime and exploitation of 
consumers. In the context of digital platform capitalism some authors now speak of 
a dystopia characterized by unfairness (e.g. unfair competition), suffering and the 
expectation of further harm (Naudé 2024, p.299). Before we surrender ourselves 
completely to this dystopia, we should remember that there are also heroes in IT 
who fight for the good cause.
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2	� IT Role Models

2.1	� Virtue in IT

Providing a list or even examples of heroines and heroes in IT is not as straightfor-
ward as perhaps in other disciplines or business sectors. When I ask my students at 
Vienna University for examples of good IT entrepreneurs, they will sometimes sim-
ply deny the question. Some reluctantly give examples of wealthy IT businessmen 
(indeed mostly men) who donated significant parts of their wealth to charity. 
Generally, they find it difficult to identify virtuous IT business leaders known for 
their work on ‘good IT’. Reasons for this may lie in the fact that IT is a young dis-
cipline and that it is a highly specialized field. IT requires specific formal education 
or technical training so that only few people may know and appreciate the work of 
individual experts, creators or leaders in the field. There are only a few exceptions 
such as Alan Turing or Hedy Lamarr who are known for their technical contribu-
tions despite personal challenges such as being homosexual or simply a woman in a 
predominantly male and heterosexual business or academic environment. However, 
in a situation where there is scepticism of a technology, it is also to be expected that 
there are creators, entrepreneurs and activists who address precisely this issue and 
devote parts of their work to such ethical challenges. In the following, I can only 
sample a small selection of highly motivated individuals who either use IT for social 
good or to fight the abuses and shortcomings of digitization. Clearly, such a list will 
always be debatable and should not be taken as a compilation of morally per-
fect people.

The following examples serve to identify interests and character traits with the 
aim of demonstrating virtues of relevance in the IT domain generally and in IT busi-
ness in particular. In approximate chronological order, the list starts with a historical 
example, a hacker from the early days of computing before turning to one of the first 
IT businesswomen with a mission. We then proceed to a fighter for the commons 
who died young and an advocate for privacy who also worked in large industry 
firms. The set includes two more women, an IT expert with interest in IT for sup-
porting people with special needs and, finally, another ethical hacker.

René Camille: Saving Lives from Surveillance Terrorism
Surprisingly, even computer scientists may not know about the heroic actions of 
René Camille, a civil servant in the Vichy government during World War II. As a 
statistician and expert in early punch card technology, Camille was a promoter of 
the use of early computing devices for statistical and administrative purposes and 
created an early version of a personal identification number as well as various rele-
vant coding schemes.2 The statistical service was soon to be misused to identify 
Jews in preparation of their deportation and assassination in Nazi concentration 
camps. With slow work, targeted obstruction and manipulation of punch cards and 

2 For Camille there is still a lack of scholarly writing. Here I am relying on the Wikipedia article, 
last accessed in July 2024. https://en.wikipedia.org/wiki/Ren%C3%A9_Carmille#References
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machines, René Camille successfully delayed the identification of Jews over the 
course of about 2 years. His sabotaging of punch card machines earned him the 
credit of ‘first ethical hacker’. He was also instrumental in providing fake identities 
from deceased persons for members of the Resistance, German deserters and Jews. 
As a result of his hacking and sabotage, Camille may have saved more than 100,000 
lives.3 Tragically, René Camille was imprisoned in 1944, tortured and died in 
Dachau in 1945.

In terms of virtues, René Camille clearly showed courage and care. There can be 
little doubt that René Camille was aware of the potentially serious consequences of 
his actions and that he consciously risked his life to save others, hence demonstrat-
ing empathy. Also, he must have been one of the first to fully understand the poten-
tial for abusing information technology for political objectives given his statistical 
training and understanding the relationship between statistical categories and the 
power of effective computational systems, hence demonstrating technomoral wis-
dom (Vallor 2016). Consequently, he also exhibited a profound understanding of 
how to counteract such ideas with hacking IT systems and repurposing formal iden-
tities to fight injustice and those in power, demonstrating the virtue of justice.

Dame Stephanie ‘Steve’ Shirley: The IT Woman for IT Women
Born in Germany in 1933, Stephanie Shirley moved to England 1939 where she 
founded her first own company ‘Freelance Programmers’. Aiming at better recogni-
tion in the male dominated early world of business computing, she changed her 
name to Steve Shirley. A decisive feature of her company was to employ predomi-
nantly women—to the extent that at one point only 3 out of 300 employees were 
men. She was an early adopter of flexible work hours in an effort to make it easier 
for the employed mothers to look after their children. Her company eventually grew 
to employ 8500 people and was valued at US$3 billion.4 Shirley sold her successful 
enterprise when her autistic son was born. Due to the co-ownership structure of the 
company, the success of the firm resulted in the creation of millionaires among its 
staff (Beaty 2019). After retiring at an age of 60, she continued her philanthropy 
supporting a broad range of organizations including those helping people with 
autism. She was a frequent speaker and author of books and articles explaining her 
ambitions and motivating others and was awarded multiple honours in recognition 
of her work.

Shirley exhibits a thorough interest for improving the situation of women from 
the very start of her first business. Her interest in supporting women demonstrates 
care, empathy, justice and civility: after all, Shirley makes a common cause. She 
experienced how difficult it was for women to get accepted in a field dominated by 
men to the extent that she changed her name. This experience may have shaped her 
support for women and other people in need early in her career. The further experi-
ence of an autistic son may have intensified this and led to her becoming a 
philanthropist.

3 https://www.modemmischief.com/rene-carmille-show-transcript (Last accessed July 2024).
4 https://www.steveshirley.com/
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Aaron Hill Swartz: Fighting for the Knowledge of Commons
Aaron Hill Swartz (*1986) has been labelled a hero and martyr by internet activists. 
He was 12 years old when he created ‘The Info Network’—a user generated ency-
clopaedia and only 14 when he worked on RSS.5 This shows his genuine interest in 
common data formats which he also developed when working with the World Wide 
Web Consortium. He was an early adopter and promoter of ‘Creative Commons’ 
and the Internet Archive’s Open Library. He created ‘Infogami’ that later was joined 
with the online network ‘Reddit’. In 2008, Swartz published his ‘Guerilla Online 
Access Manifesto’ supporting the Open Access Movement and arguing against the 
privatization of knowledge. He created PACER (Public Access to Court Electronic 
Records System) for downloading millions of legal online texts in an effort to pub-
lish these files for free. The US government met these efforts with resistance but did 
not open legal proceedings. He created ‘watchdog.net’ in 2008 to foster political 
transparency and ‘Demand Progress’ in 2010 as a body for internet activism and to 
lobby against online censorship. In 2011 he was charged with illegally downloading 
millions of online papers from the online archive JSTOR. The court case was still 
ongoing when he killed himself in 2013 at the age of 26.6

The running theme in the life of Aaron Swartz is information freedom, i.e. the 
idea that knowledge should be free for all. As mentioned in the introduction, this 
was an older idea driving much of the early internet enthusiasm but soon to be per-
verted through privatization and commercialization trends especially of large plat-
forms. The work of Swartz can be considered political in several ways, e.g. when he 
published manifestos. His work as an activist or perhaps even as a hacker exhibits 
political ambition, e.g. to what he may have considered liberating knowledge for the 
benefit of everybody. Naturally, there are also significant moral objections to his 
actions arising from his acts being potentially illegal. In terms of virtues, Swartz 
demonstrates courage, civility and magnanimity.

Jon Callas: Privacy for All
Computer security expert Jon Callas studied mathematics, philosophy and literature 
at the University of Maryland. He worked as a software engineer, user experience 
designer and was the CTO and co-founder of the global encrypted communications 
service Silent Circle.7 He worked for major IT companies including Apple, Digital 
Equipment Corporation and PGP and co-created several key internet standards such 
as OpenPGP, Skein, Threefish, or DKIM.  Calls was a co-founder of the PGP 
Corporation specializing in email encryption. He founded Silent Circle in 2012 and 
created the ‘Blackphone’—a software ecosystem and mobile phone focused on 
security aspects. Since 2020 he works for the Electronic Frontier Foundation, an 
NGO that fights for fundamental rights in the Information Age.

5 RSS is a system for web feeds that allows users to aggregate content from selected web sites.
6 https://www.internethalloffame.org/inductee/aaron-swartz/
7 silentcircle.com (Last accessed July 2024).
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In an interview with Jon Callas8 he confirms that he always had an interest in 
protecting people’s privacy, something he calls a ‘predisposition’. Although he was 
clearly driven by the fascination with the opportunities that the internet offered, he 
was also fascinated by the more philosophical aspects of what the rough edges of 
human interaction are. It is also important for him that security and privacy are 
available for everyone without the need for special security experts. To some extent 
this may have been shaped as a child in the 1960s and 1970s and all the political 
debates from civil rights to Vietnam War, Nixon and the Pentagon Papers. When 
asked about how he believes we should live a good digital life, Jon answers with ‘in 
moderation’ and with a sense of ‘knowing yourself’. This points to temperance and 
also to empathy and care. His understanding of the relation of privacy, encryption 
and the need for ease of use also demonstrates technomoral wisdom.

Marita Cheng: IT Support for Those with Special Needs
Born in 1989, Marita Cheng is an Australian technology entrepreneur and an advo-
cate for women in tech. She studied engineering at the University of Melbourne and 
co-founded the non-profit organization Robogals in 2008. The organization targets 
girls at the age from 10 to 14 to inspire, engage and empower young women into 
engineering and related fields. In her first year as a student, she created ‘Nudge’, a 
service to remind patients to take their medication. Among many other activities, in 
2013 Cheng created ‘Autobot’ (or ‘Aubot’) which originally aimed at providing 
low-cost robotic systems now focused on application areas such as telepresence for 
people with disabilities, chronic diseases, or living in isolation. In 2015, Cheng co-
founded ‘Aipoly’, a mobile application for the visually impaired.

There are two topics that stand out in Marita Cheng’s work. The first is using IT 
for social good—clearly an indication of care. This work is focused on helping 
people with various special needs with IT systems. Here, Cheng is also concerned 
about the costs of the systems and has shown an interest in the social dimension of 
information technology solutions, hence there is a clear element of civility. The 
other aspect is her engagement for women in technology with a focus on young 
women and opening career pathways for them—again perhaps best characterized as 
technomoral wisdom or magnanimity depending on how much we focus on the 
engineering aspects.

Katie Moussouris: Hacking the Pentagon
Our last exemplar, Katie Moussouris studied computer science at MIT where she 
also worked as system administrator at the Whitehead Institute of Bioinformatics. 
She became penetration tester in 2002 and started to work for Microsoft in 2007 and 
became Chief Policy Officer at ‘HackerOne’, a company focused on identifying 
security vulnerabilities. In cooperation with the US Department of Defence she 
started the first US bug bounty program that became known as ‘Hacking the 
Pentagon’ which was later followed by ‘Hack the Airforce’. She founded the ‘Pay 
Equity Now Foundation’ to fight the gender pay gap which led to the creation of the 

8 I interviewed Jon Callas online in August 2023.
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‘Lab for Gender and Economic Equity’ at Penn State Law School. In 2016, 
Moussouris founded ‘Luta Security’ as a consulting firm that advises organizations 
and governments such as the US Department of Defensce, Facebook and Zoom in 
hacking and security research.9

The work of Moussouris has been described as ethical hacking, but quite differ-
ent from the dramatic sense in which the term is used for René Camille. Moussouris 
exhibits a drive for secure systems, for improving the security of information tech-
nology infrastructure and protecting agencies as well as firms from potential attacks. 
There is an important element of honesty in the way she approaches hacking and 
more broadly, technomoral wisdom.

2.2	� Motives and Issues

Generally, all potential role models exhibit a decisive ability to take the initiative 
and act. Of course, this is how they were selected to become part of the set here. But 
there is an important parallel to Aristotelian thinking and other philosophers who 
consider (practical) actions key to virtuous characters. It is insufficient to only be 
theoretically or potentially benevolent, it is important that otherwise latent charac-
teristics at least occasionally bear actual consequences in reality. It would be wrong 
on the other hand to conclude virtue just from the nature of an act, which is the 
realm of deontology such as Kantian norms and rules of action. The act is impor-
tant, but in virtue ethics only as a demonstration of the virtuous character because 
the assessment as virtuous concerns the character, not the act.

Acts may be important for the acquisition and practice of a moral ‘skill’, how-
ever. It would suggest itself that our examples became fighters for the good cause 
based on specific events in their life histories. However, at least Jon Callas and 
Adam Swartz argued that they have always had a disposition to act how they did. 
Swartz reports10 ‘I’d always been wanting to get active’. In my interview Callas 
claimed being predisposed that way. On the other hand, Callas also describes him-
self as ‘a child in the 60s and 70s and all of the turmoil, from civil rights to the 
Vietnam War’. Swartz describes books that influenced him including Chomsky’s 
‘Understanding Power’ and his frustration with school and teachers that made him 
question the educational system.

The issues that this selection of activists and entrepreneurs address are key chal-
lenges of today’s IT world: privacy, security, the privatization of and access to 
knowledge, the challenges that women are facing in the male-dominated engineer-
ing world. To some extent the examples also concern the use of IT for the greater 
good such as providing solutions for people with special needs or health applica-
tions. The examples address both the individual and the social sphere. Individually, 
there is concern for people’s privacy (Callas) and security (Moussouris) as well as 
access to knowledge (Swartz). At the societal level, Moussouris, Shirley and Cheng 

9 https://www.sans.org/profiles/katie-moussouris/ (Last accessed July 2024).
10 https://www.youtube.com/watch?v=JUt5gjqNI1w
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fight for improving the situation of women or, in the case of Swartz, for access to 
knowledge for all.

3	� From Virtuous Exemplars to Virtuous Entrepreneurs

3.1	� What Virtues?

The virtues of real-world activists and entrepreneurs are fascinating in their own 
right, not just because ‘virtue ethics is hot’ (Curzer 2012). A possible question to 
ask about our exemplars is whether they exhibit the classical Aristotelean virtues, or 
do we need separate virtues that relate to IT? We find courage, modesty and possibly 
patience. Other Aristotelian virtues, however, are less clearly present such as witti-
ness or ‘proper ambition’. In terms of cardinal virtues (Thomas Aquinas), we find 
that our set includes courage, justice and prudence—perhaps less evidently also 
temperance. The question is not absurd, e.g. Hagendorf (2022) suggests four basic 
virtues of particular relevance in the design of AI systems, namely justice, honesty, 
responsibility and care. It may be easier to categorize our heroes in terms of Vallor’s 
technomoral virtues: self-control, courage, justice, empathy, care or technomoral 
wisdom all come to mind. In any case, clearly listing virtues, assigning them to 
persons is a challenge. Even more so, deciding for a set of possible virtues fit for 
characterizing all people useful for all situations may be even harder.

It goes without saying that our exemplars include controversial character traits—
or at least they have acted in ways that are illegal and may be classified as outrightly 
immoral. The complexity of assessing virtues of people with controversial traits is 
well known. For an IT-related case, Harfield (2021) performs an exercise in assess-
ing the character of Edward Snowden from the perspective of virtue ethics. Against 
the backdrop of Vallor’s ethical framework, Harfield draws a positive conclusion for 
three virtues, namely honesty, courage and justice. These are by no means easy 
assessments as the underlying acts can nearly always be diagnosed as virtuous or 
non-virtuous. For example, when Edward Snowden published secrets to inform the 
world about NSA’s massive surveillance activities, this can be regarded a dishonest 
action to Snowden’s employer, but an honest action vis-à-vis the world. Snowden’s 
can be assessed as courageous given the potential consequences from losing his job 
to imprisonment, but leaving the country could also be seen as an act of cowardice. 
Assessing René Camille’s actions as virtuous (e.g. courageous) on the other hand, 
seems much easier. This may be due to the undisputed vices of the Nazi regime or 
the fact that he saved so many lives.

Perhaps such a complete assessment of virtues from a complete set of virtues is 
not strictly necessary. The examples provided are impressive in their own right. 
They serve to teach virtue regardless of whether all virtues are present in an indi-
vidual and, I suggest, regardless of whether they stem from a unique and complete 
set of virtues. It is more interesting to assess what can be learned from the examples 
and their virtue characterization.
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Whether virtues can provide guidance for action is a contested issue (Annas 
2015). While the ideal of a good character is widely recognized, it may not fol-
low easily how this will help in guiding our actions. Learning about virtues of entre-
preneurs expands our horizon and also concretizes it in a specific situational 
challenge. The value of examples of virtuous characters does not lie in them provid-
ing solutions to existing moral challenges (although this is not excluded). They 
should be taken as showing directions of potential action, of how phronesis or pru-
dence unfolds in practical decision-making and action.

An important advantage of virtues is that they are a person’s own. They are not 
someone else’s virtues nor are they someone else’s rules (Annas 2015, p.7). They 
may have been acquired from the study of either, but in the end, virtues are some-
thing personal—this is what the word ‘character’ implies. The acquisition of virtues 
is therefore a personal endeavour, a mission that is self-controlled. For the entrepre-
neur this appears as the natural way to go about ethical development: not solely 
based on rules or the calculation of consequences, but self-driven improvement for 
human flourishing. This implies that there is a constant urge for continued advance-
ment, an improvement of skilled application and adaptation of virtues.

3.2	� Towards the Virtuous IT Entrepreneur

Similar to adopting virtues in different cultures, e.g. what it means to be brave 
(Annas 2015), we may adopt virtues for special domains including, such as IT sys-
tem design and deployment. Of course, virtue does not depend on the situation as 
(Annas 2015) explains. Courage remains courage regardless of whether a political 
dissident dares to speak up or a mother saves her child from drowning. The interest-
ing aspect is what is similar about these behaviours, how the courageous person 
faces challenges and how they react. Note also that brave persons remain brave in 
nearly all contexts; although there are some exceptions: in everyday situations, it 
may happen that people whose characters we rank highly in one domain, appear less 
virtuous in other contexts. A medical doctor may exhibit all the virtues expected in 
the medical profession: benevolent, helpful, considerate, brave, impartial, etc. 
However, we may not like this person’s tendency to tell indecent jokes nor their way 
of tipping only the minimum amount. This is only acceptable as an exception and 
for issues that are not morally grave, otherwise the person loses their virtue.

Computer ethics is hugely challenging because IT is everywhere and decisions 
about IT systems may concern every aspect of human life and activity, from medi-
cine to transportation, from shopping to production, from dating to daily news. Note 
how ethics has specialized over the past few decades into domain ethics such as 
media ethics, animal ethics, medical ethics, environmental ethics, etc. This develop-
ment can be explained with the huge ethical challenges that pose complicated ques-
tions and choices. Domain ethics is often oriented at principles and rules, but 
occasionally also consequentialist. Both deontology and consequentialism face 
serious difficulties in situations where technologies are new and we do not necessar-
ily understand all the outcomes or ‘consequences’. It is very hard to list concise sets 
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of rules and principles concrete enough for action in such situations. This is why 
there is a strong call, e.g. in AI to move ‘from what to how’ (e.g. Hagendorff 2022; 
Prem 2023). This has resulted in an effort to make principles more concrete and list 
possible actions to make systems ‘more ethical’.

Interestingly, there has been no similar development in virtue ethics, i.e. there is 
little work to identify more virtuous IT experts and to analyse and present their 
virtues systematically. Perhaps there is an implicit assumption that the virtuous per-
son will be virtuous independent of a domain of action. Leaving out the question to 
what extent a virtuous person needs to be virtuous in all walks of life, studying 
virtue in different context will inform us about relevant implications, consider-
ations, examples and motivations in relation to the challenges of a domain of action. 
Hence, there is reason to investigate domain exemplars—not because we may arrive 
at completely different list of virtues but because we may better understand what it 
takes to be virtuous in typical situations of that domain. The seminal work of Vallor 
(2016) already provides four technomoral case studies, which are to some extent 
related to information technology (i.e. social media, surveillance, robots at war and 
at home, and human enhancement technology). Of this, we need more because 
moral examples are easier to follow and to accept when they stem from a relatable 
context. Following Vallor, we should cultivate characters as much as we are today 
cultivating technologies (and technologists) and create better spaces for techno-
moral education.

We need examples of real-world people faced with difficult decisions including 
those between profit-making and social good. We need to better understand how 
virtuous IT entrepreneurs have decided against infringing their customers’ privacy 
and which virtues may have led to truly entrepreneurs empowering users. We need 
a better understanding of the underlying values of potential role models—both in 
and outside of information technology and relate them to virtues, deontological 
principles and regulations. In summary, there is a need to combine illustration of IT 
virtues with their practice, habituation and refinement. We also need more of these 
examples to avoid the impression that information technology is a natural determi-
nant of our lives and that it evolves without any possibility of changing its direction 
of development. To the contrary, technology is a choice.

Virtue ethics—like all ethics—is concerned with how to lead better lives. 
Although there is clear direction in this project, there is no optimality criterion. 
Virtue ethics is the approach for creative minds precisely because it is less about 
consequences and rule applications (Hagendorff 2022 p.4) and more about shaping 
situations and action responses including in new ways and with unsure outcomes. 
The advantage of virtue ethics over consequentialism or deontology is its focus on 
the actor and its generality. Here it clearly diverges from both consequentialist and 
deontologist ethics and opens possibilities for creative minds such as 
entrepreneurs.
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16Towards a Constructive Ethics 
of Artificial Intelligence in the Age 
of Surveillance Capitalism

Lucien von Schomberg

Abstract

This chapter investigates the question: What constitutes a constructive ethics of 
Artificial Intelligence (AI) in the age of surveillance capitalism? The approach is 
twofold. First, it explores the rise of surveillance capitalism as a new economic 
order in the digital age. The discourse on AI ethics often focuses on constraints 
to mitigate risks, but this overlooks the mediation of our relationship with tech-
nology by surveillance capitalism, leading to societal regress. Instead, the chap-
ter advocates for a shift towards a constructive ethics of AI that rethinks our 
relationship with technology to foster societal progress. Second, it adopts a polit-
ical concept of responsible innovation, proposing that a constructive ethics of AI 
must consider the human-technology relationship from a political perspective. 
This entails that AI systems should promote plurality, empower citizens, and 
serve the public sphere. The chapter concludes with a critical perspective, ques-
tioning whether AI systems can simultaneously serve the public sphere and the 
public good, or if these objectives might sometimes conflict.

1	� Introduction

In the summer of 2023, the Centre for Artificial Intelligence Safety (CAIS) released 
a statement that “mitigating the risk of extinction from AI should be a global prior-
ity alongside other societal-scale risks such as pandemics and nuclear war” (Centre 
for AI Safety 2023). The statement was signed and endorsed by prominent figures 
within the Artificial Intelligence (AI) community, including executives from 
OpenAI, DeepMind, and Anthropic, in addition to researchers across the globe. The 
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media quickly picked up on this narrative, casting the emergence of AI as an ‘exis-
tential threat’ (Abdul 2023; Vallance 2023). Indeed, concerns about AI have been 
escalating, with governments, academic institutions, and private organisations 
emphasising its potential risks. A recent report commissioned by the US State 
Department warns that AI systems could become uncontrollable and behave adver-
sarial to human beings by default (Perrigo 2024). Amidst these alarming projec-
tions, some researchers now argue that there is a 99.9% probability that AI will lead 
to the extinction of humankind within the next century (Tangermann 2024).

While such catastrophic forecasts capture headlines, they often overshadow the 
subtle yet profound ways in which AI is already reshaping everyday life, from influ-
encing voting patterns and consumer behaviour to altering the job market and the 
educational landscape (Bryson 2019; Makridakis 2017; Păvăloaia and Necula 2023; 
Lammi and Pantzar 2019). The more immediate existential threat, as identified by 
Shoshanna Zuboff, lies in the erosion of our individual autonomy, human agency, 
and democratic foundations through ‘surveillance capitalism’ (Zuboff 2019). This 
new economic order, pioneered by tech giants like Google and Meta, turns human 
experiences into data  commodification, while predicting and influencing human 
behaviour on an unprecedented scale. As the deployment of AI systems increasingly 
influence major decisions in politics, economy, and social norms, the fear is not just 
about a dystopian future where humans are overridden by machines, but a present 
reality where human choices are subtly dictated by algorithmic processes.

Moreover, the prevailing discourse on AI ethics is largely centred around risk 
mitigation, adopting an approach best described as an ‘ethics of constraints’. This 
perspective predominantly focuses on delineating what technology should refrain 
from doing, rather than exploring the constructive possibilities of what it could 
achieve—an ‘ethics of construction’ (Von Schomberg 2019). In this respect, phi-
losopher Bernard Stiegler’s insights into technology as a fundamental element of 
human evolution and culture are particularly relevant. Stiegler argued that technol-
ogy embodies both the potential for progress and the risk of regress—it acts as a 
pharmacological element that can either heal or harm society (1998). AI, embody-
ing this pharmacological nature, holds a temporal dimension, continuously evolving 
alongside human societal changes. As it integrates new data and adapts to new con-
texts, AI mirrors and is inherently linked to the human condition, reflecting our 
changing norms, values, and interests. This brings into question whether adopting 
an ethics of constraints is fruitful insofar our relationship with AI is embedded 
within the economic order of surveillance capitalism. Instead, we should explore a 
constructive ethics of AI in which we move away from discussions on how to con-
trol technology towards rethinking our relationship with technology altogether.

Against this background, this chapter poses the following research question: 
What constitutes a constructive ethics of AI in the age of surveillance capitalism? 
Our approach is twofold. Firstly, we account for the emergence of surveillance capi-
talism as a new economic order in the age of digitalisation. While the discourse on 
AI ethics often leans towards an ethics of constraints to mitigate its risks and adverse 
effects, we argue that this fails to recognise how our relationship with technology is 
mediated by surveillance capitalism, ultimately resulting in societal regress. Instead, 
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we propose a shift towards a constructive ethics of AI which rethinks our relation-
ship with technology in favour of societal progress. Secondly, we adopt a political 
concept of responsible innovation (Von Schomberg and Blok 2023), suggesting that 
a constructive ethics of AI must consider the human-technology relationship from a 
fundamentally political standpoint. In doing so, we argue that AI systems should 
promote plurality, empower citizens, and genuinely serve the public sphere. We 
conclude with a critical outlook, questioning whether AI systems can simultane-
ously serve the public sphere and the public good, or whether these two objectives 
may sometimes conflict.

2	� The Rise of Surveillance Capitalism

In around 1450, Johannes Gutenberg invented the printing press, a revolutionary 
technology that profoundly transformed society. This invention led to the 
Reformation, undermined the authority of the Catholic Church, gave birth to mod-
ern sciences, enabled radically new industries, and even transformed the shape of 
our brains (Naughton 2019). Fast forward to the present, we find ourselves in the 
infancy of another transformative era—the age of digitalisation. As new technolo-
gies like AI evolve rapidly, predicting their long-term impacts remains speculative, 
with true understanding likely only in retrospect. Even so, in her book, The Age of 
Surveillance Capitalism (2019), Zuboff exposes a new economic order which 
explains some of the underlying mechanisms of this digital age. In this section we 
account for the emergence and threats surveillance capitalism, arguing that calls for 
stringent AI regulation fail to address the deeper concern of how our relationship 
with technology is confined to this new economic order. This will set the scene for 
our next section, in which we rethink our relationship with technology according to 
a political orientation, ultimately providing the basis for a constructive ethics of AI.

2.1	� A New Economic Order

The emergence of surveillance capitalism can be traced back to the early 2000s, 
when Google, originally an internet search engine, began to realise the immense 
value of user data. By tracking search queries, click patterns, and other online 
behaviours, Google could create detailed user profiles that allowed for highly tar-
geted advertising. This marked the beginning of a shift from traditional advertising 
models to data-driven marketing strategies that prioritise personalisation and behav-
ioural prediction. Meta—Facebook at the time—followed suit, leveraging its social 
media platform to amass vast amounts of user data. Through likes, shares, com-
ments, and other interactions, Meta could gain insights into users’ preferences, 
interests, and social networks. Zuboff posits that surveillance capitalism has now 
become the dominant form of capitalism, defining it as “a new economic order that 
claims human experience as free raw material for hidden commercial practices of 
extraction, prediction, and sales” (Zuboff 2019, Definition).
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Unlike traditional capitalism, which relies on the production and exchange of 
goods and services, surveillance capitalism operates through the continuous and 
comprehensive datafication of human experience. In conventional economic orders, 
raw materials such as tomatoes are transformed into products like tomato sauce, 
which are then sold for profit. This process involves sourcing, processing, and com-
mercialising tangible goods. In contrast, in the new economic order of surveillance 
capitalism, the raw material is not a physical entity like tomatoes but rather our 
human experiences and interactions. Every online action, interaction, and transac-
tion creates ‘behavioural surplus’—data that goes beyond what is necessary for 
service functionality, collected often without explicit consent or awareness. This 
data captures extensive personal details, from our location data and search queries 
to minute digital interactions, facilitating predictions about future actions. These 
predictions are highly valuable, allowing industry to forecast personal behaviours, 
tailor advertisements more precisely, and influence consumer choices to maximise 
profit (see Fig. 16.1).

The phenomenon of Pokémon Go, launched by Niantic in 2016, serves as a strik-
ing case of how businesses can harness digital platforms to drive consumer behav-
iour (Pamuru et al. 2021). In this augmented reality game, players explore real-world 
locations to ‘catch’ virtual creatures. Businesses quickly recognised the potential to 
increase foot traffic to their locations by paying Niantic to place rare Pokémon or 
‘PokéStops’ strategically at their premises. This tactic effectively turned game 
mechanics into a tool for commercial gain, with businesses ranging from small 
cafes to large retail chains experiencing increased customer visits as players would 
walk in to capture elusive Pokémons.

The implications of surveillance capitalism extend beyond the realm of com-
merce. A revealing incident involving the US-based retail giant Target illustrates the 
far-reaching consequences of data mining practices. Target’s analytics algorithms 
were so finely tuned that they could predict major life changes based on shopping 
patterns. This capability became public knowledge when Target sent maternity 
product coupons to a teenager before her family was aware of her pregnancy (Hill 
2012). Such instances highlight a significant ethical concern: the disclosure of per-
sonal information that was never intended to be shared. This is particularly prob-
lematic when a person’s political affiliations or sexual orientation are exposed 
without their consent. Indeed, social media platforms, for example, use algorithms 
to deduce this information from user interactions and content preferences. One 
study analysed data from more than 58,000 Facebook users to demonstrate that the 

Fig. 16.1  Surveillance capitalism
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posts people like on the platform can reliably predict various sensitive personal 
details, including sexual orientation, ethnicity, religious and political beliefs, per-
sonality traits, intelligence, happiness, substance use habits, whether their parents 
are separated, as well as their age and gender (Kosinski et al. 2013). This data is 
then used to tailor content and advertisements, potentially revealing personal infor-
mation to others in the user’s network, which can be particularly damaging in envi-
ronments where such disclosures are socially stigmatised (Kosinski et  al. 2013; 
Marwick and Boyd 2014).

While surveillance capitalism primarily profits from the prediction and sale of 
personal behavioural insights, its applications also extend into the domain of behav-
ioural manipulation, shaping public and private actions. One of the most controver-
sial instances of such manipulation is the case of Cambridge Analytica, a political 
consulting firm that gained infamy for its role in the 2016 U.S. presidential election 
(Gibney 2018). Allegedly, Cambridge Analytica acquired detailed psychological 
profiles of millions of Facebook users without their explicit consent, based on data 
harvested through what appeared to be a harmless personality quiz. These profiles 
were then used to craft highly personalised and psychologically targeted political 
advertisements aimed at influencing voter behaviour. These advertisements were 
designed to sway voter behaviour by tapping into individual fears, preferences, and 
biases, thereby manipulating public opinion at massive scale. By leveraging per-
sonal data not just to predict but to steer individual actions, Cambridge Analytica is 
said to have influenced democratic outcomes directly (Hern 2018; Santanen 2020).1

In a sense, surveillance capitalism can be seen as a modern reflection of 
B.F. Skinner’s principles of operant conditioning, where human behaviour is not 
just monitored but actively shaped by the continuous feedback loop of data-driven 
incentives. Just as Skinner demonstrated how behaviour could be controlled and 
modified through rewards and punishments, today’s digital giants manipulate cues 
and rewards to modify user behaviour. This manipulation not only capitalises on 
human experience as a raw material but also conditions societal behaviours in a loop 
of surveillance and response that is largely invisible and unacknowledged by its 
subjects. In the words of Zuboff:

Industrial capitalism transformed nature’s raw materials into commodities, and surveillance 
capitalism lays its claims to the stuff of human nature for a new commodity invention. Now 
it is human nature that is scraped, torn, and taken for another century’s market project. […]. 
The remarkable questions here concern the facts that our lives are rendered as behavioral 
data in the first place; that ignorance is a condition of this ubiquitous rendition; that decision 
rights vanish before one even knows that there is a decision to make; that there are conse-
quences to this diminishment of rights that we can neither see nor foretell; that there is no 
exit, no voice, and no loyalty, only helplessness, resignation, and psychic numbing; and that 
encryption is the only positive action left to discuss when we sit around the dinner table and 
casually ponder how to hide from the forces that hide from us. (Zuboff 2019, p. 94)

1 It is important to note that studies on the effectiveness of political microtargeting, which involves 
sending tailored messages to specific voters, are limited. Some research indicates that this approach 
may have minimal impact and could even backfire (Bailey et al. 2016; Hersh and Schaffner 2013; 
Nickerson and Rogers 2014).
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2.2	� The Human-Technology Relationship 
in Surveillance Capitalism

Zuboff highlights the regulatory gap as one of the main obstacles for combatting the 
exploitative practices of surveillance capitalism. Over the past two decades, Big 
Tech enjoyed a period of minimal legal interference. This lack of regulation stems 
primarily from the novelty of the practices involved; like the early days of industrial 
capitalism, where child labour in factories was unregulated because it was unprec-
edented, the operations of Big Tech are largely unexamined by existing legal frame-
works. Even so, recent years have seen a shift towards more proactive regulatory 
measures. Notably, the European Union (EU) has taken a pioneering role with the 
introduction of the General Data Protection Regulation (GDPR) and more recently, 
the AI Act. The AI Act, in particular, includes provisions to ban AI systems that 
present unacceptable risks, such as those capable of behavioural manipulation or 
classification of individuals based on behaviour, socio-economic status, or personal 
characteristics (European European Parliament 2024).

However, the question remains whether the response to the rise of surveillance 
capitalism should be directed at AI systems themselves or at the economic logic that 
underpins our relationship with technology (Morozov 2019). Surveillance capital-
ism does not merely utilise technology; it fundamentally reshapes technology’s role 
in society. As Woods (2018) points out, Equipping AI virtual assistants (VAs) like 
Siri and Alexa with a feminine persona rhetorically disarms users’ anxieties about 
intimate data exchange. This is grounded in culturally ingrained perceptions of fem-
ininity associated with trustworthiness, nurturing, and non-threatening behaviour. 
By designing AI VAs to speak and interact in ways that mimic these feminine traits, 
technology companies tap into a subconscious comfort level that many users have 
with female figures in assistive roles. This comfort can make users more willing to 
interact with the device, sharing personal details and data more freely than they 
might with a perceived neutral or masculine interface. The familiar, friendly female 
voice and the servile, accommodating behaviour programmed into these devices are 
intended to create a sense of safety and care, making the ongoing surveillance and 
data collection practices of these devices seem less intrusive. The use of a feminine 
persona thus helps to mask the underlying commercial and surveillance activities, 
making the exchange of personal data feel more like a part of a caregiving relation-
ship rather than a transactional or exploitative one.

The rights of the individual become subsumed into the logic of the market; individuals 
themselves are folded into an aggregated constellation of data that is monetized by surveil-
lance capitalists. It is not enough to say that Siri and Alexa are making the private public. 
Nor is it sufficient to claim that AI VA are eroding our privacy. Rather, AI VA are part of a 
structural reorganization of surveillance practices which tend away from top-down models 
and instead tend toward ubiquitous data collection. Privacy rules and regulations are quickly 
becoming archaic, tied to a time when surveillance functioned differently. (Woods 
2018, p. 345)
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In addition, Woods (2018) notes that the gendering of AI VAs to perform roles 
traditionally associated with femininity, such as homemaking and caregiving, relies 
on and perpetuates regressive gender stereotypes. This process not only taps into 
long-standing societal norms that view women primarily as caretakers and home-
makers but also reinforces these views by embedding them in the cutting-edge tech-
nology of smart homes. When AI VAs perform tasks like managing schedules, 
assisting with household chores, or providing emotional support, they do so through 
a lens that suggests these activities are inherently feminine. This technological 
mediation of domestic roles does more than just assign a gender to a voice or a digi-
tal persona; it connects advanced technology with traditional feminine roles, thereby 
reinforcing the idea that caregiving and homemaking are primarily women’s respon-
sibilities. Even as society progresses with gender equality, “the gendered program-
ming of AI VA Siri and Alexa reify patriarchal stereotypes about the feminine in a 
new technological milieu characterized by distributed surveillant devices in the 
increasingly ‘smart’ home” (Woods 2018, p. 346). These AI VAs, then, not only 
reflect existing gender norms but also actively shape user expectations about gender 
roles in both the technology they use and the broader social context.

The phenomenon of surveillance capitalism teaches us that AI-based systems 
like AI VAs are not merely tools or objects we encounter; they are not solely means 
of exerting or being subjected to control. Instead, these systems function as media-
tors that shape the fabric of society, economics, and cultural life. They constitute 
what Blok (2024) refers to as a ‘digisphere’ or digital world—a computational 
realm where our experiences and interactions are translated into data sets. This 
means that we cannot simply stand outside the digital world as independent observ-
ers. Rather, within the digisphere, we are integrated and immersed, not only through 
the artefacts themselves but through the very modes of engagement that define and 
perpetuate our existence, much like Martin Heidegger foresaw with his notion of 
technology as ‘Enframing’ (Heidegger 1977). To be sure, in ‘The Question 
Concerning Technology’, Heidegger introduces Enframing as a way of revealing 
that orders and organises every aspect of the modern technological world. For 
Heidegger, Enframing is not just a collection of technological tools; it is a funda-
mental mode of existence that shapes how we perceive and interact with the world. 
Heidegger argues that Enframing constrains not only nature, by turning it into a 
resource to be exploited, but also humanity itself, by defining humans as resources 
or means to an end. This resonates with our concerns about surveillance capitalism, 
where technology not only facilitates economic exploitation but also shapes cultural 
and social interactions by turning personal data into a commodity. That is, under the 
dominance of surveillance capitalism, we appear as data-driven probabilistic agents 
who exhibit predictable behaviour that can be monitored and controlled via data-
based systems (Blok 2023).

In exposing the human-technology relationship under the sway of surveillance 
capitalism, we argue that what requires reconsideration is not merely the gover-
nance of technologies like AI but our broader engagement with technology as a 
whole. This engagement goes beyond regulatory frameworks to explore the ways in 
which we can coexist with and through digital technologies. In this respect, we need 
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to move away from an ethics of constraints, seeking to mitigate the risks of AI, 
towards a constructive ethics that redefines our interaction with AI beyond the 
exploitative mechanisms of surveillance capitalism. As we transition to the next sec-
tion, we will explore how a political concept of responsible innovation can guide us 
in cultivating such a constructive ethics.

3	� Building a Constructive Ethics of AI Through 
Responsible Innovation

To develop a constructive ethics of AI, we turn to the concept of responsible innova-
tion. Unlike other theories on the ethics of technology which primarily focus on risk 
mitigation and minimising the harm (e.g. technology assessment), responsible inno-
vation emphasises not only what innovation outcomes should be prevented but also 
what outcomes should actively be pursued (Von Schomberg 2019). To achieve this, 
responsible innovation scholars advocate for a collective responsibility and mutual 
responsiveness among a wide range of actors, including innovators, policymakers, 
industry representatives, and civil society groups (Owen et al. 2013). However, this 
raises complex political questions concerning, for instance, which actors to include 
in the innovation process and how they are expected to co-create outcomes (Van 
Oudheusden 2014). To this end, we have elsewhere developed a political concept of 
responsible innovation inspired by the philosophy of Hannah Arendt (Von 
Schomberg and Blok 2023). In this section, we adopt this political concept of 
responsible innovation in an attempt to rethink our relationship with technologies 
like AI from a fundamentally political rather than economic standpoint.

3.1	� The Emergence of Responsible Innovation

The concept of responsible innovation marks a shift in the approach to technologi-
cal advancement and scientific research. It acknowledges the effects of science and 
technology on society, and thus emphasises an ethical imperative to ensure these 
effects are societally desirable. Responsible innovation frameworks have become 
prominent at both academic and policy levels, especially in areas like biotechnol-
ogy, AI, nanotechnology, and environmental science (Von Schomberg 2019). 
Academically, visions of responsible innovation typically propose that to innovate 
responsibly requires a permanent commitment to be anticipatory, reflective, inclu-
sively deliberative, and responsive (Owen et al. 2013). Some approaches advocate 
for embedding human values into design requirements (Van De Poel 2013), while 
others emphasise integrating innovation practices within EU treaties (Von 
Schomberg 2013). At the policy level, the notion entered under the name of 
Responsible Research and Innovation (RRI) as a cross-cutting issue in Horizon 
2020 (2014–2020) and continues as a key objective in Horizon Europe (2021–2027), 
the successor EU Framework Programme for Research and Innovation. The concept 
has also gained importance in national research councils in countries like the UK, 
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Norway, and the Netherlands, which have initiated their own RRI programmes. 
Moreover, RRI has achieved international status, influencing strategic directions in 
the United States and China, where it has been incorporated into their national sci-
ence, technology, and innovation plans (Von Schomberg and Von Schomberg 2023).

Although the concept of responsible innovation gained traction in the recent 
years, efforts to incorporate ethical and social considerations into science and tech-
nology have been ongoing since the late 1960s with the emergence of risk identifi-
cation and analysis (Evers and Nowotny 1987). This movement gained momentum 
in the early 1970s, particularly due to concerns over nuclear waste disposal (Kevles 
1995). During the 1990s, public debates about genetically modified organisms and 
nanotechnology in food products highlighted the ethical issues in these areas. In 
response, the European Commission issued a communication in the early 2000s on 
the precautionary principle, aimed at informing both the public and policymakers 
about the known risks and uncertainties (Commission of the European Communities 
2001). This, in turn, reinforced methods and frameworks to steer science and tech-
nology into the right direction, including Technology Assessment (TA), Science and 
Technology Studies (STS), and research into the Ethical, Legal, and Social implica-
tions or Aspects (ELSI/ELSA) of new technologies.

Responsible innovation builds on these earlier efforts but represents a reform in 
several ways (Brundage and Guston 2019). Firstly, it directs research and innova-
tion towards proactively addressing global challenges like climate change, water 
scarcity, biodiversity loss, and food security (Von Schomberg 2013). In doing so, 
responsible innovation goes beyond conventional economic incentives and addresses 
market failures to ensure that innovation processes genuinely produce societally 
desirable outcomes (Von Schomberg and Von Schomberg 2023). As mentioned ear-
lier, this approach reflects an ethics of construction rather than an ethics of con-
straints, focusing not only on preventing undesirable outcomes but also on actively 
pursuing beneficial ones. In this respect, responsible innovation shifts from tradi-
tional evaluative assessments of emerging technologies to an approach based on 
collective responsibility among stakeholders. Indeed, under the principle of science 
with and for society, it suggests that research and innovation can only meet societal 
needs and aspirations if all actors are involved throughout the entire process (Owen 
et al. 2013).

One way to implement responsible innovation is through ‘mission-oriented 
research’, as highlighted by the European Commission (2018). In such missions, 
stakeholders and citizens collaborate on open research and innovation agendas with 
a strong commitment to achieving socially desirable outcomes. The key concepts 
here are co-creation and co-design of research and innovation trajectories. The new 
EU framework programme has introduced mission-oriented research with new fea-
tures that prioritise social targets rather than economic, scientific, and technological 
ones. This approach fosters innovation by promoting co-design and co-creation 
towards democratically decided main objectives, derived from deliberations among 
stakeholders, EU member states, and the European Parliament. Crucially, these mis-
sions will require input from citizens, ensuring that the research and innovation 
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processes reflect and address societal needs and aspirations (Von Schomberg and 
Von Schomberg 2023).

While the aspiration to integrate diverse stakeholder perspectives into the inno-
vation process is fundamental to the ethos of responsible innovation, in practice this 
is not always evident (Owen and Pansera 2019; Van Oudheusden 2014). For exam-
ple, power dynamics can influence which voices are heard and whose interests are 
prioritised (Bryson et al. 2006). Often, stakeholders from economically dominant 
sectors or those with greater scientific clout wield disproportionate influence com-
pared to smaller community groups or individual citizens. This imbalance can result 
in outcomes that, despite the ostensibly inclusive process, primarily reflect the pref-
erences and interests of the more powerful parties. Additionally, each group involved 
in the innovation process—be it industry representatives, policymakers, academics, 
or community members—brings its own set of values, expectations, and objectives 
to the table. The difficulty lies not only in balancing these varied interests but also 
in addressing the underlying conflicts that may arise when stakeholders’ goals are 
fundamentally at odds (Batie 2008; Kreuter et al. 2004; Rittel and Webber 1973). In 
this respect, the discourse of responsible innovation still needs to address questions 
about the constitution and contestation of power.

How do actors ‘co-create’ outcomes? How do they deliberate? On whose terms is participa-
tion (i.e. deliberation) established and why? What, in fact, is ‘public’ about the ‘public 
interest’, ‘public expectations’, and ‘the public’, and whose definition of the public counts? 
(Van Oudheusden 2014, p. 73)

In a similar vein, Owen and Pansera (2019) argue that stakeholder engagement is 
“usually narrowly configured to include a limited range of (internal and sometimes 
external) stakeholders, and that second-order reflexivity and the political are almost 
entirely beyond scope, or at least deeply tacit” (p. 41). To this end, there is a grow-
ing demand for a political concept of responsible innovation that effectively consid-
ers the diverse values and interests of the broader public (Penttilä 2024; Reijers 
2020; Owen and Pansera 2019; Van Oudheusden 2014; Von Schomberg and 
Blok 2021).

The urgency of adopting a political concept of responsible innovation becomes 
even more urgent when considering our deeply entangled relationship with technol-
ogy under the dominance of surveillance capitalism—as discussed in the previous 
section. We need to rethink our relationship with technology from passive consump-
tion to active engagement, promoting plurality, empowering citizens, and genuinely 
serving the public sphere. The question, to which we turn next, is what a political 
concept of responsible innovation consists of and how it can shed new light on our 
relationship with technology, ultimately informing a constructive ethics of AI.
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3.2	� Implementing a Political Concept of Responsible 
Innovation in AI Ethics

In the following we build on a political concept of responsible innovation inspired 
by a generative reading of Arendt’s work.2 Indeed, in The Human Condition, Arendt 
provides us with a profound understanding of what it means for innovation to pri-
marily serve the public sphere, even if she does not explicitly address the topic of 
innovation herself. In doing so, we shed new light on our relationship with technol-
ogy, providing basis for a constructive ethics of AI.

In The Human Condition, Arendt articulates the ‘vita activa’, a threefold distinc-
tion between the activities of labour, work, and action. Labour is tied to biological 
processes and the necessities of human survival. This includes the production of 
goods to satisfy basic needs such as food and shelter. Labour is cyclical and corre-
sponds to the natural cycles of consumption and renewal. It is the most fundamental 
and life-sustaining activity that humans engage in, but it also binds them to a per-
petual cycle of necessity. Work, in contrast to labour, creates an artificial world of 
things. The products of work provide a stable and lasting world that outlives indi-
vidual lives. Through work, humans create objects that add permanence and dura-
bility, which labour does not provide. This category includes the making of tools, 
buildings, and art—essentially, anything that contributes to a world beyond mere 
survival needs. The most elevated of the three, action, relates to the human ability to 
initiate new beginnings through deeds and words. Action is conditioned by plurality. 
To be sure, we are not only distinct individuals but also interdependent beings who 
exist in a web of relationships. Action involves interacting in this web through 
speech and political engagement, revealing our unique identity, and contributing to 
the world beyond the self. It is through action that we experience freedom and the 
potential to change the world. In the words of Arendt:

The new always happens against the overwhelming odds of statistical laws and their prob-
ability, which for all practical, everyday purposes amounts to certainty; the new therefore 
always appears in the guise of a miracle. The fact that man is capable of action means that 
the unexpected can be expected from him, that he is able to perform what is infinitely 
improbable. And this again is possible only because each man is unique, so that with each 
birth something uniquely new comes into the world. (Arendt 1998, p. 178)

The vita activa is closely linked to Arendt’s distinction between the private sphere 
and the public sphere. The private sphere, she argues, is the realm of the household 
and family life. Historically, this sphere was characterised by the necessities of life 
and the maintenance of bodily needs. The private sphere is associated with labour—
the kind of work that is required to sustain human life but does not necessarily 
contribute to the broader society in a direct, visible way. It is the realm of economic 
and personal necessity, where activities are focused on personal survival. In 
contrast, the public sphere is the realm of collective life and political action, where 
we come together to engage in dialogue, make collective decisions, and reveal 

2 Concepts in this subsection are adapted from Von Schomberg and Blok (2023).
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ourselves to others through speech and action. The public sphere is where we can 
transcend our personal concerns and contribute to the common good. In this realm, 
actions and words gain their full significance as they are witnessed, debated, and 
remembered by others. The public sphere is essentially a space of appearance, 
where freedom and the potential for initiating change are realised (Arendt 1998).

In our reading of Arendt, the concept of work embodies a duality: it represents 
both the act of creating a ‘worldly’ object, like the construction of a table, and the 
object itself, such as the table. This object, in turn, serves as a mediator for all three 
categories of the vita activa. For instance, a table used for private tasks like book-
keeping aligns with the definition of labour. Conversely, when used to construct 
something anew, it exemplifies work. Moreover, when it facilitates public engage-
ments such as parliamentary discussions or legal proceedings, it becomes a venue 
for action. While private and public activities are primarily driven by labour and 
action, respectively, work serves as a conduit that supports both domains. This is 
also reflected in our everyday use of the term; we may work to earn a living, to 
contribute societally, and oftentimes for the sake of both (Morse and Weiss 1955).

Innovation, particularly in technologies like AI, can be understood as a form of 
work, as it creates an artificial environment distinct from nature. Our analysis of the 
duality of work allows us to conceptualise innovation with a similar duality. Just as 
work is both an activity and the durable worldly object resulting from this activity, 
innovation can refer to both a dynamic process and the static artefact produced by 
this process. For instance, we refer to an AI VA as an innovation, both as an artefact 
and the process leading to its creation. This dynamic, known as the ontogenetic 
process (Blok 2021), is where something new can be created and where action 
occurs. Thus, we argue that innovation not only enables action but also results from 
it. In other words, there is first an unpredictable innovation process that leads to the 
creation of an innovation artefact, which then enables the possibility of speech 
and action.

Much like Arendt’s notion of work, the concept of innovation can serve both 
private and public interests. On the one hand, technologies like AI are largely driven 
by surveillance capitalism, operating on rule-following logic and efficient means-
end patterns (Blok 2021). Arendt and the phenomenological tradition viewed this 
calculative logic as a technological threat, warning of the triumph of ‘animal labo-
rans’ over ‘zoon politikon’ (Passerin 2019). On the other hand, history teaches us 
that technologies can also foster liberation and equality. For example, the washing 
machine reduced the time and effort required for laundry, alleviating the burden of 
domestic work and enabling women to pursue education and careers. This facili-
tated greater female participation in the workforce, promoting economic indepen-
dence and changing societal norms (Green 2016). Based on this analysis, we 
propose a political concept of responsible innovation which is fundamentally ori-
ented towards the public sphere. In this view, innovation facilitates both physical (or 
virtual) and symbolic spaces where citizens can speak and act freely, promoting a 
multitude of perspectives, values, and possibilities (Von Schomberg and Blok 2023). 
This, in turn, translates into a constructive ethics of AI, where we re-examine the 
human-technology relationship in favour of the public sphere, conditioned by 
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plurality, rather than the private sphere, dominated by surveillance capitalism (see 
Fig. 16.2).

A constructive ethics of AI can be implemented both at the level of the artefact 
and the process. At the artefact level, we argue that AI systems should proactively 
promote plurality. For instance, providing an AI VA with a female voice to enable 
surveillance projects a singular worldview regarding the role of women in society. 
In line with a constructive ethics of AI, we must consider how AI systems can foster 
a more pluralistic worldview. One example moving in this direction is the creation 
of responsible and human-centric AI labs that integrate human and public values 
into AI systems (Van Veenstra et al. 2021). These labs implement features such as 
built-in ‘contestability-by-design,’ where AI systems are continuously refined based 
on their interactions with society. This requires a more iterative and dynamic 
approach, extending beyond the initial development phase. Therefore, these labs 
aim to foster ‘in-situ’ or laboratory-style collaboration, promoting a dynamic learn-
ing process crucial for the rapid evolution of AI technology (Van Veenstra et  al. 
2021). By doing so, it opens up possibilities for AI systems that enhance democratic 
practices, ultimately fostering a more participatory digital society where individuals 
can flourish.

At the process level, a constructive ethics of AI adopts a pluralistic and non-
reductive approach to designing AI systems (Blok 2019). This approach is pluralis-
tic because it extends stakeholder involvement beyond merely complementary 
differences to encompass the diverse values and interests of the broader public. It is 
non-reductive because it does not narrow this involvement to common stakes; 
instead, it allows individuals to express their own perspectives and judgements 
based on their unique interests and values (Van Huijstee et  al. 2007). A notable 

Fig. 16.2  A constructive ethics of AI
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advancement in this direction was the EU-funded Horizon 2020 NewHoRRIzon 
initiative, which established 18 social labs. These labs brought together stakehold-
ers from various sectors, including academia, business, non-university research 
institutes, research funding organisations, policymakers, civil society organisations, 
and the public (Blok and Von Schomberg 2022). These social labs served as col-
laborative spaces for co-creating customised pilot actions to promote responsible 
innovation. Their uniqueness lies in facilitating social experiments in a practical 
context, where a diverse group of actors can address challenges creatively, free from 
predefined project plans and deliverables. A key attribute of this approach is embrac-
ing uncertainty, allowing participants to explore uncharted territory without a fixed 
roadmap (Hassan 2014). This aligns with the constructive ethics of AI and the adop-
tion of a political concept of responsible innovation, where outcomes are not pre-
defined but are instead characterised by the Arendtian notion of the ‘unexpected’. 
The social labs methodology offers an innovative and flexible approach to fostering 
constructive ethics of AI, promoting collaboration, and encouraging bold experi-
mentation to tackle societal challenges (Timmermans et al. 2020).

4	� Conclusion

In the age of digitalisation, the emergence of surveillance capitalism has profoundly 
reshaped our relationship with technology. While the discourse on AI ethics often 
centres around mitigating risks and constraining potential harms, it overlooks the 
deeper economic logic that underpins our interactions with technology. To this end, 
we argued that as our interactions with digital platforms and AI-driven systems 
become increasingly mediated by the logic of surveillance capitalism, we need to 
shift to a constructive ethics of AI that reclaims our relationship with technology in 
a way that promotes plurality, empowers citizens, and serves the public sphere. To 
build this constructive ethics of AI, we adopted a political concept of responsible 
innovation, inspired by the philosophy of Arendt. At the artefact level, this means AI 
systems should actualise speech and action, while at the process level, engagement 
with representative stakeholders should be extended to the direct involvement of 
citizens.

However, this chapter rests on an assumption that future research should address 
the belief that if AI serves the public sphere, it inherently serves the public good. 
While AI serving the public sphere focuses on facilitating speech and action, pro-
moting democratic engagement, and fostering plurality, AI serving the public good 
addresses broader societal outcomes such as climate mitigation and public health. 
These two objectives may not always align. For instance, China has advanced tech-
nologies for the public good, like green innovations, while simultaneously employ-
ing mass surveillance and a top-down governance model that arguably stifles the 
public sphere. This dichotomy raises critical questions about the compatibility of 
these objectives. Can AI simultaneously serve the public sphere and the public 
good, or do these goals sometimes conflict?
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One possible resolution is to link the public good with the concept of epistemic 
insufficiency (Blok and Lemmens 2015), suggesting that the inherent uncertainty of 
future challenges requires a pluralistic approach. This aligns with Arendt’s advo-
cacy for plurality, proposing that true public good can only be achieved through the 
empowerment of the public sphere (Arendt 1998). Thus, the underpinning proposi-
tion is that enhancing the public sphere is essential, as it is the means through which 
the public good can be effectively pursued. This perspective echoes the EU’s view 
that science must be conducted with society to serve society (European Commission 
2015). Even so, future research should explore this interplay further, investigating 
how AI systems and processes can be designed to address societal challenges while 
upholding democratic values and empowering citizens, ultimately fostering a more 
just and participatory digital future.
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Abstract

In an age where new technologies impact us with unprecedented speed and mag-
nitude, and where digital media form an integral and increasingly prominent part 
of our daily lives, the effect on individual and collective welfare cannot be an 
afterthought. This chapter introduces the Wellbeing Compass and the critical role 
of Digital Wellbeing in the discourse on AI ethics, moving beyond abstract ethi-
cal principles to address a more comprehensive spectrum of responsibilities 
faced by technology developers and economic actors in a society increasingly 
mediated by technology. Drawing from interdisciplinary research in AI ethics, 
Positive Psychology, and Digital Wellbeing, this chapter proposes a procedural 
approach to integrating wellbeing considerations throughout the entire lifecycle 
of technological development and innovation. We will demonstrate how ground-
ing the discussion of AI ethics in the tangible domain of Digital Wellbeing can 
advance a more comprehensive, sustainable, and humanity-centered approach to 
technological development. This shift has the potential not only to bridge the 
current gap between principles and practice but also to present actionable start-
ing points for creating technologies that actively benefit humanity and contribute 
to individual and collective welfare.
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1	� Introduction

Curing the negatives does not produce the positives. (Martin Seligman, 2006)

At the turn of the twenty-first century, a radical shift happened in the field of 
Psychology. In his 1998 presidential address, psychologist and president of the 
American Psychological Association, Martin E. P. Seligman observed that psychol-
ogy had “moved too far away from its original roots, which were to make the lives 
of all people more fulfilling and productive, and too much towards the important, 
but not all-important, area of curing mental illness.” Psychologists, Seligman 
argued, had forgotten their larger mission: that of making the lives of all people 
better.1

Two decades later, we find ourselves at a similar crossroads. The last 20 years 
have seen unprecedented changes in our modes of living, working, and connecting, 
driven by the rapid digitalization of virtually every aspect of our lives. This evolu-
tion has undeniably made our lives more productive and in many ways, more fulfill-
ing. We have seen progress in various areas of human development that has been 
enabled by technology (Vinuesa et al. 2020). However, the rise of ubiquitous com-
puting (wearables and smartphones) and the growing influence and implications of 
emerging technologies like AI for our daily lives has also uncovered a complex set 
of challenges. Amid this context, a series of fundamental questions arises: How can 
we ensure that technological progress benefits humanity, rather than doing the 
opposite? How can we foster innovation that protects and strengthens, rather than 
erodes, the systems and structures that hold our communities, economies, and soci-
eties together? And how can we ensure that the companies that increasingly mediate 
fundamental aspects of our daily lives do so responsibly?

Orienting values in tech development have increasingly focused on technical 
novelty, scalability, and engagement, often at the expense of considering the broader 
implications and impact of these choices on individual and collective welfare 
(Thomas et al. 2020). In regulatory environments, a focus on harm prevention and 
AI risk classification has had “the policy and corporate worlds primarily focused on 
what shouldn’t happen for society, versus what needs to happen to create our most 
purpose-driven, positive future” (Spiekermann 2021). Although providing stan-
dards and identifying undesirable outcomes, this approach fails to articulate what a 
desirable future looks like, nor does it equip us with the necessary tools and strate-
gies to get there.

This chapter proposes the Wellbeing Compass as a shift beyond risk mitigation 
towards actively fostering human welfare, bridging the gap between compliance-
focused approaches (what shouldn’t happen for society) and proactive strategies for 
human flourishing (“what needs to happen”). Analogous to Positive Psychology’s 

1 His observations led to the formation of the field of Positive Psychology which is the scientific 
study of human flourishing, and an applied approach to optimal functioning. It has also been 
defined as the study of the strengths and virtues that enable individuals, communities, and organi-
zations to thrive (Gable and Haidt 2005; Sheldon and King 2001).
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focus on actively promoting human potential over mitigating ill-being, we will 
show how the concept of Digital Wellbeing can offer a more holistic, comprehen-
sive assessment of technology’s impact and a more proactive, human-centered 
approach to innovation,2 strengthening both individuals and society as a whole.

1.1	� Methodologies and Objectives

Exploring the existing literature in the field of AI ethics and Digital Wellbeing 
through a practitioner’s lens, the objectives of this chapter are threefold:

	1.	 To introduce the Wellbeing Compass as a proactive, procedural framework for 
human-centered technical development and innovation.

	2.	 To present the Wellbeing Compass as a desirable, necessary step towards a more 
human-centered and responsible innovation ecosystem.

	3.	 To explore the implications and opportunities of this approach for responsible 
tech development, proposing starting points for entrepreneurs and technologists 
to adopt “Wellbeing” as a guiding value and driver of meaningful innovation.

Through a series of interviews with entrepreneurs, regulators, and technologists, 
as well as synthesizing insights from ancient and modern philosophers, policymak-
ers, and economists, this chapter seeks to promote an interdisciplinary and holistic 
approach.

By prioritizing actionability over theoretical discourse and analysis, process over 
predetermined outcomes, we aim to illuminate actionable pathways for the next 
generation of intra- and entrepreneurs and offer a starting point for new ways to 
think about what truly constitutes progress, reframing humanity-centered values as 
drivers rather than constraints on innovation. This approach, as we will show, has 
the potential not only to lead to innovation that actively promotes human flourish-
ing, but also to inspire more sustainable business models, build trust in digital eco-
systems and its stakeholders, and ensure better preparedness for constantly evolving 
regulatory landscapes.

2	� “Moving slower and not breaking things”: The Need 
for a New Compass

The digital transformation of the past few decades has impacted virtually every 
aspect of our lives, profoundly altering the ways we live, work, and connect as indi-
viduals, organizations, and societies. Recognizing this, the OECD, in its “Going 
Digital” Measurement Roadmap, emphasized the critical need to measure and 

2 Importantly, this shift is proposed as a complement—rather than a substitute—to regulatory 
approaches, which the field of Digital Wellbeing already acknowledges as a crucial component of 
responsible tech development (Floridi, Dennis).
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understand these impacts to ensure a positive and inclusive digital economy and 
society (OECD 2022).

2.1	� Innovation With(out) Progress

While increased digitalization and accessibility offer us unprecedented opportuni-
ties and conveniences, they have also come with considerable costs, the effects 
being wide-ranging, interconnected, and often contradictory. Despite limitless 
opportunities to connect socially and professionally, we are facing increased rates of 
anxiety and depression, particularly among younger generations (Twenge 2019), 
rising feelings of loneliness and social isolation (Primack et al. 2017), and a decline 
in interpersonal skills (Turkle 2015). Digital notifications and constant availability 
and access to limitless information have been linked to a reduction in our attention 
spans and a loss in productivity (Mark et al. 2008). Misinformation and online echo 
chambers have created an increasing public divide and fueled polarization and radi-
calism (Geschke et al. 2018).

While business practices optimized for engagement (Eyal 2014), an industry cul-
ture prioritizing rapid growth and a “move fast and break things” (Taplin 2017) 
mentality have contributed to the situation, other factors have equally played a role. 
These include often unpredictable consequences of design choices (Kramer et al. 
2014; Yang et al. 2018), network effects amplifying both positive and negative out-
comes, and the intrinsic complexity of large-scale technological systems (Zuboff 
2019). Furthermore, the speed at which technology is developing and the growth 
and democratization of content creation (Kaplan 2010) have arguably outpaced our 
capacity for cognitive and social adaptation (Carr 2011). The scenario is further 
complicated by a general lack of understanding of how to measure the complex 
interplay of these factors on long-term wellbeing, especially in light of fast-changing 
digital environments (Lomas et al. 2023; Vanden Abeele 2021).

2.2	� Guiding Values and Where to Find Them

The increasing body of research on the impact of digital platforms and media dem-
onstrates not only the complex and multifaceted relationship between technology 
and human welfare, but also the need for a more comprehensive assessment of tech-
nology’s impact and, consequently, approach to technical development (Liscio et al. 
2023). We need a new guiding value, since our prior emphasis on user engagement 
metrics, growth, and technical capabilities—while “innovative”—has frequently 
ignored the broader effects on individual wellbeing and social resilience.

In the area of economics, this shift has already started. Recognizing that nine-
teenth- and twentieth-century economic principles may no longer be accurate to 
measure progress in a meaningful way (Stiglitz et al. 2008), alternative indices to 
GDP like the HDI (Human Development Index), GNH (Gross National Happiness), 
and the IWI (Inclusive Wealth Index) have emerged to provide a more holistic, 
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comprehensive picture of an economy’s health. Nussbaum and Sen (1993) have 
proposed the Capabilities approach which focuses on what people are “actually 
able to do and to be” (Robeyns 2005) and an economy’s ability to remove obsta-
cles towards this end. In her TED talk “A healthy economy should be designed to 
thrive, not grow,” Oxford Economist Kate Raworth called on her audience to “rei-
magine the shape of progress” (2018) arguing against the traditional view of prog-
ress as an ever-ascending linear trajectory. Concepts like Raworth’s “Doughnut 
Economics,” Nussbaum and Sen’s Capabilities approach, and frameworks such 
as the Circular Economy, and the United Nations’ Sustainable Development Goals 
encourage us to envision alternative pathways for economic development and 
adopt a more holistic view of what constitutes progress. Together, these models 
and their associated measures aim to create (economic) systems that are not just 
sustainable, but also socially valuable, inclusive, and equitable. This represents a 
shift from traditional economic thinking towards a more holistic approach where 
a more diverse set of indicators, including human welfare and environmental sus-
tainability play an equally important role as traditional economic indicators 
such as GDP.

Similarly, to leverage the full potential of emerging technologies such as AI, we 
need to acknowledge the holistic, sociocultural nature of digital technologies and 
platforms. We need a shift in focus—to look beyond the prevention of harm to the 
proactive promotion of positive outcomes for society, from what we “shouldn’t do” 
to what we “need to do.” The field of Digital Wellbeing, with its focus on protecting 
and enhancing the quality of life of individuals and communities in their interaction 
with digital technologies can make a valuable contribution to this.

2.3	� Defining Digital Wellbeing

Digital Wellbeing describes “the impact of digital technologies on well-being” 
(Floridi and Burr 2023). While there are many definitions of Digital Wellbeing, 
Floridi and Burr’s is especially suitable for our purposes, as it acknowledges the 
dual nature of digital interactions—which can be both positive and negative—high-
lighting the importance of intentionality and mindfulness in design, deployment, 
and use. More importantly, it leaves “wellbeing” open. While some might see this 
ambiguity as an obstacle to incorporating wellbeing considerations into tech devel-
opment, this chapter advocates for this as a strength, as it allows for a more flexible 
interpretation and application across diverse contexts.

2.3.1	� Theoretical Foundations
In recent decades, efforts to study, understand, and create solutions to address 
Digital Wellbeing have surfaced across various fronts. As a discipline, Digital 
Wellbeing has been inspired by different fields and theories, each providing valu-
able insights into what might prevent or promote human flourishing in the context 
of digital environments. These include:
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–– Objective List Theories: Proposing a multitude of basic goods that benefit people 
(Nussbaum 1992; Sen 1985)

–– Hedonic Theories: Focused on maximizing pleasure and minimizing pain 
(Floridi and Burr 2020)

–– Desire-Fulfillment Theories: Proposing that wellbeing is about getting what you 
want (Griffin 1986)

–– Self-Determination Theory: Emphasizing the importance of concepts such 
as autonomy, competence, and relatedness (Peters et  al. 2018; 
Bingley et al. 2023)

These and other frameworks have not just given us the vocabulary to evaluate the 
impact of digital technologies on human welfare, but they have and continue to 
provide technologists and designers with starting points for reimagining the shape 
and purpose of digital experiences (Peters et al. 2018).

2.3.2	� Current Initiatives and Approaches
Over the last decade, several approaches and frameworks have emerged that treat 
“Wellbeing” as a guiding value in tech development:

–– “Positive AI” (Lomas et  al. 2023) advocates for the development of AI with 
“Wellbeing” as an orienting value.

–– “Positive Design” (Desmet and Pohlmeyer 2013) proposes a design frame-
work to promote human flourishing through pleasure, personal significance 
and virtue.

–– “Positive Computing” (Calvo and Peters 2014), categorizes the ways in which 
technologies can promote wellbeing.

–– “Wellbeing-Supportive Design” (Peters et  al. 2018) integrates these consider-
ations directly into the design process.

–– The “Six spheres of technology experience” framework (Peters et al. 2018) has 
broadened our understanding of the different ways in which technology impacts 
us at different touchpoints, such as the interface, task, behavior, life, etc.

–– “Value-sensitive design” (Davis and Nathan 2014) emphasizes that each design 
choice should be based on values.

At the same time, a growing number of organizations and startups have started 
to address a wide variety of Digital Wellbeing concerns. These encompass topics 
such as screen time management, mindful technology use, digital literacy, balanc-
ing online and offline activities, and productivity management tools. Organizations 
such as All Tech Is Human (2022), the Center for Humane Technologies (2021), 
and companies like Google (2020) have contributed to the field with frameworks 
and guidelines for practitioners to promote more human-centric design and tech 
development.
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3	� The Wellbeing Compass: A Framework 
for a Humanity-Centric Future

Sustainable solutions based on innovation can create a more resilient world only if that 
innovation is focused on the health and well-being of its inhabitants. And it is at that point—
where technology and human needs intersect—that we will find meaningful innovation. 
(Frans van Houten, Former CEO of Philipps)

The Wellbeing Compass builds on Lomas et  al.’s (2023) suggestion for an 
expanded perspective that considers “Wellbeing” not just as an orienting value for 
design, but as a guiding principle for tech development and innovation as a whole. 
The Wellbeing Compass advocates for a procedural notion of wellbeing. Rather than 
prescribing a fixed notion of “Wellbeing,” it offers a framework for systematically 
considering and embedding wellbeing considerations into every aspect of the prod-
uct lifecycle, from ideation to launch and beyond. This procedural approach extends 
beyond the ideation phase, recognizing not only the sociocultural nature of technol-
ogy, but also that wellbeing can express differently in different settings and that this 
requires a more nuanced approach.

The Wellbeing Compass encompasses four key principles:
First, is moving from a reactive to a proactive approach. This means treating 

technology’s impact on welfare as a fore- and not an afterthought and integrating 
considerations about the social impact of technologies into the very fabric of tech-
nological innovation, from initial concept to final product, from the choice of busi-
ness model to decisions on which data to collect and formulation of key performance 
indicators. Only by doing so, we are on the surest path to create technologies that 
are inherently aligned with human values and societal wellbeing. This intent needs 
to stand at the beginning of every process.

The next is a purpose-driven approach. This involves looking at values and eth-
ics and considering the broader, medium, and long-term effects of technology on 
individuals, communities, and society as a whole. This will foster innovation that is 
meaningful and sustainable, both for humanity and for the planet.

A humanity-centered approach challenges technologists, entrepreneurs, and 
innovators to consider how technology impacts human lives. The Wellbeing 
Compass draws on design principles like empathy and systemic thinking as well as 
the participatory, interdisciplinary nature of humanity-centered design 
methodologies.

The final principle is an adaptive approach. This goes beyond the idea of “itera-
tion” promoted by design-thinking and agile approaches, but encompasses the com-
mitment to adapt any learnings generated from insights gained in iterative 
development. It also encompasses community engagement as well as a commitment 
to keep refining and reevaluating any technological outcome according to the prin-
ciples proposed.
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3.1	� Proactive Approach

A Wellbeing Compass only makes sense when there is a willingness to put Wellbeing 
at the core of a product, or even business. The mindset needs to move away from 
doing whatever is technically feasible within the realm of the legally allowed 
towards an approach of actively promoting quality of life at both the individual and 
societal level. This mindset shift is what we call the proactive approach.

The transformative potential of technology, the information imbalance between 
provider and user, and the sensitivity of the data processed have led to various regu-
latory interventions. Spiekermann (2021) notes that technicologists often only 
address ethical concerns reactively—for example, when confronted with unavoid-
able issues such as security gaps or regulatory changes like the EU’s General Data 
Protection Regulation—rather than proactively. Arguably, regulations like the 
European AI Act have provided an important foundation to ensure responsible tech 
development and deployment. These regulatory frameworks have been essential for 
establishing baseline standards, regulating high-risk AI and protecting user’s funda-
mental rights (European Parliament 2023). However, confusion about how to opera-
tionalize ethical principles (Morley et  al. 2020), worries about the bureaucratic 
burden on companies—especially smaller ones—and concerns about the effect of 
regulation on innovation have revealed critical gaps that need filling.

Reactive approaches that only recognize the effect of a product on wellbeing 
according to regulations create the danger of developing a “checkbox” mentality 
(Mittelstadt 2019) where we prioritize meeting minimum standards over genuine 
engagement with the ethical implications of the technologies that we are develop-
ing. Without contextualization, standards and high-level principles that can be 
applied across a wide range of applications also cannot account for the full spectrum 
of ways in which a technology affects a diverse group of stakeholders, nor will it 
lead to tools and methodologies that operationalize ethical considerations. An 
overly principled approach might even lead to the illusion of progress without pur-
suing robust regulation and accountability (Mittelstadt 2019).

Regulatory environments are slow to keep up with the pace and rapid adoption of 
new technologies. Proposed by the European Commission on 21 April 2021, it took 
nearly 3 years to pass the AI Act on 13 March 2024 (European Parliament 2023). In 
the meantime, OpenAI released ChatGPT and reached more than 100 million users 
in less than 2 months after its release in November 2022 (Hu 2023). If companies 
rely on regulations only, they may not recognize violations of their audience’s well-
being until after the fact.

While “not causing harm” must be seen as a critical foundation, it cannot be seen 
as the ultimate goal if we want to create technologies that provide true social value. 
To create technologies with a positive impact, we need to be proactive instead of 
reactive. We need a shift in focus from prevention to promotion—to look beyond the 
prevention of harm to the proactive promotion of positive outcomes for society, 
from what we “shouldn’t do” to what we “need to do.”
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3.2	� Purpose-Driven Approach

The growing recognition of digital technologies “as drivers of change not just in 
human material circumstances, but also in human values and organizational systems 
that support wellbeing” (Gluckman and Allen 2018), highlights the need for a more 
nuanced, context-specific approach that regulation alone cannot provide. We call 
this the purpose-driven approach.

At its core, a purpose-driven approach integrates concepts of wellbeing—such as 
personal significance, meaning, virtue, and value alignment (Desmet and Pohlmeyer 
2013)—into the very processes and mindset of creating technological products. It 
extends beyond meeting regulatory requirements to actively creating value for all 
stakeholders, including end users, employees, communities, and the environment 
(Freeman et al. 2010). This approach also encourages companies to align their strat-
egy and mission statement with broader societal goals, such as the UN’s Sustainable 
Development Goals (Scheyvens et al. 2016).

A company aware of its core values and the values that are generally considered 
relevant in the context of creating new technologies can prioritize its efforts in a 
much leaner and more strategic way. By embedding purpose and values into the 
innovation process, companies can drive meaningful change and address complex 
societal challenges through their core business activities. As creating value defini-
tions is not an approach that every company can or should undertake on their own, 
international organizations have worked on providing an overview of agreed-upon 
values that may be used to derive development principles (OECD 2024).

Ultimately, integrating wellbeing considerations from the outset does not just 
lead to a richer and more valuable digital experience, but it fundamentally changes 
the way we design digital products, placing real empathy at the very core of the 
process.

3.3	� Humanity-Centric Approach

While regulatory frameworks such as the AI Act have attempted to anticipate poten-
tial risks in connection to AI development and deployment—especially existential 
risk as a result of AGI (Artificial General Intelligence)—many consequences remain 
unpredictable (Helbing 2013). This uncertainty is reflected in the polarized public 
discourse on AI, ranging from doomsday scenarios to utopian narratives (Cave and 
Dihal 2018). What these contrasting perspectives point to is the urgent need for an 
inclusive, flexible, and adaptable approach to tech development that considers a 
range of stakeholders (Floridi et al.2018) as well as education and empowerment of 
the public to participate in the discourse.

Central to the humanity-centric approach is the cultivation of deep empathy 
(Wright et al. 2008; Mattelmäki et al. 2014). Tech companies like to focus on indi-
viduals in their role as users. Moving forward, we need to broaden our perspective 
and look at the individual as a whole, as a part of a community, of an entire ecosys-
tem of people, all living things, and their physical environment (Norman 2023). 
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Looking beyond a “user” into a complete ecosystem allows us to discover cause-
and-effect chains that we may not have discovered with a narrow lens (Norman 
2023). Acknowledging the psychological and emotional effects of their choices, 
rather than just focusing on “ease of use” and functionality, designers, engineers, 
and entrepreneurs are encouraged to think about the broader effect of the use of their 
digital products on peoples’ lives. This will not just enhance user experience in the 
short run, but, in the long run, could even mitigate the risk of user attrition when 
users start noticing the adverse effects of their interactions with a digital application 
(Harness et al. 2022).

Taking a long-term view on ecosystems and examining potential effects of design 
choices is a large part of humanity-centric design, broadening the scope of user-
centered design (Norman 2023). In doing so, we might mitigate inherent risks of 
disruptive innovation before they become a reality.

3.4	� Adaptive Approach

Development is often based on assumptions (Young et al. 2018). Especially in a 
field as broad and novel as Digital Wellbeing, we may not always have the knowl-
edge that we would need to accurately predict the impact of technology on 
Wellbeing. To make sure that development is leading to technologies in line with 
our values, and to mitigate the risk of unforeseen consequences, we need to continu-
ally adapt and refine. From assumptions to proposed designs, from implicit knowl-
edge to business models, we need to ensure technology truly meets the concerns of 
the people and ecosystem for whom they are intended. This goes beyond an agile, 
iterative development process with user feedback features.

Asking questions and collecting feedback is only impactful when the informa-
tion gathered is actually processed and the result is adapted. The final principle 
advocates for the need to respond to new learnings, to new participants, and be will-
ing to revisit and evaluate assumptions, products, and ultimately, even business 
models with this new information. The development of a shared language around AI 
and wellbeing is an essential step (Thomas and McDonagh 2013), as the traditional 
discourse on AI ethics often relies on abstract terms like “algorithmic fairness”, and 
“bias,” while privacy and cookie policies often use complicated technical and legal 
jargon that many find difficult to understand or engage with (Auxier et al. 2019).

Digital Wellbeing offers a more relatable vocabulary, enabling users to more 
naturally express how technology impacts their mental health, social relationships, 
and personal growth. In allowing for a more intuitive engagement with ethical con-
siderations in technology, considerations around “Wellbeing” promote increased 
participation and a sense of responsibility and involvement in the development of 
digital technologies. This approach also has the potential to bridge the gap between 
developers and users, promoting a more inclusive discourse on and development of 
digital technologies that affect our daily lives.
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4	� Operationalizing (Digital) Wellbeing

Businesses can significantly shape how technology integrates with and impacts our 
daily lives, highlighting their responsibility but also their potential to guide techno-
logical development in ways that promote human welfare and social resilience. 
While the scope of this chapter doesn’t allow for a full roadmap to operationalizing 
the Wellbeing Compass, the following serve as starting points for future intra- and 
entrepreneurs as well as anyone who is involved in development processes to lever-
age the above-mentioned principles not only within their development processes, 
but in their strategic work as well. The authors acknowledge that further experimen-
tation, fine-tuning, and collaboration will be needed to optimize the following 
guidelines.

Calvo and Peters (2014), identify two strategies for integrating Wellbeing con-
siderations into the tech development process:

•	 Active integration: The development of digital technologies that are designed to 
support wellbeing in an application that has an overall different goal (e.g., a pro-
ductivity app that also sends users reminders to take breaks, and offers advice on 
how to maintain a healthy work-life balance).

•	 Dedicated integration: Technologies that are purposefully built for and dedicated to 
fostering wellbeing and human potential in some way (e.g., a meditation app that 
offers guided meditation sessions and personalized wellbeing recommendations).

4.1	� Development

The Wellbeing Compass is intended as a versatile approach that can be used across 
industries and product types. This approach builds on standards like the IEEE7000 
(2021) which have recognized both the need for principles that can be operational-
ized (“methodology” rather than “morality”), as well as the fact that ethical AI is not 
just about physical, but also value harms (Spiekermann 2022) that need to be con-
sidered and accounted for.

Operationalizing Digital Wellbeing can happen at various stages of the develop-
ment process and in any type of development or design framework. It might be as 
simple as taking the four dimensions outlined in the Wellbeing Compass and evalu-
ating them in the context of any established business or development event within 
an organization. The continuous evaluation of the development process according to 
the framework of the Wellbeing Compass allows for clarity on the current course 
and adjustments within the product development journey.

4.1.1	� Design Processes
Many companies have introduced and refined structured ideation processes 
(Khalifeh 2020). These include empathy mapping, persona creation, design think-
ing, design sprints, among others. Any of these processes can be reimagined and, as 
we argue, improved, by using the four pillars of the Wellbeing Compass. Adapting 
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a method widely used in the design thinking process (How might we…), teams 
could ask questions such as:

•	 How might we be proactive regarding ethical concerns in innovation?
•	 How might we serve our purpose in the long term?
•	 How might we influence individuals, communities, and society positively?
•	 How might we emphasize learning in our process?

And ultimately, “How might we contribute to Digital Wellbeing?” Some may 
argue that some of these aspects are already captured in the “empathy” part of many 
of the used frameworks. However, this aspect is often narrowed towards a con-
sumer- and user-focused view, looking at individuals who are using digital media 
(Gasson, S. 2003). One of the key challenges in this phase is to broaden the view 
again and look at not only individuals in various aspects of their lives, but as a part 
of different ecosystems.

4.1.2	� Agile Events
Both software development companies and digitally enabled non-technological 
businesses have recognized the value of short development cycles and receiving 
feedback on developed features fast, both from internal stakeholders and external 
users (Chaudhary et al. 2017). This has led to an agile transformation in many sec-
tors and companies of all sizes (Digital AI 2023). Regardless of the specific agile 
framework used, events such as Reviews and Retrospectives have often been 
implemented to showcase development results and to reflect on the development 
process (Lehtinen et al. 2017). This integration can:

–– Foster proactivity in the team’s mindset
–– Reinforce the underlying value systems
–– Reevaluate the impact on humanity and its ecosystems
–– Facilitate adaptation to new learnings

This approach encourages development teams to think outside their bubble of 
technological improvement and consider the wider impact of their innovations in a 
guided way (Motingoe and Langerman 2019). We are proposing an approach that 
first establishes guiding values to inform a strategy for Wellbeing-centered develop-
ment, including ethical acceptance criteria and ethical retrospectives (Fig.  17.1). 
This process and its outcomes are unique to each business that undertakes it and 
must be revisited regularly to account for developments in economics, technology, 
and the business’s socioeconomic impact.

4.1.3	� Waterfall Development
While agile methodologies have seen widespread adoption, their implementation 
is still in its early stages or not feasible in some industries and business types. In 
these cases, more traditional methodologies such as Waterfall and V-model devel-
opment persist. Where this is the case, it is common procedure to define clear 
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Fig. 17.1  Wellbeing Compass in development and operations

process phases and related process gates. These stages are already used to review 
risks, product features, and other evaluations, and can similarly be applied to 
reflections on the Wellbeing Compass without introducing significant overhead.

4.2	� Business Strategy

Established organizations can leverage existing innovation frameworks not only in 
their development process. We argue that the principles of the Wellbeing Compass 
should be integrated into an organization’s core business strategy. While not exhaus-
tive, the following serves as a starting point for established organizations to rethink 
existing operational processes and align their business strategy with a broader set of 
social and environmental values.

Before any value alignment can take place, however, values need to be defined 
and specified within the organization. While the Wellbeing Compass provides gen-
eral guidelines for alignment and this chapter lists sources for values in accordance 
with Wellbeing, context-specific work needs to take place in any organization to 
recognize and vocalize the values prevalent. Even if such efforts have already been 
undertaken, regular evaluation needs to take place.
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4.2.1	� Corporate Strategy and Mission
To sustainably and effectively integrate wellbeing considerations into an organiza-
tion’s processes, it is essential to embed them into the organization’s culture and 
mission statement alongside other business objectives. Clear communication from 
leadership that wellbeing is part of the strategy is needed to give it visibility at a 
high level and allow it to be integrated as part of any subsequent action derived from 
the strategy. This should ensure that the business model itself aligns with and sup-
ports wellbeing goals.

4.2.2	� Team and Personal Goals
As the business strategy is implemented in operational units, team goals and indi-
vidual goals must be aligned with it (Mascareño et al. 2020). At every level within 
a company, there should be clarity on the connection between operational activi-
ties and business goals. In an ideal scenario, every team member would have a 
clear vision of their contribution. At the same time, teams cannot successfully 
work on wellbeing goals, if their own wellbeing is not taken into account (Wright 
and Cropanzano 2000). Team leaders need to recognize this and integrate personal 
wellbeing of their employees as part of their leadership goals. Ultimately, wellbe-
ing within a company will always encompass both internal and external 
stakeholders.

4.2.3	� Specialized Teams
Operationalizing the Wellbeing Compass within an existing organization can take 
various forms. One approach might be to integrate it into corporate social responsi-
bility (CSR) initiatives, which often already address ecological considerations and 
employee health. While this could offer a natural home for the Wellbeing Compass 
there’s a risk that Digital Wellbeing might become disconnected from the compa-
ny’s core business or get lost among other CSR topics.

Alternatively, companies could establish internal ethics committees. These com-
mittees, usually made up of a diverse group of experts, review initiatives according 
to their ethical acceptability (Moore and Donnelly 2018). Mehta et  al. (2023) 
emphasize the importance of diversity to ensure a comprehensiveness in the com-
mittee’s work. Similar standards should be applied for Wellbeing assessment.

4.3	� Key Wellbeing Indicators

If viewers are watching more YouTube, it signals to us that they’re happier with the content 
they’ve found. It means that creators are attracting more engaged audiences. It also opens 
up more opportunities to generate revenue for our partners. (Meyerson 2012)

The need for new metrics that are suitable for the rapidly changing digital land-
scape has been recognized on numerous occasions (Vanden Abeele 2021; Hatem 
& Ker 2021). Many of the current metrics used in tech development and AI are 
easy-to-collect, but incomplete, short-termist and not representative for the true 
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experience users are having engaging with the technology (Thomas et al. 2020). 
“Any metric is just a proxy for what you really care about,” observes Thomas et al. 
(2020), offering an important insight into the limitations of proxies. When applied 
to the prevalent use of engagement metrics, and taking it to their literal extreme, 
this would imply that the goal is to spend as much time as possible on digital 
devices.

To assess the wellbeing impact of a product, and to be able to continuously 
reevaluate development according to the Wellbeing Compass, qualitative descrip-
tions will not be sufficient. Traditional wellbeing assessments may be unsuitable, as 
aiming for consistency over time may be incompatible with rapidly changing tech-
nologies such as social media and AI. As we are moving away from productivity 
and performance, we need to create a holistic set of “Key Wellbeing Indicators” that 
measure the impact on wellbeing alongside traditional metrics. These measure-
ments will ultimately inform future product and business strategy. What this calls 
for is a context-specific approach to both human-centered design and development, 
one that:

•	 Engages a range of stakeholders in the process of defining and evaluating metrics 
(Morley et al. 2021; Spiekermann 2020; Thomas et al. 2023)

•	 Provides real-time feedback mechanisms to collect and integrate user feedback 
(Thomas et al. 2020; Suh et al. 2016)

•	 Finds a balance between standardization and the individual experiences of well-
being across cultures and age groups (Liscio et al. 2023)

•	 Considers the ethical implications and considerations relevant in the specific 
context (Liscio et al. 2023)

•	 Balances objective and subjective measures for wellbeing (Morley et al. 2021; 
Vanden Abeele 2021)

•	 Regularly evaluates and assesses the validity and reliability of these measures 
(Cooke et al. 2016)

4.3.1	� Wellbeing Compass Metrics

It is not the products nor their material value, but what we do with products that can make 
us happy. (Desmet and Pohlmeyer 2013)

In order to develop metrics that acknowledge and address these challenges, we 
must find a holistic, multidisciplinary approach that balances quantitative measures 
with qualitative insights, is context-sensitive, representative for a diverse set of user 
experiences, and considers both the individual and the collective. We propose met-
rics based on the four pillars of the Wellbeing Compass.

•	 Is the business operating according to the proactive approach?
Metrics might include number of ideas generated to promote wellbeing, aware-
ness of wellbeing as a strategic goal, number of corrective efforts needed to keep 
up to date with regulatory efforts.
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•	 Is the business purpose-driven?
Metrics might include awareness of the value system in the company within the 
team members, personal fulfillment of the employees, time range of the long-
term vision of the product.

•	 Is the business humanity-centric?
Metrics might include level of understanding of the surrounding ecosystem, per-
ceived meaning of the work by the employees, diversity of the related stakeholders.

•	 Is the business adaptive?
Metrics might include number of actions undertaken to connect to communities, 
number of lessons learned implemented in the context of wellbeing, number of 
research efforts undertaken (Fig. 17.2).

Fig. 17.2  Wellbeing Compass metrics
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4.3.2	� Potential Methodologies
Moving away from engagement-focused metrics and considering communities in 
addition to individualistic definitions of wellbeing, we need to choose methods that 
provide insight into the wellbeing effects of technologies. Self-reports may be unre-
liable and inaccurate (Vanden Abeele et  al. 2013), so alternatives might include 
device logging and mobile experience sampling. These data collection techniques 
can capture in situ experiences (van Berkel et al. 2017) and allow the detection of 
patterns in behavior over shorter and longer time frames (Stragier et al. 2019). This 
method may be perceived as invasive by affected user groups and needs to be imple-
mented according to ethical guidelines in clearly defined scopes.

Beyond risk assessments, businesses need to conduct ethical impact assessment 
of the potential short-term and long-term effects, asking questions such as: “What 
are the potential short- and long-term wellbeing effects of our product and how can 
we strike a balance?” The results of these assessments need to be analyzed in detail 
and lead to continuous adaptation: This requires the creation of processes for ongo-
ing assessment and refinement of wellbeing strategies.

4.3.3	� Reputation and Trust
With the pace of development of emerging technologies accelerating every day, 
organizations that innovate with “Wellbeing” as a compass can ensure ethical con-
siderations are embedded from the outset, rather than an afterthought. Retrospectively 
adjusting irresponsible design principles in technological products is not only 
expensive, but it can lead to reputational damage.

Especially in the realm of digital businesses, company assets are no longer tan-
gible, as they are in manufacturing and commerce, but instead consist of informa-
tion and knowledge (Birch et  al. 2021). There is increasing awareness that 
individuals’ own data forms part of these company assets. In an age of GenAI, 
deepfakes, and misinformation campaigns, companies who use trusted sources for 
their data may therefore be perceived as more reliable and trustworthy (Gillespie 
et al. 2023). Brand image is already often a metric used in marketing departments. 
A focus on scores representing reputation, trust can help identify issues in the per-
ception and ultimately the wellbeing impact of a company.

5	� Challenges and Considerations for the Future

Even the most beautiful speculative design won’t sway hearts if the leaders of an organiza-
tion don’t have the ambition or desire to invest in a better future—and we don’t mean just a 
profitable one. “What if?” is the beginning of a design-driven process to understand what 
choices we need to make today in order to create the future we want. (Michael 
Hendrix, IDEO)

The relative absence of “Wellbeing” as a guiding value in tech development and 
innovation so far can be attributed to a series of factors: lack of incentives, lack of 
understanding of the complexity of wellbeing, lack of tools and frameworks to 
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operationalize wellbeing, prioritization of short-term profits over long-term impact. 
Lomas et al. have grouped these into “lack of knowledge” and “lack of motivation” 
(Lomas et  al. 2023). While companies optimizing for engagement may find it a 
disadvantage to focus on “wellbeing” (lack of motivation), the highly personalized 
and context-dependent nature of wellbeing makes it extremely difficult to define, 
measure, and compare (Gluckman and Allen 2018) (lack of knowledge). The pace 
of technological development further complicates the picture, while at the same 
time highlighting its importance. Addressing these challenges will require, 
among others:

•	 Interdisciplinary collaboration among diverse stakeholders and facilitation of an 
ongoing, cross-disciplinary dialogue

•	 Breaking development teams and decision makers out of self-created bubbles
•	 Connecting with wider communities interested in shaping and co-creating 

products
•	 Translating academic jargon into accessible language for non-experts to increase 

participation
•	 Transforming theory (abstract principles) into practice (operational processes)

We need to shift from siloed decision-making—where policymakers, technolo-
gists, and ethicists work independently—to a collaborative co-creation process that 
includes impacted communities from the outset.

There is growing evidence that social responsibility does not just translate to 
more ethical business practices, but also meaningful innovation that positively 
affects the bottom line. Studies have shown that businesses that consider their 
impact on their environment, human and natural, often outperform their peers in 
terms of financial performance, reputation, and trust (Eccles et al. 2016). A great 
example of the value of wellbeing considerations in technical innovation comes 
from Sarah Spiekermann, at the University of Vienna, conducting an experiment 
with her students to evaluate the impact of their innovation (a food delivery app) 
on the stakeholders’ lives and character (Spiekermann 2021, p. 42). In comparison 
to the “non-ethical” ideation, Spiekermann’s experiment led students to the iden-
tification of significantly more, and completely novel value offerings and differ-
entiated product concepts. While hypothetical, Spiekermann’s experiment shows 
the potential of including broader wellbeing considerations into the innovation 
process.

6	� Conclusion: To the Next Wave 
of Responsible Entrepreneurs

When we inject people with positivity, their outlook expands. They see the big picture. 
When we inject them with neutrality or negativity, their peripheral vision shrinks. There is 
no big picture, no dots to connect. (Barbara Frederickson)
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We began this chapter with a critical question: How can we, as a digital society, 
ensure that the technologies we design and deploy promote wellbeing and benefit 
humanity, rather than causing harm? How can we ensure that we return to technol-
ogy’s original roots, that of serving humanity and making our lives better? In 
addressing these questions, we will once again return to the field of Psychology and 
the work of Barbara Frederickson who has spent her academic career trying to 
understand the impact of positive thinking on wellbeing, resilience, and our capac-
ity to build skills and think creatively. Frederickson’s research has shown that when 
we focus on problems, our focus narrows. When we think positively, on the other 
hand, our approach expands (Frederickson 2009). It is here that we see the biggest 
potential of the Wellbeing Compass to leverage digital technologies as a force for 
good and true social value.

Throughout this chapter, the authors have tried to achieve three key objectives:
First, to underscore the urgent need for humanity-centric guiding values and 

methodologies in innovation and tech development: to focus not only on what we 
“shouldn’t do,” but what we “need to do” to create a positive future. Whether as 
individuals, as communities, organizations, or governments, as fields of study or 
practice, we must work together towards a digital landscape that strengthens rather 
than undermines human potential. This step will require curiosity, openness, active 
listening, and a willingness to experiment and challenge existing norms.

Second, just like measures like GDP cannot truly capture the true health of an 
economy and societal progress in the twenty-first century, the metrics that have 
guided us in developing digital technologies over the last three decades may no lon-
ger be sufficient or even adequate measures of “progress.” We need a more compre-
hensive set of indicators that go beyond measures like “daily active users” or “time 
spent…” to not only hold the organizations behind the platforms and technologies 
accountable, but also to prove that “doing good” does not preclude “doing well.”

And lastly, having the tools (technologies) may be one thing, but even more 
important is how we apply them. It is here that the Wellbeing Compass is intended 
to make its most important contribution, recognizing that technology is never just 
technical, but sociocultural, and its effect deeply connected with the context in 
which it is applied. By proposing new, more nuanced ways of thinking about the 
role of digital technologies, the Wellbeing Compass is an invitation to practitioners 
to experiment with integrating wellbeing considerations into new and existing busi-
ness models and processes and enhance innovation at every level of an organization 
or development stage.

The journey towards a humanity-centered tech future is not without challenges, 
but it is a necessary and worthwhile endeavor, the beneficiary being none other than 
us. As we continue to innovate and integrate new technologies into our daily lives, 
we must remember to stay committed to the values that we hold dear—as individu-
als, organizations, communities, and a global society. For too long, a “taken-for-
grantedness” (Vanden Abeele 2021) in our interactions with technology has 
obscured the fact that we have agency in shaping the relationship. Recognizing and 
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reclaiming this agency is critical if we want to leverage the full potential of emerg-
ing technologies in a way that benefits us as individuals and as a collective. The 
challenge is simultaneously our opportunity: to shape a future where innovation and 
human flourishing go hand in hand.
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What Business Strategies Can Companies Employ to 
Guide Ethical Digital and AI Technology Implementation?

Deepak Bansal

Abstract

The exponential growth of Artificial Intelligence (AI) technologies has revolu-
tionized industries but has also raised critical ethical challenges such as algorith-
mic bias, privacy concerns, and societal disruption. In response, businesses must 
embrace an “Ethical by Design” approach, integrating ethical considerations into 
their strategic, tactical, and operational frameworks. This chapter explores the 
key components of Ethical by Design strategies, providing insights into how 
organizations can implement them effectively. It highlights real-world examples, 
and through an examination of governance structures, framework development, 
and operational education, this chapter offers a roadmap for companies seeking 
to balance innovation with accountability and create long-term societal value.

1	� Introduction

Artificial Intelligence (AI) has become a defining technology of the twenty-first 
century, revolutionizing industries on an unprecedented scale. From enhancing 
diagnostic accuracy in healthcare to optimizing supply chains in retail and finance, 
AI is reshaping the way we work, interact, and live. According to McKinsey’s 
Global AI Survey, the adoption of AI has grown exponentially, with 56% of compa-
nies reporting its implementation in at least one function as of 2023 (McKinsey 
2023). This rapid integration underscores AI’s transformative potential but also 
highlights the urgency of addressing its accompanying challenges.
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Despite its promise, AI introduces complex ethical dilemmas. Biased algo-
rithms can reinforce systemic inequalities; unregulated data collection can 
threaten individual privacy; and opaque decision-making processes can under-
mine public trust and democratic principles. A 2022 study by the Pew Research 
Center found that 68% of Americans express concern over the misuse of AI tech-
nologies, with privacy and fairness topping the list of worries (Pew Research 
Center 2022). These issues are not just technical or regulatory—they strike at the 
heart of societal well-being.

As businesses increasingly leverage AI to gain a competitive edge, the need for 
robust ethical frameworks has become non-negotiable. Ethical lapses in AI 
deployment have led to significant financial penalties and reputational damage for 
major companies. For instance, in 2018, Amazon discontinued an AI recruitment 
tool after discovering it discriminated against female applicants by downgrading 
résumés that included the word “women’s” (Dastin 2018). Similarly, Uber faced 
legal challenges when its facial recognition system erroneously deactivated driv-
ers with darker skin tones, leading to accusations of racial discrimination 
(McCluskey 2021). These incidents underscore the critical need for organizations 
to integrate ethical considerations into AI development and deployment to prevent 
severe consequences.

Moreover, the European Union’s AI Act, effective from August 2024, introduces 
stringent regulations for AI systems. Non-compliance can result in fines up to €35 
million or 7% of a company’s global annual turnover, whichever is higher (EU AI 
Act 2024). This legislative framework emphasizes the importance of ethical AI 
practices to avoid substantial penalties.

To navigate these challenges, organizations must adopt an “Ethical by Design” 
approach. This philosophy emphasizes embedding ethical considerations into every 
phase of AI development and deployment—from strategic planning and system 
design to daily operations. Unlike reactive measures that address issues post-crisis, 
Ethical by Design aims to proactively align AI technologies with societal values and 
organizational principles.

This integration is not just a moral imperative but a business necessity. A 2021 
Deloitte survey found that organizations prioritizing AI ethics report higher levels 
of customer trust, employee satisfaction, and overall innovation (Deloitte 2021a, 
b). Ethical by Design transforms ethics from a compliance-driven checkbox to a 
core cultural element, fostering trust and long-term sustainability in a digital-
first world.

As we delve deeper into the concept, this chapter explores how Ethical by Design 
strategies can be implemented across strategic, tactical, and operational dimensions, 
providing a comprehensive framework for embedding ethics into business practices. 
Through real-world examples and actionable insights, we highlight how companies 
can build trust, foster innovation, and create a vision for an AI-powered future that 
benefits all stakeholders.
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2	� Ethical by Design Business Strategies: 
A Multilayered Approach

Ethical by Design represents a paradigm shift in how organizations approach the 
integration of ethics into their operations. This framework emphasizes the proactive 
incorporation of ethical principles, ensuring that every aspect of the organization—
from leadership to frontline actions—operates within a clear ethical framework. 
Addressing ethical challenges in AI requires an integral approach, which is best 
understood through its three interconnected dimensions: strategic, tactical, and 
operational.

 

•	 Strategic: How do companies shape the ethics agenda?—Governance and 
Ethical Leadership

•	 At the strategic level, ethics by design begins with leadership setting the tone for 
the organization’s values and commitments. This involves embedding ethics into 
corporate governance through dedicated policies, roles, and oversight 
mechanisms.

•	 A critical part of this strategic dimension is fostering an organizational culture 
where ethics is prioritized. Studies suggest that when leadership visibly champi-
ons ethical practices, it encourages employees at all levels to integrate these val-
ues into their daily responsibilities. Moreover, governance structures such as 
ethics boards or dedicated officers ensure accountability and drive alignment 
between the organization’s ethical goals and its business strategies.

•	 Tactical: How do companies design frameworks and approaches?—
Methodologies and Frameworks

•	 The tactical dimension bridges the high-level vision established at the strategic 
level with the practical tools and processes required for implementation. 
Developing ethical frameworks involves defining clear methodologies for 
addressing potential risks, such as algorithmic bias or lack of transparency.
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•	 Tactical measures often include creating guidelines for ethical AI development, 
conducting risk assessments, and implementing standardized procedures such as 
ethics checklists or audits. These frameworks ensure that ethical considerations 
are not just conceptual but are actively embedded into workflows, making them 
an integral part of product design and service delivery. Additionally, tactical ini-
tiatives often include collaboration with external experts to refine and validate 
these frameworks, further strengthening their robustness.

•	 Operational: How do companies implement it?—Everyday Decisions and Actions
•	 Operationalizing ethics ensures that the principles defined at the strategic and 

tactical levels translate into consistent actions across the organization. This 
dimension focuses on embedding ethical decision-making into daily operations 
and creating a culture of responsibility among all employees.

•	 Operational measures often involve training programs, clear reporting mecha-
nisms for ethical concerns, and systems that encourage employees to raise poten-
tial issues without fear of retribution. These initiatives not only ensure compliance 
but also foster a proactive ethical mindset, enabling employees to identify and 
address challenges before they escalate.

The interconnected nature of these dimensions ensures that ethics is embedded 
across the organization, creating a resilient and adaptive framework capable of 
addressing evolving challenges in AI deployment. Strategic leadership provides a 
long-term vision, tactical frameworks offer actionable tools, and operational mea-
sures bring these principles to life in everyday actions. Together, they create a robust 
foundation for ethical decision-making that extends beyond compliance and build-
ing trust and credibility with stakeholders.

3	� Strategic Areas: Governance and Ethical Leadership

The strategic dimension of Ethical by Design focuses on embedding ethics into the 
leadership framework of an organization. This involves fostering accountability at 
the highest levels, integrating ethical principles into the corporate culture, and 
actively participating in global initiatives to address pressing ethical concerns. Two 
key components—embedding ethical oversight at the executive level and aligning 
organizational values with ethical principles—are critical in shaping a sustainable 
and responsible future for AI technologies.
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3.1	� Participation at the Executive Board Level

Integrating ethical oversight into executive decision-making ensures that ethical 
considerations are embedded into every level of AI development and deployment. 
Establishing roles such as Chief AI Ethics Officer or AI Ethics Boards is founda-
tional to this process. These entities provide a centralized point of accountability, 
ensuring that AI systems reflect not just technical efficiency but also ethical, social, 
and political values.

A report by Bain & Company emphasizes that appointing a Chief AI Ethics 
Officer or establishing an AI Ethics Council is a vital step in adapting organizations 
for responsible AI use. These structures ensure oversight, enabling organizations to 
identify risks and implement best practices to mitigate ethical challenges (Bain & 
Company 2021). The World Economic Forum highlights the creation of Chief AI 
Ethics Officers as a key strategy to embed ethical principles into company opera-
tions. These roles are critical for advising leadership on AI-related risks, ensuring 
compliance with ethical standards, and fostering a culture of accountability (World 
Economic Forum 2021).

Key Responsibilities of AI Ethics Leadership
The role of AI Ethics Leadership is pivotal in ensuring that AI technologies are 
designed, developed, and deployed responsibly, addressing both organizational and 
societal needs. The following responsibilities highlight the core contributions of this 
leadership role:

•	 Integrating Multidisciplinary Perspectives: AI ethics leaders must bring together 
insights from diverse disciplines such as sociology, political science, philosophy, 
and law to create holistic AI systems. This ensures that technologies are not only 
technically sound but also socially aware and culturally inclusive.

•	 Conducting Proactive Ethical Risk Assessments: A critical function is identify-
ing potential ethical challenges, such as algorithmic bias, data privacy issues, or 
unintended consequences, early in the development process. This proactive 
approach mitigates risks before they escalate into larger organizational or soci-
etal concerns.

•	 Aligning AI with Organizational and Societal Values: Leaders are tasked with 
translating abstract ethical principles into actionable guidelines that resonate 
with the company’s mission and values. By aligning AI initiatives with broader 
societal goals such as fairness, transparency, and inclusivity, they ensure that the 
organization contributes positively to the communities it serves.

These responsibilities position AI Ethics Leadership as a cornerstone of respon-
sible innovation, fostering trust and accountability while ensuring that AI tech-
nologies align with both ethical principles and strategic objectives. According to 
the World Economic Forum (2021), several prominent companies, including BCG, 
Salesforce, IBM, and Microsoft, have established dedicated roles for AI ethics, 
such as Head of Responsible AI, AI Ethics Global Leader, Global AI Ethicist, and 
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Chief Responsible AI Officer, highlighting their commitment to responsible AI 
governance.

Case Study: GE Healthcare
GE Healthcare, a global leader in medical imaging and diagnostics, has taken sig-
nificant steps to integrate ethical oversight into its AI operations. In 2023, the com-
pany appointed Parminder “Parry” Bhatia as its Chief AI Officer to lead efforts in 
ensuring the ethical design and deployment of AI-powered tools. This role focuses 
on addressing critical concerns such as bias, data privacy, and patient safety in med-
ical imaging and diagnostics.

GE Healthcare’s AI-powered imaging tools undergo rigorous ethical reviews to 
mitigate risks of racial and gender biases in diagnostic accuracy. These reviews 
ensure transparency and equity in algorithmic decision-making, ultimately fostering 
trust among healthcare providers and patients. By integrating such oversight, GE 
Healthcare demonstrates a commitment to enhancing patient outcomes while main-
taining ethical integrity in its AI applications (Fierce Biotech 2023).

3.2	� Embedding AI Ethics in Culture and Values

For organizations to deploy AI responsibly, ethics must not remain a standalone 
policy but become deeply embedded within the organization’s culture and values. A 
company’s ethical framework should act as the cornerstone of its AI operations, 
guiding decision-making at all levels and ensuring alignment with societal expecta-
tions and long-term business goals. This cultural embedding requires a multi-
pronged approach, emphasizing value-driven commitments, proactive engagement 
in global conversations, and inclusive collaboration with diverse stakeholders.

•	 Incorporating Value Statements on AI Ethics
•	 Value statements on AI ethics are a public declaration of an organization’s com-

mitment to responsible innovation. These statements go beyond corporate mes-
saging, serving as a guiding philosophy for how AI is designed, developed, and 
deployed. They create a unified vision for employees and stakeholders, ensuring 
that ethical considerations are consistently prioritized.

•	 Embedding these value statements into business operations ensures that all AI 
projects align with a shared understanding of principles such as transparency, 
fairness, and accountability. Value statements also provide clarity to external 
stakeholders, demonstrating a proactive commitment to aligning technological 
innovation with societal values.

•	 Participating in Shaping the Global Dialogue
•	 The challenges of AI ethics are not confined to individual organizations; they are 

global in scale. Participating in international discussions on AI ethics enables 
organizations to contribute to the creation of universal guidelines and regulations 
that balance innovation with responsibility. Global dialogues offer a platform for 
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organizations to share their insights and learn from the experiences of others, 
fostering a collective understanding of the ethical implications of AI.

•	 For example, the European Commission has emphasized the importance of 
stakeholder participation in the development of AI regulations, highlighting that 
such involvement ensures that the resulting frameworks are comprehensive and 
balanced. By contributing to these consultations, companies can position them-
selves as thought leaders in ethical AI innovation, influencing the regulatory 
environment to reflect practical industry perspectives.

•	 Collaborating in Multi-Stakeholder Initiatives
•	 Collaboration across sectors and disciplines is vital for addressing the complex 

ethical challenges of AI. Multi-stakeholder initiatives bring together diverse per-
spectives, enriching the conversation and enabling a more holistic approach to 
ethical AI development. These collaborations often include industry peers, aca-
demic institutions, NGOs, and governments, each contributing unique insights to 
the process.

•	 For instance, Microsoft’s participation in the Partnership on AI has allowed it to 
co-develop tools and frameworks for bias detection, benefiting both the company 
and its broader ecosystem. This kind of collaboration ensures that ethical consid-
erations are informed by diverse perspectives, making solutions more robust and 
comprehensive.

Embedding AI ethics into culture and values requires a comprehensive and inten-
tional approach. By creating value-driven commitments, engaging in global dia-
logues, and collaborating with diverse stakeholders, organizations can build ethical 
frameworks that extend beyond compliance. This alignment of culture, values, and 
operations ensures that AI technologies not only meet regulatory standards but also 
contribute to a more equitable and responsible future. Ultimately, embedding AI 
ethics into culture is not just about avoiding harm—it is about driving innovation 
that creates long-lasting societal value.

4	� Tactical Areas: Methodologies and Frameworks

The tactical approach plays a critical role in translating ethical principles into action, 
ensuring they move beyond abstract ideals to become actionable and measurable 
components of AI development and deployment. It focuses on embedding ethics 
directly into workflows, design methodologies, and decision-making processes, 
thereby creating a structured and proactive framework for addressing the unique 
challenges associated with AI.

By integrating ethics into the core of organizational operations and seeking 
external validation, companies can establish accountability, improve transparency, 
and mitigate potential risks such as bias, data misuse, and lack of explainability. 
This approach ensures that ethical considerations are not only built into the founda-
tions of AI systems but are also continuously monitored and improved upon.
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This section explores two pivotal components of the tactical approach: defining 
robust AI ethical frameworks that guide development from conception to release 
and investing in external certifications and user feedback mechanisms to ensure 
systems meet societal and organizational expectations while evolving to address 
emerging ethical concerns. Together, these elements provide a roadmap for organi-
zations to bridge the gap between ethical principles and practical implementation, 
fostering trust and innovation in their AI solutions.

 

4.1	� Defining AI Ethical Frameworks

Ethical frameworks act as the blueprint for responsible AI development. They pro-
vide clear guidelines for integrating ethical considerations into design processes, 
ensuring that fairness, transparency, and accountability are central to AI develop-
ment. Establishing a robust AI ethical framework is essential for guiding responsi-
ble AI development and deployment. This involves embedding ethics into the design 
process, implementing systematic checks and controls, and adopting Explainable 
AI (XAI) systems to ensure fairness, transparency, and accountability.

•	 Embedding Ethics in the Design Process and Methodology
•	 Integrating ethical considerations from the outset ensures AI systems align with 

both organizational values and societal expectations. Early incorporation pre-
vents issues such as bias, lack of transparency, and unintended consequences.

•	 Proactive Design: Incorporating fairness, inclusivity, and transparency into ini-
tial stages mitigates risks and builds trust.

•	 Cross-Functional Input: Collaboration across ethics, legal, and technical teams 
ensures well-rounded, responsible designs.

•	 AI Ethics Checks and Controls Procedure
•	 Systematic checks and controls are crucial for identifying risks before deploy-

ment. These include:
–– Ethical Impact Assessments: Evaluating societal and user-specific impacts to 

prevent harm.
–– Algorithmic Audits: Regularly testing models for fairness and accuracy across 

diverse groups.
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–– Bias Monitoring: Ensuring datasets and algorithms are free from harm-
ful biases.

•	 Integrating Explainable AI (XAI)
•	 Explainable AI enhances transparency by making algorithmic decisions under-

standable for users. This fosters trust, ensures regulatory compliance, and 
empowers users to challenge decisions when necessary.

•	 Practical Application: Industries like healthcare and finance rely on XAI to 
ensure safety and fairness.

•	 Outcome: Builds stakeholder confidence and aligns with global regulatory trends 
like the EU’s AI Act.

Case Study: Unilever
Unilever, according to a report in the MIT Sloan Management Review (2021), devel-
oped an AI ethical framework through its AI assurance process, which evaluates AI 
applications against defined criteria, including fairness, transparency, and account-
ability. This process was designed to identify and mitigate ethical risks in AI deploy-
ment. For example, in a project using computer vision AI to register sales agents’ 
attendance, the assurance process identified potential ethical concerns, such as the 
risk of privacy violations and algorithmic bias. To address these issues, Unilever 
mandated human oversight, requiring flagged photos to be reviewed manually. This 
approach ensured fairness, minimized the potential for automated errors, and upheld 
accountability.

4.2	� Leveraging Third-Party Feedback

Continuous improvement in ethical AI practices is critical to ensuring that systems 
remain aligned with evolving societal expectations, regulatory requirements, and 
user needs. This iterative approach combines third-party evaluations and active user 
engagement, fostering a proactive culture of trust, accountability, and responsive-
ness to emerging challenges.

4.2.1	� Third-Party Review for Improvement
Engaging independent reviewers, and obtaining external certifications, provides an 
objective assessment of an organization’s AI practices. Third-party reviews help 
identify areas where ethical gaps exist, offering actionable insights to enhance com-
pliance with industry standards and regulatory requirements.

•	 Unbiased Evaluation: Independent audits ensure that assessments are free from 
internal biases, enabling organizations to critically evaluate their AI systems. 
This external perspective is particularly valuable in identifying risks that may be 
overlooked internally, such as hidden biases in algorithms or unintended privacy 
breaches.
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•	 Industry Benchmarking: External certifications enable organizations to bench-
mark their practices against global standards, ensuring their AI systems are com-
petitive and responsible. Certifications such as the Swiss Digital Trust Label 
serve as markers of trustworthiness, assuring stakeholders that the organization 
adheres to stringent ethical criteria. Companies certified under such frameworks 
undergo rigorous evaluations across parameters like transparency, data privacy, 
and reliability, reinforcing their commitment to ethical AI.

•	 Regulatory Preparedness: With increasing global AI regulations, such as the 
European Union’s AI Act, third-party reviews ensure organizations remain com-
pliant with emerging laws. This reduces the risk of fines, legal repercussions, and 
reputational damage.

4.2.2	� Collecting User Feedback and Driving Iterative Change
Active engagement with users is essential for developing AI technologies that are 
both effective and ethical. Gathering regular feedback from diverse user groups 
provides critical insights into how systems perform in real-world scenarios and 
highlights areas for improvement.

•	 Real-Time Responsiveness: User feedback allows organizations to identify 
potential issues early, such as unintended consequences or usability challenges. 
This responsiveness ensures systems can be adjusted quickly to meet user needs 
and expectations.

•	 Diverse Perspectives: Involving a wide range of users—spanning different 
demographics, industries, and geographies—ensures that AI systems are inclu-
sive and fair. For example, incorporating feedback from underrepresented groups 
helps address biases that might otherwise go unnoticed.

•	 Iterative Development: Feedback-driven development supports an iterative 
approach, where AI systems are continuously refined and enhanced. Iterative 
updates based on real-world usage and user input not only improve functionality 
but also address ethical concerns proactively.

Case Study: Swiss Digital Trust Label
The Swiss Digital Trust Label exemplifies how third-party evaluations combined 
with user feedback can foster trust in AI systems. Introduced by the Swiss Digital 
Initiative, the label certifies digital services, including AI systems, on parameters 
such as security, data protection, and fairness. Organizations seeking certification 
are evaluated across 35 criteria, incorporating both technical assessments and user 
feedback mechanisms.

For instance, during the certification process, user insights are collected to assess 
how well systems align with real-world expectations. This feedback is used to iden-
tify gaps and implement necessary changes before certification is granted. 
Companies adopting the Swiss Digital Trust Label not only enhance their account-
ability but also gain a competitive advantage by demonstrating their commitment to 
ethical practices. According to the Swiss Digital Initiative (2022), selected 
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technologies of organizations such as Swiss Re, Swisscom, Credit Suisse, wefox, 
UNICEF Switzerland and Liechtenstein, and Julius Baer have been awarded 
the label.

The combination of third-party evaluations and active user engagement ensures 
that AI systems remain relevant, ethical, and effective in dynamic environments. By 
adopting external certifications and proactively gathering user feedback, organiza-
tions can address emerging challenges, build trust with stakeholders, and position 
themselves as leaders in ethical AI innovation. These strategies provide a robust 
foundation for continuous improvement, fostering accountability and ensuring that 
AI technologies serve both organizational goals and societal needs.

5	� Operational Areas: Everyday Decisions and Actions

Operational areas represent the foundational level where ethical principles are 
implemented in the daily functioning of an organization. This involves embedding 
digital ethics into decision-making processes, fostering a culture of ethical respon-
sibility, and ensuring all employees, particularly those working directly with AI, are 
educated on the implications of their decisions.

The operational approach is essential for ensuring that ethics is not confined to 
high-level strategy or one-off tactical interventions. Instead, it becomes a dynamic, 
evolving component of the organization’s DNA, shaping decisions at every level—
from the code written by developers to the strategic initiatives of leadership. This 
continuous, hands-on application of ethical principles ensures that organizations 
remain agile, accountable, and aligned with their core values in an ever-changing 
technological landscape.

 

5.1	� Embedding Ethics in Everyday Decisions

Embedding digital ethics into daily operations is essential for ensuring that ethical 
principles are consistently applied across all organizational activities. It transforms 
ethics from a high-level directive into a practical, actionable component of every 
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decision, fostering a culture where responsibility, accountability, and transparency 
are ingrained in the organization’s fabric. This requires the establishment of robust 
frameworks, the cultivation of an environment that values ethical questioning, and 
the implementation of mechanisms to enable proactive ethical deliberation.

5.1.1	� Implementing AI Ethics Frameworks, Checks, and Controls
Operationalizing digital ethics begins with creating clear frameworks and system-
atic controls that guide employees in addressing ethical challenges. These structures 
ensure that ethical risks are identified, assessed, and mitigated at every stage of a 
project or decision-making process.

•	 Proactive Risk Identification: Developing tools and dashboards to monitor and 
flag potential ethical risks in AI systems is a critical step. For instance, dash-
boards that track model outputs can detect biases or irregularities in real-time, 
enabling teams to respond swiftly and mitigate harm. Predictive analytics can 
also be used to anticipate ethical challenges in high-stakes applications, such as 
healthcare or finance.

•	 Regular Audits and Incident Reporting Systems: Ethical audits—conducted peri-
odically—help organizations uncover blind spots in their AI systems, such as 
unintended biases or discrepancies in data handling. Complementing these 
audits, incident reporting systems provide employees with a structured and safe 
way to report ethical concerns, ensuring that ethical breaches are addressed 
transparently and promptly.

5.1.2	� Encouraging and Rewarding Ethical Questioning
Fostering a culture that encourages employees to question the ethical implications 
of their actions and decisions is vital for building organizational transparency and 
accountability. Ethical questioning empowers teams to think critically about their 
work and challenges them to consider the broader societal impacts of their actions.

•	 Special Ethics Forums: Scheduling dedicated sessions, such as “Ethical Dialogue 
Forums,” provides teams with a platform to openly discuss ethical dilemmas they 
encounter in their workflows. These forums allow employees to share their con-
cerns, explore different perspectives, and collaboratively develop solutions. By 
institutionalizing these discussions, organizations ensure that ethical consider-
ations are not overlooked in day-to-day operations.

•	 Recognition Programs: Establishing recognition programs that reward employ-
ees for ethical foresight further reinforces a culture of accountability and respon-
sibility. For example, organizations can introduce “Ethics Champion” awards for 
individuals or teams who identify and address ethical risks or propose innovative 
solutions to complex ethical challenges. Such programs not only highlight the 
value placed on ethical behavior but also encourage employees to take proactive 
stances on ethical issues.

Operationalizing AI ethics requires a structured approach that integrates ethical 
principles into daily decision-making processes. By implementing clear 
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frameworks, systematic checks, and proactive risk-identification tools, organiza-
tions can detect and mitigate ethical challenges such as biases and discrepancies in 
AI systems. Regular audits and transparent incident reporting further ensure 
accountability and alignment with organizational values and societal expectations.

Encouraging and rewarding ethical questioning complements these frameworks 
by fostering a culture of responsibility and open dialogue. Dedicated forums for 
discussing ethical dilemmas and recognition programs for ethical foresight empower 
employees to critically assess their actions and contribute to sustainable, ethical 
practices. Together, these efforts establish a robust foundation for ethical AI devel-
opment and deployment.

Case Study: Salesforce (Self-Reported)
Though self-reported, Salesforce appears to be making significant strides in opera-
tionalizing AI ethics, albeit not across all areas of its framework. Through its Office 
of Ethical and Humane Use, the company has implemented frameworks to ensure 
ethical AI practices, including regular audits, tools to monitor for biases, and inci-
dent reporting systems to address ethical concerns. These initiatives reflect a proac-
tive approach to managing risks and fostering accountability in deploying AI 
systems.

5.2	� Fostering Company-Wide Education on Digital 
and AI Ethics

Digital and AI ethics is an emerging field, yet many remain unaware of its impor-
tance and implications. Regulations alone cannot address the ethical challenges of 
AI; awareness and education are crucial. When individuals understand the princi-
ples of digital ethics, they are more likely to make informed, ethical decisions on the 
spot, preventing potential harm and fostering responsible innovation.

Education on digital ethics plays a pivotal role in building a culture of account-
ability and ethical responsibility within organizations. As AI technologies become 
central to operations, it is essential to equip employees with the tools to navigate 
these complex challenges. Training programs should not be limited to compliance 
but instead empower employees to proactively identify and address ethical dilem-
mas, ensuring decisions align with organizational values and societal expectations. 
Tailored to diverse roles and responsibilities, these programs ensure relevance and 
practical application, enabling a more ethically aware workforce at all levels.

•	 Leadership and Senior Executives Education
•	 Leaders and executives set the tone for organizational culture and ethical behav-

ior. Training programs for this group should focus on high-level strategic and 
governance issues, equipping them to champion ethical initiatives and make 
informed decisions that align with organizational values.
–– Ethical Leadership Training: Cover topics such as ethical governance, regula-

tory compliance, and the societal implications of AI at a strategic level.

18  Business Strategies for “Ethical by Design” Digital & AI Implementation



260

–– Regulatory Awareness: Ensure leaders are well-versed in global regulations, 
such as General Data Protection Regulation (GDPR) or the EU AI Act, to 
ensure compliance and anticipate emerging challenges.

•	 Business-Specific Ethics Education
•	 Business-specific roles, including managers and functional teams, require train-

ing that connects ethical principles to their day-to-day responsibilities. These 
programs should address sector-specific challenges and provide practical tools 
for implementing ethical practices within their domains.
–– General Ethics Training: Introduce employees to foundational concepts, such 

as digital privacy, the societal impact of AI, and the organization’s ethical 
commitments.

–– Scenario-Based Learning: Incorporate role-specific scenarios and case stud-
ies to help employees identify and respond to ethical dilemmas they may 
encounter in their workflows.

•	 Technical Teams Education
•	 Technical teams, including programmers, data scientists, and machine learning 

engineers, are at the forefront of AI development. Their training must address the 
unique ethical challenges posed by their technical work, emphasizing the impact 
of their decisions on society and end-users.
–– Programmers: Focus on ethical coding practices, data privacy, and security. 

Train them to identify and mitigate risks associated with system design and 
data handling.

–– Data Scientists: Educate on algorithmic fairness, bias detection, and ethical 
data usage, enabling them to create equitable and transparent models.

–– Machine Learning Engineers: Explore explainability, accountability, and the 
societal implications of automation, ensuring that AI outputs align with ethi-
cal standards and organizational values.

Education programs on digital ethics should not be treated as one-off initiatives 
but rather as ongoing efforts that evolve with technological and societal advance-
ments. To ensure widespread participation, these trainings must be structured and 
emphasized as essential and mandatory components of organizational development. 
Embedding such programs into the organizational culture ensures that ethics remain 
a central focus, with regular updates to address emerging challenges such as new 
regulations or advancements in AI. Leadership involvement is vital, as it not only 
demonstrates the importance of these initiatives but also sets a strong example for 
the workforce. Cross-department discussions and workshops further promote a 
shared understanding of ethical issues and solutions, ensuring comprehensive 
engagement across the organization.

These programs equip employees at every level with the tools to identify and 
address ethical concerns, improving decision-making by aligning actions with the 
organization’s values and societal expectations. A shared understanding of ethical 
standards fosters accountability across all roles, distributing responsibility beyond 
individual teams or functions. Educated employees contribute to a culture of ethical 
practices, building trust with stakeholders, customers, and the broader community. 
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By prioritizing education on digital ethics, organizations reinforce their commit-
ment to responsible innovation and sustainable growth.

Various universities and consulting firms are developing programs to train pro-
fessionals in digital ethics, but a more systemized and holistic approach is essential. 
The Ethical Decision Making Intelligence (EDMI) program from MQ Learning 
Academy is one such initiative aimed at broadly educating organizations on this 
evolving topic. By targeting leadership, business roles, and technical teams, EDMI 
seeks to build foundational awareness and practical skills, contributing to a more 
ethical approach to innovation and technology deployment.

6	� Conclusion

Artificial Intelligence has emerged as a transformative force across industries, 
bringing unprecedented opportunities and significant ethical challenges. As busi-
nesses adopt AI to drive innovation and efficiency, they face pressing questions 
about fairness, transparency, accountability, and societal impact. This chapter 
underscores the necessity of Ethical by Design business strategies—embedding 
ethical principles across strategic, tactical, and operational dimensions of organiza-
tional operations. By proactively integrating ethics into every phase of AI develop-
ment and deployment, organizations can address risks before they escalate and align 
their technologies with both societal values and organizational goals.

 

The strategic dimension emphasizes the role of leadership and governance in 
setting an ethical agenda, fostering accountability through roles like Chief AI Ethics 
Officers and dedicated ethics boards. Tactically, organizations must translate high-
level principles into actionable frameworks, such as risk assessments, audits, and 
ethical AI design processes, ensuring that ethics are woven into workflows and 
methodologies. At the operational level, ethics must permeate daily decisions and 
actions, supported by robust checks, controls, systems, and education that empower 
employees to identify and address challenges responsibly.
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This chapter also highlights emerging case studies to explore the practical appli-
cation of Ethical by Design principles. Examples from organizations such as 
Unilever, GE Healthcare, Salesforce, the Swiss Digital Initiative, and others high-
light the growing efforts to integrate ethics into AI operations. These case studies 
reflect an encouraging trend of companies taking proactive steps to operationalize 
ethical practices. While the journey is ongoing, these initiatives represent meaning-
ful progress toward embedding ethical principles into organizational frameworks 
and advancing responsible AI deployment.

Looking ahead, the path to responsible AI demands more than compliance—it 
requires a commitment to proactive innovation that prioritizes societal well-being 
alongside organizational objectives. By embracing Ethical by Design business strat-
egies, organizations can not only mitigate risks but also unlock the full potential of 
AI to foster trust, drive sustainable growth, and contribute to a future where technol-
ogy serves humanity responsibly and equitably.
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