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Preface

We are delighted to introduce the proceedings of the third edition of the Pan-African
Artificial Intelligence and Smart Systems Conference (PAAISS 2024). This conference
brought together leading academic research scientists, industry practitioners, indepen-
dent scholars, and innovators from across the African continent and the world, to explore,
exchange, and discuss the challenges and opportunities of harnessing the capabilities of
Artificial Intelligence (AI) and Smart Systems (SS), which have emerged as the engine
of the next wave of future innovations.

The theme of PAAISS 2024 was “Advancing Al research in Africa”. The technical
program of PAAISS 2024 consisted of 39 full papers, carefully selected from 103 sub-
missions, for oral presentation sessions at the conference tracks. All the submissions
were full papers with no invited papers. The peer review process was conducted with the
highest standards of academic rigor and integrity. All submissions underwent a rigorous
single-blind peer review process, where each submission was reviewed by a minimum
of 3 reviewers, who assessed the contributions based on their originality, scientific merit,
relevance to the conference themes, and overall quality. In keeping with our commitment
to fairness and transparency, any contributions co-authored by members of the confer-
ence committee were handled with particular care. To avoid any potential conflicts of
interest, these submissions were reviewed by external reviewers who had no affiliation
with the authors or the committee member. This ensured an objective evaluation of all
contributions, maintaining the integrity of the peer review process.

Apart from the presentations of high-quality technical papers, the technical program
also featured a welcoming address by Neil Koorbanally, acting DVC of Research, Uni-
versity of KwaZulu-Natal, South Africa, an address by Thomas Ndousse-Fetter, Imhotep
Geostrategic Innovations, USA, and five keynote speeches. First, we would like to extend
our heartfelt thanks to Neil Koorbanally and Thomas Ndousse-Fetter, whose words set
the stage for a thought-provoking and inspiring conference, capturing the essence of
the themes we explored throughout the event, and challenging us to think critically
about the future of Al and SS in Africa. Then, we would like to extend our deepest
thanks to our distinguished keynote speakers, whose insightful and stimulating presen-
tations enlightened the conference. Their expertise and vision sparked rich discussions.
Their contributions truly were a highlight of this event, and we are incredibly grateful
for their participation. The five keynote presenters were Michael Felsberg, Linkoping
University, Sweden; Bigomokero Antoine Bagula, University of Western Cape, South
Africa; Sudeep Tanwar, Nirma University, India; Foutse Khomh, Polytechnique Mon-
tréal, Canada, and Jerry John Kponyo, Kwame Nkrumah University of Science and
Technology, Ghana.

An international conference of this size requires the support and hard work of many
people to produce a successful PAAISS 2024 technical program and conference pro-
ceedings. Our Steering Committee chair, Dr. Thomas Ndousse-Fetter was essential for
the success of the conference. We sincerely appreciate his vision, constant support, and
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guidance. Our sincere appreciation also goes to the excellent Organizing Committee,
whose tireless work behind the scenes ensured the success of this conference. From the
early stages of planning to the final execution, their commitment to detail, organization,
and the overall success of the event has been essential. We are grateful for their vision
and dedication in making this conference a reality.

We are equally thankful to the various Track Chairs and Co-chairs, who played a
crucial role in curating the content and overseeing the sessions. Their expertise and lead-
ership helped shape the high quality of the program and facilitated engaging discussions
across the various themes of the conference.

Our heartfelt appreciation also goes to the Technical Program Committee members,
whose meticulous, rigorous, and timely review of the submitted papers ensured that only
the highest-quality research was presented at the conference and made it into these pro-
ceedings. Their valuable feedback and constructive critiques have significantly elevated
the caliber of this year’s proceedings, and we are grateful for their time and effort. We
also would like to express our sincere thanks to the authors of the papers featured in
these proceedings. Your hard work, creativity, and dedication have made this confer-
ence a forum for sharing new ideas and advancing the frontiers of Al and SS. Without
your contributions, this event would not have been possible, and we are grateful for the
opportunity to showcase your research.

Finally, we would like to express our sincere gratitude to our hosts and sponsors, the
University of KwaZulu-Natal and the Convention Bureau of Tourism and Film KwaZulu-
Natal. Their generous support not only made the conference possible but also allowed us
to enhance the overall experience for all participants. Special thanks to Jules-Raymond
Tapamo, Serestina Viriri, and the University of KwaZulu-Natal administrators who led
the local organization. We are also grateful to the Southern Sun Elangeni Maharani hotel
for hosting the conference for in-person sessions.

We strongly believe that the PAAISS conference will continue in the coming years
to be an excellent forum for all researchers, developers, and practitioners to discuss the
related up-to-date science, technology, and practical aspects of Artificial Intelligence and
Smart Systems. We also expect that the future PAAISS conferences will be as successful
and stimulating, as shown by the contributions presented in this volume. We do hope
that you will enjoy reading these proceedings.

Isaac Woungang

Telex M. N. Ngatched
Jules-Raymond Tapamo
Serestina Viriri

Thomas Ndousse-Fetter
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Abstract. Neurodegenerative diseases, such as Alzheimer’s and Parkin-
son’s, pose significant diagnostic and therapeutic challenges due to their
complex and heterogeneous progression patterns. Current monitoring
methods rely on periodic clinical assessments and neuroimaging, which
may not capture the dynamic changes in disease pathology. This paper
presents a novel approach for real-time monitoring of neurodegenerative
disease progression using generative adversarial networks (GANs). Our
method leverages longitudinal neuroimaging data to train a GAN-based
model that generates synthetic images of brain structure and function,
simulating disease progression. By comparing generated images with real-
time neuroimaging data, we can detect subtle changes in disease pathol-
ogy and track progression in real-time. We evaluate our approach on a
large dataset of neuroimaging studies and demonstrate its potential for
early detection, disease staging, and treatment efficacy monitoring. Our
results show that GAN-based real-time monitoring can improve diagnos-
tic accuracy and enable personalized treatment strategies for neurode-
generative diseases.

Keywords: Generative adversarial networks - Neurodegenerative
diseases - Healthcare technology

1 Introduction

Neurodegenerative diseases, such as Alzheimer’s disease, Parkinson’s disease,
and Huntington’s disease, are a group of chronic and progressive conditions that
affect millions of people worldwide [13]. These diseases are characterized by the
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gradual degeneration of brain cells, leading to cognitive decline, motor dysfunc-
tion, and eventual loss of independence. Accurate disease progression model-
ing is crucial for early diagnosis, personalized treatment, and effective resource
allocation. Despite significant advances in medical research, the diagnosis and
treatment of neurodegenerative diseases remain a significant challenge. Current
diagnostic methods rely heavily on clinical evaluations, imaging studies, and lab-
oratory tests, which are often invasive, expensive, and provide only a snapshot
of the disease state [10].

Real-time monitoring of neurodegenerative disease progression is crucial for
optimal patient care and treatment planning. However, existing methods such
as the approach in [1] relies on static magnetic resonance imaging (MRI) data
and lacks personalization, similarly, the proposition of [11] enables to capture
subtle changes in disease trajectory, while the technique in [7] lacks consideration
of individual variability in disease progression, the work in [3] relies on limited
training data and lacks robustness, and the methods proposed in [16] and [15]
are still in their infancy and need more research and development.

Recently, GANs have emerged as a powerful tool in machine learning, capable
of generating synthetic data that mimics real-world distributions [5]. Neverthe-
less, their potential for real-time monitoring of neurodegenerative diseases has
not been fully explored.

Real-time monitoring of neurodegenerative diseases would enable early detec-
tion, accurate disease staging, and personalized treatment strategies. It would
also allow for remote monitoring, reducing the burden on patients and health-
care systems. Real-time monitoring would facilitate the identification of disease
biomarkers, enabling the development of more effective treatments and improv-
ing patient outcomes. Moreover, it would provide a platform for monitoring
treatment efficacy and disease progression in response to interventions.

In this paper, we propose a novel approach using GANs for real-time moni-
toring of neurodegenerative disease progression. Our approach integrates multi-
modal data, including cognitive scores, imaging data, and wearable sensor out-
puts, to generate a continuous disease trajectory. We demonstrate the effective-
ness of our approach in a retrospective study, showcasing accurate prediction
of disease progression and detection of subtle changes in cognitive and motor
functions.

The remainder of this paper is organized as follows: Sect.2 provides a
background on neurodegenerative diseases and existing monitoring methods.
Section 3 introduces the proposed GAN architecture and our approach to
real-time monitoring. Section4 presents the results of our retrospective study.
Section 5 discusses the implications of our findings, and concludes the paper.

2 Background on Neurodegenerative Diseases
and Existing Monitoring Methods

It is estimated that approximately millions of people worldwide are affected by
neurodegenerative diseases, which are characterized by progressive neuronal loss
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and cognitive decline. The prevalence of these diseases is expected to triple by
2050, posing significant challenges to healthcare systems and economies glob-
ally [2]. The most common neurodegenerative diseases are: Alzheimer’s disease,
Parkinson’s disease, Huntington’s disease, Amyotrophic lateral sclerosis, and
Frontotemporal dementia. Neurodegenerative diseases share common pathophys-
iological mechanisms, including protein misfolding, oxidative stress, and neuroin-
flammation. Clinical features vary across diseases, but often include cognitive
decline, motor dysfunction, and neuropsychiatric symptoms [3,8].

Some existing neurodegenerative methods include those found in [4,6,9,12].
For instance, the strategy described in the study by Fahimi et al. improves
the robustness and performance of brain-computer interfaces (BCIs) by pro-
ducing high-quality synthetic data to supplement scarce real data [4]. However,
this approach has the risk of generating unrealistic or arte-factual data that
may negatively impact BCI accuracy or lead to overfitting [4]. Helaly et al.’s
deep learning approach enable accurate identification of subtle brain changes
[6]. This approach offers promising results for early detection, potentially lead-
ing to timely interventions. Nevertheless, its effectiveness relies on large amounts
of high-quality training data, which can be challenging to obtain, potentially
impacting performance and generalizability [6]. The paper by Mukherjee et al.
offers the advantage of generating high-quality synthetic brain images that can
augment real data, improving the accuracy of disease diagnosis [9]. Nonetheless,
the paper suffer from mode collapse, where GAN generates limited variations of
synthetic images, reducing the diversity of the training dataset [9]. Shankar V.G.
et al.’s approach uses GANs to reconstruct and enhance MRI slices, improving
quality and resolution, and generating new training data [12]. This enables detec-
tion of subtle changes in brain structure and function, allowing for more accurate
Alzheimer’s stage classification. However, the approach has limitations, includ-
ing potential training instability, mode collapse, and challenging evaluation and
clinical validation [12].

Current monitoring methods on neurodegenerative diseases rely on a combi-
nation of clinical assessments, neuroimaging, and biomarkers [14]. For example,
some clinical assessments methods include cognitive tests (e.g. the mini-mental
state examination (MMSE)), the Montreal cognitive assessment (MoCA), motor
evaluations (e.g. the unified Parkinson’s disease rating scale (UPDRS)), and neu-
ropsychiatric assessments (e.g. neuropsychiatric inventory). These clinical meth-
ods are subjective and prone to observe bias and patient variability. Another
widely used methods is neuroimaging. Neuroimaging methods use structural
MRI, functional MRI (fMRI), and positron emission tomography (PET) to pro-
vide valuable insights on the images for diseases modeling progression and dis-
eases biomakers. However, they are often expensive, invasive, and require expert
interpretation. Biomaker methods such as cerebrospinal fluid biomarkers (e.g.
amyloid — 3, tau) and blood biomarkers (e.g. inflammatory markers, neurofil-
ament light chain) are invasive and may not accurately reflect disease progres-
sion [17].
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Furthermore, general or commonly used methods such as electrophysiology
(e.g. electroencephalography, electromyography) and genetic testing have lim-
ited applications in monitoring disease progression. These limitations highlight
the need for more accurate, non-invasive, and cost-effective monitoring meth-
ods for neurodegenerative diseases. Hence the need of novel approaches, such as
GANSs for real-time monitoring of neurodegenerative disorders. This approach
will offer numerous benefits, revolutionizing disease management and research.
Furthermore, the approach enables early detection and diagnosis by identifying
subtle changes in imaging data, cognitive tests, and biomarkers, allowing for
timely interventions. Additionally, it enables real-time monitoring, while being
robust to noise and missing data. A better understanding of disease progression
can be obtained by modeling the complex relationships between biomarkers and
progression. These methodologies have the potential to address these challenges
and improve patient care.

3 Methodology

Each of the following stages, as shown in Fig. 1, requires a standardized protocols
for image acquisition and processing. Furthermore, for security, the images are
anonymized and store in a secure database.

GAN Training Model Evaluation ( Verifying the Hypothesis
( Generator, Accuracy, Precision, Interpretability (Real-time
Discriminator ) Recall) Monitoring )

Data Preprocessing

Data Collection (Cleaning, Normalization)

Fig. 1. Methodology Workflow.

3.1 Data Collection

High-quality data collection is crucial for training and validating our GAN-based
model for real-time monitoring of neurodegenerative diseases. We leverage a
multi-modal dataset comprising neuroimaging data, clinical data, biomaker’s
data and genetic data. The neuroimaging data constitute of the longitudinal
MRI and PET or computed tomography scans from the Alzheimer’s disease
neuroimaging initiative database. The datasets includes the MRI scans (T1-
weighted, T2-weighted, and FLAIR),* functional MRI scans (resting-state fMRI

! The most common MRI sequences are T1-weighted and T2-weighted scans. Short
repetition time and time-to-echo timings are used to create T1-weighted pictures. T'1
characteristics of the tissue mostly determine the image’s brightness and contrast. On
the other hand, longer toxoplasmic encephalitis and time release periods result in T2-
weighted pictures. Fluid-attenuated inversion recovery (FLAIR) is an MRI technique
that shows areas of tissue T2 prolongation as bright while suppressing (darkening)
cerebrospinal fluid (CSF) signal, thus clearly revealing lesions in proximity to CSF,
such as cerebral cortical lesions.
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and task-based fMRI), and PET scans (fluorodeoxyglucose and amyloid-PET).
To obtain the clinical data, we collect demographic information, medical his-
tory, and cognitive assessments (MMSE, MoCA). Furthermore, we collect motor
function testsmotor evaluations (UPDRS), and then collect other data such
as neuropsychiatric assessments (neuropsychiatric inventory), medical history,
medications, and demographics. For the biomarker’s data, protein levels (e.g.
amyloid-beta, tau), genetic markers (e.g. apolipoprotein, sudden cardiac arrest),
and other biomarkers’ data (e.g. inflammatory markers, oxidative stress mark-
ers) are collected. Genetic informations are collected from wearable sensors and
mobile devices (e.g. heart rate, blood pressure), activity levels (e.g. step count,
distance traveled), and sleep patterns (e.g. duration, quality). Effective data col-
lection requires careful consideration of factors like data accuracy, completeness,
consistency, privacy, and security to ensure reliable and informative data for
subsequent processing and analysis.

3.2 Data Preprocessing

To ensure data quality and consistency, we perform image processing, feature
extraction, data normalization, and data integration. Standard pipelines are uti-
lized to preprocess the MRI and PET scans prior to image processing (e.g. skull
stripping, normalization). Relevant features are extracted from clinical, biomark-
ers, and genetic data (e.g. cognitive scores, biomarker levels, genetic risk scores).
All data are normalized to ensure consistent scales and distributions. Lastly,
multi-modal data are integrated using a harmonization framework to ensure
compatibility and consistency.

The preprocessed data are split into training (70%) for better machine learn-
ing rate, validation (15%), and testing sets (15%) to ensure robust model evalu-
ation and generalizability. To increase the size and diversity of the training set,
we apply data image and feature augmentation techniques. During image aug-
mentation, we randomly flip, rotate, and crop MRI and PET scans. Moreover,
Gaussian noise injection and feature masking are used for feature augmentation.

The training of a GAN-based model for real-time monitoring of neurode-
generative illnesses is made possible by this reliable pipeline for data collection
and preprocessing, which capitalizes on the advantages of multi-modal data to
enhance disease diagnosis, tracking, and treatment.

3.3 GAN Architecture

The GAN architecture is build using a deep learning framework (e.g. Tensor-
flow, Spyder) consisting of a generator and discriminator. The generator takes
a random noise, z, as input and generates data that mimics real-world data.
Examples of these data include synthetic medical imaging data (e.g. MRI, CT
scans), synthetic clinical data (e.g. cognitive assessments, motor function tests),
and synthetic biomarker’s data (e.g. protein levels, genetic markers). The dis-
criminator takes real-world data, medical data, clinical data, and biomarker data
as input and predicts whether it is real or fake (i.e. generated by the generator).
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Later, it provides feedback to the generator to improve the quality of the gener-
ated data. The generator and discriminator are trained simultaneously using a
two-player game framework. The generator is trained to minimize the loss func-
tion (e.g. mean squared error, cross-entropy) between the generated data and
the real-world data. The discriminator is trained to maximize the loss function
(e.g. binary cross-entropy) between the real-world data and the generated data.
An encoder network extracts features from real neuroimaging data to condition
the generator. Given the following: D(x;) is the discriminator output for the
real image, z;, G(z;) is the created synthetic image at time ¢, z; is the latent
representation of x;, and D(G(z;)) is the discriminator output for the generated
image G(z;). The adversarial loss or GAN loss function can be formulated as

Lean = Exzy ~ pdatallog D(z)] + E.,~p. [log(1 — D(G(2)))]. (1)

The temporal consistency loss can be expressed as

Ltemp =Ez ~ Pz 2t41 pZ[H G(Zt) - G(2t+1) ”%]7 (2)

where G(z;41) is the generated synthetic image at time ¢+ 1 and ||a — b|| denotes
the Euclidean distance from a to b. The reconstruction loss can be given by

Lrec == Ezt-&-l ~ pdata[” Ti41 — i’t—i—l ||g]7 (3)

where x;y1 is the real neuroimaging data at time t 4+ 1, and Z;y1 is the recon-
structed image at time ¢t + 1.
In total, adversarial loss, reconstruction loss, and temporal consistency loss are
combined to train the GAN architecture. The overall loss function can be for-
mulated as

Ltotal = LGAN + >\1Lrec + A2Lternp7 (4)

where A1 and Ao are hyperparameters that control the importance of each loss
term, respectively. This total loss function complete the GAN architecture model
for monitoring the diseases.

3.4 Real-Time Monitoring

During real-time monitoring, the trained GAN is used to generate synthetic data
in real-time, based on incoming data from wearable sensors and mobile devices.
The synthetic data is also used to predict diseases progression and detect disease
biomarkers in real-time using a similarity metric (e.g. mean squared error, peak
signal-to-noise ratio). As a specific example, Table 1 and Fig. 2, show Alzheimer’s
disease’s progression visualization, representing the evolution of cognitive decline
and neurological changes over time. These visualizations facilitate personalized
medicine approaches, enabling clinicians to tailor treatment strategies to indi-
vidual patient needs and monitor disease progression more effectively. Finally,
new data is used to update the GAN model in real-time, allowing it to adjust to
evolving disease patterns and enhance accuracy while facilitating early interven-
tion and customized treatment. Given x; as the real neuroimaging data at time
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t, and G(z;) as the generated synthetic image at time ¢, the real-time monitoring
is formulated as

1, if||lze—G(z) |13 >
0, otherwise,

Monitor[zs, G(z:)] = { (5)

where € is a threshold value that controls the sensitivity of the monitoring system.

Table 1. Disease Progression Trajectories Visualization for example Alzheimer’s
disease.

Mean Square Error Score (MMSE)Time (Years)
30 0
27 1
23 2
19 3
15 4
30 -
25 1
v 207
]
a
w 15 7
in
=
=
10 B
5 -
0 4
0 1 2 3 4
Time (Years)

Fig. 2. Individual patient trajectories, illustrating his/her unique progression patterns.
4 Processing and Results

The percentage values of accuracy, sensitivity, specificity, and false positive rate
are obtained by comparing the predictions made by the GAN model with the
actual true labels of the data. The confusion matrix create a matrix to summarize
the predictions versus actual true labels. This is expressed as

Confusion matriz = | predicted positives | predicted negatives |,  (6)
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where predicted positive means actual positive and predicted negative means
actual negative. This equation is further expressed as

Actual positive = | true positive (T P) | false negatives (FN) |, (7)
and
Actual negative = | false positives (F'P) | true negatives (TN)|. (8)

Following Eqgs. 6, 7, and 8, the accuracy is calculated as the proportion of
correct predictions (T'P +TN) out of total predictions (TP +TN + FP + FN),
and can be given by

Accuracy= (TP+TN) /(TP+TN + FP+ FN) x 100%. (9)

Sensitivity also called true positive rate is calculated as the proportion of true
positives (T'P) out of actual positive instances (T'P + F'N), and can be given by

Sensitivity=TP / (TP + FN) x 100%. (10)

Specificity also called false positive rate is calculated as the proportion of
true negatives (TN) out of actual negative instances (I'N + F'P). Specificity can
be written as

Specificity=TN / (TN + FP) x 100%. (11)

By applying these formulas to the confusion matrix, we can obtain the per-
centage values for accuracy, sensitivity, specificity, and false positive rate. For
example, if the confusion matrix depicts an actual positive | 90 | 10 |, and actual
negative | 5| 95 | , as shown in Fig. 3, then:

Prediction
Diseases MonDiseases

Diseases

Actual

MonDiseases

Fig. 3. Confusion matrix.
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1. Accuracy = (90 +95) / (90 + 95 4+ 5 + 10) x 100% ~ 92.5%;
2. Sensitwity =90 / (90 4+ 10) x 100% ~ 90.0%;
3. Specificity =95 / (95 + 5) x 100% =~ 95.0%;

The above confusion matrics are also illustrated by Fig. 4.

m p

w B
w
o
a
z

40 4

20 1

D g

Accuracy Sensitivity Specificity
Metric

Fig. 4. Classification metrics.

Our GAN-based model detects subtle changes in disease pathology, enabling
early detection of disease progression. Furthermore, the model accurately stages
disease progression, allowing for personalized treatment strategies. Moreover, the
model monitors treatment efficacy in real-time, enabling timely adjustments to
treatment plans. Through the provision of individualized care and intervention.
This strategy, help improve patient outcomes. To calculate the percentage of
improvement using a large dataset of neuroimaging, we compared the perfor-
mance metrics (accuracy, sensitivity, specificity, and false positive rate) of the
GAN model with those of a baseline model or existing method. The formula to
calculate the percentage of improvement is given by

Percentage improvement = ((new value — old value)/(old value)) x 100%.
(12)
where new value is the performance metric value of the GAN model and old
value is the performance metric value of the baseline model or existing method.
For example, given that the baseline model has: an accuracy of 80%, a sensitivity
of 70%, a specificity of 85%, and a false positive rate of 15%, and the GAN model
has an accuracy of 95%, a sensitivity of 90%, a specificity of 95% and a false
positive rate of 5%, the percentage of improvement can be calculated as

1. Accuracy improvement: ((95% — 80%) / 80%) x 100% =~ 18.75%;
2. Sensitivity improvement: ((90% — 70%) / 70%) x 100% = 28.57%;
3. Specificity improvement: ((95% — 85%) / 85%) x 100% ~ 11.76%.
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These quantitative calculations show that the GAN model has improved accu-
racy by 18.75% in detecting disease progression and has improved sensitivity by
28.57% in identifying minute changes in disease pathology. It has also improved
specificity by 11.76% in detecting disease progression, compared to the baseline
model as shown in Fig. 5. Additionally, a qualitative calculation of the model was
done, which involves evaluating its performance using non-numerical measures,
such as visual inspection, case studies, comparative analysis, error analysis, sen-
sitivity analysis, and robustness analysis. These qualitative measures provide
valuable insights into the model’s strengths, weaknesses, and limitations, com-
plementing quantitative metrics like accuracy and sensitivity. Our method pro-
duces realistic-looking synthetic images that closely resemble actual neuroimag-
ing data. Furthermore, our model recognizes minute changes in disease pathology
and accurately models the development of the disease.

0 B Actual Values

mm Improvement Values

100

Values
=

z z g
" > v
5 & &
g [ g
4 b &

Matrics

Fig. 5. Performance matrix.

Comparing our approach to the baseline model, we achieved 18.75% improve-
ment in accuracy, 28.57% improvement in sensitivity, and reduced the false pos-
itive rate (specificity) by 11.76%. The approach demonstrates improved perfor-
mance compared to existing methods, enabling early detection, accurate disease
staging, and effective treatment efficacy monitoring.

5 Conclusion

In this paper, we introduced a unique GAN-based real-time monitoring technique
for neurodegenerative diseases. A GAN-based model was trained to produce syn-
thetic images of brain structure and function, simulating disease development
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using longitudinal neuroimaging data. We identified minute changes in disease
pathology and follow real-time progression by comparing produced images with
real-time neuroimaging data. Our findings show that our strategy is successful
in improving patient outcomes, precisely staging diseases, early disease identi-
fication, and treatment efficacy monitoring. Our method also offers the poten-
tial to transform the field of neurodegenerative disorders by facilitating quicker
interventions, individualized treatment plans, and better patient outcomes. Our
method has important ramifications for research, clinical practice, and enhanc-
ing patient outcomes and quality of life. Some limitations have been identified.
For example, it is dependent on high-quality longitudinal neuroimaging data,
computational requirements for training and inference, and need for further val-
idation in larger and diverse cohorts. In conclusion, our GAN-based approach for
real-time monitoring of neurodegenerative diseases has the potential to trans-
form the of neuroscience by enabling early detection, accurate disease staging,
and effective treatment efficacy monitoring. Our future work will expand to other
neurodegenerative diseases (e.g., Parkinson’s) and investigate transfer learning
and domain adaptation techniques for improved generalizability.
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Abstract. An early and precise diagnosis of prostate cancer (PCa) is
essential to enhance treatment effectiveness. The detection of prostate
cancer typically relies on human expertise and effort, which may some-
times lead to mistakes that could put a patient’s life at risk. Therefore,
the use of artificial intelligence (AI) using deep learning (DL) algorithms
is proposed to assist experts in reducing diagnostic errors in the identi-
fication of prostate cancer. This research investigates how deep learning
model, particularly MobileNet, can be used for automatic prostate cancer
detection. MobileNet is known for its efficiency on mobile and embedded
devices and offers a lightweight architecture that facilitates rapid image
analysis with minimal computational resources. The proposed model was
trained and tested using a magnetic resonance imaging (MRI) dataset
containing both benign and malignant prostate tissue. The initial stages
included data augmentation to enhance the diversity and quality of the
training data. Performance metrics were used to evaluate the model
during the training process, yielding the following outstanding results:
accuracy (94%), precision (92%), recall (100%), and F1 score (96%) in
identifying and categorizing prostate cancer. In summary, the research
demonstrates how the deep learning model, specifically MobileNet, can
enhance the effectiveness of detecting and classifying prostate cancer.

Keywords: Deep learning - Prostate cancer - MobileNet - Magnetic
resonance imaging (MRI)

1 Introduction

Prostate cancer is highly prevalent among men worldwide, raising significant
public health concerns. As a common cancer affecting men globally, it presents
substantial challenges for early detection and accurate classification. Traditional
diagnostic methods, such as histopathological examination of biopsy samples,
rely heavily on pathologists’ expertise and can be subject to variability and mis-
interpretation [11]. Recent advancements in Al particularly in machine learning
(ML) and deep learning (DL), have become powerful tools in healthcare, offer-
ing the potential to enhance the identification and assessment of prostate cancer
[26]. These techniques utilize algorithms and computational methods to examine
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and interpret large amounts of data. Various types of medical images, clinical
records, and genetic data related to prostate cancer can be classified using these
methods. The primary goal of using Al in the diagnosis of prostate cancer is to
create predictive models that assist medical professionals in detecting potential
cases, distinguishing between benign and malignant tumors, and selecting the
best treatment options [13].

Deep learning models have offered promising solutions to enhance the accu-
racy and efficiency of prostate cancer diagnosis. This technique has been used
to train large amounts of image data, compared to traditional machine learn-
ing models, leading to a more thorough understanding and practical application
in real-life situations [31]. Among the various deep learning models, MobileNet
and the Xception model stand out for their unique architectures and capabilities,
making them suitable techniques for prostate cancer detection and classification.
The availability of datasets and advancements in deep learning have enabled
these systems to match healthcare professionals’ performance on a variety of
medical imaging tasks [12].

MobileNet is designed for efficiency and speed, particularly on mobile and
embedded devices. By using depthwise separable convolutions, it reduces the
number of parameters and computational load while still achieving high accu-
racy. This model is an excellent option for situations with limited computational
resources where rapid and accurate analysis is required. The lightweight nature
of MobileNet allows for deployment in point-of-care diagnostics and real-time
monitoring systems, facilitating timely and accessible prostate cancer detection
[4].

The examination of MRI images is essential for early disease detection and
understanding. Deep learning models have demonstrated impressive capabilities
in image classification tasks, and the MobileNet architecture has been exten-
sively used across various fields [5,25,30]. On the other hand, Xception (Extreme
Inception) represents a more sophisticated approach, building upon the Inception
architecture. Xception utilizes depthwise separable convolutions, like MobileNet,
but incorporates them into a more complex and deeper network structure [17].
Both MobileNet and Xception models have been extensively validated across var-
ious image recognition tasks, demonstrating their robustness and effectiveness
[40].

Applying these models to prostate cancer detection involves training them
on annotated medical image datasets, enabling them to learn and identify distin-
guishing features of cancerous and non-cancerous tissue. The use of data augmen-
tation techniques as a pre-processing ensures that the models are well-equipped
to handle variability in the data and generalize effectively to unseen samples.

The ability of the MobileNet model to be use for devices with low processing
power, unlike deeper models such as ResNet or VGG, was a key motivation for
choosing this model for this study. Therefore, we explore the use of MobileNet
for identifying and categorizing prostate cancer (PCa).
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2 Problem Statement

Men worldwide face prostate cancer challenges, which pose significant health
risks if not detected and diagnosed early before complications occur. Recent
research indicates that utilizing deep learning to identify prostate cancer and
other health issues can alleviate the burden on healthcare professionals by min-
imizing errors in routine diagnoses, potentially reducing harm to patients. Our
goal in this study is to develop a deep learning (DL) model that can detect
prostate cancer in MRI images. The proposed model, MobileNet, will be tested
for its accuracy in detecting prostate cancer and evaluated for its overall perfor-
mance. This approach includes the use of MRI scans for prostate cancer detec-
tion, image processing techniques, and data analysis.

3 Objective

The objectives of this study are to develop a deep learning model (MobileNet)
that can identify and categorize prostate cancer from MRI images and to evalu-
ate its effectiveness in comparison with other state-of-the-art models in similar
research.

4 Literature Review

The increased utilization of Al in the medical field has led to the development of a
predictive computer-aided diagnosis tool for detecting PCa. Deep learning meth-
ods are particularly suited to MRI images because their process is non-invasive
[7,27,28,45]. The integration of multiparametric MRI and artificial intelligence
allows CAD systems to deliver precise and rapid diagnoses of PCa, leading to
enhanced patient care [41]. According to [6], a deep learning (DL) technique was
suggested for the detection and boundary segmentation of the prostate using
magnetic resonance images. The method achieved a Dice similarity coefficient
of 0.89 with a mean absolute distance of 1.4mm. Litjens et al. [23] created a
computer-aided diagnosis (CAD) system that utilizes MRI images for screening.
The results from the study showed 69% sensitivity and 83% specificity.

Similarly, Nitin et al. [37] proposed a deep learning method to segment and
grade epithelial tissue, using a distinct approach that detects domain-agnostic
characteristics. They examined whole slide images (WSI) from three groups of
patients with PCa in their research. A total of 3741 core needle biopsies, collected
from different sources, were used for the training procedure. The area under curve
(AUC) and k were computed to assess grade group comparison and evaluate the
accuracy of core-level detection. An accuracy of 89.4% with a x value of 0.92 was
achieved on an internal test set of 425 CNB WSIs, whereas 85.3% accuracy with
a x value of 0.96 was observed on an external set of 1,201 images. When assessed
on 1,303 WSIs from a third institution, the system achieved 83.1% accuracy with
a k value of 0.93.
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Aldoj et al. [2] achieved an overall Dice similarity coefficient (DSC) of 0.92 by
employing a DenseNet model, which resembles a U-Net structure, to automat-
ically segment prostate zones from magnetic resonance imaging (MRI) scans.
They enhanced segmentation by applying conditional random fields and cost-
sensitive support vector machines (SVMs). A study by [3] introduced a computer-
aided design system specifically created to locate prostate cancer on multi-
spectral MRI images. The technique employed yielded a sensitivity of 88.9%
and specificity of 92.2% in identifying cancer, as well as an average DSC value
of 0.82.

A study by [32] developed a CAD method to identify and distinguish prostate
cancer (PCa) from healthy tissue using mpMRI. They achieved an AUC of 0.85
when differentiating between cancerous and non-cancerous tissue. In a study by
[16], the authors implemented a prostate segmentation technique that incorpo-
rated a customized convolutional neural network algorithm and used a training
approach with statistical shape models, resulting in an average Dice similarity
coefficient (DSC) of 0.895.

Tian et al. [42)introduced PSNet model for segmenting MRI prostate images.
The proposed method achieved an average DSC of 0.94 with an average Haus-
dorff distance of 4.16 mm from the test dataset. The authors [24] suggested a
technique for segmenting PCa using magnetic resonance images, which yielded
mean DSC values of 0.815 for the prostate region and 0.666 for the cancerous
regions.

The study of [1] utilized the VGG16 model with an ordinal classifier for Glea-
son scoring (GS) in grading PCa. Cao et al. [8] suggested a multiclass CNN and
FocalNet for detecting PCa lesions and simultaneously estimating their aggres-
siveness using GS. They made use of attention models.

Hassan et al. [13] proposed an innovative classification algorithm that com-
bines various deeplearning techniques for the identification of PCa in ultrasound
and MRI images. Customised layers were added to the pre-trained deep learn-
ing models, which were then trained on datasets. In the test set, the highest-
performing model attained 97% accuracy on ultrasound (US) images and 80%
accuracy on MRI images. The top performing model was selected to be used as a
feature extractor to create a fusion model from the dataset in their future work.

In the research conducted by [35], the authors employed the YOLO versatile
object detection algorithm to identify significant areas (for localization purposes)
and evaluate those areas (for classification purposes). The algorithm was eval-
uated using a prostate cancer dataset generated by annotating 500 images of
prostate tissue biopsies. The model was tested on two different datasets. The
first dataset consisted of 50 images used for both training and testing, resulting
in 97% accuracy for detection and classification. The second dataset included
137 prostate tissue images, and after training, the model achieved an accuracy
of 89%.

Danyan et al. [22] used a deep learning model to enhance the diagnostic capa-
bility for prostate cancer by utilizing both multiparametric magnetic resonance
imaging (mpMRI) and whole-mount histopathology data. A total of 739 par-
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ticipants, comprising 466 with prostate cancer and 273 without, were enrolled
between January 2017 and December 2019. The multiparametric magnetic res-
onance imaging data, specifically diffusion-weighted imaging, apparent diffusion
coefficient sequences, and T2-weighted imaging, were divided into a training set
(659) and a validation set (80). The deep learning (DL) model was later applied
in real-world clinical settings (independent test dataset; n = 200), and its per-
formance in detecting prostate cancer was compared between the DL model
and radiologists of various expertise. The DL model diagnostic performance
surpassed that of junior radiologists and demonstrated outstanding accuracy
compared to both junior and senior radiologists’ results.

Chin Wai et al. [9] evaluated the efficiency of three different deep learning
(DL) convolutional neural network (CNN) algorithms in identifying prostate
cancer. The Kaggle platform was used to simulate the three deep learning models:
ResNet50, InceptionV3, and VGG16. These algorithms, which were used for
various medical image diagnosis challenges, performed outstandingly in multiple
competitions. A total of 620 image samples from the Cancer Imaging Archive
(TCIA) dataset were utilized in their research. The performance of the three
models was evaluated based on accuracy, F1 score, recall, and precision. The
results showed that VGG16 achieved the highest accuracy at 95.56%, followed
by ResNet50 at 86.67%, and InceptionV3 at 85.56%

Sun et al. [39] developed deep learning models to identify and localize clin-
ically significant prostate cancer in multiparametric MRI images. Their models
achieved an average AUC-ROC of 0.91 in identifying clinically significant PCa.
To our knowledge, there is little literature focused on automated prostate cancer
diagnosis, particularly using mpMRI images.

Ohad et al. [18] developed an advanced deep learning (DL) algorithm for
diagnosing histopathology and grading Gleason scores in prostate biopsies. A
urologic pathologist digitized 85 prostate core biopsy specimens obtained from
25 patients, annotating them for Gleason grades 3 & 4 or 5 prostate adeno-
carcinoma at 20x magnification. The authors collected 14,803 image patches
measuring 256 by 256 pixels, with a roughly equal distribution of malignancies.
The deep residual convolutional neural network model was trained and tested
for classifying patches at two levels: level one (coarse) as benign or malignant,
and level two (fine) as benign, Gleason 3 & 4, and 5. The model’s performance
was evaluated using five-fold cross-validation. Randomization techniques were
applied to compare the model’s performance with random chance for hypoth-
esis testing. The model achieved 91.5% accuracy (p < 0.001) in distinguish-
ing between benign and malignant image patches at a general level, with 0.90
specificity, 0.93 sensitivity, and 0.95 average precision. Additionally, the model
reached an 85.4% accuracy rate (p < 0.001) when categorizing image patches
into benign, Gleason 3, Gleason 4, and Gleason 5, with 0.83 sensitivity, 0.94
specificity, and 0.83 average precision. Confusion mainly arose when differenti-
ating between Gleason 3 & 4, and Gleason 4 & 5. Limitations include the limited
sample size and the need for external validation.
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Sanjay et al. [36] proposed a deep learning (DL) model to detect prostate
cancer by utilizing the Gleason grading system on historical images. A 3D con-
volutional neural network (CNN) was employed to analyze and predict affected
areas, supported by the Epithelial and Gleason grading network. The proposed
model achieved state-of-the-art results, detecting both epithelial cells and Glea-
son scores simultaneously. The evaluation involved analyzing all MRI slices and
volumes from the test fold, utilizing an endorectal coil to capture 3D MRI images
of the prostate for segmentation of prostate cancer via a 3D CNN network. In
experimental trials, this DL method achieved 85% specificity, 87% accuracy, and
89% sensitivity across different patient MRI images in the SPIE-AAPM-NCI
Prostate dataset challenge.

Researchers in deep learning have focused on utilizing models such as U-Net,
CNNs, and various customized models for the analysis of mpMRI images. Addi-
tionally, different computer-aided design (CAD) methods have been compared
to deep learning architectures. Comparative studies consistently show that deep
learning models outperform traditional CAD methods in medical image analysis,
resulting in a significant advancement in the field [10,29].

5 Methodology
5.1 CNN Concept

This section explores convolutional neural networks (CNNs), the MobileNet
architecture and their application in classification tasks, providing a brief
overview of both MobileNet and CNNs. It outlines the architecture and flowchart
of MobileNet for prostate cancer classification. Object identification, categoriza-
tion, and detection are primarily accomplished using deep learning-based CNN
algorithms [15]. A typical CNN model consists of three layers: a convolutional
layer, a pooling layer, and a fully connected layer [34]. The convolutional layer
captures image characteristics and autonomously interprets image features. It
uses multiple kernels and a specified stride to perform 3D convolution, generat-
ing feature maps directly from the input image [21]. Compared to other neural
networks with similar features, CNNs have fewer parameters and connections,
making it more efficient to train high-performing model. Different CNN algo-
rithms vary in the construction of convolutional and pooling layers and the
approach to network training [20]. In a convolutional layer, element-wise mul-
tiplication is performed for each input channel as the weight filter slides across
the input, with the sum of those values saved sequentially in the output. This
convolution process can be mathematically represented by Eq. (1), as shown in
[43].

Ow,y,n =

C

Kﬁj,c,n . Fm+i71,y+j71,c (1)

3
= 1i=1

3
1j=
In this context, O represents the output, K denotes the filter, F' refers to the
input, and ¢ and j indicate the horizontal and vertical dimensions of the filter.
Additionally, x and y represent the width and height of the input and output,



Prostrate Cancer Detection 21

while ¢ and n denote the input and output channels, respectively. The funda-
mental design of a CNN focuses on a portion of the input image rather than the
entire image, as shown in Fig. 1, using a 3 x 3 grid to capture features. After the
convolution process, max pooling is applied to reduce the size of the image stack.
The max pooling layer, specified by its window size, scans the images with a fil-
ter, reducing the dimension of each feature map. Typically, CNN normalization
is performed using a rectified linear unit (ReLU), which enhances the model’s
non-linear characteristics. The CNN also includes a fully connected layer, often
referred to as the classifier, which is the final layer in terms of performance [33].

FEATURE MAPS
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Imafe outputy

FEATURE MAPS

iy

CONVOLUTION
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Fully convolutid
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INPUT IMAGE CONVOLUTION
AND
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FUNCTION

Fig. 1. Architecture of Convolutional Neural Network.

MobileNet Algorithm. Conventional CNN has been shown to perform very
well in the area of image recognition; however, it requires a significant amount
of computation for training and testing the algorithm. As a result, a high-
performing graphics processing unit (GPU) and enough memory are necessary.
MobileNet was developed to address this issue by modifying the convolution
filter. Google developed MobileNet, which is optimized for small size and fast
execution on mobile devices with limited resources, giving it a competitive advan-
tage [21]. MobileNet utilizes depthwise separable convolution which differs from
traditional convolution in its neural network design. Depthwise separable con-
volution breaks down a traditional convolution into two parts: filtering with
depthwise convolution and summation processing with pointwise convolution.
Depthwise convolution performs an individual filter operation for each channel
within the input data before producing the final output. Pointwise convolution
uses a 1 x 1 filter, which is then combined and output via depthwise convolution
[14]. Equations (2) and (3) define the outcome of depthwise separable convolution
when applied to RGB images using a 3 x 3 filter and a stride of 1 [43].

0= Z Kije Fetiyrj—1.c (2)

j=1i=1
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3
0= Z f(c,n + Om,y,c (3)
i=1

The output of the depthwise convolution is denoted as O, with K representing the
single filter used in the convolution and F representing the input, O is the result
of the pointwise convolution; and K is the filter used in the 1 x 1 convolution. If
the classic 3 x 3 convolution is replaced with a depthwise separable convolution,
the computational workload decreases by approximately eight to nine times [14].
Figure 2 illustrates the overall structure of MobileNet, which includes 28 layers.
The initial layer of the design features is 3 x 3 convolutions, which are used
for basic filtering with one convolutional filter per input channel. The activation
function known as the Rectified Linear Unit (ReLU) is faster and more accurate
in computation compared to the sigmoid function. The Rectified Linear Unit
function is applied in every convolutional layer [19].

Depth-wise Convolution 3X3
Stride=s, ReLU6

L

Depth-wise Convolution 1X1
RelLU6

Fig. 2. MobileNet Architecture.

5.2 MobileNet Flow Chart for Cancer Classification

This research was conducted using the CNN MobileNet to identify prostate
cancer from MRI images. The flowchart in Fig. 3 outlines the process of detection
and classification of prostate cancer images with the MobileNet model. This
model is faster than other image classification models as it uses a distinct filter
for each response channel [44]. Two convolutional layers are constructed in the
MobileNet algorithm to ensure accurate detection and classification of prostate
cancer. The first layer is a depthwise convolution that applies one convolution
on each input channel during filtering, while the second layer is a pointwise
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convolution that combines the outputs of the depthwise convolution linearly.
Adding batch normalization and a ReLU layer after each convolutional layer
reduces computational cost, enabling faster classification compared to a standard
CNN model by decreasing model size and complexity [38].

@ DATASET
TRAINING
DATASET ||  IMAGE PRE-TRAMNED DATASET
PREPROCESSIN (MobileNet) VALIDATION
¢ l IMAGE
DATASET DETECTION
RODEL TESTING AND
CLASSIFICATION
MODEL EVALUATION:
1. Accuracy
2, Precission
3. Recall
4. F1-Score

Fig. 3. Flow chart for the proposed model

5.3 Dataset

The study utilized MyDataset4 dataset from the Kaggle platform, which com-
prises MRI medical images sized 224 x 224 pixels. The dataset was divided into
three categories-training, validation, and testing-for the detection and classifica-
tion of prostate cancer. The dataset images were split into two classes: benign
(non-cancerous) and malignant (cancerous). The dataset was divided into three
sets: training (410 images), testing (180 images), and validation (30 images) for
the two classes. Images were selected randomly during training. The training
dataset includes 240 cancerous samples and 170 non-cancerous samples. In the
testing phase, there are 60 non-cancerous and 120 cancerous samples, while in the
validation phase, there are 10 non-cancerous and 20 cancerous samples. Figure 4
displays the dataset visualization, and Table1 contains the dataset splitting
information.

5.4 Pre-processing

Data augmentation was carried out as a data pre-processing step in this research.
The augmentation technique ensures that the transformations of images are
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Fig. 4. Dataset Visualization

Table 1. Dataset Splitting into Training, Validation and Testing

Splitting

Number

Benign images in the training set

170

Malignant images in the training set|240

Benign images in the Validation set |10

Malignant images in Validation set |20

Benign images in the test set

60

Malignant images in the test set

120

being applied correctly and that the augmented images still represent realistic
variations of the original image. Images from the dataset were shuffled randomly
using a random function and augmentation was carried out before training the
model. The original medical features were preserved in the enhanced images by
flipping and rotating the initial images. Table 2 provides the parameters used for
data augmentation along with their respective values.

Table 2. Augmentation Parameter

Parameter Value
Rotation 10°
Zoom 0.1
Width and Height Shift range 0.2
Vertical and Horizontal flip False
ZCA whitening False
Sample and featurewisegtd,ormalization|False
Featurewise and Samplewise center False
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5.5 Algorithm1: Model Training of Prostrate Cancer Detection
Using MRI Images

Input: MRI images input: — X = (21,22 ......... ,IN)

Output: Images Detection — D = ( Dy Dy, ..., Dy) and Classification Output
— C = ( Cl’ CQ’...,CN)

Initialization: Hyperparameters and set E epochs, data loader — D =
(Dtrains Dwval, Diest) MobileNet model with random weights

for K=1— FE do

1: Sample training data Iy € Dyrqin.

2. Obtain Igx € Mobilenet (X}).

3. Calculate the training loss value

4. Binary cross-entropy loss calculation.

5. Model performance evaluation on D,,,; for prostate cancer classification

end for

return model weights

5.6 Model Training, Validation, and Testing

The model was trained using MRI dataset divided into training, validation, and
testing and was set to run over 100 epochs with a learning rate of 0.001, a batch
size of 32, ReLLU activation function for the input layer and Adam optimizer.
After training, the model was evaluated on the testing dataset, Figs.4 and 5
show the graphs illustrating the model accuracy and loss (Fig.6 and Table 3).

Model Accuracy
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<
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0.70 4
0.65 4
9 T T T g 9 T T
0.0 2.5 5.0 7.5 10.0 12.5 15.0 17.5

Epochs

Fig. 5. Accuracy with Validation Accuracy
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Model Loss
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Fig. 6. Loss with Validation loss

Table 3. Numbers of trainable and non-trainable parameters.

Model Total Trainable Non-trainable
Parameters Parameters parameters
(Million) (Million)

MobileNet|3,888,321 657,921 3,230,400

5.7 Model Prediction

After extensive training and testing, the model prediction are shown in Fig. 6.
Prediction 0 indicates an image without cancer, while Prediction 1 indicates an
image with cancer (Fig.7).

Trwe: 1.0, Pred: 1 True: 1.0, Pred: 1 True: 0.0, Pred: 0 Trse: 0.0, Pred: 0 Trus: 1.0, Pred: 1

Trus: 0.0, Pred: 0

Trse: 0.0, Pred: 1 Trus: 0.0, Pred: 0 Irue: 1.0, Pred: 1 Trse: 1.0, Pred: 1

Fig. 7. Model prediction
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The experiment was conducted on the Kaggle platform, which is designed
for executing cloud-based deep learning projects using Jupyter notebooks. The
platform is especially useful in the field of computer vision, allowing up to 20 GB
of writable directory space and access to a T4 x 2 GPU with dual processors,
as shown in Table4.

6 Hyper-Parameters

ReLU was used in the hidden layers, while Sigmoid was applied in the output
layers with an initial learning rate of 0.001, dynamically adjusted to optimize
the process. The Sigmoid function transforms outputs to a scale from 0 to 1,
making it ideal for binary classification tasks. A batch size of 32 was chosen,
as it is relatively standard and aligns well with the proposed model’s efficient
design. Adam stabilizes training, especially when used with a moderate learning
rate (such as 0.001), by mitigating erratic gradient updates and reducing the
risk of divergence. In MobileNet, binary cross-entropy and Adam work together
effectively to optimize binary classification tasks (Table 5)

Table 4. Environment specification.

Platform Programming language Web application [Size of directory|GPU
Kaggle [Python 3.0 Jupyter notebook20GB T4 X 2

Table 5. Parameters settings.

Types of parameter Value

Activation function for Input layer Relu

Activation function for the output layer|sigmoid

Learning Rate 0.001

Batch size 32

Loss function binary cross-entropy
Optimizer used Adam

Number of categories 2

7 Evaluation

Evaluation criteria are crucial when creating and implementing DL models to
assess their performance in diagnosis. Given TN as a true negative, TP as a
true positive, FP as a false positive, and FN as a false negative, We evaluated
performance of the proposed model in the following manner:



28 O. Olawuyi

— Precision is calculated as the ratio of True Positive to the sum of True Positive
and False Positive, represented by Eq. (5).

— Recall is calculated as the ratio of True Positive divided by the sum of True
Positive and False Negatives according to Eq. (6).

— The formula for the Fl-score is 2 * Precision * Recall / (Precision + Recall)
as shown in Eq. (7).

TP+TN
ACCURACY = TP+FP+TN+FN )
TP
PRECISION = TP+ FP (5)
TP
RECALL = TPLFN (6)
FISCORE — 2 x Precision * recall )

Precision + Recal

8 Results and Discussion

The proposed MobileNet model was evaluated using four metrics: accuracy
(94%), precision (92%), recall (100%), and Fl-score (96%). It successfully pro-
vided accurate predictions for benign and malignant tumors. The loss value was
also used for model evaluation during the training process, with binary cross-
entropy as the adopted loss function. At epoch 1 of 100, the loss value was
initially high at 1.0, indicating significant model error. However, as training pro-
gressed to epoch 40, the loss value decreased to 0.20. At this point, the model’s
accuracy stabilized, with no further improvement in performance (Tables6 and
7).

Table 6. Model result.

Accuracy Precision Recall F'1-score
94% 92% 100% [96%

9 Conclusion

This study proposed a technique for identifying and classifying prostate cancer
by utilizing the state-of-the-art MobileNet model. The lightweight, intelligent
model was able to distinguish between cancerous and non-cancerous lesions using
MRI dataset. This model is suitable for low-configuration computers, making it
advantageous for units with limited computer resources. To detect and classify
prostate cancer, the power of the pre-trained MobileNet model was analyzed.
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Table 7. Comparison of deep learning models’ accuracy

Ref Model Dataset Attribute Purpose Accuracy (%)
[13] Deep learning MRI images Prostate cancer 80
classification
[37] Deep learning Whole slide images |Prostate cancer 89.4, 85.3, 83.1
(WSI) diagnosis
[35] Deep learning Prostate tissue Prostate cancer 89
(Yolo algorithm) |images grading and diagnosis
[22] Deep learning Multiparametric Prostate cancer 70
Magnetic Resonance |diagnosis
[9] Deep learning MRI images Prediction Cancer. 86.67 & 85.56.
(ResNet50 and
InceptionV3)
[18] Deep learning Histopathological Histopathologic 85.4
image Diagnosis and
Gleason grading of
prostate cancer
[36] Deep learning MRI Detection of prostate |87
framework cancer
ProposedDeep learning MRI images Prostate cancer 94
Model |(MobileNet) detection

29

The prediction was validated using a publicly available MRI dataset, and the
accuracy of the model was 94%. The model’s performance will enable analysts
to generate ideas for developing more effective CNN-based models for the initial
treatment of prostate cancer. Unfortunately, limited data and privacy issues
are significant challenges in this field due to confidentiality concerns. There has
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been a lack of available datasets for prostate cancer. Nevertheless, to ensure the
validity of the data, multiple experts need to annotate each image. Inadequate
datasets impede training and can result in model overfitting. Our goal is to
further optimize the proposed model to achieve improved results. This will help
specialists rapidly and effectively diagnose prostate abnormalities.

Furthermore, in the future, this lightweight model could potentially be inte-

grated into mobile devices due to its small size and limited parameters, enabling
mobile users to perform self-screening.
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Abstract. Brain cancer is one of the deadliest diseases affecting the brain. Med-
ical imaging techniques are commonly employed for the identification of brain
tumours, and Deep Learning is rapidly emerging as a powerful tool in this detection
process. This study evaluates the efficiency of Deep Learning Convolutional Neu-
ral Networks (CNNs)—including ResNet50, EfficientNetB0, VGG16, and Incep-
tionV3—against traditional Machine Learning models such as Logistic Regres-
sion, Support Vector Machine (SVM), and Random Forest for detecting brain
tumours from Magnetic Resonance Imaging (MRI) scans. Automated detection
techniques offer significant improvements in patient outcomes, particularly given
the increasing incidence of brain tumours and the urgent need for swift, accurate
diagnoses to save lives. To address this challenge, the study utilised advanced CNN
architectures to analyse the “Br35H: Brain Tumour Detection 2020 dataset of
brain MRI images with annotations. The performance of the models was assessed
based on accuracy, precision, recall (sensitivity), specificity, F1-score, and ROC—
AUC metrics. The results demonstrated that Deep Learning models achieved sig-
nificantly higher accuracy compared to traditional Machine Learning methods,
with ResNet50 yielding the best results: 99.33% accuracy, 99.11% precision, and
99.55% recall.

Keywords: Brain Tumour - Convolutional Neural Network (CNN) - Deep
Learning (DL) - EfficientNetb0 - InceptionV3 - Logistic Regression - Machine
Learning (ML) - Random Forest - ResNet50 - Support Vector Machine (SVM) -
VGGI16

1 Introduction

The brain is an organ composed of trillions of cells that control all functions of the body.
Tumours can arise from uncontrolled cell division, leading to the formation of abnormal
masses within the brain or surrounding tissues. Brain tumours are prevalent in both adults
and children and exhibit the highest morbidity and mortality rates among cancers [1-4].
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Their impact on patient survivability and quality of life presents a significant global
health concern. Tumours are classified into two main categories: malignant and benign.
Benign (non-cancerous) tumours, characterised by slow growth and a low probability
of recurrence with appropriate treatment, contrast sharply with malignant (cancerous)
tumours, which spread rapidly and can invade surrounding tissues in a process called
metastasis [5].

Early detection and intervention are crucial for effectively treating and managing
brain tumours. Magnetic Resonance Imaging (MRI) is one of the foremost diagnostic
methods, providing high soft tissue contrast and detailed anatomical images essential for
identifying and assessing brain malignancies. However, radiologists’ manual interpre-
tation of these scans is often tedious and prone to human error [6]. To address this issue,
implementing automated image processing systems has garnered increased attention
[7-9]. Recent advancements in Deep Learning have shown promising results in med-
ical image processing, particularly in tumour identification. One notable technique is
Convolutional Neural Networks (CNNs), which were first successfully applied by Yann
LeCun in 1998 to classify handwritten digits [10]. The ImageNet initiative, launched in
2010, has further advanced CNN research through the Large Scale Visual Recognition
Challenge (ILSVRC), which annually tests algorithms on the provided datasets [11].

CNN architectures have proven capable of detecting various patterns and features in
MRI scans, enabling highly accurate and efficient automated detection. These networks
mimic the multi-layered structure of the brain’s visual cortex, employing convolutional
layers to automatically identify hierarchical image features such as edges, textures, and
shapes. Models like VGG16, Inception, and ResNet have gained popularity in medical
imaging tasks due to their integrated feature extraction and classification capabilities
within an end-to-end learning framework [12]. The intersection of medical imaging
and artificial intelligence has revolutionised diagnostic medicine, facilitating the iden-
tification of various clinical conditions, including brain tumours. The World Health
Organization (WHO) classifies brain tumours based on health behaviour, categorising
low-grade (benign) tumours as grades 1 and 2 and high-grade (malignant) tumours as
grades 3 and 4 [13]. It is estimated that approximately 250,000 individuals are diagnosed
with brain tumours annually, with only 2% classified as malignant [14].

Detecting brain tumours earlier and more accurately can significantly enhance patient
quality of life through MRI scans. However, challenges remain in achieving reliable
and high-efficiency detection performance. Accurate identification of brain tumours is
essential for improving patient survival rates and guiding treatment options. Automated
identification systems face hurdles due to the variability and complexity of tumour char-
acteristics [15]. Therefore, developing sophisticated CNN architectures and optimisation
techniques tailored to medical imaging data is necessary. Despite the vast potential of
Deep Learning approaches, challenges persist in optimising CNN architectures for brain
tumour diagnosis. Issues such as the lack of annotated datasets, the risk of model over-
fitting, and difficulties in interpreting findings complicate developing and implementing
robust detection systems. Addressing these challenges requires a thorough understanding
of brain tumours’ biology and imaging characteristics, along with innovative approaches
for model development and evaluation.
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In addition to Deep Learning, traditional Machine Learning algorithms have also
been employed to classify brain tumours using features extracted from MRI scans [16].
These include Support Vector Machine (SVM), Random Forest (RF), and K-Nearest
Neighbour (KNN). While effective, these models often rely on handcrafted features,
which can limit their flexibility. Hybrid methods that integrate Deep Learning’s auto-
matic feature extraction with traditional Machine Learning’s established classification
techniques have succeeded in improving accuracy and generalizability in brain tumour
classification [17]. This dual approach mitigates challenges associated with exclusive
reliance on Deep Learning models, enhancing interpretability and reducing overfitting.

This study used an annotated brain MRI dataset to evaluate the performance of
various CNN architectures and traditional Machine Learning models in terms of their
ability to generalise unseen data. The aim was to enhance patient prognosis and quality
of life through comprehensive experimental and comparative analysis by employing
Computer-aided Detection (CAD). The study further sought to identify the limitations
and strengths of each model through relevant experiments and comparative analyses.
The main contributions of this study include:

e A comparative study of advanced Deep Learning models (ResNet50, EfficientNetBO,
VGG16, and InceptionV3) and traditional Machine Learning methods (Logistic
Regression, SVM, Random Forest) for brain tumour detection using MRI scans.

e An evaluation of each approach in relation to precision, accuracy, recall (sensitivity),
specificity, F1- score, and ROC-AUC metrics to determine overall performance.

e Findings indicating that Deep Learning models, particularly ResNet50, demonstrate
superior performance compared to traditional methods, achieving an accuracy of
99.33% and precision of 99.11%. These results illustrate the potential of CNNs for
consistent and accurate diagnoses in medical applications.

e An examination of model generalisation and efficiency showed that Deep Learning
models provide better generalised performance, improved computational efficiency,
minimal signs of overfitting, and faster convergence than conventional methods.

o Identification of practical challenges such as overfitting, limited GPU utilisation dur-
ing training, and the complexities of optimising hyperparameters. These insights offer
direction for researchers to address these challenges and enhance automated detection
systems.

The remainder of this paper is structured as follows: In Sect. 2, literature review is
provided. In Sect. 3, details of the dataset, data preprocessing techniques, and the CNN
and traditional machine learning models employed in the study are discussed. In Sect. 4,
evaluation criteria, the proposed experimental design, and the results and performance
analysis of each model, including the limitations of the study and implications for future
research. Finally, in Sect. 5, a summary of the main accomplishments of the research
and offers suggestions for further research.
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2 Literature Review

In the field of medical image processing, it is known that CNNs have been used to
enhance the detection of brain tumours by automating brain tumour diagnosis using
magnetic resonance imaging (MRI) images. MRI scans are a popular method for imag-
ing brain regions due to its ability in determining different types of tissue and being the
most versatile [18, 19]. Many research works have been conducted with an aim of prop-
erly understanding and developing CNN architectures like VGG16, Inception, ResNet,
DenseNet, MobileNet, EfficientNet, and AlexNet, with some being more successful than
others.

A proposed model for assessing medical brain images and identifying intricate and
hidden aspects for the diagnosis of brain tumour disease makes use of deep Convolutional
Neural Networks [20]. The accuracy of the suggested model increased to 94.58%, pro-
ducing a good model for the diagnosis of brain tumour illness. However, these networks
also require careful hyperparameter tweaking.

The VGG-16 model, a deep CNN architecture well-known for its efficacy in image
recognition tasks, has been applied effectively for brain tumor detection in medical imag-
ing [21]. The VGG-16 model has been modified for the segmentation and classification
of brain tumours from MRI data. Its deep architecture and use of small (3 x 3) convolu-
tion filters allow for a robust feature extraction. Using a collection of MRI pictures, the
model was trained to accurately recognize and categorize several kinds of brain tumours.
By using this method, it is shown that VGG-16 can manage the complexity of medical
imaging datasets. The comparison analysis presented in the research demonstrates the
VGG-16 model’s improved performance over other deep learning techniques as well as
standard approaches. The efficacy of VGG-16 was demonstrated in terms of recall, pre-
cision, and total accuracy, highlighting its clinical applicability. Although deep learning
models such as VGG-16 have many benefits, their application in clinical settings is not
without its difficulties. These include managing big datasets and the requirement for
substantial processing resources. Subsequent avenues for research could concentrate on
refining these models to increase their effectiveness and flexibility in practical medical
environments.

AlexNet was introduced to explore large-scale image classification through deep
learning. AlexNet has a main advantage in terms of high-performance accuracy due to
its deep architecture and uses ReLU as its activation function, which in turn helped to
overcome the vanishing gradient problem [12]. However, it comes with high computation
costs, and it is more complex hence making not ideal for resource-restricted settings.

VGGL16, a simpler yet effective model for feature extraction, utilizes small convo-
lutional filters to enhance performance in image recognition tasks [22]. Its weakness
comes from having too many parameters making it prone to overfitting and it requires
heavy computation.

For improved brain tumour segmentation from MRI images, Inception modules were
incorporated into the U-Net architecture to enhance feature extraction and segmentation
accuracy [23]. The study makes use of convolutional neural networks (CNNs) to extract
intricate features from big datasets. The U-Net framework is a popular option for medical
picture segmentation because of its effective structure for gathering both contextual and
localized information. A unique architecture was suggested that incorporates Inception
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modules into the U-Net framework. Due to their reputation for handling data at numerous
scales at once, Inception modules are especially useful for accurately representing the
varied textures and shapes of brain tumours. The Multimodal Brain Tumour Image
Segmentation (BRATS) dataset, a well-known industry benchmark, is used in the study.
Due to the multi-scale processing capabilities of Inception modules, the integration of
these modules into U-Net for brain tumour segmentation provides a substantial leap
in medical imaging by providing a more nuanced feature extraction. More accurate
and dependable segmentation outputs are essential for later medical operations and
treatments, and this progress may result in them. One of the drawbacks would be that
adding Inception modules to the U-Net architecture makes the model more complex.
Higher computing demands during training and inference may arise from this, and not
all clinical settings, especially those with restricted computational resources may be able
to support them.

Inception architectures reduce computational complexity by using parallel convo-
Iution filters of multiple sizes, enabling efficient multi-scale feature extraction [24].
These architectures have a great capability to extract multi-scale features though it lacks
robustness against the hyper-parameter setting and it consumes a lot of computational
power.

ResNet addresses the vanishing gradient problem by using residual learning,
which enables the construction of deep networks without sacrificing accuracy [25].
ResNet effectively trains very deep networks but still has problems with computational
complexities.

EfficientNet utilizes a compound coefficient to effectively scale network dimensions,
optimizing both performance and computational efficiency [26]. While being more effi-
cient in terms of complexity, this architecture achieved state-of-the-art accuracy on many
benchmarks. The architectures drawback came with issues of complexity for implemen-
tation in medical areas even though its scaling of depth, width, and resolution made it
highly suitable.

Various Machine learning algorithms (SVM, K-Nearest Neighbour (KNN), Random
Forest) and Deep learning algorithms (Xception, InceptionV3, VGG19, DenseNet201)
were trained and tested for classifying gliomas, meningiomas, and pituitary tumours
using MRI images from the Figshare dataset [27]. In order to improve the classification
accuracy of tumours, a modified Xception model was developed. Categorization perfor-
mance was measured using precision, recall, F1 score and accuracy. The experimental
results confirmed that the deep learning outperformed classical machine learning mod-
els and reported results; in particular the modified Xception model provided the highest
overall accuracy level exceeding 98%.

The ability of deep learning and traditional machine learning algorithms were eval-
uated for categorization of brain tumours based on MRI images [28]. SVM, Random
Forest, K-Nearest Neighbour (KNN), and six other algorithms were compared with two
deep learning models, namely 2D CNN and a convolutional auto-encoder. Both deep
learning models achieved high accuracy (2D CNN: 96.47%, auto-encoder: 95.63%) with
CNN being slightly better. The findings suggest good applicability of deep learning mod-
els in medical imaging tasks, especially because of feature extraction. However, despite
the increase in complexity of the auto-encoder no substantial improvements were seen in
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the performance of this procedure over the standard CNN model and thus the trade-off
between model complexity and actual performance becomes questionable. The tradi-
tional machine learning models on the other hand yielded comparatively lower accuracy
and that proves that they are not so efficient for such type of work. The strength of
the study is the ability to compare and contrast multiple techniques to give insight into
which models are more effective. However, the work does not go into much detail on
how different hyperparameters affect the model, thus opening the door for future work
on the optimization of hyperparameters.

An analysis of nine different pre-trained CNN architectures, including AlexNet,
VGG, GoogLeNet, and ResNet, demonstrates their applicability in classifying three
types of brain tumors—gliomas, meningiomas, and pituitary tumors—using MRI scans
[16]. Good results were reported when using the VGG16 model where the classifica-
tion accuracy was 98.71%. The paper’s strength is in systematically investigating transfer
learning, especially for small medical datasets where overfitting and training time can be
minimized. It also argued that simplified models like shallower architectures: AlexNet,
VGG16 performed significantly better than complex architectures: ResNet- Inception-
v2 in terms of accuracy and training time which reveal that high complex models might
not always be beneficial for small datasets. It is proved that transfer learning is a fea-
sible solution for the classification of brain tumours, which requires a low amount of
computational power while achieving satisfactory performance.

The application of deep learning techniques, particularly convolutional neural net-
works (CNNis), in various medical image analysis tasks were examined [29]. The corpus
is defined for numerous tasks like classification, detection, segmentation, and image
synthesis applicable to neuro, retinal, and breast image analysis. It was stated that deep
learning approaches are popular in the literature due to their effectiveness in extract-
ing hierarchical features from raw data while generally surpassing traditional machine
learning methods commonly used with hand-defined features. The main limitations of
deep learning in the context of medical imaging, are the requirement of large, annotated
datasets, overfitting in small medical datasets, and the interpretability of the deep learn-
ing approach. Overall, a good foundation is formed whereby the study offers guidelines
for next steps and points to a number of significant gaps — primarily, data standardization
and model interpretability.

A hybrid approach that integrates deep learning algorithms, such as AlexNet and
ResNet-18, with a machine learning algorithm (SVM) was developed for classify-
ing brain tumors from MRI images [17]. The highest results were obtained with the
AlexNet+SVM combined model with accuracy 95,1%, sensitivity 95,25%, and speci-
ficity 98,50%. Hybrid techniques have shown to enhance classification speed while
lowering the expense of computation in contrast to deep learning models on their own.

Several pre-trained CNN models, including EfficientNetB0, ResNet50, and Incep-
tionV3, were evaluated for brain tumor classification using three datasets: Kaggle, BraTS
2018, and a real-time dataset from PGIMER [30]. Based on these findings, it is clear
that applying hyperparameter tuning to EfficientNetBO yields an adequate performance,
reaching the highest accuracy of 97.32% on real-time data and 96.48% accuracy on
BraTS 2018, confirming that transfer learning is beneficial for MRI-based tumour clas-
sification. In terms of model comparisons, while the study was extensive, there were many
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aspects that were not explored in depth: transfer learning, overfitting, and the differences
between various hyperparameters optimization methods across different datasets.

The applicability of deep learning and traditional machine learning in medical imag-
ing has been justified through the literature. An advantage of CNN models as opposed
to others, is that they are able to automatically identify hierarchical features of the input
data for analysis. The ResNet and EfficientNet architectures are robust models in terms
of complexity due to their network depth and efficiency. Unlike CNNss, the traditional
machine learning models, including the Support Vector Machine (SVM), Random For-
est, and Logistic Regression heavily depend on hand-designed features. However, these
models are computationally less demanding and more appropriate for settings where
minimal resources are required.

Limitations come in with high computational cost that is inherent in training and
applying deep CNNs. The issue of overfitting still persists, despite regularization, which
is more significant for limited samples of annotated medical data. The use of architectures
like DenseNet and EfficientNet are not quite as suitable for clinical applications due
to their sophisticated architectures entailing a great deal of expertise and computing
capabilities. CNNs “black box” characteristic, poses a significant concern for medical
diagnosis and treatment, where it is important to understand the reasoning and selection
processes. The current research intends to go further by determining and accessing the
performance of VGG16, Inceptionv3, ResNet50, EfficientNetB0, SVM, Random Forest,
and Logistic Regression to detect brain tumours from MRI scans.

3 Methods and Techniques

In this section, the approaches and methodologies applied to build and assess Machine
Learning and Deep Learning models to detect brain tumours based on MRI images are
described. The methodology includes dataset specification, data preprocessing, model
selection, and the design of both traditional and pre-trained models. Each section is
crucial for achieving high robustness and reliability in this medical diagnostic task. The
flowchart of the detection models is illustrated in Fig. 1.

3.1 Dataset

The dataset, “Br35H: Brain Tumour Detection 2020” by Ahmed Hamada, was obtained
from Kaggle. It contains three folders: yes, no, and pred, with 3060 brain MRI images.
The yes folder includes 1500 images categorised as tumorous, while the no folder con-
tains 1500 non-tumorous images. The dataset provides labelled images in PNG format,
using binary annotations to indicate tumour presence: 0 for the no folder (no tumour)
and 1 for the yes folder (tumour). Figures 2 and 3 show the classification of these images.
This structure simplifies the generation of labels compatible with binary classifiers and
ensures uniformity.

Organising images into class-based folders not only aids in labelling but also facili-
tates further processes, such as splitting the data into training, validation, and testing sets.
By using a publicly available dataset, this research allows for independent verification
of evaluation methods, enhancing its credibility.
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Fig. 2. Sample of dataset images that include tumours

3.2 Preprocessing

Before feeding the images into the models, preprocessing is essential to enhance
prediction accuracy. The following operations were performed:
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Fig. 3. Sample of dataset images that do not include tumours

Image Loading and Resizing: MRI images were loaded using TensorFlow’s
image.load_img() function, then cropped and resized to 224 x 224 pixels. This resiz-
ing standardises input sizes, which is vital for Deep Learning models like EfficientNet,
ResNet, and VGG16.

Conversion to NumPy Arrays: The resized images were converted into NumPy arrays
using image.img_to_array(), ensuring compatibility with TensorFlow and Keras.
Normalisation: Pixel intensities were normalised by dividing by 255, scaling values
to a range of 0 to 1. This step mitigates gradient instability during backpropagation
and aligns with the expectations of pre-trained models that typically use normalised
pixel values.

Data Splitting: The dataset was divided into three subsets: 70% for training and
15% each for validation and testing. This split avoids order-based bias and ensures
a balanced representation of tumour and non-tumour samples, crucial for effective
model training.

These preprocessing steps standardise input sizes, stabilise training processes,

and enhance generalisation on unseen data—all key objectives in medical image
classification.

3.3 Model Implementations

In

this section, the various models implemented in this study and their experimental

setups are discussed. The structure of the ResNet50 architecture is shown in Fig. 4.

(a) Traditional Machine Learning Models.

Logistic Regression: Logistic Regression was adopted as the baseline model. The pixel
values of each MRI scan were flattened and input into the logistic regression classifier.
The logistic function is defined by equation (1):

1

ST
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where /0 () estimates the probability that an image contains a tumour, 6 are the model
parameters, and xxx is the input feature vector (pixel values).

Logistic Regression is suitable for binary classification and provides interpretability,
making it a valuable tool in medical diagnostics.

Random Forest: This ensemble learning technique builds multiple decision trees and
outputs the majority class. The decision function for a tree at a node ¢ is based on Gini
Impurity:

Go=1->"_p 2)

where p; is the ratio of instances of class i at node # and C is the number of classes (2 in
this case).

Random Forests reduce overfitting risks and provide feature importance scores,
helping to identify significant areas in the images.

SVM (Support Vector Machine): SVM identifies the optimal hyperplane to separate
classes in high-dimensional space. Initially in 2D (224 x 224), the input data was
flattened into one dimensional array. An RBF kernel was employed to classify non-
linear relationships effectively. SVMs excel in high-dimensional data scenarios, making
them suitable for this task.
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Fig. 4. ResNet50 architecture [31] with added hyperparameters
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(b) Pre-trained CNN architecture.

Various CNN architectures were utilised, including EfficientNetBO, ResNet50,
VGG16, and InceptionV3. These pre-trained models are well-recognised for their effi-
ciency in image classification tasks and leverage transfer learning using weights from
ImageNet.

A transfer learning strategy was applied by freezing the weights of the initial convo-
lutional layers, which capture generalisable features, and training the later layers for the
specific classification task. Each model’s output layer was modified to include a dense
layer with a sigmoid activation function for binary classification.

A generic CNN model was also developed to establish a baseline for comparison.
Images were resized to 224 x 224 pixels. Dropout layers were incorporated to mitigate
overfitting, adjusting rates based on the model used. Hyperparameters, including the
Adam optimiser with an adjustable learning rate set to 0.0001, were systematically
tuned using the grid search process. This made it possible to compare different learning
rates (0.0001 and 0.001), dropout rates (0.3, 0.4 and 0.5) and different batch sizes (8,
16 and 32) to establish which set of parameters provided the best convergence rate and
model accuracy. The models were trained for 100 epochs, employing early stopping
based on validation loss with patience of 10 epochs to prevent overfitting. The binary
cross-entropy loss function was used for binary classification.

EfficientNetB0: Known for its scaling depth, channels, and input size efficiency, Effi-
cientNetBO0 incorporates dropout rates of 0.5 and 0.4 to control overfitting, with a batch
size of 16.

ResNet50: With 50 layers, ResNet50 leverages residual connections to address the
vanishing gradient problem. A dropout rate of 0.4 was implemented to enhance
generalisation, with a batch size of 32.

VGG16: A simpler architecture with 16 layers, VGG16 employs consecutive convolu-
tional layers. Dropout rates of 0.4 were applied after critical layers to prevent overfitting,
and a batch size of 32 was used for effective training.

InceptionV3: This model features Inception modules for simultaneous complex con-
volution processes, excelling in capturing features at various scales. A dropout rate of 0.5
was applied after the GlobalMaxPooling2D layer and a dropout rate of 0.4 was applied
before the last dense layer to mitigate overfitting, with a batch size of 32. Combining
pre-trained models with a generic CNN establishes a robust experimental framework for
this research. Figure 5 illustrates a summary of the model hyperparameters.
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Fig. 5. A flowchart of the Generic hyperparameters used for each deep learning model and their
respective dropout rates.

4 Results and Discussion

4.1 Evaluation Criteria

The evaluation metrics used to assess the models are defined by the Eqgs. (3)—(7) and
Fig. 6 showing a confusion matrix plot.

Actual Values

Positive (1)  Negative (0)

Positive(1) TP FP

Predicted

Negative(0) FN TN

Fig. 6. A Confusion Matrix Plot [35].

TP (True Positive): Correctly predicted as a tumour.

FP (False Positive): Incorrectly predicted as a tumour.
FN (False Negative): Incorrectly predicted as no tumour.
TN (True Negative): Correctly predicted as no tumour.

1) Accuracy: measures the overall correctness of the model. Higher accuracy indicates
better performance [35]. This is given by Eq. (3):
TP + TN
TP + TN + FP + FN
2) Precision: indicates how often the model correctly predicts positives, thus reducing
false positives [35]. Higher precision means fewer incorrect positive predictions. This
is given by Eq. (4):

3)

Accuracy =

TP

S 4
TP + FP @

Precision =
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3) Recall (Sensitivity): measures the model’s ability to correctly classify true positives
[35]. Higher recall signifies fewer false negatives (see Eq. (5)):

TP
Recall = ——— (®))
TP + FN
4) Specificity: assesses the model’s ability to classify true negatives correctly. Similar to
recall, it applies to the negative class; higher specificity indicates fewer false positives,
signifying accurate identification of negative cases [35]. This is given by Eq. (6):

Specificit ™ 6)

ecificity = ———

Peeiely = IN+ FP
5) F1-Score: balances the precision and recall metrics [35]. A higher F1 score indicates
a better balance, especially in cases of uneven class distribution. This is given by

Eq. (7):

Precsion x Recall
F1-Score =2 x - @)
Precsion + Recall

6) ROC-AUC (Area Under the Curve): measures the model’s ability to distin-
guish between positive and negative classes. A higher AUC indicates better model
performance, with a score of 1 representing excellent classification [35].

4.2 Experimental Results

The experimental results gotten can be summarised in Tables 1 and 2. Table 1 sum-
marises the performance metrics for each Deep Learning and traditional Machine Learn-
ing model. Precision values are significant, as misclassifying a patient as having a tumour
can lead to severe consequences. Table 2 presents the confusion matrices for each model.

4.3 Discussion

1) Analysis of Results: Tables 1 and 2 show that Deep Learning models (EfficientNetBO,
ResNet50, VGG16, and InceptionV3) consistently outperform traditional Machine
Learning models (Logistic Regression, Random Forest, and SVM).

ResNet50 sets the benchmark with an outstanding performance across all evaluation
criteria, achieving a precision of 99.11% and recall of 99.55%. The ResNet50 model
has more than 23 million parameters (weights and biases within the network’s layers),
which allows the model to capture finer details of MRI images, which are critical in
distinguishing between tumour and non-tumour areas. ResNet50 has performed well
due to the presence of residual learning that mitigates the vanishing gradient problem
that arises with deeply layered structures in neural networks. These skip connections give
the input an opportunity to bypass through some of the layers and be added directly to the
output; this preserves the gradient flow and thus make learning with 50 layers possible.
It allows the model to learn only the residual, or difference, in each block between the
input and output, instead of relearning all the features from scratch. Therefore, ResNet50
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effectively understands the patterns in way that it avoids overfitting and hence performs
well on unseen data. This is justified through its confusion matrix which reveals only
two false positives and one false negative, resulting in a specificity of 99.12% and an
impressive ROC-AUC score of 99.98%.

EfficientNetBO follows closely with precision at 98.67%, recall at 99.11%, and speci-
ficity at 98.67%. EfficientNetBO has over 4 million parameters, specifically its weights
and biases, making it more computationally efficient, while still maintaining a good
accuracy of 98.89%. This is due to its compound scaling approach, optimally balancing
network depth, width, and input image resolution. This efficiency, however, makes it
not as good in feature-capturing as deep models, and can potentially miss more com-
plex patterns, as seen by a confusion matrix showing three false positives and two false
negatives.

InceptionV3, with over 21 million parameters (comprising its weights and biases),
matches ResNet50 with a precision of 99.11% and specificity of 99.12% while maintain-
ing a recall of 99.11%. The Inception modules, which adaptively deal with several filter
sizes (1 x 1,3 x 3,5 x 5), help it embody multi-scale characteristics that are signifi-
cant for discovering tumours, with different sizes shapes. For this reason, InceptionV3
is highly efficient when it comes to tumour recognition at various scales. Nevertheless,
due to its cascaded multi-flow design and a large number of parameters, its performance
heavily relies on the optimization of hyperparameters and may overfit slightly on specific
patterns of the dataset. This complexity is shown in its confusion matrix indicating two
false positives and two false negatives.

VGG16, despite its high recall of 99.55%, has a lower precision of 97.38% and
specificity of 97.35%, resulting in six false positives. However, it maintains an overall
accuracy of 98.44% and an Fl-score of 98.45%. VGG16 has around more than 14
million parameters (primarily weights and biases) and due to sequential layers, which
use small (3 x 3) convolutional filters it is relatively easier to extract features. Due to
the conceptual simplicity of the architecture and relatively high number of parameters,
the model is sensitive to overfitting. This is probably the cause of the high number of
false positives since VGG16 might be highly focused on features that are common with
tumours and non-tumours. This in turn can result in redundant feature learning, which
can decrease it specificity compared to, for example, ResNet50 due to the lack of residual
connections, hence, the large number of parameters.

In contrast, traditional Machine Learning models like Logistic Regression, Random
Forest, and SVM exhibit lower performance. Logistic Regression, for instance, achieves
a precision of 96.85% and a recall of 95.98%, with nine false negatives. A disadvantage
of Logistic Regression is that it defines the decision boundary using a linear equation,
and thus cannot identify non-linear characteristics in the MRI data which play a crucial
role in discriminating tumour features.

Random Forest’s performance is notably poorer, with a precision of 91.88% and a
high rate of false positives (19). Even though Random Forest employs ensemble learn-
ing, it is confined by the necessity of handcrafted features. The absence of depth and
hierarchical learning makes it difficult to deliver the levels of feature detection seen in
CNNGs.
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Table 1. Performance metrics for each model.

Model Precision | Accuracy |Recall |Specificity |F1-Score | ROC-AUC
EfficientNetBO 98.67 98.89 99.11 |98.67 98.89 99.96
ResNet50 99.11 99.33 99.55 |00.12 99.33 99.98
VGG16 97.38 98.44 99.55 197.35 98.45 99.88
Inception V3 99.11 99.11 99.11 |99.12 99.11 99.99
Logistic Regression | 96.85 96.44 95.98 96.90 96.41 99.16
Random Forest 91.88 93.78 9598 |91.59 93.89 97.46
SVM 93.51 94.89 96.43 |93.36 94.94 98.35

Table 2. Confusion matrices for each model.

Model True Negative | False Positive | True Positive | False Negative
EfficientNetBO 223 3 222 2
ResNet50 224 2 223 1
VGGI16 220 6 223 1
Inception V3 224 2 222 2
Logistic Regression | 219 7 215 9
Random Forest 207 19 215 9
SVM 211 15 216 8

SVM achieves a precision of 93.51%, indicating a lower accuracy than the Deep
Learning counterparts. Despite the fact that the RBF kernel in SVM provides capability
to capture some degree of non-linearity, it does not have the convolutional layers capacity
for hierarchical and spatial information which is critical for MRI image analysis.

2) Analysis of Accuracy and Loss Curves: The accuracy and loss curves for the
ResNet50 model (see Fig. 7) demonstrate excellent learning and generalisation. Both
training and validation accuracies reach high values in early epochs, suggesting effec-
tive learning of features from the dataset. Minor oscillations in validation accuracy
indicate slight overfitting, but both curves converge towards a similar value, signify-
ing the model’s capacity to learn appropriate patterns. Loss curves drop rapidly, with
a brief increase in validation loss likely caused by complex samples- data points from
the validation set that display more complicated properties, such as different types of
tumours or overlapping features. These samples put pressure on the model, causing
misclassifications and a brief increase in the validation loss. However, as the model
learns and starts experiencing more complex cases, it corrects its performance, and
the validation loss starts to become stable.

The VGG16 model (see Fig. 8) shows a steep increase in training accuracy, nearing
100% within ten epochs, while validation accuracy rises to 80% initially and stabilises
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between 97% and 99%. This close relationship indicates good generalisation without
significant overfitting. Both training and validation losses decrease sharply, with
training loss approaching zero.

InceptionV3 (see Fig. 9) achieves training accuracy close to 100% by epoch 10,
with validation accuracy exceeding 95% thereafter. Validation accuracy oscillates,
likely due to sample difficulty, while loss curves indicate minimal error. The Effi-
cientNetB0 model (see Fig. 10) shows rapid convergence in both accuracy curves,
indicating mastery in predictions with minimal overfitting. Loss curves reflect this,
with both training and validation losses nearing zero by epoch 10, suggesting a
well-optimised model.

Comparison with previous approaches: The proposed approach demonstrates sig-
nificantimprovement over previous methods, as seen in Table 3. Models like CNN and
VGG16 achieved decent accuracy but lacked depth in feature extraction. In contrast,
ResNet50 achieves a remarkable accuracy of 99.33%. The comparison highlights the
superior generalisation and stability of the proposed model over traditional Machine
Learning methods and prior Deep Learning approaches.

Challenges with this approach: Several challenges emerged during the research,
particularly overfitting. While models excelled in training data, they struggled with
validation. Techniques such as data shuffling, early stopping, and careful hyperpa-
rameter tuning were implemented to address this. Restricted GPU access in Google
Colab also limited training time and raised concerns about RAM usage, especially
for Deep Learning models, which typically require extended training periods.

5) Limitations of this Study: This study acknowledges several limitations that may

impact the results and their generalizability. Although Deep Learning models showed
high accuracy, their complexity raises interpretability concerns and the risk of overfit-
ting. Hyperparameter tuning was computationally expensive, and optimal parameters
may not transfer easily to other datasets. Limitations in Google Colab, such as GPU
hours and RAM constraints, further affected experimentation. Additionally, findings
specific to certain tumour types may not generalise to other classifications. Future
research should replicate and extend these findings across diverse clinical populations.
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Fig. 7. ResNet50 Accuracy and Loss curves
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Table 3. Comparison with previous approaches.

References Architecture Precision Accuracy
Choudhury et al. [32] CNN 94.87% 96.08%
Togacar et al. [33] VGG16 89.66% 84.48%
Khan et al. [34] ResNet-50 87% 89%
Khan et al. [34] Inception-v3 77% 75%
Gomez-Guzman et al. [31] EfficientNetBO 93.12% 90.88%
Goémez-Guzman et al. [31] InceptionV3 97.97% 97.12%
Gomez-Guzman et al. [31] ResNet50 97.96% 96.97%
Hossain et al. [35] SVM 93.5% 92.42%
Hossain et al. [35] Logistic Regression 91.8% 87.88%
Hossain et al. [35] Random Forest 90.3% 89.39%
Proposed approach ResNet50 99.11% 99.33%

5 Conclusion and Future Work

This research demonstrates that Deep Learning models outperform traditional Machine
Learning methods in predicting brain tumours from MRI scans. Notably, ResNet50
emerged as the most accurate model, achieving a precision of 99.11%, arecall of 99.55%,
and an overall accuracy of 99.33%. Other Deep Learning models, such as Efficient-
NetB0, InceptionV3, and VGGI16, also exhibited strong performance, indicating their
effectiveness in classifying brain tumours with fewer false positives and false negatives.
In contrast, traditional models like Logistic Regression, Random Forest, and Support
Vector Machine displayed lower accuracy, precision, and recall and higher rates of false
positives. These findings suggest that while classic models can provide reasonable clas-
sifications, they are less suited for medical diagnostics, where precision and accuracy are
critical. The accuracy and loss curves analysis reinforced the stability of ResNet50 and
VGG16, highlighting minimal overfitting and strong generalisation capabilities. Both
models quickly learned important features from the dataset, maintaining high accuracy
from the outset of training. Therefore, deep Learning models, particularly ResNet50,
offer superior accuracy and reliability for detecting brain tumours in medical applica-
tions. This advancement can help mitigate misdiagnosis and improve patient outcomes
compared to traditional Machine Learning models.

In future, research may focus on integrating the strengths of Deep Learning with
traditional Machine Learning techniques to develop a hybrid model, thereby enhancing
performance while simultaneously reducing computational costs. Furthermore, there
is potential to expand the current model into a multi-class framework, which would
facilitate the identification of various complex types of brain tumours. Additionally, the
methodology could be adapted for diagnosing other medical conditions, such as lung
cancer, thereby broadening the applicability of these models within the medical field.
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Cancer occurs when a body cell develops abnormally and grows uncontrollably.
In a healthy body, cells typically grow and multiply as needed to replace old
or damaged cells; however, this controlled process goes awry in cancer [31].
According to statistics from the American Cancer Society on prostate cancer
risk, approximately 1 in every 8 men may undergo prostate cancer treatment
at least once in their lifetime. The American Cancer Society also states that
prostate cancer is the second leading cause of cancer death among American
men, following lung cancer, which is another common cause of death in men.
Their projections for 2024 indicate that 1 in every 44 men will succumb to
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prostate cancer. Nonetheless, a man’s risk of developing prostate cancer can be
influenced by factors such as age, ethnicity, and other individual characteristics
[32].

In treating this health challenge, prostate biopsies are used to diagnose can-
cer; however, a problem is that results are not obtained quickly, as the test
takes one to three days to complete, or even longer in some cases [10,20]. Addi-
tionally, measuring prostate-specific antigen (PSA) levels alone is insufficient to
identify prostate cancer accurately. Therefore, to reduce false positives and fre-
quent errors made by doctors, reliable methods like deep learning algorithms can
be employed to detect prostate cancer [10].

Current research indicates that artificial intelligence systems can assist with
pathological evaluation for PCa detection and categorization using pathology
imaging. Additionally, recent developments in deep learning applications sug-
gest that the performance of PCa grading algorithms may still need improvement
[17,22]. Deep learning methods and computational pathology have demonstrated
the capability to achieve expert-level pathology diagnosis [7,18]. To increase
accuracy and reduce costs, artificial intelligence (AI) techniques like deep learn-
ing (DL) are being applied to detect PCa. Medical imaging, such as MRI and
CT scan data, is analyzed to determine patient characteristics, including race,
age, family history, and lifestyle habits. Using a deep learning model for PCa
identification can help reduce the costs associated with biopsies and other tests
by providing more accurate outcomes compared to conventional methods [35].
Furthermore, deep learning algorithms can handle Gleason scoring with perfor-
mance comparable to that of medical experts, according to several studies [6].
Deep learning algorithms can handle Gleason scoring with better performance
like a medical expert treatment, according to several studies [3,5,21,22,29,33].

Deep learning (DL) has demonstrated a sensitivity of up to 95%, making it
more accurate than conventional approaches for detecting prostate cancer [35].
It has also proven to be faster than traditional techniques, which require several
minutes to identify prostate cancer in each image, providing both speed and
accuracy [35]. The advent of artificial intelligence methods has made it possible
to identify diseases from medical images, which has significantly promoted its
use in medicine today [12]. Finally, the introduction of convolutional neural
networks (CNN) and deep learning models has simplified information extraction
from images, contributing to high accuracy rates.

1.1 The Following Summarises the Study Contributions:

The primary goal of this study is to develop a solution that will aid in addressing
prostate cancer challenges. Therefore:

— We implement two deep-learning pre-trained models for the detection and
classification of benign and malignant prostate cancer tumors using an MRI
image dataset.

— We evaluate the performance of both models
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2 Literature Review

Approximately one million new cases of prostate cancer are estimated to be
diagnosed annually worldwide, posing a significant health concern for men [13].
Although deep learning algorithms have been used for prostate cancer diagnosis
over the past few years [28,37,39]. A study conducted by [30] elucidates the
significance of timely identification and precise treatment of PCa, along with
the constraints of existing diagnostic techniques. When their automated solution
was tested, it demonstrated high accuracy in identifying cancer spots on prostate
biopsy images. The researchers concluded that the accuracy and efficiency of
prostate cancer diagnosis could be improved based on the performance of their
system [24].

Azizi et al. [4] used a Long Short-Term Memory (LSTM) network to achieve
the highest accuracy in distinguishing cancerous tissue from benign tissue in
the prostate. The algorithms were presented for an in-depth analysis of LSTM
networks. The dataset consisted of 255 prostate biopsy cores from 157 patients,
achieving an accuracy of 0.92. Additionally, research conducted by [27], used
single and multi-institutional image datasets to assess the precision of a machine
learning method in prostate MRI lesion classification.

Furthermore, research conducted by [11] applied deep learning techniques
for prostate cancer detection and grading using MRI imaging. A CNN model
was used by the authors to analyze the dataset (MRI images) and predict the
presence of cancer and its severity. The authors also compared their model to
conventional machine learning approaches, and it was proven that convolutional
neural networks outperformed the others. The authors concluded from their
findings that deep learning architecture is capable of improving prostate cancer
diagnosis efficiency and providing better treatment outcomes for patients.

Prostate cancer detection using fully automated computer-aided detection
(CAD) was proposed in the study conducted by [31]. The model was used to
identify cancerous areas using the CAD technique, which involved a series of con-
tinuous processes. Firstly, a voxel classification was performed at several levels
using an apparent diffusion coefficient map, with a Hessian-based blob identifi-
cation approach.

A survey was conducted by [23], providing a systematic overview of deep
learning models and methods employed for the management of prostate cancer.
A thorough review was carried out on English-language studies spanning two
decades, from 2000 to 2021, which were presented in MEDLINE, ClinicalTri-
als.gov, Scopus, Science Direct, Google Scholar, and Web of Science. A total
of 224 studies were discovered in the initial search. After screening, 64 papers
related to urology applications were found, of which 24 were exclusively focused
on the identification and management of prostate cancer. Research on deep learn-
ing applications should continue to grow as deep learning (DL) models evolve.
The goal should be to advance these models to the point where they are ready for
clinical use. Developing models that can train on encoded images should be a top
priority for future research, as this would enable greater accessibility and facil-
itate data exchange. In a similar vein, the authors [2] proposed a deep-learning
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model that attained an AUC of 0.955. The model improved the detection of
prostate cancer lesions using magnetic resonance imaging (MRI).

An artificial neural network-based approach called deep learning (DL), a
subfield of machine learning, uses data feature extraction [14]. To reduce some
inadequacies of artificial neural techniques and enable the construction of end-to-
end model predictions, deep learning offers capabilities that now allow computers
to automatically identify patterns and incorporate features learned during model
or architecture-building procedures [15].

A deep neural network model, XmasNet was used for lesion classification,
while 3D U-Net and 3D ResNet-18 models were also employed for image detec-
tion and classification [25]. A thorough examination of each issue was conducted
using a total of two networks, two cropping strategies, two resampling strategies,
two crop sizes, five input sizes, and data augmentations for lesion categorization.
The authors indicated that the classification of lesions and prostate detection
with segmentation achieved an AUC of 0.870 and a dice score of 0.915. The
authors concluded that there was still room for improvement in the segmentation
of lesions and the categorization of Prostate Imaging Reporting and Data System
(PIRADS) scores (with a dice score of 0.690 and accuracy of 0.664, respectively).
Finally, the authors’ investigation showed how certain dataset issues could be
addressed to enhance performance outcomes.

A deep learning algorithm was employed in a study by [19] to detect prostate
cancer in men. 3D MRI images were used for the research, and the model
achieved a prediction accuracy of 89% for prostate cancer detection. Prostate
cancer was also diagnosed using the CNN algorithm in a study conducted by
[36]. The authors achieved approximately 86% accuracy in prostate cancer diag-
nosis after replicating the suggested procedure.

In a research study by [1], a robust CNN was used with a transfer learn-
ing technique. The outcome of their study was compared with several machine
learning techniques, such as Decision Tree, Naive Bayes, and SVM. An MRI
database of cancer images was used for training the model (GoogleNet) with
ML classifiers. Features like SIFT (Scale Invariant Feature Transform), Morpho-
logical Texture, Elliptic Fourier Descriptors, and entropy were extracted. During
their investigation, various performance evaluation metrics, such as sensitivity,
positive predictive value, specificity, negative predictive value, receiver operating
characteristic (ROC) curve, and false positive rate, were calculated. In the end,
better results were observed using a neural network model (GoogleNet) with the
transfer learning method. In conclusion, the authors confirmed that, although
good results were obtained from all the machine learning classifiers, such as
Decision Tree, Naive Bayes, and SVM, the different kernels showed outstanding
performance when using the deep learning (DL) method.

In a study by [38], the authors employed semi-supervised learning alongside
a deep learning algorithm to diagnose men with prostate cancer. The model
achieved an accuracy rate of 84%. Prostate cancer was diagnosed in research by
[8] using an enhanced CNN algorithm. Their accuracy rate for prostate cancer
diagnosis after replicating the suggested procedure was 75.1%.
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According to [26], in their research on prostate cancer detection, when mag-
netic resonance imaging is used for prostate cancer biopsy, it consistently yields
better results. However, the findings will depend on the capabilities of two pre-
trained models, InceptionV3 and ResNet50, to identify and categorize prostate
cancer using magnetic resonance imaging (MRI).

Table 1 shows a summary comparison of related studies against the results
of the proposed models.

Table 1. The comparison and summary of the related studies and proposed models

Ref Model Performance (Accuracy%)
[4] Long Short-Term Memory (LSTM) Network|92

[25] XmasNet model 87.0

[19] Deep learning 89

[38] Deep learning 84

(36] CNN 86

(8] CNN 75.1

Proposed model InceptionV3 91

Proposed model ResNet50 93

3 Methods and Techniques

This study used two deep neural network architectures to detect prostate cancer
using MRI images: InceptionV3 and ResNet50. The two deep learning models
utilize artificial neural networks to predict images. The main aim is to identify
the best model of the two that is capable of detecting prostate cancer in mag-
netic resonance images. In this section, the Inception model and ResNet50 are
explained in detail:

3.1 Inception Model

In 2014, Google researchers integrated the Inception architecture to help address
the issue of deep neural network processing and computational power constraints.
The original Inception architecture, popularly referred to as GoogLeNet, was cre-
ated to increase deep neural network efficiency while maintaining accuracy and
lowering the number of parameters. To extract features from the input image
at various scales, the Inception architecture incorporates parallel 1 x 1, 3 x 3,
and5 x 5 convolutional filters. The next step in the process is to concatenate the
output of each filter before moving on to the next layer. This method reduces
the number of parameters while enabling the network to extract both local and
global information from the input image. The Inception architecture has been
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enhanced and revised multiple times since its introduction. To create a more
efficient design with fewer parameters, the researchers released the Inception-
v2 architecture in 2015. This architecture used two 3 x 3 filters in succession
instead of five 5 x 5 convolutional filters [9]. Medical imaging applications of
the Inception model, including identifying lung nodules in CT scans and skin
cancer in dermatological images, have also been handled with great accuracy;
diabetic retinopathy has been identified in retinal fundus images using Incep-
tionV3 [35]. The InceptionV3 architecture was released in 2016 and came with
many enhancements, such as batch normalization and a reduction in the num-
ber of filters used in each layer. The performance of this model on the ImageNet
dataset, which is a benchmark for image classification tasks, demonstrated state-
of-the-art results. The introduction of the InceptionV4 architecture incorporated
residual connections similar to those in the ResNet design. It was more efficient
than earlier iterations of the Inception architecture, and this design produced
even better results on the ImageNet dataset. The Inception architecture has
greatly enhanced the effectiveness and efficiency of computer vision and deep
learning for complex image categorization tasks. The design has evolved to pro-
duce progressively more effective and efficient iterations, the most recent of which
includes some of the most cutting-edge methods found in deep learning research.
Medical imaging applications of the Inception model, including identifying lung
nodules in CT scans and skin cancer in dermatological images, have also been
handled with great accuracy; diabetic retinopathy has been identified in retinal
fundus images using InceptionV3 [9].

3.2 InceptionV3 Model Architecture

InceptionV3 was introduced in 2015; it features 48 layers overall and a lower
error rate compared to previous versions. The InceptionV3 model has 48 layers,
which is fewer than the Inception V1 and V2 models. However, its performance
is quite remarkable. The components that make up the model, compared to the
previous Inception models, are shown in Fig. 1. The model is more accurate in
terms of performance and requires less computing power.
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3.3 Residual Network (Resnet50)

ResNet50 was developed by Microsoft researchers and introduced in 2015 as a
deep neural network architecture. The model is one of the popular versions of
the Residual Network (ResNet) architecture, and its 50 layers indicate the depth
of the network. This strong image classification model has produced cutting-
edge results when trained on large datasets. One of the major strengths of this
architecture is its residual connections, which allow the model to learn residual
functions that connect the input to the intended output. These residual connec-
tions enable the architecture to learn deeper layers without facing the vanishing
gradient issue, which was a major challenge in early networks. The four primary
components of this network are the convolutional block, convolutional layers,
identity block, and fully connected layers. Beginning with the input image, the
convolutional layers extract features, which are then processed and transformed
by identity and convolutional blocks. The final classification is determined by
fully connected layers. After batch normalization and ReLLU activation, the con-
volutional layers remove elements such as edges, shapes, and textures from the
input image. Max pooling layers reduce the spatial dimensions of feature maps
while retaining important features, following the convolutional layers. The two
main building blocks of ResNet50 are the identity and convolutional blocks. The
identity block is a straightforward block that adds the input back to the output
after passing it through several convolutional layers. This enables the network to
learn residual functions, converting the input into the desired output. To reduce
the number of filters before the 3 x 3 convolutional layer, a 1 x 1 convolutional
layer is added to the convolutional block, similar to the identity block. Fully
connected layers are the final part of ResNet50, as depicted in Fig. 2, which is
responsible for completing the classification task. The final class probabilities are
generated by feeding the output of the last fully connected layer into a SoftMax
activation function [16].

Input Output

Avg Pool
FC

Zero Padding

Step2 Step3 Step4 Steps

Fig. 2. ResNet50 Architecture [34]



Prostrate Cancer Detection 61

4 Materials and Methods
4.1 The Proposed Model

The proposed architectures for this study are shown in Fig. 3. The model takes
MRI images of prostate cancer as input. Afterward, the input image is sent to the
preprocessing phase to prepare it for training by the two models, InceptionV3
and ResNet50. The two models were trained and tested with the preprocessed
data and then evaluated for performance.

Benign Malignant

Image Pre-

processing

operations Model Traning

and Testing Performance
Evaluation
Image Pre-
processing
( Data Im.ag(.! lassification
Augumentation Prediction
and ResNet50

Normalization. Model

Fig. 3. Proposed architecture

4.2 Dataset

The dataset used for this study consists of a total of 620 magnetic resonance
imaging (MRI) medical images. The images have dimensions of 256 x 256 pixels.
When classifying MRIs, it is essential to consider both the intensity of the gray
color and the shape or outline of the gray area in the image. The images display
cancerous prostate tumors and non-cancerous samples of prostate tissue. The
dataset was divided into training, testing, and validation sets as follows: 410
images were used for training, 180 for testing, and 30 for validation. In the
training set, there are 244 cancerous MRIs and 166 non-cancerous MRIs; in
the testing set, there are 120 cancerous and 60 non-cancerous MRIs; and in
the validation set, there are 16 cancerous and 14 non-cancerous MRIs. Dataset
visualization can be seen in Fig. 4, and dataset splitting information is provided
in Table 2.
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Benign Train Image 1 Benign Train Image 2 Benign Train Image 3 Benign Train Image 4

Benign Train Image 5

Malignant Train Image 3

Malignant Train Image 1 Malignant Train Image 2 Malignant Train Image 4 Malignant Train Image 5

Benign Test Image 1 Benign Test Image 2 Benign Test Image 3 Benign Test Image 4 Benign Test Image 5

Malignant Test Image 2 Malignant Test Image 3

Fig. 4. Dataset Visualization

.

Malignant Test Image 1 Malignant Test Image 4 Malignant Test Image 5

Table 2. Dataset Splitting into Training, Testing and Validation

Splitting Number

Number of benign images in the training set 166

Number of malignant images in the training set|244

Number of benign images in the Validation set |14

Number of malignant images in validation 16
Number of benign images in the test set 60
Number of malignant images in the test set 120

4.3 Data Pre-processing

Image augmentation and Normalization were performed as data pre-processing
steps in this research. The pixel values in the images were divided by 255 to
adjust them to a range of 0 to 1. Normalization helps speed up the training
process and results in faster convergence of the models. The augmentation tech-
nique ensures that transformations are applied correctly and that the augmented
images still represent realistic variations of the original images.



Prostrate Cancer Detection 63

Table 3. Algorithm 1

Pseudocode Based on InceptionV3 and ResNet50 Models
. Input the Cancer MRI image

. Initialize parameters

. Image preprocessing operations

. Constructing inception V3 model

. Constructing ResnetV50 model

. Training both models (inceptionV3 and Resnet50) with labels
training data

| O | W[ N~

7. Trained inception V3 performed deeper feature extraction on the
input images

8. Trained Resnet50 performed feature extraction on the input
images Image prediction by the two models

9. Evaluation of both models for performance result

4.4 Model Training

The two pre-trained models were trained, tested, and validated using an MRI
image dataset from Kaggle to determine the presence of benign and malignant
tumors, as shown in Table3. The dataset contains two classes, and a random
selection process was used to divide it as follows: 410 images for training, 180
for testing, and 30 for model validation. After each epoch, a callback function
was used to plot performance charts for the two models. Both models were
set to 100 epochs for training. InceptionV3 converged at the 31st epoch, after
which the model showed no further improvement in performance. Additionally,
ResNet50 training converged at the 15th epoch, with no further increase in
training performance. Validation data was used to test both models at the end of
each epoch. Performance metrics for the two models were plotted independently.
Both charts displayed validation and training scores for the models. Figures 5
and 6 illustrate the accuracy and loss values for InceptionV3, while Figs. 7 and 8
show the model accuracy and loss values for ResNet50. Validation loss represents
the cost function value for cross-validation, while training loss reflects the cost
function value for the training data.

4.5 InceptionV3 and ResNet50 Prediction

After the two pre-trained models were sufficiently trained, both were tested to
confirm their performance. The results showed that both models could differen-
tiate between benign and malignant prostate tumors. The predictions of the two
models are shown in Figs.9 and 10.
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Fig. 10. Predicted images for Resnet50 model

5 Model Evaluation

The performance of the two models was evaluated based on metrics such as
recall, accuracy, precision, and F1 score. The formulas used are shown below:

TP+TN
ACCURACY = TP+ FP+TN+FN (1)
TP
PRECISION = TP+ P (2)
TP
RECALL = TP FN (3)
FISCORE — 2 % Precision * recall (@)

Precision + Recal
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6 Results and Discussion

6.1 Performance of InceptionV3 and ResNet50 for Cancer
Detection and Classification

The two deep-learning models were evaluated using four performance metrics.
Performance results and parameter settings are presented in Tables 4 and 5. Both
InceptionV3 and ResNet50 accurately predicted benign and malignant tumors.
InceptionV3 achieved 91% accuracy, 92% precision, 94% recall, and an 93% F1-
score, while ResNet50 achieved 93% accuracy, 91% precision, 100% recall, and
a 95% Fl-score. Binary cross-entropy was used as the loss function for model
evaluation during training. The loss value was also compared between the two
models during training. When the loss value was higher, the error rate was
also higher. Initially, the loss value for InceptionV3 was 0.8, which decreased
gradually until it got to 0.28 as training progressed; similarly, ResNet50 initial
loss value was 0.72 and also gradually reduced to 0.46.

The results are shown in Table4, parameter settings in Fig.5, and metric
performance representation in Figs. 11 and 12.

Table 4. Outcome result of the two models.

Model Accuracy Precision Recall F'1-score Loss
InceptionV3/0.91 0.92 0.94 10.93 0.25
ResNet50 10.93 0.91 1.00 (0.95 0.46

Table 5. Parameters Settings

Parameter Value

Activation function for Input layer Relu

Activation function for Output layer|Sigmoid

Learning Rate 0.001

Batch size 3

Loss function binary cross-entropy
Optimizer Adam

Number of classes 2




68

O. Olawuyi

Classification Report Metrics

Metrics
W precision
- recall
mm fl-score

0.8
0.6
-3
g
&
0.4
0.21
0a-
& N éo,-xq tbsﬁ
& &
<&
Fig. 11. Performance Metrics for InceptionV3 Model
Classification Report Metrics
1 Metrcs
. BN precision
- recall

Lot

0.6 1

Score

04

024

0g

= fl-score

Classes

Fig. 12. Performance Metrics for ResNet50 Model




Prostrate Cancer Detection 69

7 Conclusion

This study has demonstrated the ability of the deep learning models InceptionV3
and ResNet50 to detect and classify prostate cancer. The models were evaluated
using 620 MRI cancer images, divided into 410 for training, 180 for testing, and
30 for validation. Both models performed well, exceeding a 50% success rate.
The ResNet50 model demonstrated superior performance, achieving 93% accu-
racy, while InceptionV3 reached 91% accuracy. Increasing the number of epochs
and dataset size during training can improve outcomes in deep-learning mod-
els. Exploring new algorithms could further enhance model performance. The
findings suggest that incorporating deep learning models into medical diagnos-
tics can provide a reliable and effective approach for identifying and categorizing
prostate cancer, ultimately improving diagnostic accuracy and patient outcomes.
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Abstract. In the healthcare industry, retrieving accurate patient and medical data
in real time is essential for decision-making. However, healthcare providers often
lack the technical expertise to query databases. Many chatbots struggle with
ambiguous questions from non-SQL users, leading to inaccurate or incomplete
SQL queries. Additionally, existing models lack error correction and alternative
query formulation. This study presents a text-to-SQL chatbot for healthcare pro-
fessionals to access medical data using natural language. We compared ‘ChatGPT-
40’ and ‘all-MiniLM-L6-v2’ for handling ambiguous healthcare queries and
error correction. Microsoft Azure was used to develop the healthcare database,
integrating Named Entity Recognition and context management for improved
efficiency. Results showed that ChatGPT-40 outperformed all-MiniLM-L6-v2,
achieving 92% execution accuracy and 90% error-handling success, highlighting
the chatbot’s effectiveness in assisting non-technical users.

Keywords: Named Entity Recognition (NER) - Context Management -
Chatbot - text-to-SQL - ChatGPT-40 - all-MiniLM-L6-v2 - Healthcare queries -
Error-handling - Natural Language Processing (NLP)

1 Introduction

Healthcare organizations generate massive volumes of data such as electronic health
records and patient treatment histories. Efficient data retrieval from these databases
is crucial for healthcare providers to make informed clinical decisions. Traditionally,
SQL has been widely adopted for querying relational databases, yet many healthcare
professionals lack the technical expertise to write SQL queries. Consequently, essential
patient information may be underutilized, leading to delays in care or incomplete assess-
ments. Al assistants (chatbots), specifically text-to-SQL systems, provide a solution by
enabling users to retrieve records using their language. These systems translate human
language into SQL queries that can interact with a database, thus eliminating the need
for specialized knowledge in writing queries.

The establishment of large language models (LLMs) such as GPT and sentence
transformers has significantly advanced the field of natural language processing (NLP),
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making it possible to design chatbots that can accurately interpret user queries and
generate valid SQL commands. While many sectors such as e-commerce and finance
have benefited from chatbots, the healthcare industry has been slower to adopt such
technologies due to the accuracy of the generated queries. This study aimed to improve
the performance of text-to-SQL chatbots, particularly for the healthcare industry by
handling ambiguous questions and providing error correction follow-up responses.

2 Background

2.1 Related Studies

Several studies have presented the adoption of chatbots (Al assistants) in the healthcare
sector. The studies highlight various approaches to improve chatbot functionality.

A related study by [1] proposed a machine learning-based chatbot that utilized a
deep learning approach to answer patients’ frequently asked questions (FAQs). This
convolutional neural network (CNN) model classified queries into predefined categories
and responded accordingly. The chatbot performed well in simple interactions, but its
limitations were exposed when handling more complex medical inquiries. Despite its
ability to generate responses for general questions, the study did not indicate the system’s
ability to generate SQL commands for ambiguous queries.

Similarly, [2] proposed a reinforcement learning (RL) chatbot for mental health care.
This chatbot was designed to interpret patients’ sentiments such as stress and provide
medical procedures. By integrating RL, the chatbot could improve its decision-making
capabilities through user feedback, which led to more accurate responses over time.
However, the system faced challenges in interpreting ambiguous or incomplete queries,
as well as generating precise SQL queries for medical data retrieval.

A study by [3] explored the use of transformer-based models, such as BERT, to
design a chatbot capable of interpreting patient queries and retrieving clinical data. This
study demonstrated that transformer models significantly improved query understanding
compared to traditional machine-learning approaches. Nevertheless, the chatbot’s ability
to convert complex, natural language queries into accurate SQL queries for healthcare
databases was not fully explored, leaving a gap in its practical application.

A study by [4] proposed the use of GPT to develop conversational agents for health-
care data retrieval. The study indicated that GPT-based assistants can be applied to
interact with healthcare providers and patients, interpreting natural language inputs and
generating responses. The study showed that although GPT-based assistants outperform
traditional rule-based chatbots in query understanding, they have some limitations such
as data privacy and data interpretation. While GPT’s language model enhanced con-
versation, the study did not address challenges such as query disambiguation and the
correction of invalid SQL commands.

A related study by [5] proposed an Al-based chatbot for patient record management.
It was developed using the treatment records and symptoms data collected from the
DoctorMe application. The study demonstrated an improvement in query interpretation
accuracy, particularly when handling medical terminology. However, the system’s ability
to generate SQL queries for real-time data retrieval was still limited. The study did
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not indicate the chatbot’s performance with ambiguous queries and error correction
mechanisms were not highlighted.

Despite advancements in chatbot technology for healthcare, the existing studies
have not fully addressed the issue of generating valid SQL queries from ambiguous
natural language inputs, particularly for non-technical users. Moreover, most studies
have focused on improving conversational abilities without integrating error correction
mechanisms for invalid queries. Motivated by these limitations, the aim of this study
was to apply Named Entity Recognition (NER) and context management to develop a
chatbot that provides query disambiguation and follow-up error correction.

3 Methods

3.1 Model Architecture for Text-To-SQL Chatbot

The proposed chatbot model architecture was designed to translate user natural language
queries into SQL queries for efficient interaction with the relational Victoria database.
Microsoft Azure, which is a cloud platform was used to host our database. To process
ambiguous queries and provide corrections to invalid queries, we utilized a large lan-
guage model, ChatGPT-40 [6]. The model’s API token which was used to develop the
proposed health care assistant was accessed from our OpenAl profile. ChatGPT-40 was
compared with an ‘all-MiniLM-L6-v2’ model which is a sentence transformer, known
for providing optimal accuracy and speed for generating SQL queries [7].

Database Schema

The chatbot was connected to the Victoria database which consisted of the Patients
table and the MedicalRecords table. The dataset used was not real, but it was syn-
thesized using ChatGPT for reflecting the common characteristics from the electronic
health care dataset such as patient demographics and billing information. The synthetic
dataset consisted of features from real world electronic health datasets such as patient
demographics and billing information. The Patients Table which contained 2000 rows
stored patient information, including patient_id, first_name, last_name, date_of_birth,
contact_number, and email. Figure 1 shows the Patient’s table schema.

The MedicalRecords Table which consisted of 2000 rows, stored medical informa-
tion for each patient, including patient_id, diagnosis, treatment_plan, medications, and
billing_amount. Figure 2 indicates the MedicalRecords table’s schema.

Python programming was used to develop the chatbot’s backend and React Native
was utilized for establishing the frontend. Figure 3 indicates the chatbot’s architecture.

The following sections present the Chatbot’s components:

3.2 User Query Handling

The chatbot system began with the UserQuery class, which processed the user’s natural
language. The user query handling consisted of:

Context Management - The system retrieved the user’s query history to maintain
conversational flow. Using the Context class, the chatbot stored and retrieved the context
of past interactions, allowing it to better refine future queries.
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CREATE TABLE Patients (
patient_id INT PRIMARY KEY,
first_name VARCHAR(100),
last_name VARCHAR(109),
gender VARCHAR(10),
date_of birth DATE,
contact_number VARCHAR(15),
email VARCHAR(255),
address VARCHAR(255),
city VARCHAR(100),
state VARCHAR(100),
zip _code VARCHAR(10),
insurance_provider VARCHAR(100),
insurance_number VARCHAR(100),
registration_date DATE

75

Unique ID for each patient
Patient's first name
Patient's last name
Gender of the patient (Male, Female, Other)
Patient's date of birth

- Contact number for the patient
Email address for the patient
Patient's residential address
City of residence
State of residence
ZIP code of the patient's area
Insurance provider information
Patient's insurance policy number
Date of patient registration

Fig. 1. The schema for the Patient’s table.

CREATE TABLE MedicalRecords (
record id INT PRIMARY KEY,

patient id INT, =

visit date DATE,

doctor id INT, --
diagnosis VARCHAR(255), --
treatment plan TEXT, --
prescription TEXT, --
- Follow-up date for the patient

follow up date DATE,
total cost DECIMAL(10, 2),
payment_status VARCHAR(50),

FOREIGN KEY (patient id) REFERENCES Patients(patient id)

Unique ID for each medical record

Foreign key referencing the Patients table
Date of the patient visit

ID of the doctor who attended the patient
Diagnosis details of the patient

Detailed treatment plan

Prescribed medications

Total cost of the medical services

Payment status (Paid, Unpaid, Pending)

-- Relationship to the Patients table

Fig. 2. The schema for the MedicalRecords table.

Query Normalization - Before further processing, unnecessary keywords such as

“this”, “the”, “a” and “an” were removed from the query to simplify its structure. This
step was crucial for improving the accuracy of the natural language to SQL conversion.

3.3 Named Entity Recognition (NER)

Named Entity Recognition is the information extraction task in Natural Language Pro-
cessing that involves identifying and classifying entities such as a person, date, orga-
nization, animal, and other entities [8]. The NER class was applied to handle queries
from non-technical users who may not know exact column names. For instance, users
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Fig. 3. Chatbot’s architecture.

may refer to “patients” or “records” instead of Patients or MedicalRecords tables. NER
was responsible for mapping these terms to the actual SQL components. In the context
of the dataset we used, entities such as patients’ names and dates were identified and
replaced by the corresponding table field names such as first_name, and date_of_birth.
The chatbot system used the NER class to detect keywords such as “insurance” and
“cost” and mapped them to tables’ fields such as “insurance_provider” and “total_cost”.
This was an essential stage to disambiguate the user’s natural language.

Data Augmentation

Data augmentation refers to enriching the input data to improve the chatbot’s ability
to generate accurate and relevant SQL queries [9]. This involved developing a Table-
Model class that included the tables’ schemas. We provided the chatbot with a detailed
description of the tables and fields to provide more context using the TableModel class.
This was applied to disambiguate vague queries from the users. For example, a user
can query “Show me Voster’s age?” This query can be vague if there is a patient with a
first name Voster and another patient with the last name Voster or if there are multiple
patients with the first name, Voster. By applying data augmentation, we provided details
about the tables and their fields. The chatbot could identify Voster as a first name or
last name based on the TableModel class. Figure 4 shows the TableModel class for data
augmentation.
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Fig. 4. TableModel class for data augmentation.

3.4 Query Execution

After generating the SQL query, the chatbot executed it against the Victoria database. The
SQL query was executed using the execute_sql_query method from the QueryGenerator
class. We integrated a retry method that handled execution errors, such as invalid SQL
commands. If a query failed, the chatbot asked follow-up questions to refine the query
and guide the user toward a correct result.

3.5 Context Management

The Context class stored the user’s interaction history in a DynamoDB database so the
chatbot could handle multi-turn conversations (multiple conversations between the user
and the chatbot). When a user submits a follow-up query, the system could refer to
the stored context to refine the query, for instance, questions that apply joins between
the tables. For example, a user could first ask, “Show me patient Ivan records,” and
then follow up with, “What was his diagnosis?” The context management system will
remember that “Ivan” refers to a patient’s name in the Patients table, and “diagnosis”
is a field in the MedicalRecords table, allowing it to generate a query joining the two
tables.

3.6 Error Detection and Query Refinement

If an SQL query produced incorrect results, the is_response_incorrect method checked
the results based on expected columns and data types. The chatbot provided follow-up
questions to the user for query refinement by asking for more details.

Evaluation Metrics

Several metrics such as execution accuracy, error handling success rate, logical accuracy,
conservational ability, and response time were applied for the evaluation of the chatbot’s
performance.
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Execution Accuracy
Evaluates whether the SQL query established by a chatbot returned the correct result
when executed against the database. It can be expressed as (1):
Number of correctly executed queries

Execution accuracy = * 100% 1
Y Total number of queries ’ M

Logical Accuracy
Shows the ability of a chatbot to generate an SQL query that matches the expected
one, even if the query’s execution might not return correct results. It can be shown as

2):

. Number of correctly structure queries
Logical accuracy = - * 100% 2)
Total number of queries

Error Handling Success Rate
Shows the ability of the chatbot to process ambiguous queries by either correcting
them or prompting the user for clarification. It can be shown as (3):
Number of correctly handled ambiguous queries

Error handling success rate = . 5 x*100%  (3)
Total number of ambiguous queries

Conservational Ability
Shows the ability of the chatbot to maintain context over multi-turn conservations,
which is important for refining queries or handling follow-up questions. It can be shown
as (4):
Number of correctly maintained conservations

Conservational ability = - - * 100%
Total number of multi — turn conservartion
“)

Response Time
The amount of time the chatbot generates a SQL query from the user’s natural
language.

4 Results

This section presents the findings of developing and testing the text-to-SQL chatbot
(assistant) for retrieval of healthcare data using natural language queries. The chatbot’s
performance was evaluated using metrics which are execution accuracy, logical form
accuracy, error handling success rate, conversational ability, and response time. The
results for two models, the ChatGPT-40 and all-MiniLM-L6-v2 are compared.

4.1 Execution Accuracy

The chatbot was tested using 25 different queries which included straightforward queries
like “Show me all patient records” and more complex and ambiguous queries like
“Whatis Xiang’s diagnosis?” where multi-table joins, and disambiguation were required.
ChatGPT-40 achieved an execution accuracy of 92%, correctly interpreting 23 out of 25
queries. The all-MiniLM-L6-v2 had an execution accuracy of 88% but struggled with
complex queries that included joins.
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4.2 Logical Accuracy

ChatGPT-40 yielded a logical accuracy of 84%, showing high proficiency in generating
SQL queries with appropriate syntax. Out of 25 queries, ChatGPT-40 generated 21 SQL
queries that matched the intended structure (ground truth). For example, the chatbot was
asked “Show me all the patients from East London?” The generated query was:

SELECT * FROM Patients WHERE city = 'East London’;

The chatbot was asked, “Show me the medical records of Xiang Robertsons”. The
generated query was:

SELECT * FROM MedicalRecords
WHERE patient_id = (SELECT patient_id FROM Patients WHERE
first_name = ' Xiang ' AND last_name = ' Robertsons’) ;

The all-MiniLM-L6-v2 achieved a logical accuracy of 80%. The all-MiniLM-L6-v2
failed to generate correct queries for 5 natural language questions such as “How much
is Xiang Robertsons treatment” and “What was Sarah’s latest visit to the hospital?”.

4.3 Error Handling Success Rate

ChatGPT-40 achieved a 90% error-handling success rate. The chatbot using the
ChatGPT-40 model prompted the user for additional information or provided follow-up
questions for 9 out of 10 ambiguous questions such as:

“What is Sarah’s age”
“Thus incorrect”
“Show me her insurance details”

“What is the patient’s registration date?”

On the other hand, the chatbot using the all-MiniLM-L6-v2 had an error-handling
success rate of 50%. It struggled with 5 ambiguous questions and hallucinated (the model
provided wrong responses).

4.4 Conversational Ability

The ChatGPT-40 exhibited the best conversational capacity. The ChatGPT-40 model
retained context across 95% of multi-turn conversations. For example, the ChatGPT-40
model was asked a question: “What was Sarah Smith’s latest visit to the hospital?”. Its
response was 20/02/2020. The follow-up question was “Show me her diagnosis”. The
ChatGPT-40’s response was Covid-19. This showed the model’s superior performance as
opposed to the all-MiniLM-L6-v2 model which exhibited 75% of multi-turn interactions.
The all-MiniLM-L6-v2 model failed to retrieve context for ambiguous questions. For
example, a question: “What was Sarah Smith’s latest visit to the hospital?”. The all-
MiniLM-L6-v2 model provided a correct response which is 20/02/2020. However, the
all-MiniLM-L6-v2 model struggled with a follow-up question: “Show me her diagnosis”.
Its response was “Please provide more details”, which is a generic response that we
developed for out-of-context questions.
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4.5 Response Time

The ChatGPT-40 model had a response time of 1.8 s per query. The all-MiniLM-L6-v2
outperformed ChatGPT-40 in terms of speed, with an average response time of 1.5 s
per query. This indicates that the all-MiniLM-L6-v2 sentence transformer was faster in
generating SQL queries from text. Table 1 shows the comparison of the two models we
evaluated for developing a healthcare assistant (chatbot).

Table 1. Comparison of the ChatGPT-40 and the all-MiniLM-L6-v2 models.

Metric ChatGPT-40 all-MiniLM-L6-v2
Execution Accuracy 92% 88%
Logical Accuracy 84% 80%
Error Handling Success Rate 90% 50%
Conversational Ability 95% 75%
Response Time (seconds) 1.8s 1.5s

5 Discussion

The ChatGPT-40 model demonstrated superior capabilities in handling complex SQL
queries, especially those requiring table joins and subqueries. Its ability to maintain con-
text across multi-turn interactions was important for refining queries. The high logical
accuracy suggests that ChatGPT-40 generated SQL queries that aligned closely with the
intended (actual). While the all-MiniLM-L6-v2 was faster in terms of response time, its
accuracy in generating valid SQL queries was slightly lower, particularly for complex and
vague queries. This model performed well in straightforward queries but required more
frequent error corrections in multi-turn conversations. Both models indicated a higher
success rate in generating accurate queries with correct joins, but the all-MiniLM-L6-
v2 had a higher misinterpretation rate for nested queries requiring multiple conditions
as compared to the ChatGPT-40 model. The application of chatbots (assistants) in the
healthcare sector has gained substantial attention. However, handling ambiguous queries
and providing follow-up error correction responses is a black box. The proposed text-to-
SQL chatbot system outperformed various related chatbot models by providing effective
query disambiguation and error correction mechanisms. In comparison to the CNN-based
chatbot proposed by [1], which struggled with complex medical inquiries and could not
generate accurate SQL queries, our chatbot not only processed complex queries but also
generated accurate SQL commands. Our ChatGPT-40-based chatbot offered follow-up
questions for ambiguous user queries as opposed to the reinforcement learning assis-
tant proposed by [2] which could not handle ambiguous user queries. Moreover, the
transformer-based chatbot developed by [3] excelled in understanding patient queries
but did not fully explore the ability to convert these queries into SQL commands. In
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contrast, our chatbot incorporated Named Entity Recognition (NER) and context man-
agement for SQL query generation and processing of vague queries. Although the NER
model significantly improved query accuracy, the ChatGPT-40-based chatbot yielded
a higher success rate in interpreting ambiguous medical terms as compared to the all-
MiniLM-L6-v2 model. The GPT chatbot proposed by [4] improved conversational flow
in the healthcare sector. Nevertheless, the study did not address query disambiguation
or correction of out-of-context queries, limitations that were improved by our proposed
chatbot. Furthermore, the patient record management chatbot by [5] handled medical
terminology well but lacked SQL generation and error correction, which are strengths
of our system.

6 Conclusion

This study presents the development and evaluation of a text-to-SQL chatbot designed
for the healthcare sector. By utilizing models such as ChatGPT-40 and the all-MiniLM-
L6-v2 sentence transformer, the chatbot successfully translates natural language queries
into SQL. ChatGPT-40 showed higher execution and logical form accuracy, particularly
in handling complex queries, while the all-MiniLM-L6-v2 offered faster response times
for simpler queries. The chatbot’s ability to handle ambiguous queries and maintain
multi-turn conversations demonstrated its potential for application in the healthcare
sector. Part of future work includes integrating voice to SQL functionality and a variety
of natural languages to accommodate diversity in the healthcare sector. Our proposed
chatbot which uses the Named Entity Recognition (NER) and context management, not
only benefits the healthcare sector but can be applied in other sectors such as education,
banking, transport, and precise agriculture.
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Abstract. As the volume and sensitivity of medical data continue to
grow, ensuring data security and effective analysis has become increas-
ingly challenging. This paper presents the design and development of
HEALeB, a comprehensive system that integrates blockchain technol-
ogy and machine learning (ML) to address these challenges. Blockchain
technology offers a decentralized, immutable ledger that ensures data
integrity, privacy, and traceability, while ML algorithms enhance pre-
dictive analytics and decision-making capabilities. By combining these
technologies, HEALeB aims to overcome critical issues such as data
tampering, unauthorized access, and the underutilization of decision-
support tools. The system’s design leverages blockchain to secure Elec-
tronic Health Records (EHRs) and employs ML to provide advanced
analytics for personalized and precise healthcare solutions. This approach
promises to improve diagnostic accuracy, optimize health management,
and enhance overall healthcare quality. The paper provides a detailed
exploration of HEALeB’s architecture, its implementation, and its per-
formance evaluation, concluding with insights into the system’s impact
and future research directions in the realm of Healthcare 4.0.

Keywords: Blockchain - Machine Learning + Medical Data Security -
Predictive Analytics - Healthcare Data Management

1 Introduction

In the era of Healthcare 4.0, the healthcare sector is experiencing a rapid trans-
formation driven by the integration of advanced digital technologies such as the
Internet of Things (IoT), Artificial Intelligence (AI), and Blockchain. With over
two zettabytes of medical data generated annually, largely due to the widespread
adoption of mobile health applications-now exceeding 350,000 globally-there
is immense potential for improving healthcare outcomes through data-driven
insights and automation. However, this exponential growth in data introduces sev-
eral critical challenges, particularly in terms of data management, security, and
analysis.
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One of the most pressing challenges in Healthcare 4.0 is ensuring the confiden-
tiality, integrity, and traceability of Electronic Health Records (EHRs). Secur-
ing sensitive health information while providing authorized healthcare providers
with timely access to data is crucial for effective patient care. Furthermore, the
underutilization of decision-support tools in many medical environments can
hinder diagnostic accuracy and delay critical decision-making processes. Another
significant challenge lies in the development of predictive diagnostic strategies
to anticipate health risks, particularly in regions with limited healthcare infras-
tructure. Overcoming these challenges requires the deployment of sophisticated
technological solutions that can secure data and enhance healthcare analytics in
a seamless, efficient manner.

1.1 Blockchain Technology for Medical Data Security

Blockchain technology has emerged as a pivotal component of Healthcare 4.0,
offering a decentralized and immutable ledger system that enhances the security
of medical data. By decentralizing data storage, blockchain ensures that sensitive
health information is protected from unauthorized access or tampering. Addi-
tionally, blockchain creates a transparent platform for storing and sharing medi-
cal records, allowing healthcare professionals to access real-time patient informa-
tion and make more informed decisions. This technology is also revolutionizing
the pharmaceutical supply chain, ensuring the authenticity of medications and
tracking each step of their journey from production to delivery. Furthermore, in
clinical trials, blockchain facilitates greater transparency by creating immutable
records of research protocols and results, reducing the risk of fraud and improv-
ing the accessibility of trial data for future research.

1.2 Machine Learning for Data Analysis

Machine Learning (ML) plays an integral role in Healthcare 4.0 by enabling the
advanced analysis of large and complex datasets. ML algorithms can identify pat-
terns and trends in patient data, predict potential health outcomes, and sug-
gest personalized treatment plans. Through predictive analytics, ML can fore-
cast health events such as disease outbreaks or patient deterioration, allowing
healthcare providers to implement preventive measures that improve patient out-
comes. Moreover, ML facilitates personalized medicine by tailoring treatments to
individual patients based on their genetic information, lifestyle, and medical his-
tory. In the management of EHRs, ML algorithms enhance early disease detection,
optimize treatment plans, and streamline administrative processes like appoint-
ment scheduling, thereby improving both diagnostic accuracy and overall care effi-
ciency.

1.3 Challenges, Contributions, and Outline

Healthcare 4.0 introduces both opportunities and challenges, particularly in the
realms of medical data security and analytics. The integration of blockchain and
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machine learning represents a powerful approach to addressing these challenges.
Blockchain technology ensures that healthcare data is secure, immutable, and
accessible only by authorized individuals, while machine learning leverages this
data to extract valuable insights that improve decision-making and enable per-
sonalized care. Together, these technologies form a robust framework for address-
ing the challenges faced by the healthcare sector in managing, securing, and
utilizing medical data effectively.

This paper presents the design and development of HEALeB, an integrated
system that combines blockchain for secure medical data management with
machine learning for advanced data analytics. HEALeB addresses key challenges
related to data security, privacy, and the underutilization of decision-support
tools in healthcare environments. By improving diagnostic precision, optimizing
treatment plans, and enabling personalized healthcare solutions, HEALeB aligns
with the broader goals of Healthcare 4.0.

The remainder of this paper is organized as follows: Sect. 2 reviews the relevant
literature on blockchain and machine learning in healthcare. Section 3 introduces
blockchain technology and its applications in medical data security. Section 3.1
explores the role of machine learning in healthcare data analysis. Section 3.2
presents the architecture and design of the HEALeB system. Section 4 evaluates
the system’s performance, and Sect. 5 concludes with insights into challenges and
future research directions within the context of Healthcare 4.0.

2 Literature Review

This section covers two key areas in healthcare technology: the use of machine
learning (ML) for disease prediction and the integration of blockchain for secur-
ing healthcare data, particularly in predictive healthcare models. We explore
the significant contributions in each field and discuss how both technologies
can complement each other to enhance the quality and security of healthcare
systems.

2.1 Machine Learning for Disease Prediction

Machine learning techniques have been widely applied in healthcare for dis-
ease prediction, especially in cardiovascular diseases. Table 1 summarizes several
studies that have utilized different machine learning algorithms to predict heart
diseases. The table provides a comparative analysis of various techniques and
their performance. The studies in Table 1 highlight the progress in disease pre-
diction, particularly heart disease, using a variety of machine learning models
such as SVM, Decision Trees, and Random Forests. Many of these techniques
achieve high accuracy rates, demonstrating the effectiveness of machine learning
in improving healthcare diagnostics.
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Table 1. Machine Learning Techniques Applied in Healthcare for Disease Prediction

Year /Autors Techniques Accuracy|Observation
2010|Son et al. [13] SVM 77.63% |Machine learning algorithm Support Vector
Machine (SVM) for heart failure prediction
2016(Saqlain et al. [10] DT, LR, RF, 86.6% Identification of Heart Failure by Using
ANN, NB, SVM |(NB) Unstructured Data of Cardiac Patients
2018|Polat et al. [7] Adaboost, DT, 87.1% Application of machine learning for disease
LR, RF, SVM (LR) prediction
2019|Ali et al. [1] SVM linear, SVM (92.22% |An Optimized Stacked Support Vector Machines
RBF (SVM) |Based Expert System for the Effective Prediction
of Heart Failure
2020|Deepika et Sasikala [4] DT 83.6% Enhanced Model for Prediction and Classification

of Cardiovascular Disease using Decision Tree
with Particle Swarm Optimization

2021|Rubini et al. [9] RFC, LR, SVM, [84.80% |Cardiovascular Disease Prediction using Machine
NB (RFC), |Learning Algorithms
83.82%
(LR)
2022|Gupta et al. [5] KNN, LR, SVM, [92.3% Heart disease prediction using supervised ML
DT, RF, SVM (LR) techniques
2023|Bhatt et al. [3] DT 72.77% |Effective Heart Disease Prediction Using Machine

Learning Techniques

2.2 Blockchain for Data Security in Healthcare

While machine learning improves predictive accuracy, the integration of
blockchain technology is essential for securing the sensitive healthcare data that
feeds into these predictive models. Blockchain offers solutions to the key issues
of data integrity, privacy, and compliance with regulations such as HIPAA and
GDPR.

Blockchain is particularly relevant in managing Electronic Health
Records (EHRs), where it provides decentralized and tamper-proof data stor-
age. The immutable nature of blockchain ensures that data once recorded cannot
be altered, thereby maintaining data integrity. Additionally, advanced crypto-
graphic techniques in blockchain protect sensitive health information and ensure
that only authorized parties can access the data.

Recent advancements in blockchain applications in healthcare, as summarized
by the article [2,8], show its significant role in managing medical records, remote
patient monitoring, and securing the supply chain of pharmaceutical products.
The distribution of blockchain use cases in the healthcare sector, as noted by
Singh et al. [12], highlights the growing adoption of this technology for various
purposes:

— 11% in remote patient monitoring

— 48% in medical data recording

— 21% in data analysis and other uses
— 15% in biomedical research

— 5% in drug supply chain management
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2.3 The Intersection of Machine Learning and Blockchain

Machine learning models require large datasets for accurate predictions. The
use of IoT devices in healthcare has dramatically increased the volume of data
collected, especially in areas like remote patient monitoring. This influx of data
needs to be securely managed, which is where blockchain comes in. Blockchain
provides the security framework necessary for protecting medical data collected
through ToT devices and used by machine learning models. The article [11]
presents a study proposing a multimodal approach, utilizing BERT-CNN for
standardization and game theory to optimize performance, while enhancing secu-
rity through homomorphic encryption and the Ethereum blockchain. The inte-
gration of these technologies improves the secure, scalable, and decentralized
management of healthcare data. With a 23% increase in accuracy, this method
proves to be more effective than current approaches for medical data classifica-
tion. Our studies aims to further improve these results by employing additional
techniques and focusing specifically on cardiac applications. As noted by Patel
et al. [6], combining machine learning with blockchain can improve both predic-
tive accuracy and data security. Blockchain secures the data used by machine
learning algorithms, ensuring privacy and integrity, while machine learning pro-
vides valuable insights by analyzing this secure data. The combination of these
technologies is critical for future healthcare systems, particularly in areas that
require high levels of data security and compliance with privacy regulations such
as HIPAA, the POPI Act, and GDPR.

3 HEALeB: Integration of Blockchain and Machine
Learning in Healthcare 4.0

The HEALeB system represents an advanced integration of blockchain and
machine learning technologies within healthcare systems, aimed at addressing
critical issues related to medical data security, privacy, and analysis. By leverag-
ing the strengths of both technologies, HealeB provides a comprehensive solution
for managing patient data, enhancing diagnostic accuracy, and supporting per-
sonalized care. Some of its key features include:

Data Security and Privacy: At the core of the HealeB system is blockchain
technology, which provides a secure and decentralized framework for managing
sensitive medical data. This ensures that patient information remains protected
from tampering or unauthorized access. The immutability of blockchain further
guarantees data integrity, while smart contracts enable automated, secure access
to medical records by authorized users. This decentralized control empowers
patients to manage who can access their data, increasing transparency and trust
in the healthcare system.

Enhanced Analytical Accuracy: HealeB leverages machine learning algo-
rithms to analyze the securely stored data. Blockchain’s reliability as a source
of data ensures that ML models work with accurate, tamper-proof informa-
tion, leading to better predictive analytics and improved diagnostic precision.
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The combination of these technologies enhances personalized treatment plans
by analyzing patient data in real time, supporting healthcare professionals in
making data-driven decisions for improved patient outcomes.

Compliance and Auditability: The transparency and traceability offered by
blockchain are particularly useful for regulatory compliance. HealeB’s immutable
audit trails ensure that all data access and modifications are securely recorded,
making it easier for healthcare organizations to comply with industry regulations.
Additionally, blockchain smart contracts ensure that healthcare transactions
adhere to predefined rules, automating processes while maintaining auditability.

3.1 HEALeB Deployment Scenario
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Fig. 1. HealBe Deployment Scenario

Figure 1 illustrates a deployment scenario in which blockchain and machine
learning technologies collaborate to manage and analyze patient data. The sce-
nario involves several key steps. First, sensors continuously monitor and gather
data on patients’ vital signs, including heart rate, blood pressure, and oxygen
levels. This data is then transmitted to a machine learning server, where it under-
goes analysis to generate insights. These insights may involve pattern recogni-
tion, predicting health risks, or suggesting possible treatments. Health profes-
sionals subsequently review and validate the results to ensure their accuracy and
relevance.

After analysis, the data is authenticated to confirm its integrity and accuracy
before it is securely recorded. The data is logged into a database and added to the
blockchain, where it is stored immutably. This immutability protects the data
from tampering or unauthorized modifications. Finally, authorized users such
as healthcare providers and researchers can securely access the data through
applications. The transparency provided by the blockchain allows users to trace
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the data’s history and verify its authenticity, enhancing trust and reliability in
the information used for patient care.

This deployment scenario integrates human oversight, particularly during the
data analysis phase, ensuring alignment with emerging regulations and policies
that emphasize the importance of human judgment in medical data processing

(Fig. 2).

3.2 HEALeB System Architecture
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Fig. 2. The HealeB system architecture, showing the interaction between the physical,
sensor, network, middleware, and application layers.

The architecture of HEALeB consists of multiple layers, each represent-
ing a different functional component of the system. The layers are structured
to ensure effective collection, transmission, and processing of health data, ulti-
mately providing secure, actionable insights to users. The layers are described
below:

1. Physical Layer (Couche Physique): The physical layer forms the
foundation of the system, where vital signs are collected. This layer represents
physical interactions with patients, such as monitoring heart rate, blood pressure,
and other physiological metrics. Medical devices used in hospitals or wearable
technologies are employed to gather this essential health data.
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2. Sensor Layer (Couche de Capteurs): The sensor layer is responsible
for gathering data through sensors and devices. These include wearables, medical
IoT devices, and Raspberry Pi systems. The devices collect real-time information
from the patient and convert it into digital form, enabling further processing by
the system.

3. Network Layer (Couche Réseau): This layer ensures the secure and
efficient transmission of the health data collected by the sensor layer. It comprises
various network protocols and Internet infrastructure that facilitate communi-
cation between the sensors and higher-level components. Reliable transmission
mechanisms are crucial for sending data to storage and processing units.

4. Middleware Layer (Couche Middleware): The middleware layer
acts as an intermediary between the network and application layers. It includes:

— Database: A system that securely stores the collected health data for future
retrieval and analysis.

— Blockchain: This ensures the integrity and security of sensitive medical data.
Blockchain provides a decentralized ledger for storing patient data, ensuring
traceability and protection from unauthorized tampering.

5. Application Layer (Couche Applicative): The application layer is
the user-facing component of the system. It includes interfaces and applications
running on devices such as:

— Smartphones: Mobile applications for patients and healthcare providers to
access, visualize, and interact with health data.

— Computers: Desktop applications used in hospitals and clinics to access
health records and diagnostic tools.

This layer provides actionable insights from the data collected and processed in
the lower layers, facilitating real-time healthcare management.

4 Performance Evaluation and Results

The HEALeB system was evaluated in a real-world healthcare setting to assess
its performance in terms of data security, privacy, and analytics capabilities. The
results demonstrated that the integration of blockchain technology and machine
learning significantly improved the accuracy and efficiency of medical data man-
agement and analysis. The system successfully addressed key challenges, such as
unauthorized access, data tampering, and underutilization of decision-support
tools, thereby enhancing the overall quality of healthcare delivery.

The results were obtained by applying various classification algorithms to
the dataset. We employed five statistical learning algorithms and conducted a
comparative analysis. The highest accuracy rate was observed with the KINN,
SVM, LR, DT, and RF algorithms, as demonstrated by the results depicted
in Fig. 3. The Random Forest algorithm proved to be an effective approach for
the classification of cardiovascular diseases. It demonstrated a high accuracy of
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Classifier Accuracy
Random Forest | 91.670000
Decision Tree | 88.400000

Nearest Neighbors S84:620000

TS EI STl 71.150000

Support Vectors = 53.150000

ROC_AUC Recall
0.950000 0.890000
0.920000 0.860000
0.890000 0.780000

0.560000 0.390000

Precision
0.950000
0.910000
0.910000

0.580000 0.470000

Fig. 3. Model performances of various algorithms.

91.67%, as illustrated in Fig. 3, with the ability to correctly classify a significant

percentage of test samples.
We further extended our analysis by examining the relationship between the

false positive rate and the true positive rate using the ROC curve (Fig. 4).
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== Random Forest ROC curve (area = 0.95)

Receiver operating characteristic (ROC) curves
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False Positive Rate
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Fig. 4. ROC curve analysis of the models.

By utilizing modern machine learning algorithms, specifically boosted trees
like CatBoost, XGBoost, and Light GBM, which are optimized machine learning
algorithms based on the gradient boosting technique, we found that XGBoost
achieved the best performance with an accuracy of 88.87% (Fig. 5).

The confusion matrices (CMs) for various classification algorithms are pre-
sented below. Each matrix visually represents the classification results for Logis-
tic Regression (LR), K-Nearest Neighbors (KNN), Support Vector Machine
(SVM), Decision Tree (DT), Random Forest (RF), CatBoost, XGBoost, and
Light GBM models. The matrices are displayed three per line for efficient space
utilization (Figs. 6, 7, 8, 9, 10, 11, 12 and 13).
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Classifier Accuracy
88.870000
86.890000

86.480000

xgbbost

light GBM

Catboost

ROC_AUC
0.940000
0.930000
0.930000

Precision
0.930000
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Fig. 5. Performance comparison of boosted trees algorithms.
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To further improve the performance, we applied hyperparameter tuning on
the XGBoost model. By focusing on key parameters such as ‘num-leaves’, ‘max-
depth’, and ‘min-data-in-leaf’, we achieved an increase in accuracy from 88% to
93%. Moreover, we observed a reduction in the false positive rate from 5.1% to
2.4%, and the false negative rate from 5.5% to 4.8% (Figs. 14 and 15).
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Fig. 14. Performance of XGBoost after
hyperparameter tuning.
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Fig. 15. Confusion Matrix of XGBoost
after tuning.

5 Conclusion and Future Research Directions

The HEALeB system integrates blockchain and machine learning to address
critical challenges in medical data security, privacy, and analytics. By combin-
ing blockchain’s decentralized, tamper-proof data management with machine
learning’s predictive capabilities, HEALeB enhances diagnostic precision, opti-
mizes treatment plans, and ensures compliance with regulations like HIPAA
and GDPR. The system improves healthcare delivery by providing secure and
personalized care while protecting sensitive patient information.

Performance evaluations have shown that HEALeB significantly improves
the security and accuracy of medical data management. Machine learning models
used for disease prediction achieved high accuracy, while blockchain ensured the
integrity and privacy of patient data.

Future research should focus on improving scalability, interoperability with
existing EHR platforms, and testing in diverse healthcare environments. Inte-
grating edge computing and IoMT could further enhance real-time data analy-
sis and patient monitoring. Additionally, exploring advanced machine learning
models and privacy-preserving techniques like homomorphic encryption could
improve predictive accuracy and data security.

In summary, HEA LeB demonstrates a significant step toward Healthcare 4.0
by combining secure data management and advanced analytics. Ongoing research
into scalability, real-time capabilities, and privacy will ensure that HEALeB
continues to evolve and meet the needs of modern healthcare systems.
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Abstract. Computer vision techniques, particularly those employing Artificial
Intelligence (AI) and Machine Learning (ML), have shown promise in the analy-
sis of tuberculosis (TB) using digitized human tissue specimens. Our systematic
review identified two prominent studies that applied deep learning frameworks to
detect mycobacteria in digital pathology slides. Despite their reported successes
in other contexts, our collaborative efforts to replicate and extend these models
yielded unexpected results, prompting a thorough investigation into the poten-
tial causes behind their underperformance. This study comparatively analyses the
deployment of two prominent models to the task of image-based TB detection. The
research reveals that key factors contributing to underperformance include dataset
limitations, model architecture complexities, annotation quality issues, transfer-
ability constraints, preprocessing discrepancies, and clinical relevance variations.
While deep learning computer vision models hold significant potential for enhanc-
ing TB diagnosis through the analysis of human tissue specimens, our collabora-
tive testing of two prominent models revealed several challenges that may hinder
their performance in real-world applications. Addressing these challenges will be
crucial for advancing the reliability and effectiveness of such models in clinical
practice.
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1 Introduction

Tuberculosis (TB) is a that can be traced back approximately 9,000 years as per findings
from archaeological remains in Atlit Yam, city off Israel’s coast. It affects the human
lungs primarily and was first identified by Robert Koch in 1882 [5, 10]. “One would think
that the pathology of tuberculosis would have been accurately described long ago and that
science in the 21st century would have advanced far beyond morphologic descriptions”
[12], but such is not the case. The Mycobacterium tuberculosis (Mtb) bacteria mainly
attack alveoli, causing inflammation and damage to lung tissue which is still a challenge
even with advancements as per WHO reports of over 1.30million deaths globally each
year due to Mtb [27] despite science’s progress since Koch’s era [5, 7]. The human lung
is a complicated structure found in the thoracic cavity and plays a critical function in
breathing and gas exchange. Various structural components form parts of the human
lung, including the trachea, bronchi, bronchioles, and alveoli — the site of gas exchange
[16]. The pathological assessment of human lung matters can offer helpful information
concerning the progress of Mtb disease and help towards treatment decisions.

Simultaneously, the world witnessed considerable growth in multimedia use on
the internet during the early 2000s which catalysed computer vision evolution from
a research area into an important technology widely accepted and used today [4]. The
initial breakthrough of AlexNet Network by its inventors set this trajectory [13]. At
the heart of computer vision is image processing, manipulating static images or video
sequences to extract valuable information essential for diagnosis and treatment in med-
ical fields like TB detection where understanding lung anatomy plays a crucial role
[10, 28, 30]. This discipline has roots dating back at least as early as 1970s when tech-
niques were developed using X-ray based tomography, offering three-dimensional body
imaging [3, 6].

Further advancements in digital imagery and sophisticated image processing algo-
rithms came into play during the 80’s and 90’s [9, 26]. Computer Aided Diagnosis
systems emerged to assist medical professionals by identifying patterns indicative of
diseases using computer-generated analysis [30]. Recently, machine learning has made
significant strides in imaging analyses with special mention towards deep learning algo-
rithms offering tremendous potential for tumour detection and treatment. As technology
continues its relentless march forward, it is expected that image processing will continue
to gain prominence especially given the vast amounts of data available today [22, 30].

Deep learning (DL) is an instance of the machine learning paradigm of feature
learning [19, 22]. Iteratively, it expands upon acquired representations of the primary
data with class separability attainment goal [6, 19]. In the last few years, DL has had
an immense impact on numerous disciplines of technology. Its latest improvements
facilitated the identification, classification, and quantification of patterns in medical
imaging [7]. Machine learning techniques preceding deep learning era in Computer
Vision field include Decision Trees — a model based on partitioning or splitting a dataset
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into partitions [6, 20]. Artificial Neural Network first conceptualised in 1940’s and
became practical with the development of computing machinery which mimic the human
brain’s neurons to identify patterns [14]. ANNs are like DL in that they involve layers
of nodes, but they typically have far fewer layers than deep neural networks [14, 31].
Support Vector Machines are used specifically for problems pertaining to classification
[23] whereas Nearest Neighbours involves locating data points that are more similar [21,
25]. Bagging and Boosting algorithms [11] were also some of the commonly utilized
techniques, though Deep Learning has quickly become the primary approach due to its
capability of managing complex unstructured datasets [23, 26]. In this section a general
introduction of the topic is described. In the next section we provide a brief description
of two machine learning models in the context of TB.

2 Summary of Studies

The field of computer vision has indeed made significant strides in the study and diagnosis
of cancer compared to tuberculosis (TB). Several factors contribute to this discrepancy.
Our previous literature review research (18) identified 5 prominent studies that applied
CNN-based frameworks to detect mycobacteria in digital pathology slides as an attempt
to reduce the TB diagnostic time for Pathologists and improve investigative correct-
ness by developing machine learning models as either a support to the Pathologist or a
standalone investigative tool. The following 2 studies out of the 5 were willing to collab-
orate: “A CNN-based active learning framework to identify mycobacteria in digitized
Ziehl-Neelsen (ZN) stained human tissues, 2020 (hereafter referred as Model A), and
“Deep-Learning-Aided Detection of Mycobacteria in Pathology Specimens Increases
the Sensitivity in Early Diagnosis of Pulmonary Tuberculosis Compared with Bacteriol-
ogy Tests, 20227 (referred to as Model B). The following subsections briefly introduce
the two reviewed studies, emphasising their areas of focus and reported findings.

2.1 Study 1 -Model A

In 2020, [30] proposed an Artificial Intelligence assisted diagnostic system using a
combination of a Convolutional Neural Network model (Inception-V3) for patch-based
classification and a Logistic Regression (LR) model for the classification of the Whole
Slide Image (WSI). From the input WSIs, the model first extracted patches (256 x
256 pixels). The extracted patches were then used in the CNN model training, which
consisted of detecting Acid-Fast Bacilli (AFB) on the patches. Consequently, the model
was retrained using a semi-supervised Active Learning (AL) framework on additional
AFB negative patches from 19 WSIs. Then patches were classified as either “positive”
or “negative” using the retrained CNN model. The LR model then used the results from
the CNN classification to label the entire slide as either AFB “positive” or “negative”.
Superimposed onto the inputted WSI, was a score heat map generated by the model to
indicate the likelihood of AFB. Diagnosticians would then inspect each region within
the heat maps to confirm the results. The study used the Aperio scanner, AT version
(Leica Biosystems) to digitise 14 glass slides into WSIs but the authors did not clearly
declare the patch labelling platform used (Fig. 1).



100 K. D. Lumamba et al.

ACTIVEEARNING Classified
WSls
o - Step-2
False positive tiles ’ LR
i training & validation
u
—
AFBf AFB-positivity heatmap AFB-positivity heatmap
negative|
tiles N
Step-1 |
/ / "
|

annotated \/

= .

ey
AFB- 19 AFB-negative
) positive WSls
.l | tiles |
WSils to _ Randomly selected WSIs: N £ "%_4_@/&55—@5 WSis to

train CNN 6 AFB-pos and 8 AFB-neg | J 88 AFB-neg develop LR

Fig. 1. System overview [30].

The patches frameworks from this model [30] were validated using a diverse set of
patches and accomplished 99.03% and 98.75% for F1 scores. The performance metrics
at the WSI level were 87.13%, 87.62%, 80.18% for the sensitivity, specificity, and F1
respectively for the entire pipeline. Overall, a mean average precision (mAP) of up to
96.41% was achieved.

2.2 Study 2 - Model B

Zaisen et al. [32] established an algorithm for detecting AFBs in ZN-stained human
tissue sections using a pre-trained HALO AI CNN, referred to as an “Al-supported
diagnosing method”. Each patch identified as potentially positive by the algorithm went
through consensus evaluation by six diagnosticians.

The researchers introduced an advanced deep learning techniques for detecting the
presence of Mycobacterium tuberculosis in human pathology specimens, which they
established to be superior when it comes to early diagnosis as compared with standard
bacteriological tests. This model was trained and checked using 1,123 samples from
patients suspected of pulmonary tuberculosis (PTB), yielding a sensitivity of 94% along
with a specificity rate of 92%. Furthermore, the outcome of a comparison of results
between the model and bacteriology tests was evident that the sensitivity of the DL
method was extensive in the PTB early detection. To accomplish their task, they procured
samples from two autopsy cases of pulmonary TB and 40 instances of biopsy wherein
AFBs were present but not initially detected via conventional methods for training the
model, using Motic EasyScan (Motic, Hong Kong, China) to digitise glass slides while
employing HALO software as a tool in labelling and instruction phase. In their practical
application involving clinical tests with 42 cases including patients whose mycobacte-
riosis was confirmed by bacteriological techniques or developed during follow-ups, the
deep learning assisted method achieved commendable performance stats of sensitivity
at 86% alongside full specificity (100%).
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Despite the exceptional results, there are some limitations worth noting; like the
study used WSI generated from only one slide scanner and as AFB positive training data,
only autopsy cases of TB were used. Another probable limitation is that the suggested
method might wrongly identify other bacterial species as Mycobacterium. In contrast, the
method from Study 1 [30] engaged pathologists to assess a score heatmap overlaying
the analysed WSI, to facilitate the assessment of suspected regions in the context of
histopathological structures. Nonetheless, Study 2 [32] did not provide a specific report
on how the platform was employed for analysis by Pathologists. Instead, the authors
mentioned that six Pathologists were responsible for examining each potentially positive
patch for confirmation. Additionally, the models depend on the quality of the input
pathology images. Unreliable outcomes are likely to be produced if the input samples
were of reduced quality or had artifacts for various reasons.

3 WSI Datasets

The TB whole-slide image datasets are collections of digitized and annotated human
tissue samples. These samples serve as a valued resource for academics and medical
professionals to develop and test algorithms that can accurately and effectively detect
TB pathogens in histopathological images. The development of these datasets is an
important step towards improving the diagnosis’ accuracy and speed. Traditionally, the
diagnosis of TB has relied on a combination of clinical symptoms and lab tests, which
can be time-consuming and can delay treatment. Researchers can make use of the TB
WSI datasets to, for instance, train machine learning algorithms to accurately identify
TB pathogens in histopathological images. In the future, the same can be used for the
development of an accurate and targeted treatment for TB. From the already existing TB
WSI datasets, the following are some of the most used:

e Radbound University Medical Center (RUMC) dataset which consists of 18,000 WSI
of TB and non-TB lung tissue samples from 1,000 patients. It is one of the largest
TB WSI datasets available [29].

e Warwick University dataset — contains 863 WSI of TB and non-TB lung tissue sam-
ples. It is annotated with detailed region-level labels to facilitate the development of
more accurate TB detection algorithms [22].

e Zhejiang University dataset - consisting of 327 WSI of TB and non-TB lung tissue
samples, as well as annotations for nuclei and mitotic figures. It is a valuable resource
for developing a more complex machine learning algorithm [33].

e Institute of Cancer Research (ICR) dataset — concludes 500 WSI of TB and non-TB
lung samples, as well as annotations for epithelial cells, lymphocytes, macrophages,
and other important structures [17].

While these TB WSI datasets represent a valuable resource for the development
of more accurate TB diagnosis algorithms, there are some limitations or shortfalls that
should be considered. The following are some of the notable ones:

e Limited diversity [15] — Much TB WSI datasets suffer from a lack of demographic
diversity, particularly in terms of race and ethnicity. This can lead to bias in the
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development of TB diagnosis algorithms, which may not be effective for patients
from more diverse backgrounds.

e Limited sample sizes — while some TB WSI datasets are quite large, others may have
relatively small sample sizes, which can limit their usefulness for the improvement
of robust and accurate TB diagnosis algorithms [1].

e Limited range of TB subtypes — most TB WSI datasets focus on a specific subtype of
the disease, such as pulmonary TB. This may limit their usefulness for the diagnosis
and treatment of other subtypes [8].

e Annotated data vs. real-world data — while many TB WSI datasets are annotated with
detailed labels and metadata, this may not precisely exhibit the complexity of real-
world TB diagnosis scenarios [2]. This can make it difficult to generalize findings
from TB WSI datasets to real-world clinical settings.

e Lack of standardization — there is currently a lack of standardization across different
TB WSI datasets in terms of imaging protocols, and data annotations criteria [24].
This can make it difficult to compare results across different studies and datasets.

In summary, though the TB WSI datasets are a valuable resource for the development
of more accurate TB diagnosis algorithms, it is important to be aware of their limitations
to ensure that their findings are effectively translated into a real-world clinical setting.

4 WSI Datasets

TB WSI datasets are an important resource for improving the accuracy and speed of TB
diagnosis and have the potential to significantly improve the detection and treatment of
the disease. TB imaging datasets may be smaller, less standardized, and more challeng-
ing to obtain due to issues such as privacy concerns, variability in image acquisition
protocols, and access to human tissue. We are positioned in a very unique space that
grants us access to a variety cohort of human TB tissue samples through various collab-
orators. Based on the limitations of existing datasets, a more comprehensive collection
is being assembled. The purpose of this study is to explore the effectiveness of existing
algorithms in this new collection, in order to identify opportunities for contextualising
TB detection algorithms. All scripts and data necessary to reproduce the analyses are
available in the public repository hosted on GitHub: https://github.com/lumamkd/Com
parative-Analysis-of-Al-based-Algorithms.

4.1 Data Collection

While attempting to develop a larger and more diverse TB WSI dataset of over 1000
WSI from multiple human organ tissue, we have selected a small sample set of 24 WSI
from digitized human tissue samples as depicted below (Table 1) for the preliminary
comparison. The selected samples came from 13 different patients (6 females, 6 males,
and 1 not disclosed) from the Department of Anatomical Pathology, National Health
Laboratory Service, Inkosi Albert Luthuli Central Hospital (IALCH), Durban, South
Africa. The surgical resection was conduct in two different hospital - IALCH and King
Dinizulu Hospital between 2007 and 2020. The formalin fixed waxed blocks generated
from these samples were cut and ZN-stained in different periods between 2013 to 2023.
All the 24 glass slides were digitalised in 2024.
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4.2 Preprocessing of Tissue Samples

The selected samples consist of 23 human lung tissue samples and 1 testicular tissue
sample. All samples are from surgical resection procedure. The tissues were formalin
fixed from the date of surgery (Table 1), then later dissected for cassettes and tissue
processed using the Tissue-Tek VIP 6 Al Vacuum Infiltration Processor machine from
Sakura. Following the xylene free processing of the tissue, they were then wax embedded
and stained with H&E and ZN.

Table 1. Selected dataset with AFB status from Pathology Diagnosis

SID Yr Surgery AFB Age Sex Organ
S01 2007 LUNG
S02 LUNG
S03 LUNG
S04 LUNG
S05 2013 ++ 35 M L LUNG
S06 + 32 F L LUNG
S07 + 46 M L LUNG
S08 +++ 32 M R LUNG
S09 - 32 M LUNG
S10 - F R LUNG
S11 2018 50 M R LUNG
S12

S13

S14

S15

S16

S17

S18 2018 33 F R LUNG
S19

S20

S21 57 F L LUNG
S22

S23 2020 +++ 38 M L Testis
S24
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4.3 Preprocessing of Tissue Samples

The ZN-stained glass slides were digitalised twice, first using the Motic EasyScan
1.0.5.13.4 (Motic, Hong Kong, China) that produced the *.svs format WSI. Then we
used the Hamamatsu NanoZoomer S60 (C13210) for the *.ndpi format. One WSI (S24)
was received from the authors of Model B, and 23 tiles from Model A.

4.4 Equipment

All applications are installed on virtual machine running Windows 10 Education with an
Intel® Xeron® Gold 6226 CPU @ 2.70GHz, 64GB of RAM and accessed via VMware
Horizon Client (version 2306, build 8.10.0). The machine is assigned 16 core of the CPU
and has NVIDIA Quadro RTX 8000 attached. Files (WSIs, tiles and csv) are stored in a
separate file server. For Model A, we used the Jupyter Notebook 7.0.8 under Anaconda,
while HALO v3.6.4134.396 and HALO AI 3.6.4134 were used for Model B testing.

S Machine Learning Models for AFB Detection — In House Testing

There is significant potential for the use of the proposed machine learning methods in
medical finding and disease management, since they offer a precise, fast, and effective
[30] means of checking and detecting mycobacteria in digitised human tissue samples,
allowing timely detection and treatment. With potential to better sensitivity and speci-
ficity, the method by [32] could have considerable impact on public health programs
targeted at stopping the spreading of tuberculosis pathogens.

5.1 Model A

Description. The Authors [30] conducted a retrospective study in the United States of
America (USA) that was published in 2020. To identify mycobacteria in digitised ZN-
stained human tissue, the study employed a CNN based active learning framework. This
framework combined the power of CNN based deep learning with active learning, which
involves selecting informative samples for annotation to improve model performance.

After signing a user agreement, we received a compressed folder containing the
model file (*.h5), python script (Script #1), a requirement text file and a sample set of
23 images (tiles from WSIs) that were used on the model training. Later, the authors
provided us with an additional python script (Script #2) that splits the WSI into tiles
after we have written our own (Script #3) with main differences in colour normalization
and size down sampling. To recreate a similar setting where the model was trained and
validated, we had to follow the exact steps and requirement parameters. Unfortunately,
the authors could not share the entire programme as published in their article. The main
parameters were to set the image resolution to 0.5 w/px and the tiles size to 256 x 256
pixels (Fig. 2).
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Training Sample Script #2 Script #3

(oA

Fig. 2. Sample of image tiles generated from different python scripts.

For each of the imaging format (*.svs and *.ndpi), we adapted scripts #2 and #3 to
read the WSI, split it into tiles and set the resolution of each tile to the required value
before saving them on separate folders. Refer to Table 2 for the total number of tiles
generated. It was observed that setting the recommended image resolution on the WSI
before splitting drained the machine memory and caused the process to crash.

Initially, script #1 would simply point to the folder containing sample tiles, analyse
them and display the result of each tile on the jupyter notebook. Script #1 was then
modified to access the main folder and loop through a number of sub-folders created by
scripts #2 and #3 that represent each WSI. The modified script #1 is hereafter referred
to as script #1.0 which creates a *.csv file for each sub-folder using the WSI base name.
Then reads the tiles and analyses them using the model as received from the authors and
appends the results in the *.csv file. Using the *.csv file, the last script #4 collected all
the positive tiles names into a list, then used the list to move the positive tiles of each
WSI into a new sub-folder for review. From Table 2, it is important to note the huge
difference in the number of generated tiles between scripts #2 and #3 from both image
modalities.

Performance and Limitations. First, we assessed script #1 using the training sample
tiles shared by the authors and the results were as expected. Second, we tested the model
using script #1.0 on tiles generated by scripts #2 and #3 from both WSI formats (*.svs
and *.ndpi) separately and the results are shown on Table 2. We observe that for every
WSI, there are positive tiles meaning tiles that contain at least one AFB regardless of
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which script was used for splitting. However, on close examination, majority of the tiles
predicted as positive do not contain an AFB.

Time limitation — based on our computational settings, it would take over 24 h to
complete the pipeline from accessing one WSI from the file server, splitting into tiles
and analysing. When the WSI and the tiles are stored on the local disk, the process is a bit
faster but still took too long to be considered for a clinical setting. We recommend that
the model be modified to make virtual tiles on the WSI and analyse straight. Annotation
quality — the model does not draw annotations or indicate the specific area the AFB is
located on the image (tile) making the review by the Pathologist much difficult and time
consuming. Furthermore, the authors did not take into consideration artifacts that can
be mistaken as AFBs.

Table 2. Total number of tiles generated from Scripts #2 and #3 with their corresponding number
of Positive tiles from Model A analysis

Tiles from *.ndpi Tiles from *.svs

Script #2 Script #3 Script #2 Script #3
SID Total Positive Total Positive Total Positive Total Positive
S01 10,710.00 792.00 | 169,932.00 | 37,775.00 6,348.00 | 2,357.00 | 101,568.00 | 20,389.00
S02 9,954.00 442.00 | 158,760.00 | 35,920.00 5,856.00 | 3,766.00 92,062.00 | 17,194.00
S03 9,717.00 290.00 | 154,350.00 | 30,618.00 5,978.00 | 3,871.00 94,380.00 | 24,164.00
S04 8,800.00 228.00 | 139,650.00 | 27,256.00 5,538.00 | 3,159.00 87,391.00 | 15,598.00
S05 11,760.00 | 2,714.00 | 188,160.00 | 36,764.00 6,832.00 | 2,149.00 | 107,727.00 | 44,928.00
S06 4,662.00 | 2,186.00 74,088.00 | 31,254.00 2,166.00 553.00 34,200.00 | 10,019.00

S07 10,440.00 | 1,021.00 | 164,934.00 | 16,617.00 6,840.00 809.00 | 108,720.00 | 23,046.00
S08 9,180.00 | 1,889.00 | 144,942.00 | 29,766.00 5,494.00 | 1,476.00 86,775.00 | 23,191.00

S09 6,399.00 | 1,812.00 | 101,430.00 | 27,481.00 3,000.00 264.00 48,000.00 | 19,544.00
S10 10,355.00 | 1,384.00 | 164,052.00 | 21,488.00 6,264.00 939.00 98,610.00 | 29,990.00
S11 9,310.00 | 3,310.00 148,176.00 | 27,181.00 7,144.00 | 2,758.00 | 113,250.00 | 20,842.00
S12 7,134.00 | 2,114.00 | 113,190.00 | 19,488.00 3,393.00 476.00 53,785.00 | 10,153.00

S13 20,202.00 | 8,176.00 | 321,048.00 | 66,599.00 5,400.00 | 1,442.00 85,752.00 | 18,221.00
S14 12,635.00 | 2,537.00 | 201,096.00 | 32,290.00 8,284.00 | 1,613.00 | 130,766.00 | 33,031.00
S15 8,190.00 | 1,166.00 | 129,948.00 7,200.00 5,092.00 832.00 80,901.00 | 16,567.00
S16 9,975.00 | 1,334.00 | 158,760.00 | 18,048.00 6,800.00 946.00 | 108,141.00 | 14,607.00
S17 10,360.00 | 2,851.00 | 164,640.00 | 33,037.00 5,664.00 | 1,334.00 89,006.00 | 15,567.00
S18 13,209.00 | 2,019.00 | 209,916.00 | 33,586.00 8,544.00 | 2,513.00 | 134,846.00 | 37,844.00
S19 10,640.00 | 1,434.00 | 169,344.00 | 13,711.00 6,786.00 | 3,619.00 | 107,260.00 | 28,215.00
S20 9,975.00 | 1,302.00 | 158,760.00 | 17,295.00 6,786.00 | 2,651.00 | 107,260.00 | 20,407.00

S21 5,733.00 | 1,483.00 91,728.00 | 31,985.00 2,760.00 | 1,255.00 43,498.00 | 16,089.00
S22 9,240.00 | 1,861.00 | 147,000.00 | 26,348.00 5,986.00 | 2,344.00 94,792.00 | 32,243.00
S23 8,820.00 | 3,641.00 | 141,120.00 | 41,482.00 4,720.00 920.00 74,094.00 | 17,007.00
S24 6,486.00 | 2,042.00 102,202.00 | 13,916.00

Totals | 227,400.00 | 45,986.00 | 3,615,024.00 | 663,189.00 | 138,161.00 | 44,088.00 | 2,184,986.00 | 522,772.00
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5.2 Model A

Description. This study was published in 2022 and was conducted in Japan. Although
the main author had left the group, the PI and his team were kind enough to agree to a
collaboration and shared various versions of the HALO Al classifier that were trained
to detect bacilli on ZN stain human tissue. After testing all five versions of the trained
classifier, we focused on the one that was used for publication (v3.7.5) and the latest
version (v4.3).

Using the same WSI dataset that was produced on two different slide scanner, we
tested the model on both imaging formats — *.ndpi and *.svs. First, the image resolution
of each WSI had to be set to 1.3 microns per pixel in HALO. The parameters of the classi-
fier v3.7.5 on HALO are Resolution (um/px) = 0.25, and the Probability Threshold (%)
= 90.00. The model was trained using four colour coded distinct classes — AFB (red),
Background (white), Artifactl (yellow), and Artifact2 (blue); while classifier v4.3 has
the value of 0.84 for Resolution (um/px) with the Probability Threshold (%) value set
to 80.00 and has only two training classes — AFB (red), Background (white). Both clas-
sifiers have Minimum Objects Size (um?) parameter set to 0.00 and are set to highlight
(heatmap) and annotate the detected AFBs (Fig. 3).

523 Script#2: ndpi- Pos Tiles Negative Tiles Script#3: —Pos Tiles Negative Tiles

e B

V"

Fig. 3. Model A — sample of prediction S23 =+ tiles from two image formats and scripts.
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Performance and Limitations. The shared classifiers/models were imported into
HALO v3.6.4134.396 and HALO AI 3.6.4134 as compressed folders containing multi-
ple files such as the Classifier file, Params file, and the Trainer file. An annotation was
drawn around the stained tissue on the WSI to limit the detection or analysis within the
area of interest. After which the classifier was loaded into the platform and the analysis
was conducted on Annotation Layer only for each WSI. On completion, models pro-
duced an output image overlayed with both — annotations around and a heatmap over
the detected AFBs. This allowed us to investigate the correctness of the detection. It also
produces quantitative results that can be exported as *.csv file along with the annotated
image. Both versions (v3.7.5 and v4.3) annotates artifacts as AFBs. The process seems
to be taking longer on *.svs compared to the *.ndpi. The v4.3 classifier performs slightly
faster than the v3.7.5. When the option to draw annotations on detected AFB is set to
true, the classifiers take even longer to complete regardless of which image format is
used (Figs. 4 and 5).

Fig. 4. Model B prediction on SO1 from two whole slide imaging formats.
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Fig. 5. Model B — examples of detected AFBs from different WSIs.

6 Comparative Analysis

For the comparison of the machine learning models, we focus on how each model can
integrate into practical workflow and how easily each model’s result can be interpreted.
Evaluating how well each model can handle variations in stain quality, sample types,
and image conditions. Furthermore, we look into the computational efficiency of each
model as this is a crucial factor that impacts practical applications.

6.1 Practical Application

Taking into consideration factors such as ease of deployment in clinical settings, required
computational resources, and compatibility with existing laboratory equipment, we
observed both models on our internal settings using the virtual machine platform, file
server and local PC.

Model A required a huge storage space as it produced more output images (tiles).
The total size of tiles for each WSI is bigger than the corresponding WSI for both
image modalities when Script #3 is used (Table 3). From our small dataset, the average
WSI size in kilobytes (KB) for the *.svs images is 897,902.67 with tiles average size of
421,401.60 from script #2 and 5,611,192.32 from script #3; while the same for the *.ndpi
files are 2,063,667.74 with 874,015.17 average kilobyte from script #2 as depicted on
Table 3. This alone makes it almost impossible for clinical settings since most of them in
the developing world can’t afford large computational storage to keep up with the large
output. It took hours to process each WSI through the model pipeline — read, split, set
parameters, analyse, separate, review on either of the platforms; however, it took even
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longer when accessing WSIs and saving the split tiles remotely (from the file server on
the same network) than using the local storage drive. This affects the time required to
diagnose a single case.

Model B has advantages of ease deployment as it depends on an already built platform
(HALO AI) which however requires an advance and very expensive computational
resources. Using the strength of HALO platform, we are able to access the WSIs either
remotely or locally with ease without affecting the processing time. Minimal outputs
are generated which can be reviewed within the platform overlaying the input image.
Furthermore, using the power of HALO AlI, the model can continue to learn from new
WSI making it more efficient and accurate.

6.2 Interpretation

Here we assess how each model’s predictions can be understood and verified by clin-
icians. Does the model provide visual explanations or confidence scores that aid in
decision making? We further discuss how transparent the model’s decision-making pro-
cess is as this impacts trust and usability. Also, we delve into how each model supports
real-time feedback and error correction, which is crucial for accurate diagnostics.

To improve the work of the Pathologist in a clinical setting, the whole pipeline must
be faster from the digitalisation of the slides to the prediction results. Furthermore, they
must provide clear distinction between area with AFBs and those without. Model A, as
received, consumes more time through the pipeline and does not indicate where on the
image (WSI or tiles) the AFB is found either by way of annotating or highlighting the
bacilli. Model B on the other hand highlights the detected AFBs (whether true or false
positive) with an option to draw an annotation around them, which adds on processing
time. Using the features within HALO, we can switch on and off the overlay to examine
and distinguish the true positive from the false. As one can imagine, this exercise can
be time consuming when there are thousands of detections on single WSI of which the
majority are false positive (Fig. 6).

6.3 Interpretation

When comparing machine learning models, computational efficiency is a critical factor
that impacts practical applications and it encompasses processing time, resource uti-
lization, scalability, and power consumption. Balancing these factors ensures that the
trained model not only performs well but is also practical and cost-effective for real-world
applications.

Processing Time — faster models can handle higher volumes of samples and the
model with faster inference is more suitable for real-time applications. As indicated
earlier, both models take too long to process a WSI for AFB predictions, though Model
B is slightly better since it is based on an already established platform (HALO, Indica
Lab). Improving processing time might fast track the use of machine learning models in
clinical settings for tuberculosis.

Resource Utilization — models that require less computational power can be
deployed on less expensive or existing hardware, reducing costs. Conversely, models
that are resource-intensive might demand high-performance servers or cloud computing
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Average size in kilobytes (kb)

¥ ndpi WSl ¥ ndpi-Tile #2 ® ndpi-Tiles #3 ¥ svs WSI ® svs-Tiles #2 ™ svs-Tiles #3

Fig. 6. Average size in Kilobytes (KB) of each WSI format and generated tiles per Script.

resources, which could be a limiting factor in resource-constrained environments. Beside
needing huge storage space, Model A requires less computational power than Model B,
but it needs to be redesigned in such a way the need to used large storage capacity is cut.
Model B runs on licensed software that requires enormous computational power. Its Al
functionality does not run if the system on which it is installed does not have a graphic
card.

Scalability — a model that performs efficiently with small datasets but struggles as
data volume grows might not be suitable for large-scale deployment. Scalability ensures
that as the volume of samples increases, the model can handle the load without significant
degradation in performance or requiring disproportionate resources. The same can also
be said that a model that struggles with small datasets will probably struggle with large
volumes. Unfortunately, both models did not perform as expected with a very small
dataset of 24 WSIL

Power Consumption —models that are more computationally efficient often consume
less energy, which is beneficial for mobile devices or low-power systems. In clinical
settings, specialists are often on the move and depends on portable devices to access
of provide diagnosis results or treatment guidelines. It is important that ML models
be able to run on such devices. At this stage though, none of the models A and B are
compatible for portable devices. However, a portable device can be used to access the
virtual machine and run the models as needed. In our case we used a Samsung Galaxy
Tab S8 to access the virtual machine via VMware Horizon Client (version 2406, build
8.13.0).
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Table 3. Size in Kilobytes (KB) of each WSI format with total size of generated tiles per Script

* ndpi *.8VS
WSI Script #2 Script #3 WSI Scrip #2 Script #3

S01 2,489,457.00 | 1,027,604.48 | 15,728,640.00 | 1,108,964.00 445,440.00 7,035,944.96
S02 2,073,487.00 857,088.00 | 14,155,776.00 814,186.00 372,736.00 |  5,567,938.56
S03 1,960,655.00 817,152.00 | 13,526,630.40 773,751.00 368,640.00 5,536,481.28
S04 2,030,583.00 860,160.00 | 13,002,342.40 808,018.00 375,808.00 |  5,599,395.84
S05 2,584,207.00 | 1,111,490.56 | 16,672,358.40 | 1,529,413.00 632,832.00 9,709,813.76
S06 887,848.00 340,992.00 6,354,370.56 344,899.00 651,264.00 | 2,128,609.28
S07 2,677,517.00 | 1,121,976.32 | 15,623,782.40 | 1,591,296.00 131,072.00 | 9,846,128.64
S08 2,058,773.00 863,232.00 | 13,107,200.00 | 1,018,556.00 441,344.00 6,574,571.52
S09 1,419,838.00 566,272.00 9,227,468.80 178,390.00 54,886.40 1,038,090.24
S10 2,623,998.00 | 1,121,976.32 | 15,518,924.80 | 1,066,595.00 552,960.00 7,371,489.28
S11 1,849,068.00 785,408.00 | 12,687,769.60 881,640.00 382,976.00 | 5,651,824.64
S12 1,500,669.00 610,304.00 9,930,014.72 563,480.00 270,336.00 |  3,753,902.08
S13 3,302,536.00 | 1,216,348.16 | 25,690,112.00 760,598.00 314,368.00 | 4,687,134.72
S14 2,569,114.00 | 1,111,490.56 | 17,091,788.80 | 1,129,274.00 553,984.00 7,633,633.28
S15 1,585,354.00 753,664.00 | 10,359,930.88 756,660.00 428,032.00 | 5,274,337.28
S16 2,017,607.00 945,152.00 | 13,002,342.40 896,215.00 529,408.00 6,322,913.28
S17 2,242,721.00 934,912.00 | 14,575,206.40 | 1,058,763.00 464,896.00 6,815,744.00
S18 2,825,747.00 | 1,205,862.40 | 18,350,080.00 | 1,168,718.00 630,784.00 8,430,551.04
S19 2,204,917.00 992,256.00 | 14,575,206.40 910,550.00 517,120.00 6,941,573.12
S20 2,170,255.00 | 1,006,592.00 | 13,946,060.80 979,784.00 547,840.00 7,361,003.52
S21 933,698.00 373,760.00 7,423,918.08 212,681.00 103,424.00 1,520,435.20
S22 1,651,295.00 702,464.00 | 12,163,481.60 584,645.00 295,936.00 4,173,332.48
S23 1,805,014.00 776,192.00 | 12,058,624.00 935,206.00 359,424.00 |  5,693,767.68
S24 1,477,382.00 688,128.00 -

Ave | 2,063,667.74 874,015.17 | 13,685,740.41 897,902.67 421,401.60 | 5,611,192.32
Total | 47,464,358.00 | 20,102,348.80 | 314,772,029.44 | 21,549,664.00 | 10,113,638.40 | 134,668,615.68

Deployment Considerations — models that require less computational power are

easier to integrate into existing systems without extensive modifications.

7 Results and Discussion

7.1 Evaluation of Models

To evaluate the performance of the ML model, the following metrics are often used:

e Accuracy — the proportion of correctly classified AFB versus non-AFB instances.
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e Sensitivity (Recall) — the ability of the model to correctly identify AFB cases. High
sensitivity is crucial for detecting true positives.

e Specificity — the ability of the model to correctly identify non-AFB cases. High
specificity helps in reducing false positives.

e Precision — the proportion of true positive AFB detections out of all detections made
by the model.

e F1 Score — the harmonic mean of precision and recall, providing a balance between
the two metrics.

e Area under the receiver operating characteristic curve (AUC-ROC) — indicated the
model’s ability to distinguish AFBs and non-AFBs.

e Area under the precision-recall curve (AUC-PR) — is useful when dealing with
imbalanced datasets.

Considering that the above-mentioned metrics were used on both models before
their publications, we did consider not recalculate these metrics. Our aim was to test the
usability of the model and if they can perform each based on the published evaluation of
metric values. However, due to the time constraints it would not be feasible to go through
the thousands of tiles generated from Model A just to differentiate the true from false
positive tiles. Though Model B generated fewer annotations relative to Model A tiles
number; majority, if not all the annotations appear to be false positive. Table 4 contains
the total number of annotations per WSI generated by Model B. The annotated images
and analysis data (*.csv) are available GitHub (https://github.com/lumamkd/Compar
ative-Analysis-of-Al-based-Algorithms).

Table 4. Total number of annotations by WSI generated from Model B using v4.3 and v3.7.5

*.ndpi *.8Vs

v4.3 v3.7.5 v4.3 v3.7.5
S01 62 62 33327 32
S02 66 66 267 73
S03 217 217 280 63
S04 153 153 204 9
S05 102 102 53 52
S06 0 0 3463 15
S07 44 44 35 16
S08 0 0 38 13
S09 - -
S10 0 0 24 51
S11 552 552 72 554
S12 0 0 0 55

(continued)
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Table 4. (continued)

* ndpi *.8Vs

v4.3 v3.7.5 v4.3 v3.7.5
S13 104 104 24 243
S14 3 3 10 66
S15 212 212 2 41
S16 14 14 10 82
S17 216 216 11 111
S18 14 14 647 140
S19 15 15 15836 205
S20 3 3 585 196
S21 1 1 1123 33
S22 8 8 4138 67
S23 2 2 281 0
S24 - - 24
Total 1789 1789 60430 2141

7.2 Evaluation of Models
(See Table 5)

7.3 Evaluation of Models

Conducting a comparative study of two machine learning models for detecting Acid-
Fast Bacilli on Whole Slide Images has significant implications for both the fields of
tuberculosis diagnostics and computer science.

Implications for Tuberculosis Diagnosis

e Improved Diagnosis Accuracy — effective ML models can enhance the accuracy of
AFB detection, leading to better TB diagnosis and management. Accurate detection is
crucial for timely treatment and containment of TB, which is a global health challenge.

e Reduced Diagnosis Time — automation through ML can potentially reduce the time
required for diagnosing TB from WSI, improving efficiency in clinical settings and
reducing the burden on pathologists.

e Standardisation — ML models can provide a standardised approach to AFB detec-
tion, reducing variability and subjectivity associated with manual examination by
pathologists.



Comparative Analysis of Al-Based Algorithms for the Detection

115

Table 5. Models’ results interpretations

Model A Model B
Performance Positive Predictions: Model A Annotations and Highlights:
identified many tiles as positive Model B, using the HALO Al
for AFB. However, a significant | platform, provides visual
portion of these tiles did not annotations and heatmaps around
contain AFBs upon closer detected AFBs. This feature
examination. This indicates that | improves interpretability, allowing
while the model is good at pathologists to easily review and
identifying potential regions of verify detected AFBs. However,
interest, it suffers from a high the model also annotates artifacts
false-positive rate as AFBs, indicating that it
Tile Production and Storage: sometimes mistakes non-bacillary
The model’s process of splitting | features for AFBs
WSIs into tiles and analyzing
them requires considerable
storage and memory, which can be
problematic. The large number of
tiles produced contributes to the
high storage demands
Computational Processing Time: The model’s Processing Time: Although
Efficiency pipeline is quite time-consuming, | Model B is integrated into the

often taking over hours per WSI.
This is primarily due to the high
resolution and tile size
requirements, which strain
computational resources. This
extended processing time makes it
impractical for real-time clinical
use

HALO platform, which
streamlines some processes, it still
has lengthy processing times,
particularly when annotation
features are enabled. This suggests
that while the model is somewhat
more efficient than Model A, it still
faces challenges with processing
speed

Annotation Quality

Lack of Annotations: One
significant drawback is the
model’s inability to annotate or
specify the location of AFBs
within the tiles. This lack of visual
feedback means pathologists have
to manually review large numbers
of tiles, which can be inefficient
and increase the chances of
oversight

Visual Explanations: The ability
of Model B to provide annotations
and heatmaps enhances its
usability in clinical settings.
Pathologists can use these visual
aids to quickly locate and assess
areas with potential AFBs.
However, the presence of false
positives means that additional
verification is necessary, which can
be time-consuming

(continued)
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Table 5. (continued)

Model A Model B
Transferability Resource and Practicality
Constraints Issues: The model’s large storage

requirements and lengthy
processing times limit its
applicability in
resource-constrained settings.
These constraints hinder its
practicality in clinical
environments, particularly in
low-resource settings

Resource Utilization Computational Resources:
Model B requires substantial
computational power due to its
dependence on the HALO
platform. While this platform
allows for more sophisticated
analysis and annotations, it also
means that the model’s
deployment might be limited to
institutions with high-performance
computing resources

Implications for Computer Science

e Advancements in ML Techniques — comparing different models can contribute to
the development of more effective algorithms for medical image analysis. Insights
gained can lead to improvements in design and training of models.

e Integration of Al in healthcare — there is potential of integrating Al into healthcare
workflows considering its effectiveness and reliability.

Model generalization — our findings can offer insight into how well different models
generalise across diverse datasets and conditions, which is crucial for developing robust
ML solutions.

8 Summary of Key Findings

8.1 Evaluation of Models

Dataset Expansion. Diversification of datasets — expand the dataset to include a wide
variety of cases from different populations, geographic regions, and stages of TB. This
helps in improving the generalisability of the models. We are currently building such a
dataset and would like to appeal to different groups around the world to reach out and
contribute with WSI to advance the development of machine learning in the TB field. For
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Models A and B, increase dataset diversity and size to better evaluate their performance
across different conditions and settings. Also implement more comprehensive evaluation
metrics that consider the practical aspects of model deployment in clinical settings

(Table 6).

Table 6. Summary of key findings

Model A

Model B

Description and Setup

Employs a CNN-based active
learning framework for AFB
detection in ZN-stained tissue
samples

The model was trained on
tiles extracted from WSIs,
with specific resolution and
tile size requirements

Issues arose during the tile
extraction process due to high
memory consumption when
setting the resolution as
recommended

Uses the HALO Al platform to
detect AFBs in ZN-stained
tissue samples

Configured to operate at a
higher resolution and used a
platform-based approach for
analysis and annotation

Performance and Limitations

The model identified many
tiles as positive for AFB, but
upon closer examination,
many of these tiles did not
contain actual AFBs
Processing a single WSI
through the full pipeline was
time-consuming, which is
impractical for clinical
settings

The model does not provide
specific annotations for AFB
locations

The model generated a large
number of output tiles,
consuming storage space

Effectively produced
annotations and heatmaps for
detected AFBs, although it also
identified artifacts as AFBs
Showed better performance
compared to model A, though
processing times remained
lengthy, particularly with
annotation features enabled
Provided annotations around
detected AFBs, improving
interpretability for the
pathologists, though false
positive was also annotated

Practical Application

Large storage requirements
and slow processing times
make it less practical for
clinical settings. The model’s
inability to annotate AFB
locations adds to the review
complexity

Offers better deployment
options due to integration with
the HALO platform. The
platform’s ability to annotate
and highlight AFBs aids in
interpretation but still requires
substantial computational
resources

(continued)
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Table 6. (continued)

Model A

Model B

Interpretability

Lack of visual annotations
makes interpretation
challenging. The model’s
results are less transparent,
requiring additional effort for
validation

Provides visual annotations
and heatmaps, enhancing
interpretability and facilitating
pathologist review, despite
some false positives

Computational Efficiency

Consumes less computational
power but demands large
storage capacity, which is a
significant drawback for

Runs on a powerful platform
with high computational
requirements but benefits from
established software and

clinical use

supports continued learning

Model Improvement. Algorithmic innovations — investigate newer ML algorithms or
architectures, such as deep learning models or ensemble methods, to enhance perfor-
mance further. Feature engineering — explore additional features or preprocessing tech-
niques that could improve the models’ ability to detect AFB efficiently. For Model A,
optimize memory usage and reduce storage requirements by improving the tile extrac-
tion process or using virtual tiles (mask). For Model B, continue refining the model to
reduce false positives and improve processing efficiency.

Clinical Integration. Pilot studies — conduct pilot studies to evaluate how well the
models integrate into existing diagnostic workflows and their impact on clinical decision
making. User feedback — gather feedback from pathologists and clinicians on the models’
usability and performance in a real-world environment. For models A and B, develop
strategies to enhance the real-time processing capability to make them more suitable for
clinical environments. Further, explore ways to improve model portability and integration
with existing clinical workflows.

Ethical and Practical Considerations. Bias and Fairness — it is important to ensure that the
models do not introduce or perpetuate biases, and we must take into consideration how they might
affect different demographic groups. Regulatory compliance — ensure there that the models meet
regulatory requirements and set guidelines for medical diagnostics tools.
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Abstract. The early detection and accurate classification of diseases
affecting maize crops remains a significant challenge for farmers, par-
ticularly in sub-Saharan Africa. Many farmers still rely on traditional
methods to identify diseases, which are often inefficient and inaccurate.
To address these challenges, this study investigates the use of classical
machine learning models - Decision Tree, Logistic Regression, Random
Forest, and eXtreme Gradient Boosting as well as pre-trained Convo-
lutional Neural Network (CNN) models, including VGG16, ResNet50,
Xception, and DenseNet201, to classify two common maize leaf diseases:
Maize Streak Virus and Fall Armyworm, which are prevalent in Sub-
Saharan Africa. The findings reveal that among the classical machine
learning models, eXtreme Gradient Boosting achieves the highest accu-
racy at 73%, while DenseNet201 outperforms all models with an impres-
sive accuracy of 98% among the pre-trained CNN models. Overall, the
pre-trained CNN models not only deliver superior results but also signif-
icantly reduce the time and effort required for training.

Keywords: Classification -+ Machine Learning - Convolutional Neural
Network - Pre-trained Models - Maize Leaf Diseases

1 Introduction

One of the most significant staple foods for millions of people in Africa is maize
[1]. Furthermore, maize plays a substantial role in the economies of many African
nations, is a major cash crop, and is frequently the focus of agricultural policies
meant to promote food security and reduce poverty [2]. However, maize crops in
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Africa are vulnerable to a range of pests and diseases that can negatively affect
yields and consequently make people more susceptible to food insecurity [3].

The early detection and accurate classification of diseases affecting maize
crops has been one of the many challenges faced by farmers, especially in sub-
Saharan Africa [4]. Usually, these farmers resort to traditional techniques to
identify diseases. These traditional techniques often rely on visual crop inspec-
tions and require expert knowledge, regular and strict monitoring, and generally
take a lengthy period to identify and mitigate. Moreover, techniques relying on
visual knowledge are often not precise and accurate. This problem becomes more
pronounced where large-scale farming is envisioned [5].

Classical Machine Learning (ML) methods serve as a solid foundation for
tackling classification tasks. However, when applied to image data, these meth-
ods require pre-processing steps to extract feature vectors essential for model
training. In contrast, Deep Learning (DL) techniques, such as Convolutional
Neural Networks (CNNs), combine feature extraction and learning into a uni-
fied framework. This allows DL models to automatically extract intricate fea-
tures and identify patterns effectively. Both classical ML and DL approaches
have been widely employed in the literature for image identification and classi-
fication across diverse applications. For instance [6] has used both ML and DL
techniques for crop disease detection and classification, while [15] and [16] have
used DL for maize leaf disease classifications and [14] as well as [4] have used
classical ML for maize leaf diseases classification.

The work reported in this article follows the work reported on [15] and [16]
closely. However, while their work utilizes deep learning techniques and reports
on their efficiency, no effort is made to investigate classical ML techniques. In
addition, the reported work is inspired by work reported in [14] and [4], although
their work only concentrates on classical ML techniques with no efforts to com-
pare with DL techniques. Further, whereas the work reported in [6] compares DL
and classical ML techniques, they do so on general crop diseases. In comparison,
the work reported here is concerned not only with the comparison of classical
ML and DL in maize leaf disease classification but also with using a dataset
containing maize leaf diseases prevalent in Sub-Saharan Africa. As such, the
reported work has an impact on maize leaf diseases identification and classifica-
tion in Sub-Saharan Africa and also contributes to the broader ML community
by offering an empirical comparison between classical ML and DL in maize leaf
diseases classification.

The rest of the paper is organized as follows: Sect.2 presents a brief but
detailed overview of related work, while Sect. 3 presents the study’s methodology.
In Sect. 4, the results and discussion of the study’s findings are presented. Finally,
Sect. 5 concludes and summarizes the study.

2 Related Work

This section explores previous, current, and ongoing approaches to detecting
and classifying maize leaf diseases. It starts by providing a brief but detailed
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overview of maize crop diseases. Then, it focuses on the various applications of
classical and deep learning ML techniques in maize disease classification.

2.1 Maize Crop Diseases

A wide range of diseases can impact the growth, yield, and quality of maize
crops. Diseases can affect maize crops at different stages of development and
in various parts of the plant, including the leaves, stalks, roots, cobs, kernels,
flowers, and tassels. Table 1 presents some of the prevalent diseases that affect
maize in Africa. A closer look in Table 1 suggests that a majority of maize-related
diseases affect the leaves of the crop. Consequently, the research reported in this
work investigated maize leaf diseases as these are the majority and have very
similar symptoms.

As previously mentioned, maize is a staple crop across the Sub-Saharan
Africa. As such, various non-ML-related research studies have investigated maize
diseases. A good overview of this research can be found here [2]. The majority of
research has focused on identification and treatment from an agricultural view-
point. The work reported here aims to employ machine learning techniques in
this task, as ML models have shown tremendous success in other agricultural-
related tasks.

2.2 Review of Related Work

Several researchers have used different ML-based techniques, including classical
ML models and pre-trained CNNs, to detect and classify maize leaf diseases.

Panigrahi et al., [14], explored different classical models, namely Random
Forest (RF), Support Vector Machine (SVM), Decision Tree (DT), K-Nearest
Neighbor (KNN), and Naive Bayes (NB). Among the tested algorithms, the RF
outperformed and attained the highest level accuracy of 79.23% in testing image
data for disease detection, i.e. whether the leaves are diseased or healthy. Their
work shows that Classical ML classification models are suitable tools even when
image data is concerned. In general, classical ML techniques are helpful in many
applications because of their interpretability, low processing overhead, resilience
to overfitting, and quick training and inference.

Subramanian et al., [15] fine-tuned state-of-the-art CNN models, includ-
ing deep VGG-16, VGG-19, Inception-v3, ResNets, and DenseNets for maize
leaf disease detection. The Inception-v3 with the Global Average Pooling layer
(Inception-v3_GAP) model achieved the highest accuracy of 95.99%, and it was
efficient in learning the relevant features from the disease symptoms, also in
predicting correct class levels in the unseen data. A similar study by Haque et
al., [16] proposed using a pre-trained CNN model to classify maize leaf diseases:
Banded Leaf Maydis Leaf Blight (MLB), Sheath Blight (BLSB), Turcicum Leaf
Blight (TLB) and health leaves. The authors used three different deep learning
architectures on top of Inception-v3 (global average pooling layer with fully con-
nected layer, global average pooling layer, and flatten layer with fully connected
layer). The Inception-v3 model with the global average pooling layer achieved an
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Table 1. Some of the prevalent diseases that affect maize in Africa

Reference|Disease Name (Cause Symptoms
2] Maize lethal |maize chlorotic vellowing and mottling
necrosis mottle virus, maize of the older leaves, death
lethal necrosis virus|of tissue, brown streaks
[7] Maize Dwarf |Maize Dwarf Virus |stunt plant growth,
yellowing of leaves
8] Northern Leaf |Exserohilum elongated lesions on the
Blight turcicum leaves
[9] Fusarium Ear |Fusarium maize ears, poor grain
Rot verticillioides quality, mycotoxin
production
2] Fall Spodoptera window-like feeding
Armyworm frugiperda damage on leaves,
ragged edges on leaves
[10] Common Rust Puccinia sorghi reddish-brown pustules
on leaves
[11] Gray Leaf Cercospora dark, rectangular spots
Spot zeaemaydis on leaves
[12] Charcoal Rot Macrophomina wilting, ear drop
phaseolina
[13] Maize Streak |Maize Streak Virus |white or yellow streaks
along the leaf veins,
twisted or distorted
leaves, stunted growth

overall higher testing accuracy of 95.71% in the 70:15 training-validation data
configuration. The class-wise prediction accuracies of the Inception-v3 model
with the global average pooling layer were 99% for Healthy, 98% for BLSB, 95%
for TLB, and 91% for MLB. In comparison to this work, the work reported in
this article compares both classical ML and DL using a dataset containing maize
leaf diseases prevalent in Sub-Saharan Africa.

Kirola et al., [6] presented a comparison between ML and CNN approaches.
Different ML and deep learning techniques, including LR, SVM, RF, KNN, and
CNN, were explored for predicting plant diseases. The result showed that among
the classical techniques, RF achieved the highest accuracy of 97.12% whereas the
CNN technique had an accuracy of 98.43%. From their results, the CNN model is
excellent for disease prediction in plants and more suited for accurate, large-scale
agricultural applications. This work is noteworthy as it compares both classical
ML and DL techniques. However, they do so using a dataset containing different
crop diseases. The work reported in this article does draw inspiration from this
work but utilizes different dataset in order to do so.
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An important aspect to consider when dealing with deep learning models is
that it is not always practical to implement and train them from scratch. Further,
these techniques require massive amounts of data for training. As such, pre-
trained CNNs become increasingly useful due to reduced training time, transfer
learning, improved performance, less data requirement, and access to state-of-
the-art architectures.

3 Methods

This section describes the proposed ML methodology and techniques for classi-
fying and detecting maize crop leaf diseases. The proposed method will follow
several steps: image acquisition, pre-processing, model training and evaluation.

3.1 Description of the Dataset

Maize streak virus (MSV) and fall armyworm (FAW) are among the predomi-
nant maize diseases in Africa. This work leveraged an open-source dataset from
Makerere AI Lab [17] and another dataset available on the Harvard Dataverse
platform [18]. The data was collected over three periods: (i) December 2021, (ii)
February 2022, and (iii) May and June 2022). It provides essential features for
object detection and diseases classification of maize leaf. The maize crop disease
image dataset has 9,034 images. The images are labeled with three class labels:
a) maize streak virus, (b) fall armyworm, and c) health (See Fig.1). The avail-
able dataset was limited to just these two maize diseases. About 2,611 belong to
health maize, 3,009 to MSV, and 3,414 to FAW. All classes were balanced before
training the models. The dataset was split into 75%, 15% and 10% for training,
validation and testing of the models.

(b)

Fig. 1. Sample images of maize leaf disease classes, (a) Maize Streak Virus, (b) Fall
Armyworm and (c) Health maize
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3.2 Pre-processing of the Dataset

Image pre-processing is crucial when preparing image data for ML tasks, as it
greatly enhances the performance of the models. The images were resized to
a uniform dimension (224 x 224) to ensure consistent input shapes across the
images. Pixel values were normalized to a range of 0 to 1 to ensure an equal
contribution of all input features to the model’s classification.

3.3 Machine Learning Models

This study explored the use of classical ML classifiers, including Decision Tree
(DT), Random Forest (RF), Logistic Regression (LR) and eXtreme Gradi-
ent Boosting (XGBoost). Further, the research used pre-trained CNN models
VGG16, ResNet50, Xception, and DensNet201 for the classification of maize
leaf diseases. The pre-trained CNN models were fine-tuned by placing a global
average pooling layer on top of the base model. Hyperparameters for classical
models were optimized using a grid search technique. Grid search offers a clear
understanding of how different hyperparameters impact model performance and
allows for parallel processing to speed up the tuning process [19]. A summary of
the parameters for the classical ML models is presented in Table 2.

Table 2. eXtreme Gradient Boosting, Random Forest, Logistic Regression and Deci-
sion Tree parameter setting.

Model |Parameters Values
learning_rate 0.01
max_depth 5

XGBoost|max_leaves None
objective multi:softprob
subsample 0.5
max_depth 7
max_features 15

RF min_samples_leaf|1
n_estimators 100
multi_class ovr

LR solver liblinear
criterion entropy

DT min_samples_leaf|1
max_depth 5
max_features 10
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3.4 Evaluation Metrics

In ML, evaluation metrics play a critical role in determining a model’s perfor-
mance. Accuracy, Precision, Recall, F-score, confusion matrix and Area Under
The Curve (AUC) - Receiver Operating Characteristics (ROC)curve are often
used to assess the performance of the classification models [20]. Given the fol-
lowing notations, TP represents True Positives, TN True Negatives, FP False
Positives, and FN False Negatives mathematically:

Accuracy (1) measures the ratio of a model’s correct predictions to its total
number of predictions;

A B TP+TN (1)
Y = TP Y TN+ FP+ FN’
Precision (2) refers to the ratio of genuine positives to all positive predictions;
TP
Precision = ———— 2
recision = o pb (2)
Recall (3) is the ratio of true positives to all positive predictions;
TP
Recall = ————— 3
T TPYEN ®)

F-score (4) represents the harmonic mean of Recall and Precision.

(4)

The confusion matrix is a graphical tool that displays the number of TP, TN,
FP, and FN. The AUC-ROC curve illustrates how well the model can distinguish
between various classes using the False Positive Rate and the True Positive
Rate [20].

F1 — score — 2 (Preczswn X Recall) .

Precision + Recall

4 Results and Discussion

Table 3 shows the performance of the ML and DL techniques.

The results show that XGBoost got an overall higher accuracy of 73% among
the classical Machine Learning models, and DensNet201 got an overall higher
accuracy of 98% among the pre-trained CNN models and all the models explored
in this work. The DenseNet201’s layered connectivity is intended to overcome
the drawbacks of other CNNs by improving performance through factors like
enhanced feature propagation, fewer parameters, feature reusability, and over-
fitting mitigation. Analyzing the performance of the best model (DensNet201),
the disease classes MSV and FAW got 98% for Precision, Recall and Fl-score.
This demonstrates that the disease symptoms can be distinguished by the model,
allowing the model to classify cases correctly. In terms of all classes, the Health
class received the highest overall score of 99% for precision, recall, and F1-score.
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Table 3. Summary of Accuracy, Precision, Recall, and Fl-score performance of
XGBoost, RF, Logistic Regression, DT, VGG16, ResNet50, Xception, and DensNet201.

Model Accuracy Class Precision Recall|F1-score
Fall Armyworm 0.69 0.66 0.68
XGBoost 0.73 Health 0.84 0.90 |0.87

Maize Streak Virus|0.65 0.64 |0.65
Fall Armyworm  |0.60 0.50 |0.54
RF 0.62 Health 0.72 0.82 10.77
Maize Streak Virus|0.51 0.53 10.52
Fall Armyworm 0.62 0.63 10.63
LR 0.66 Health 0.79 0.84 |0.81
Maize Streak Virus|0.54 0.50 |0.52
Fall Armyworm 0.52 0.47 10.49

DT 0.55 Health 0.67 0.68 10.67
Maize Streak Virus0.45 0.49 10.47
Fall Armyworm 1.0 0.90 10.95

VGG16 0.97 Health 1.0 1.0 [1.0

Maize Streak Virus|0.93 1.0 ]0.96
Fall Armyworm  |0.62 0.83 |0.71
ResNet50 ]0.78 Health 0.84 0.93 |0.88
Maize Streak Virus|0.93 0.65 (0.77
Fall Armyworm  |0.97 0.99 |0.98
Xception |0.97 Health 0.98 0.97 10.98
Maize Streak Virus|0.97 0.96 |0.96
Fall Armyworm 0.98 0.98 10.98
DensNet201/0.98 Health 0.99 0.99 |0.99
Maize Streak Virus/0.98 0.98 10.98

This may be explained by the fact that the Health class is simple to identify from
other classes, making it easier for a classifier to identify more positive cases.

The confusion matrices in Fig. 2 for DenseNet201 and Fig. 3 for XGBoost were
examined in order to gain a deeper understanding and compare the performance
of the best CNN model and classical model.

This analysis assisted in pinpointing the precise situations in which the mod-
els performed well or failed. The confusion matrices indicate that the XGBoost
struggled to classify samples for MSV and FAW. About 93 samples of MSV were
wrongly classified as FAW, and about 83 samples of FAW were improperly clas-
sified as MSV. This is attributed to the similarity of symptoms for these diseases
and the inability of the classical models to extract deep features from the images.
Generally, the DenseNet201 model achieved a higher overall number of correct
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Fig. 3. Confusion matrix of the XGBoost showing correct and incorrect classifications.

classifications because of the ability of the CNN models to extract deep features
from the images. Additionally, the AUC - ROC curve was used to visualize how
well the DenseNet201 model in Fig. 4 and XGBoost model in Fig. 5 performed.

The AUC values for the DenseNet201 model in Fig.4 show that the model
achieved an AUC of 100% for all classes. This indicates the ability of the model to
distinguish the diseases. Comparatively, the XGBoost model in Fig. 5 struggled
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DensNet201 ROC curve

1.0 --=--» --- Fall Armyworm vs Rest (AUC=1.00)
i el Health vs Rest (AUC=1.00)
//' --- Maize Streak Virus vs Rest (AUC=1.00)
0.8 //'
] e
- -
© -
£ -
Q06 //*
= -~
@ -
-] S
a e
@ -7
] 0.4 e
= el
0.2 e
0.0+~
0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate

Fig. 4. DenseNet201 Area Under the Curve - Receiver Operating Characteristics curve.

XGBoost ROC curve
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Fig. 5. XGBoost Area Under the Curve - Receiver Operating Characteristics curve.

to distinguish the diseases: 81% AUC for the Maize streak virus class and 85%
AUC for the fall armyworm class.

5 Conclusion

The majority of people in sub-Saharan Africa regularly consume maize or maize
by-products as their staple food. However, maize is among the crops that are
highly susceptible to diseases. These diseases affect maize stems, leaves, roots
and the actual product. Most farmers in sub-Saharan Africa resort to traditional
techniques to identify crop diseases. Among other limitations, traditional tech-
niques are not accurate and efficient. To contribute to food security, this work
explored the use of classical ML models and pre-trained CNN models to classify
maize leaf diseases.

Among the models evaluated, DenseNet201 achieved the highest classifica-
tion accuracy of 98%, demonstrating superior performance over both classical
ML methods and other CNN architectures. Generally, the use of pre-trained
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CNN models, such as DenseNet201, offers better results in detecting maize leaf
diseases. Pre-trained CNNs reduce effort in training models by recognizing gen-
eral features from millions of images and using smaller datasets, shorter training
times, and lower learning rates. In agricultural applications where datasets may
be scarce, pre-trained CNNs are especially useful because of their capacity to
generalize across a variety of image attributes.

Future work will focus on compiling a comprehensive, region-specific dataset
detailing the range of maize leaf diseases prevalent in sub-Saharan Africa. Addi-
tionally, efforts will be concentrated on enhancing automated maize leaf diseases
detection systems through the use of state-of-the-art ML frameworks. These
advancements aim to support farmers in correctly and quickly identifying and
treating infections by increasing the precision and reliability of agricultural dis-
ease control technology. In the end, it seeks to contribute to improving agricul-
tural resilience and food security across the region by addressing pressing needs
for sustainable crop management and rural livelihoods.
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Abstract. The shift to smart grids requires strong cybersecurity measures to pro-
tect critical infrastructure from evolving threats. The integration of automation
systems increases vulnerability to cyberattacks, particularly targeting Supervisory
Control and Data Acquisition (SCADA) systems. Ensuring secure communica-
tion and data integrity is essential for maintaining the reliability and resilience
of smart grids. This study introduces a novel cybersecurity algorithm for Smart
Grid SCADA systems, addressing modern cyber threats. The algorithm enhances
authentication, availability, data integrity, and confidentiality while minimizing
computational overhead. It integrates N-th degree Truncated polynomial Ring
Units (NTRU) and Toom-Cook algorithms for optimized security. The proposed
Enhanced Cybersecurity (ECS) algorithm was evaluated using Network Simulator
Version-2 (NS-2) against Elliptic Curve Cryptography (ECC) and Rivest-Shamir-
Adleman (RSA). Results show high-speed encryption (1.4 ms) and decryption
(2.9 ms) with minimal processing resource use. Under DoS attacks, ECS expe-
rienced only 0.5% packet loss, proving its suitability for SCADA systems. By
securing critical assets, ECS enhances smart grid resilience and dependability,
offering a practical solution for strengthening cybersecurity in modern SCADA
environments.

Keywords: Smart Grid - Supervisory Control and Data Acquisition (SCADA) -
Enhanced Cybersecurity Algorithm (ECS) - NTRU Algorithm - Toom-Cook
Algorithm

1 Introduction

Modern Smart Grids with networked smart devices are replacing traditional power grids
as we know them. However, this evolution has left the Smart Grid open to security risks
and cyberattacks. Given their complexity, Smart Grids are more vulnerable to cyberat-
tacks than the older Traditional Power Grids, whose automation systems were physically
isolated from corporate networks. Smart Grid’s vulnerabilities to cyber hazards, cyber
threats, and cyberattacks are heightened by the Smart Grid’s dependence on Supervisory
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Control and Data Acquisition (SCADA) systems for automated control and monitoring.
Due to these threats, this paper focused on investigating various privacy and SCADA
cybersecurity challenges as well as developing strategies, models, and approaches to
increase the security and resilience of smart grids [1]. Furthermore, the frequent and
ongoing cyberattacks on vital infrastructure show that better cybersecurity solutions are
required for smart grids. The current SCADA protocols need to guarantee end-to-end
authentication, data integrity, non-repudiation, and confidentiality to fully secure Smart
Grid communication [2]. We can see the harm that a determined adversary can do to a
nation’s security, economy, and healthcare systems thanks to cyberattacks like Stuxnet,
Aurora, and Maroochy on SCADA systems [3]. As a result, by safeguarding SCADA
systems, we are essentially safeguarding the Smart Grid and, by extension, the nation’s
vital infrastructure.

The Smart Grid must be secured from cyberattacks since it is regarded as an essen-
tial infrastructure for any nation. A successful cyberattack on vital infrastructure carries
a high risk because it jeopardises public health and safety, national security, and the
nation’s economy. A critical security need for NIST and Smart Grids is cybersecurity.
Consequently, US Departments in 2012 offered recommendations for implementing
cybersecurity in smart grids. These include the three (3) cybersecurity goals of confi-
dentiality, integrity, and availability that need to be met. To strengthen the cybersecurity
of the Smart Grid, researchers have tried to identify, create, and suggest cybersecurity
algorithms as well as a security plan. On the other hand, new and sophisticated assaults
are introduced and released into the internet world at a very fast speed, and cyber attackers
are growing more skilled every day. According to CyberEdge’s first CyberEdge Report
(CDR), which was released in 2014, 62% of organisations had been infiltrated by suc-
cessful cyberattacks. By 2021, that percentage had increased to 86%. The proportion
of organisations that successfully countered an attack increased by 5.5%, marking the
biggest growth in the previous six (6) years [4].

It is evident from the frequent and persistent cyberattacks on vital infrastructure
that the Smart Grid SCADA system needs better cyber protection. The current SCADA
protocols must offer end-to-end authentication, data integrity, confidentiality, and avail-
ability in order to completely safeguard the Smart Grid SCADA system communication
[5]. Remote access is used to exploit most vulnerabilities in Smart Grid SCADA sys-
tems. Furthermore, the SCADA system’s weaknesses originate from the current security
algorithms’ inability to provide real-time monitoring and robust encryption [6]. More-
over, susceptible Smart Grid SCADA systems are targeted by control system viruses
like Stuxnet, Aurora, Maroochy, and BlackEnergy. Cybersecurity puts vital infrastruc-
ture at risk if it is not implemented effectively. An adversary might take over the entire
system and cut off the electricity supply if they were able to breach the Smart Grid
SCADA system. People might pass away in hospitals, which would be detrimental to
our healthcare systems and the entire nation. The security of our nation will be impacted
by this circumstance, which will also bankrupt enterprises and damage our economy
financially. As a result, it is critical to defend the Smart Grid SCADA system against
hackers because our nation depends on power to function. Thus, the goal of this study is
to create an ECS algorithm that will enhance and fortify cybersecurity for the SCADA
of the Smart Grid.
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1.1 Smart Grid Network Components

Smart Grids rely on two types of communication networks: Home Area Networks
(HANSs) for local communication within homes and Wide Area Networks (WANSs) for
broader communication across the grid [7]. The smart meter and other in-home smart
devices are connected by a HAN. Bluetooth, cable or wireless Ethernet, and Zigbee
can all be used by the HAN to communicate. Commercial Area Networks (CANs) and
residential premises both use HANs, while industrial locations and commercial offices
use Industrial Area Networks (IANs) [7].

A WANSs connects smart meters, service providers, and electric utilities, enabling
communication and data exchange across a vast geographical area WANSs can leverage
multiple communication technologies, such as fiber optics, 3G/GSM/LTE, and WiMAX,
to ensure reliable and efficient data transmission. To deliver the required data, the smart
meter serves as a conduit between internal devices and outside parties. The electric utility
manages power distribution within the smart grid. It also gathers detailed, sub-hourly
power consumption data from smart meters and sends timely notifications to relevant
parties. Devices within the HAN send messages to the smart meter, which forwards them
to the relevant service provider [7] accordingly.

The reliance on Internet connectivity, cloud computing, and wireless technolo-
gies makes Smart Grids susceptible to Transmission Control Protocol/Internet Protocol
(TCP/IP) based cyberattacks, such as hacking and data breaches (see Fig. 1). If security
measures are not appropriately implemented, this could compromise the Confidentiality,
Integrity, and Availability (CIA) of the Smart Grid [8].
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Fig. 1. Smart Grid basic network architecture [7].
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1.2 Importance of Security SCADA in Smart Grid

By integrating SCADA systems, Smart Grids gain real-time visibility into their entire
network, enabling remote monitoring and control of plant and equipment, thereby signif-
icantly enhancing their capabilities. Without SCADA, many critical Smart Grid opera-
tions would be significantly hindered, making it a vital component of the system [10-14].
Control systems are computer-based systems that underpin the operation of many critical
infrastructures, enabling the monitoring and control of sensitive processes and physical
functions [15-19]. A secure SCADA system is a prerequisite for deploying an intelligent
Smart Grid, ensuring system stability, reliability, and automated control and monitoring
[20].

The power system automation system, leveraging SCADA, provides a suite of func-
tionalities including power control, contingency-based load shedding, and enhanced
customer empowerment through integration with energy management systems [21—
23]. Furthermore, SCADA contributes to the grid’s self-healing capabilities by enabling
autonomous responses to disturbances and system anomalies [24-27].

1.3 Contribution of the Study

The study’s contribution is as follows: 1) The suggested ECS algorithm makes sure that
the confidentiality, integrity, and availability cybersecurity goals for the Smart Grid are
appropriately implemented and met. 2) By increasing the effectiveness of the encryption
and decryption approaches, the integration of the N-th degree Truncated polynomial Ring
Units (NTRU) algorithm with the Toom-Cook algorithm guaranteed that the suggested
ECS algorithm provided secure end-to-end authentication and decreased complexity. 3)
By quickly and effectively identifying harmful activity within the network, the proposed
ECS algorithm stops cyber attackers from getting unauthorised access to the Smart Grid
SCADA network, altering data, and launching modification attacks.

This article is organised as follows: it discusses the goals of smart grid cybersecurity
and provides background information on SCADA and smart grid technologies. Section 2
of the document provides an overview of the literature and a list of recommended algo-
rithms for safeguarding and securing SCADA systems in smart grids. The proposed
algorithm is presented in Sect. 3 of this paper, which also describes how the Toom-Cook
and NTRU algorithms are integrated. In Sect. 4, simulation Analyses and results are
presented and discussed. Section 5 concludes the paper and presents the future work.

2 Related Work

The secure architecture and deployment of the Smart Grid have garnered significant
attention. To safeguard the Smart Grid, numerous studies on different protocols, security
algorithms, and key management systems have been carried out in recent years. The
previously suggested fixes are covered in this section. This study report goes into further
detail on the shortcomings of those suggested fixes.
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To enhance the security of SCADA systems by ensuring data integrity, confidential-
ity, authentication, and non-repudiation, Premnath [2] introduced NTRU-based encryp-
tion and authentication systems. NTRU, a public-key encryption algorithm grounded
in lattice-based cryptography, offers a robust solution to these security challenges. The
various asymmetric methods were compared, and their encryption, decryption, and key-
generation speeds were all evaluated in terms of performance. Comparative analysis
reveals that NTRU cryptographic operations exhibit a performance advantage of 2—10
times over RSA and ECC for comparable security parameters. In addition, the hybrid
solution’s encryption and decryption times were compared to the times required for the
RSA and NTRU digital signature algorithms. The outcomes demonstrated that NTRU
could attain great speeds with little processing power. This shows that using an NTRU-
style lightweight asymmetric key protocol is essential to enabling safe and quick real-
time critical application support for SCADA systems. To evaluate the findings in a
simulated SCADA device, the study must still combine and analyse the performances
of the various cryptographic procedures that are currently in use in real-time SCADA
protocols.

Das [4] proposed a cryptographic and key management framework aimed at securing
data in light of the ongoing cybersecurity threats and issues facing the Smart Grid. The
research presented several security algorithms designed to protect the Smart Grid and
extensively examined various cryptographic and key management techniques. Among
the symmetric algorithms highlighted were Triple Data Encryption Standard (TDES),
Triple Data Encryption Algorithm (TDEA), and Advanced Encryption Standards (AES).
On the other hand, the asymmetric algorithms showcased included Digital Signature
Standard (DSS), Digital Signature Algorithm (DSA), and Elliptic Curve Digital Signa-
ture Algorithm (ECDSA). However, the study does not address consumer data privacy,
which is also crucial for effectively safeguarding the Smart Grid and its stakeholders
against potential cyberattacks. As a result, ensuring consumer data privacy remains a
significant challenge.

Shahzad et al. [10] proposed a security solution for SCADA systems based on sym-
metric and asymmetric cryptographic algorithms, referred to as the SCADA security
mechanism. This solution provides comprehensive end-to-end security for SCADA sys-
tems, protecting against communication attacks and detecting potential threats via the
internet. To secure SCADA/DNP3 communications against authentication and confiden-
tiality breaches, the Advanced Encryption Standard (AES) and Rivest-Shamir-Adleman
(RSA) algorithms were utilized. Additionally, the SHA-2 hashing algorithm was imple-
mented to safeguard SCADA/DNP3 from integrity attacks. To counter non-repudiation
threats, a “digital signature” feature, based on SHA-2 hashing and the RSA method, was
also introduced.

To evaluate the effectiveness of this proposed solution, a prototype of the Distributed
Network Protocol 3 (DNP3) was developed, focusing on the “application layer, pseudo-
transport layer, and data link layer” of the DNP3 protocol. A testbed configuration
was set up, comprising seven Remote Terminal Units (RTUs) connected to Master Ter-
minal Units (MTUs) at Stations 1 and 2. The seven RTUs were identified as iRTU1,
RTU2, RTU3, RTU4, RTUS, RTU6, and RTU?7. Various security threats, including data
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injection, packet replay, brute force attacks, shared key guessing, key cracking, man-
in-the-middle attacks, and data deletion, were simulated. According to the results of
system behavior measurements, the proposed solution demonstrated strong security for
authentication, data integrity, confidentiality, and non-repudiation when compared to
alternative end-to-end security solutions. However, the limitation of Shahzad et al.’s
solution [10] is that it is restricted to the DNP3 protocol, which is currently the only
SCADA protocol in use. SCADA systems utilize multiple protocols, such as Profibus,
Fieldbus, and Modbus, which were developed without security considerations. There-
fore, there remains a need for the proposed security mechanism to be applied to other
SCADA protocols currently in use.

Rezai et al. [16] conducted a survey examining the current key management tech-
niques utilized to secure SCADA networks. They introduced two categories of key
management methods: symmetric and asymmetric. One of the evaluation criteria for
these techniques was the number of keys that need to be stored, which reflects the asso-
ciated storage cost. Additionally, the overall delay time was analyzed, encompassing the
durations involved in group key establishment, certificate verification, data transfer, and
the processes of message encryption and decryption.

The findings indicated that effectively securing a SCADA network necessitates
more than merely employing symmetric or asymmetric key management techniques.
Certain Remote Terminal Units (RTUs) and Intelligent Electronic Devices (IEDs) are
not compatible with Public Key Cryptography (PKC), indicating that relying solely on
asymmetric key management is insufficient. Therefore, extensive research is needed to
develop effective hybrid architectures that combine both asymmetric and symmetric key
management approaches.

Moreover, Rezai et al. [16] highlighted several areas requiring further investiga-
tion, including public key infrastructures, management of cryptographic authorities and
certificates within SCADA key management frameworks, identifying vulnerabilities
in SCADA networks, implementing distributed security mechanisms that can operate
within resource limitations, exploring cloud security applications in SCADA environ-
ments, and developing lightweight cryptographic algorithms and protocols. They also
pointed out the need for new hardware tailored for SCADA networks, such as fire-
walls, intrusion detection systems (IDSs), access control measures, and mechanisms for
assessing protocol vulnerabilities.

Nitaj’s study [17] confirms Premnath’s findings, highlighting NTRU as one of the
fastest public-key cryptosystems available, introduced in 1996. NTRU is a post-quantum
cryptosystem, resistant to attacks from quantum computers. Unlike traditional public-
key cryptosystems like RSA, ECC, and El Gamal, which rely on the difficulty of factoring
large numbers and computing discrete logarithms, NTRU’s security is based on different
mathematical principles. As quantum computers can efficiently solve these problems,
NTRU offers a more secure alternative.

Ghosh and Sampalli [20] proposed an ID-based key management architecture using
pairing-based cryptography on elliptic curves. This approach offers efficient key estab-
lishment, secret key recovery, and eliminates the need for digital certificates. How-
ever, like traditional public-key cryptography, these methods are vulnerable to quantum
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attacks, as noted by Castellanos [24]. While efficient, they may not be future-proof
against quantum computing advancements.

Miri et al. [25] proposed the NTRU cryptosystem as a suitable solution for securing
communications and data in Ad-Hoc Ultra-Wide Band Impulse Radio (UWB-IR) net-
works. Their study compared three public-key cryptosystems: RSA, ECC, and NTRU,
based on key size, security level, and encryption/decryption speed. The results demon-
strated that NTRU outperforms both RSA and ECC in terms of encryption and decryp-
tion speed for all security levels. NTRU offers several advantages, including shorter key
sizes, lower processing power requirements, easier key generation, and faster encryp-
tion/decryption speeds. Additionally, NTRU is more energy-efficient and has a smaller
footprint compared to traditional public-key cryptosystems.

To improve the computational efficiency of cryptographic systems, Mera et al. [26]
introduced the Toom-Cook algorithm for key encoding and decoding. This technique
is also applied to McEliece cryptosystems to address limitations in key size and trans-
mission rate. The Toom-Cook algorithm outperforms the Karatsuba method, reducing
the number of multiplications by a factor of 9/5. While the classical method requires
O(n2) multiplications, the Toom-Cook algorithm reduces this to O(n”*1.465). Mera [26]
concludes that the Toom-Cook algorithm remains one of the most effective methods for
multiplying large integers.

Linardopoulou [27] suggested a practical implementation of the NTRU algorithm,
identifying suitable algorithms for a secure implementation. However, the study noted
limitations in Java’s implicit conversion capabilities, which could impact future imple-
mentations. To enhance security, future implementations should focus on clearing
arrays and stored variables. Additionally, incorporating the Karatsuba or Toom-Cook
algorithms could improve efficiency.

Feng et al. [28] proposed a hybrid encryption scheme to protect NILM data from
attacks like data falsification, manipulation, and eavesdropping. This scheme combines
AES, RSA, and HMAC-SHAL algorithms. AES encrypts user data, while RSA secures
the AES key. HMAC-SHA 1 ensures data integrity and sender authentication. A test plat-
form was established to evaluate the performance and security of the proposed scheme,
demonstrating its effectiveness in meeting data security and confidentiality requirements.
However, the study did not address availability, a critical aspect of security.

Alese et al. [29] compared the performance of Menezes Vanstone Elliptic Curve
Encryption (MVEC), ECC, and RSA encryption algorithms on an Intel Pentium dual-
core system. The study evaluated key generation, encryption, and decryption times for
various key sizes. Results showed that ECC significantly outperforms RSA in terms of
speed and efficiency for all key lengths. However, the study noted that ECC’s relative
newness and the ongoing research into the Elliptic Curve Discrete Logarithm Problem
(ECDLP) raise concerns about its long-term security compared to the more established
RSA algorithm.

The next section presents the proposed algorithm developed to address the limitations
of the existing solutions to improve the security of the smart grid SCADA System.
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3 Proposed Algorithm

This paper’s primary goal was to create a better cybersecurity algorithm that will fortify
and enhance cybersecurity for smart grids. Three (3) goals must be met by cybersecurity
for smart grid systems: availability, integrity, and confidentiality. Technology relies heav-
ily on algorithms to provide safe encryption, authentication, and integrity. Encryption,
decryption, authentication, and key management are essential for the effective deploy-
ment of cybersecurity in smart grid systems. The cybersecurity algorithm was created
in a way that guarantees that malevolent users cannot access the Smart Grid network
without authorisation and that the cybersecurity goals of data availability, confidentiality,
and integrity are met. To achieve this the proposed ECAS was designed by integrating
the NTRU algorithm and Toom-Cook algorithm. NTRU was chosen because it is among
the quickest and most robust public cryptosystems, resistant to both classical and quan-
tum assaults [2]. The Toom-Cook algorithm was chosen because it is among the finest
methods for multiplying large integers, which in turn increases the efficiency of the
encryption and decryption process by lowering the complexity involved in key encoding
and decoding as well as the transmission rate.

3.1 NTRU Algorithm

The paper suggests integrating a quicker and more lightweight NTRU asymmetric cryp-
tosystem into SCADA systems. The goal of the NTRU algorithm was to drastically
cut down on memory and processing overheads. The two algorithms that comprise the
NTRU cryptosystem are NTRUSign, which is used for digital signatures, and NTRUEn-
crypt, which is used for encryption. Compared to RSA encryption, which does modulo
exponentiation under specific rules, and ECC encryption, which performs scalar mul-
tiplication for points on an elliptic curve, NTRU encryption carries out encryption and
decryption via polynomial operations that can be done at faster speeds. Consequently, the
NTRU is a faster and lighter method when compared since it offers simple key genera-
tion, fast encryption and decryption, and very few computational resources. Nonetheless,
the suggested approach integrated the NTRU and Toom-Cook algorithms and consid-
ered data encryption and decryption as well as user authentication. The efficient and safe
encryption and decryption for the Smart Grid is ensured by this integration. The fact that
NTRU is immune to quantum assaults and is classified as a post-quantum cryptosystem
is another factor in the decision to use it. On the other hand, NTRUSign is useful for
SCADA applications that have real-time limitations.

3.2 Toom-Cook Algorithm

Since the Toom-Cook algorithm is faster than both the Karatsuba and Toom-Cook-4-way
approaches, it was selected to be merged with the NTRU. Additionally, a study by Mera
etal. [26] showed that the Toom-Cook algorithm is a 9/5 improvement over the Karatsuba
approaches, which reduce the number of multiplications from 9 to 5. Large integer
multiplication improves efficiency in just a small number of methods. The well-known
methods Karatsuba, Toom-Cook-3, and Toom-Cook-4 aid in increasing the effectiveness
of cryptosystems. These methods are applied in cryptographic algorithms, like the Diffie
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Hellman key exchange protocol, ElGamal, RSA, and elliptical curve cryptosystems,
to lessen the complexity of key encoding and decoding. McEliece Cryptosystems also
employs this technique to get around issues with transmission rate and encrypted key size.
The research examined different cybersecurity algorithms and well-known methods for
enhancing cryptosystem efficiency. Thus, by combining the NTRU and the Toom-Cook
algorithm, the study suggested an integrated cybersecurity method for the Smart Grid
SCADA system. An increase in processing speed was made possible by this integration.
As a result, encryption and decryption methods became more effective, ensuring safe
network connection.

3.3 Enhanced Cybersecurity Algorithm

Phase Initialisation, Phase Authentication, Phase Key Generation, Phase Encryption,
Phase Decryption, and Phase Arithmetic Operation comprise the six (6) steps of the
proposed algorithm’s process.

The various steps start from the initiation phase, Step 1. In this phase the Client
Sender A wishes to transmit data or command to Client Sender B. Steps 2, 3, 4, and 5
follow, in which authentication takes place using the NTRUSign algorithm for digital
signatures. Digital signature schemes are common authentication mechanisms used in
the SCADA. According to Premnath [2], digital signature schemes are a type of public-
key encryption for identifying a sender and preventing data falsification when data is
sent from a receiving machine/client to a machine/client. Using the transmitting client’s
private key, client sender A will generate a signature for the desired data to be sent.
Subsequently, the requested data and the signature data are transmitted to Client Sender
B. In order to determine whether the desired data has been fabricated, Client Sender
B verifies the signature data using a public key that matches the private key of Client
Sender A’s device. Step 2 is the signing key; Step 3 is the verification key; Step 4 is
the digital document; and Step 5 is a valid signature. These are the four steps in the
authentication procedure. In Step 6, which is the key-generation phase, Client Sender A
starts by selecting random polynomials and creating keys.
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A. Initialization phase
Step 1: Client Sender A wishes to transmit data or command to Client Sender B.
Authentication Phase
The NTRUSign algorithm will be used for authentication. A digital signature scheme con-
sists of:

e  aset of (hashes of) digital documents D

e asetofsignatures S

e  asetof randomized elements R

e  aset K of pairs K sign,and K verify consisting of linked signing and verification

keys.
A signing key is a map;
K'sign:D xR =S

and a verification key is a map.
K verify:D x R ->{ Yes,No }
Sign and verification keys satisfy.
K verify (d,s)=Yes < s K sign ( d,r)for some r €ER
Public Parameters:
Dimension parameter N, odd primes p and g, and norm-bound B=[ P2 N / 4]
Step 2: Signing Key
A pair of (f,g), vectors with f random mod 3, and g random p
Step 3: Verification Key
h=f-1 *g (mod q)
Step 4: Digital Documents
A document (hash) is a pair of mod p vectors (sp,tp)
Step 5: Valid Signatures
A signature on (sp,tp) for the signature key h is a pair of vectors ( s,t) satisfying:
e t=s*h(mod q),i.e.(s,t)ELh.
e (st)=(sp,tp) (mod p).
e ||s||eeand|]|t]]| e areboth<1/2q-B.
NTRUSign Parameters
The following should be practical while providing good security:
N =661
p=3
g =9829081
B =1487
k=10
With these parameters, we have:
Pro (Signature is Accepted) = 45%
Key and Signature Size = 15864 bits
Bit Security =192 to 256
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Algorithm 1: NTRUSign — Signing Algorithm

This algorithm computes the NTRUSign signature on a document (sp,tp) using the
signing key (£.g)

Choose a random r with || r]] oo <[ q/2p-1/2 ].

Set sO=sp+pr.

Set t0=h *s0 (mod q).

Compute a= g-1 *(tp-t0) (mod p).

Set s=sO+a *fand t=t0+a *g.

If|| s|jooor t wis>1/2 q-B,then REJECT.Go to Step 1
Return (s, t).

Nouns b=

The information flow between two (2) SCADA devices is depicted in Fig. 2, along
with the application of the NTRUSign method to verify the transmitter and receiver’s
network communication. This is to ensure data availability and confidentiality by Smart
Grid’s cybersecurity criteria.

I Start |
¥

I Signing Key I

L

| Verification Key I

) 2

I Digital Document I

) 2

I Valid Signature |

4

I End I

2

l Plain Text |

Fig. 2. Authentication process.

NTRU Key Generation algorithm is presented in Algorithm 2.
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Algorithm 2: NTRU Key Generation
Output: pk = (h), sk = (f, fp, hq)

8. f, g« Sample ()

9. fq « f-1 mod (q, ®n)

10.h«— (3. g.fq) mod (q, @1 . dn)
11.hq « h-1 mod (q, ®n)

12. fp < -1 mod (3, ®n)

4 Simulation Results and Analysis

The NS-2 simulator was used to examine and report the performance findings to assess
how well the integrated cybersecurity for the Smart Grid SCADA system was working.
The network’s behaviour was examined using the NAM. In addition, the NAM offered a
visual representation of the nodes’ positions, the packet transfers occurring on them, and
other simulation specifics. The simulation’s final findings were handled, analysed, and
visually presented using XGraph. Ten simulations yielded the simulation results. Public
key cryptosystems are compared and assessed based on their performance in terms of
key size, security level, encryption and decryption speed, and packet loss:

a) Key size: Key length is a crucial aspect of security. The number of bits in a key that
a cryptographic method uses to encrypt a message is referred to as key length. The
Smart Grid’s encryption and authentication depend on key management. Since the
length of the key defines the level of safety, it is imperative to both encode and decode
the key. Consequently, increased security results from longer key sizes [33, 34].

b) Security level: This is the degree of strength attained by a cryptographic primitive,
like a hash function or cypher. Typically, the security degree is stated in terms of
several “bits of security” (also known as security strength). For example, n-bit security
indicates that it would take an attacker 2n operations to breach it [34].

¢) and decryption operation speed: This refers to how long it takes to convert plain text
into encrypted text. The time it takes to convert a decrypted message into legible text
is measured by the decryption speed [34].

d) Packet Loss: This happens when information-transporting data packets are sent over
a network but are unable to arrive at their intended location [34].

The suggested algorithm, NTRU, was used in the study to execute, assess, and
compare the cryptographic algorithms RSA and ECC. The study selected cryptographic
algorithms because they are hard for adversaries or intruders to break due to their assump-
tions about computational difficulty [31-33]. Also referred to as PKCSs, RSA, and ECC
are recognised methods for Smart Grid SCADA system security. Three algorithms are
thought to be included in cryptosystems, which are used for key creation, encryption,
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and decryption [2]. Both public and private keys are used in the encryption process.
Data is encrypted using the public key (pk), which is known to all. Only the owner
of the matching private key (sk) can decrypt the data, though. Because these current
cryptosystems require more bandwidth, processing power, and memory, applying them
in the Smart Grid for authorisation, authentication, encryption, and decryption presents
a difficulty. Therefore, this study suggested using the NTRU cryptographic technique,
which is quicker and lighter, to get around this problem.

4.1 Effects of Key Size and Security Level

A bit string used to change data is called a key. One crucial security factor in crypto-
graphic methods is the key’s bit size. The public-key algorithm sizes for the RSA, ECC,
and NTRU algorithms are displayed in Table 1 along with corresponding security levels
[31-34].

Table 1. Key sizes of Cryptographic Algorithms in Bits [34].

Security Level | n RSA key sizes | ECC Key sizes | NTRU key sizes | Protection Life
(bits) (bits) (bits)

80 251 | 1024 160 2008 Until 2010

112 347 2048 224 3033 Until 2030

128 397 | 3072 256 3501 Beyond 2030

192 587 | 7680 384 5193 Beyond 2030

256 787 | 15360 512 7690 --

The public-key size of a cryptosystem gives valuable insight into the bandwidth
usage if the cryptosystem is intended to be used in key-exchange schemes [30]. Table 1
gives corresponding NTRU, ECC, and RSA key sizes for equivalent security levels (k)
of 80 bits, 112 bits, 128 bits, 192 bits, and 256 bits.

The shortest vector problem (SVP), an extremely challenging lattice reduction issue,
is the basis for the security of the NTRU, whereas the security of the RSA and ECC is
based on the difficulty of factoring big composite integers or computing discrete log-
arithms. Because these algorithms were created based on the notion of computational
hardness, it would be challenging for an opponent to undermine them in real life. There-
fore, a quantum computer will be able to easily break RSA and ECC. In contrast, the
NTRU is impervious to attacks utilising quantum computers.

The simulation’s findings demonstrate that the RSA key size grows more quickly
than the ECC key size as the symmetric key size increases (see Fig. 3). In comparison
to RSA and NTRU, the ECC method can provide more security with each bit increase
in key sizes. In terms of bandwidth efficiency, the ECC is the best option because it
has the shortest key size. The more testing that is done, the more efficient the NTRU’s
bandwidth utilisation is in comparison to RSA.
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Fig. 3. Security level vs key size.

4.2 Performance Comparison of the RSA, ECC, and ECS Algorithms in Terms
of Key Generation, Encryption, and Decryption

Table 2. Comparison of Key Generation, Encryption and Decryption Speed of RSA, ECC, and
ECS Algorithms [34].

RSA- 1024 ECC-168 ECS - 263
Public-key size (bits) 1024 168 1841
Key generation (ms) 1432 65 17.6
Encryption (ms) 4.32 140 1.4
Decryption (ms) 48.5 67 29

Key length is an important security parameter. Key length refers to the number of
bits in a key used by a cryptographic algorithm to encrypt a message. Table 2 provides
the corresponding NTRU, ECC, and RSA key sizes.

We tracked and compared the three (3) algorithms’ respective key generation speeds.
We can draw the conclusion that compared to the ECC and RSA, the ECS algorithm’s
performance gives a faster key generation. The findings show that the ECS algorithm,
with a key-generation speed of 19.8 ms, is roughly three (3) times faster (see Fig. 4).
It has also been observed, nevertheless, that ECC is quicker than RSA. Premnath [2]
states that the usage of algorithms like the RSA or ECC for communication security is
mandated by existing security standards for Smart Grid SCADA System communication.
However, when applied to the Smart Grid SCADA system, with its real-time limits
and hardware limitations, there are some performance concerns with the cryptographic
solutions of these specifications. This analysis and evaluation clearly show that the
ECS uses less battery life and CPU power, which makes it appropriate for devices with
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Fig. 4. Comparison of key-generation speed for RSA, ECC, and ECS algorithms.

limited resources when code size is a significant constraint. Because the ECS technique
minimises computational and memory overheads, it can be applied to SCADA systems
that have hardware limits and real-time constraints.
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Fig. 5. Comparison of encryption speed for RSA, ECC, and ECS algorithm.

Data is transformed through encryption into a format known as a cypher text, which
makes it difficult for unauthorised parties to decipher. The key component of any Smart
Grid SCADA system’s data confidentiality and integrity protection is the encryption
scheme’s design and selection [2]. A 32-byte message that was created at random was
used for the test. The NTRU outperforms the ECC in terms of performance. According to
the findings, ECS block encryption outperforms ECC block encryption by over 73 times.
The ECS takes 1.4 ms to encrypt data, while the ECC takes 140 ms and the RS A takes 4.32
ms (Fig. 5). In this instance, RSA performs better than the ECC technique in terms of key-
generation speed. ECS makes use of NTRUEncrypt, which uses polynomial operations
for both encryption and decryption. Implementing such can happen more quickly than
with RSA encryption. Under specific conditions, the NTRUEncrypt conducts modulo
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exponentiation, and the ECC multiplies scalar values at locations on an elliptic curve
[2]. The test results unequivocally demonstrate that, at the same security level, the ECS
algorithm encryption achieves faster processing than the RSA and ECC algorithms.

DECRYPTION SPEED

—ECS == RSA ~—4—ECC

Decryption speed (ms)

o < < <
200 400 600 800

Key Size (bits)

Fig. 6. Comparison of decryption speed for RSA, ECC, and ECS algorithm.

Cryptographic techniques such as encryption and decryption are used to produce
secure information and communication. The process of restoring encrypted material to
its original format so that the intended receiver can understand it is known as decryption.
The findings for decryption speed are shown in Fig. 6. The duration of the algorithm’s
key decryption process is determined by the decryption speed parameter. A 32-byte
message that was created at random was used for the test. The overall time required for
ECS decryption, according to observed data, is 2.9 ms. The NTRUEncrypt, the strongest,
lightest-weight, and quickest public-key cryptosystem currently in use, is used by the
ECS algorithm. On the other hand, the ECC came in at 67 ms and the RSA at 48.5 ms.
Due to the modular exponentiation of large integers involved in the RSA decryption
process, it is costly.

4.3 Performance Comparison of the RSA, ECC, and ECS Algorithms in Terms
of the Amount of Packet Loss

The parameter calculates the likelihood of packet loss while data is being transmitted and
when MTUs and RTUs are communicating. After starting the conversation, the MTU
sends the RTU data (bytes). Data in the form of random bytes has been sent many times
between the MTU and RTU. Using a bandwidth of up to 5 Mbps, the data/information
has been delivered and received multiple times between the MTU and RTU. As a result,
the researcher can keep an eye on and compile data regarding the amount of packet loss
that occurs during data transfer and communication.

Several runs of the experiment were conducted, and performance outcomes in both
typical and atypical communication and traffic were noted. According to the test findings,
1.8% of packets were lost by both RSA and ECC, however the suggested ECS technique
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Fig. 7. Comparison of packet loss for RSA, ECC, and ECS algorithms.

only lost a maximum of 0.5% of packets during a DoS attack (see Fig. 7). A denial-
of-service (DoS) attack aims to interfere with certain authorised operations, including
stopping RTUs from corresponding with one another. When a DoS attack affects the
RTU, orders sent from the HMI or MTU might not get through to the RTU. Unau-
thorised modifications to programmed instructions or status values in RTUs can cause
equipment damage, cause operations to end early, or even disable control equipment,
which could trigger a blackout. The performance assessment unequivocally demon-
strates an improvement in availability attacks. For the Smart Grid SCADA system,
availability and cybersecurity objectives come first. DoS targeting availability. As a
result, packet loss becomes an essential testing parameter to make sure that the MTU’s
intended programming instructions and status reach the RTUs without being interrupted
maliciously.

5 Conclusion and Future Work

The widespread occurrence of cyberattacks directed at crucial infrastructure is demon-
strated by the 2019 and 2015 assaults on City Power in South Africa and the electrical
system in Ukraine. The instances highlight the pressing necessity for improved cyber-
security protocols within the framework of smart grids. SCADA systems are especially
susceptible to assaults because of their intricate and widely distributed design as well as
their reliance on networked equipment. Although the NTRU algorithm was effectively
included in the Toom-Cook algorithm for improved security in this paper, it is important
to recognise the study’s shortcomings. Subsequent investigations ought to concentrate
on assessing the suggested ECS algorithm in diverse network circumstances, encom-
passing varying traffic volumes and assault situations. To guarantee that the ECS method
is practically applicable in actual Smart Grid scenarios, it is also essential to examine
the effect it has on resource usage and network performance. Additionally, examining
the possible weaknesses and defences related to NTRUSign authentication would offer
important perspectives on how secure it is.
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Abstract. Facial recognition technology has become an essential tool
for various security applications. However, traditional face recognition
systems require several images of an individual to be effective. Train-
ing systems with only a single image per person remains a significant
challenge. This paper presents a face-recognition approach using a single
image by leveraging deep learning techniques. We propose a method that
generates multiple variations of a single image through image segmenta-
tion and preprocessing techniques, such as de-noising and illumination
correction. The core of our approach involves using Siamese neural net-
works, which are trained to distinguish between similar and dissimilar
image pairs, enabling accurate recognition even with minimal input data.
Our methodology includes developing and training a Siamese neural net-
work focusing on metric-based learning for one-shot face recognition. We
evaluate our approach on the Celebrity dataset, achieving 97.5% accu-
racy and demonstrating competitive performance compared to existing
single-image face recognition methods, even with limited input data.

Keywords: Facial Recognition - Siamese Neural Network (SNN) -
Deep Learning - One-shot Learning

1 Introduction

Face recognition has garnered significant attention over the past decades due
to its growing demand in security applications, such as video and biometric
surveillance. It is one of the most important biometric methods. While other
techniques like fingerprint and iris recognition are often more reliable, they tend
to be intrusive and heavily reliant on user cooperation. Face recognition, on
the other hand, stands out as a universal, non-intrusive, and easily accessible
system. It is user-friendly and efficient for mass scanning, a challenge for other
biometric methods. Moreover, face recognition is natural, socially accepted, and
avoids the health risks associated with shared equipment that might transmit
germs or impurities.
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Modern facilities such as hospitals, airports, and banks are increasingly inte-
grating face recognition technology into their security systems. Despite its cur-
rent success, research in this field continues to focus on improving speed and
accuracy. The performance of any face recognition system is strongly dependent
on its underlying face detection system; a robust face detection system enhances
the overall effectiveness of the recognition process. Typically, face detection
involves identifying human faces from images or live video feeds with human
presence.

Most facial recognition systems require multiple images of an individual for
training to achieve reliable recognition. However, in scenarios where only a single
image is available, traditional systems face limitations. This raises the question:
can a system generate variations of a single image to simulate the multiple
images needed for training? Neural networks can be employed to address this
challenge by generating augmented versions of the single image with variations
such as lighting intensity and segmentation. Machine learning techniques can
then process these augmented images to train the recognition system effectively.
However, challenges remain, such as distinguishing between individuals with
identical facial features, like twins, where recognition errors may occur.

The primary objective of this study is to develop a mechanism for train-
ing face recognition systems using a single image, leveraging neural networks.
To achieve this, the study focuses on identifying suitable image segmentation
techniques to generate multiple variations from a single image, applying pre-
processing techniques such as de-noising and illumination correction, and eval-
uating the performance of deep learning algorithms on single-image-based face
recognition systems.

The structure of this paper is organized as follows: Sect.2 reviews related
work and outlines the objectives. Section3 discusses the proposed methods.
Section4 presents the results of the method evaluations. Finally, Sect.5 con-
cludes the paper and provides recommendations for future research.

2 Related Works

This section provides an overview of face recognition systems, including a dis-
cussion of related research and their operational principles. Among the various
techniques available for object recognition, deep learning has emerged as a widely
adopted approach.

Fadhlan et al. [1] introduced an appearance-based method tailored for sin-
gle sample per person (SSPP) face recognition. Their approach involved holistic
processing of face images using Principal Component Analysis (PCA) combined
with eigenfaces, complemented by leveraging biased knowledge obtained from
a trained artificial neural network (ANN). In this method, biased information
was used to distinguish intra-subject variations from inter-subject differences,
thereby narrowing down the set of possible matches to a single individual. Sub-
sequently, the remaining candidates were prioritized based on a confidence score
generated by PCA and eigenface techniques, facilitating the selection of the
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most likely match from the SSPP gallery. This candidate-ranking strategy, which
aligns with the recommendations outlined in [2], is depicted in Fig. 1.

Generic Set Discriminant Image Similarities Matching

— Vectors. .

2 pcn |y [ann] o o] = oz
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Fig. 1. The framework of Face Recognition From Single Sample Per Person by Learning
of Generic Discriminant Vectors.

Junying et al. [3] proposed a framework combining Traditional Learning (TL)
and Deep Learning (DL) approaches, known as TDL, as shown in Fig.2. The
TDL framework incorporates transfer learning to address the challenges of Single
Sample Per Person (SSPP) face recognition, eliminating the need for extensive
datasets to train deep convolutional neural networks (DCNNs). The framework
involves a sample expansion method to overcome limited data in SSPP scenarios,
fine-tuning a pre-trained DCNN model using selected samples from the expanded
dataset, and evaluating the fine-tuned model for its performance. Additionally,
the authors developed an intraclass variation set to further enrich the dataset
by generating additional facial samples, enhancing the model’s robustness.

Fenglian Li et al. [4] proposed a face recognition method that combines virtual
sample generation with multi-scale feature extraction to improve performance.
To augment the training dataset, they introduced the NMF-MSB technique,
which integrates Non-negative Matrix Factorization (NMF) with three exten-
sions: Mirror transform (M), Sliding window (S), and Bit plane (B). For feature
extraction, they developed the WPD-HOG-P approach, which utilizes Wavelet
Packet Decomposition (WPD), Histograms of Oriented Gradients (HOG), and
an Image Pyramid to capture multi-scale facial features. These extracted features
were then used to train a recognition model, optimized with a grid search-based
support vector machine (SVM). Performance testing on the ORL and FERET
datasets showed that this method outperformed traditional techniques in terms
of recognition accuracy and computational efficiency. The flowchart illustrating
the proposed NMF-MSB sample generation method is shown in Fig. 3.

Thus, for a single sample per person, nine virtual samples Al to A9 were
generated. The final training samples were composed of the original single sample
and the nine virtual samples generated. These samples provided more useful
information for improving the recognition performance of SSPP.

Tsung-Han Tsai et al. [5] presented a multi-task training framework that
leverages a feature pyramid and triplet loss for training a single-stage deep neu-
ral network capable of both face detection and recognition. By utilizing a shared
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Fig. 2. The framework of the proposed method.

backbone network, the approach avoids redundant computation and optimizes
memory usage by sharing weights across tasks. The network architecture (Fig. 4)
integrates a feature pyramid and anchor boxes for face localization, employs
triplet loss for feature extraction, and performs feature matching with a straight-
forward mathematical function. This method offers significant computational
efficiency, achieving a processing speed of 212 FPS for a 640 x 640 resolution
input on an Nvidia 2080Ti GPU while maintaining a recognition accuracy of
92.4% on the LFW dataset.

Vargas et al. [6] proposed a method for training Siamese neural networks with
a novel structure designed to rank image similarity effectively. The proposed app-
roach demonstrates a substantial improvement over existing baselines, deliver-
ing performance on par with state-of-the-art methods. Wu et al. [7] introduced
a novel activation function named Max-Feature-Map (MFM) as part of their
light-CNN model. This design reduces the number of parameters and enhances
computational efficiency, allowing for robust learning of facial representations,
even with noisy labeled datasets. In a similar vein, Zheng et al. [8] proposed a
normalized light-CNN structure featuring 11 hidden layers, achieving a face ver-
ification accuracy of 98.46% on the Labeled Faces in the Wild (LFW) dataset.
Furthermore, Schroff et al. [9] developed FaceNet, a system that projects facial
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Fig. 3. The flowchart of the proposed NMF-Mirror transform (M), Sliding window (S),
and Bit plane (B) sample generation method [4].
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Fig. 4. The proposed model architecture [5].

images into Euclidean space to enable distance-based face recognition. Lever-
aging a deep convolutional network for feature extraction, FaceNet reached an
accuracy of 99.63% on the LFW dataset and 95.12% on the YouTube Faces
dataset.

One of the most critical stages in face recognition models is feature extraction.
Hand-crafted features such as eigenfaces [10], Fisher-faces [11], and Local Binary
Patterns (LBP) [12,13] have demonstrated strong performance in face recogni-
tion tasks. However, their effectiveness diminishes in unconstrained environments
characterized by complex backgrounds, varying illumination, diverse poses, and
occlusion [12]. By leveraging multiple CNNs and modifying the loss function, Yu
et al. [14] achieved higher accuracy compared to traditional approaches.
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3 Methodology

This section outlines the step-by-step approach adopted to address the problems
identified in the study. The general proposed architecture is depicted in Fig. 5.

This research employed a supervised metric-based methodology using
Siamese neural networks to learn image representations. The features derived
from the trained model were subsequently utilized for one-shot learning, elimi-
nating the need for retraining.

Siamese Neural Networks (SNNs) are a specialized deep learning frame-
work developed to assess the difference between two images. The architecture
is referred to as “Siamese” because it comprises two identical subnetworks with
shared weights. The outputs of these subnetworks are merged and passed through
a fully connected layer to compute a similarity measure.

Both models are

Input 1 instances of the Input 2
same model. Same
v weights and v
structure
Model Model
“« =
Instance 1 Instance 2
v v
Features Features
A F 3
Loss function
v
Output
1 (Similar)/ O(Not
Similar)

Fig. 5. Methodology

This research centers on image recognition, although the methodology can
be extended to other data modalities. Specifically, we utilized large Siamese
convolutional neural networks that:

— Extract versatile image features capable of supporting predictions for unseen
class distributions, even when provided with minimal examples from new
categories.
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— Can be effectively trained with standard optimization algorithms on paired
samples from the source dataset, providing a robust solution that bypasses
the need for domain-specific knowledge while leveraging the strengths of deep
learning.

To construct a model for one-shot image classification, we developed a neu-
ral network designed to differentiate between the class identities of image pairs,
following a conventional verification task framework for image recognition. We
posited that networks proficient in such verification tasks would naturally gen-
eralize to one-shot classification scenarios.

The verification model was trained to evaluate input pairs by estimating the
probability that they belong to the same or different classes. This model was then
employed for one-shot classification, where a novel class is represented by a single
example. During testing, the model performed pairwise comparisons between a
test image and each novel class example, assigning the highest probability to the
class with the best matching pair.

3.1 Data Preparation

This study utilized the online Celebrity dataset, which contains images of 1,680
celebrities, with 2 to 10 images per individual. The dataset was processed for
training a deep learning model using the triplet loss method. After loading and
splitting the images into training and testing sets, triplets of the form (anchor,
positive, negative) were generated. Here, the anchor and positive represent dif-
ferent images of the same celebrity, while the negative represents an image of a
different celebrity.

In total, 9,164 triplets were created, with 7,331 triplets (80%) used for train-
ing and 1,833 triplets (20%) reserved for testing. This triplet-based approach
enabled the model to learn discriminative features by minimizing the distance
between anchor-positive pairs while maximizing the distance between anchor-
negative pairs, providing a robust framework for facial recognition tasks.

3.2 The Model

The standard architecture utilized is a Siamese convolutional neural network
comprising L layers, where each layer contains N; units. The hidden vector in
layer [ for the first twin is represented by h; ;, while hy; denotes the equivalent
for the second twin. Rectified Linear Units (ReLU) are employed in all layers
except the final two, where sigmoidal units are used instead.

The network is structured as a series of convolutional layers, each utilizing a
single channel with filters of adjustable sizes and a fixed stride of 1. The number
of convolutional filters is chosen as a multiple of 16 to enhance computational
efficiency. ReLU activations are applied to the resulting feature maps, optionally
followed by max-pooling operations with a filter size and stride set to 2.
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The k-th filter map at each layer is computed as follows:

agﬁ)n = max-pool (max (O,WZ(E)L1 *hy 1)+ bl) ,2) , (1)
agfgl = max-pool (max (0, WZ(E)M *hy 1) + bl) ,2) , (2)

where Wl(ﬂ, , represents the 3-dimensional tensor of convolutional filters for layer
[, and * denotes the “valid” convolution operation, which produces outputs only
when the convolutional filter completely overlaps with the input feature map.

The output of the last convolutional layer is transformed into a flat vector
and fed into a fully connected layer. This layer calculates the distance metric
between the two branches of the Siamese network. The computed metric is then
passed through a single sigmoidal unit to produce the final output.

More precisely, the prediction vector is given as:

p=o0 (aj ‘hgj) - héj)‘) :

where hgj ) and hgj ) are the hidden representations of the two twins at the j-th
layer, and o denotes the sigmoid function (Fig. 6).
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Fig. 6. Siamese Neural Network Architecture selected for verification task.

The largest version of the model used in this study provided the best results
for the verification task. Figure 7 shows the design of a single encoder from the
Siamese network.

3.3 Learning Loss Function

The Triplet Loss function, illustrated in Fig. 8, is designed to minimize the dis-
tance between the anchor (a) and the positive sample (p), while maximizing the
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Fig. 7. A diagram of a single encoder from the Siamese network

distance between the anchor (a) and the negative sample (n). Mathematically,
this is expressed as:

d(a,p) —d(a,n) <0 (3)

where d denotes a distance metric.
To ensure the loss is non-negative, we modify the equation as:

L = max(d(a,n) — d(a,p),0) 4)
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Fig. 8. Triplet Loss Function

To further increase the separation between positive and negative samples, a
margin « is introduced, leading to the following Triplet Loss function:
L = max(d(a,n) — d(a,p) + «,0) (5)

This margin « ensures that the negative is at least « distance away from the
positive.

We started by initializing the weights in the convolutional layers using a
normal distribution with a mean of zero and a standard deviation of 10~2. The
biases were also initialized from a normal distribution, but with a mean of 0.5
and a standard deviation of 1072. This is represented as:

Wconv ~ N(Oa 10_2) (6)

beonv ~ N(057 1072) (7)

In the fully-connected layers, the biases were initialized in the same manner
as the convolutional layers, but the weights were drawn from a wider normal
distribution with zero mean and a standard deviation of 2 x 107 !:

Wie ~N(0,2 x 1071)

bre ~N(0.5,1072) (8)

Although each layer had its own learning rate, the learning rate decayed uni-
formly by 1% per epoch across the network, as shown in the following equation:

n(T) = 0.99(T — 1) (9)
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We observed that this learning rate annealing helped the network converge to
local minima more efficiently and prevented it from getting stuck in unfavorable
regions of the error surface. The momentum started at 0.5 for every layer and
increased linearly over the epochs until it reached p;, the specific momentum
term for the j-th layer. The networks were trained for a maximum of 500 epochs.

For testing the model, we loaded it and evaluated its performance on unseen
images. Initially, we used a single encoder model to extract the features of an
image, which were then plotted. These features, having a length of 16, were
visualized using a scatter plot to examine their separation. Next, we used the
output from the Siamese network (ranging from 0 to 1) to create a confusion
matrix.

4 Results and Discussion

This section talks about the results obtained after undertaking the steps outlined
in Sect. 2. The similarity measure takes the text-me data associated with a pair
of images and returns a score between 0 and 1 on how similar the images are
expected to be based on the text. Since there is a large number of pairs that can
be generated even from a small dataset, the operation should not be prohibitively
expensive as it runs many times, depending on the sampling.

For each epoch, we calculate and print the loss (which is used for optimiza-
tion) and a few metrics to do with the validation. Over 500 iterations loss in
the model reduces and spikes over the first 100 epochs and afterward reduces
significantly and stays constantly over the rest of the iterations of the model
training as seen in Fig. 9.
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Fig. 9. Model Loss

The most important metric is accuracy, defined as the number of test triplets
in which the anchor-positive distance is smaller than the anchor-negative dis-
tance. For each epoch, we calculate and print the accuracy, as well as the mean,
standard deviation, minimum, and maximum values.
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This is done for 500 epochs, as shown in Fig. 10. The model successfully ran
for 22797 s, which is approximately 6.33 h with max GPU. The accuracy peaks at
97.5%, making the Siamese Network a very good mechanism for face recognition
from a single image. The addition of a ResNet50 base model also speeds up the
training time significantly. The experiments were conducted on Google Colab
with up to 12 GB of standard RAM and the Tesla T4 GPU.
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Fig. 11. Model Separation

The network provided good separation, which means that the distributions
of the anchor-positive and anchor-negative distances will be non-overlapping
(Fig.11). This is an important result because it means that the network can
distinguish between similar and dissimilar images.

After the training of the Siamese model is complete, we extract the weights
into the encoder model and run it on all images to obtain their encoding vectors.
We use these encodings to determine which people look alike. For this, we utilized
the cosine similarity metric, defined as:

Cosine Similarity = (10)

[l - [l
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where u and v are the encoding vectors of two images.

There were 143 people with more than 10 images. Of these, 115 (80.42%)
were closest to themselves.

To evaluate the performance of our proposed method in the context of other
approaches, we provide a comparative analysis in Table 1. This table highlights
the datasets used, the methodologies employed, and the achieved accuracy for
each method.

Table 1. Comparison With Related works

Paper Dataset Methodology Accuracy
Robust Single-Sample |[LFW, AR Sparse sub-dictionary  [97.1%
Face Recognition [15] learning with VGG-face
net
Deep Convolutional FERET, LFW, AR Transfer learning with 98.3% (FERET), 96.2%
Neural Network for DCNN and expanded  |[(LFW)
SSPP [3] samples
Multi-Scale Features ORL, FERET Virtual sample gene 95.2% (ORL), 94.8%
and Virtual Samples [4] ration and SVM (FERET)
Proposed Method Celebrity Siamese networks with (97.5%
triplet loss and
preprocessing

The proposed method achieves a competitive accuracy of 97.5%, demon-
strating the effectiveness of the Siamese neural network approach in handling
single-image face recognition tasks. The addition of preprocessing techniques
such as segmentation, de-noising, and illumination correction further improved
the performance by enhancing data quality.

5 Conclusion

In this paper, we proposed a mechanism to train face recognition systems using
a single image per person by leveraging deep learning techniques. We identified
image segmentation techniques that can be applied to a single image to generate
multiple images, followed by preprocessing steps such as de-noising and illumina-
tion variation correction. Using Siamese neural networks, the proposed approach
was evaluated on the Celebrity dataset and achieved a peak accuracy of 97.5%,
demonstrating effective separation between positive and negative image pairs.
This highlights the potential of Siamese Networks for face recognition tasks con-
strained by limited data. However, one key challenge was the high computational
cost associated with training, which required significant memory and process-
ing power, particularly for datasets with thousands of image pairs. Future work
will aim to optimize the training process to reduce computational requirements
and extend the model’s applicability to more complex datasets and real-world
scenarios.
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Abstract. The main objective of this study is to develop and deploy an auto-
mated process of categorizing bananas according to their level of maturity or
ripeness using computer vision techniques. This is done using advanced com-
puter vision techniques with keen interest in exploring different types of transfer
learning applied to pre-trained models. There is a lot of literature written about
fruit-sorting systems using different technologies. This study focuses on the latest
and most advanced machine learning concepts, and computer vision techniques
which will produce a system able to perform efficiently in real-time. In this study
banana dataset that is readily available online is used. The dataset is fed into a
pre-trained model and results are studied. Different types of transfer learning are
used to perform comparative analysis. Optimization techniques will be deployed to
hyperparameters to foster high level accuracy performance. After model optimiza-
tion, the model will be trained and then tested using the validation dataset. This
paper provides an overview of existing literature, and results on how advanced
computer vision techniques, coupled with transfer learning techniques, can be
used to achieve high accuracy levels on pre-trained models.

Keywords: Computer Vision - Transfer Learning - Machine Learning -
Pre-trained Model - Optimization

1 Introduction

The relatively recent spike in smart farming gave birth to the need to use more effi-
cient methods of farming that will eliminate most of manual operations that were pre-
viously being executed by people. Machine Learning (ML) in general and Transfer
Learning (TL) in particular, has generated a lot of discussions around the advancement
of modernizing some of the traditional ways of farming and industrialization in general.
Employing computer vision techniques to sort and grade products has been on the rise
over time. This technique enables farmers to accurately distinguish products and give
them a better insight into the products they are producing. This enables them to decide
better when approaching the market. These new concepts can convert time-consuming
and labor-intensive processes that require large amounts of data, computing power and
resources, and often several iterations into seamless processes by just introducing pre-
trained models which are optimized and fine-tuned using transfer learning techniques.
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Transfer learning can improve the baseline performance of a model when increasing the
knowledge of a separate case with one from a pre-trained model. This study offers an
efficient way of sorting out bananas according to their level of maturity using computer
vision techniques and transfer learning by applying fine-tuning techniques to a model.
This paper experiments on a pre-trained ResNet101 model and presents highly accurate
results after applying transfer learning to the model.

2 Literature

Automation of certain processes in agriculture has assisted farmers to control crop and
livestock[1], and to handle production with better efficiency using minimum energy and
low cost and to project the yield of production [2]. The scarcity of farming resources
and the increased population reliance on agricultural production have necessitated
researchers to have keen interest in developing automation systems to cater the growing
need in the agriculture sector. Agricultural automation as indicated by [3, 4] has been
executed by autonomous systems and machinery.

The concept of an automatic fruit sorter has long been of interest in agricultural crop
production and preparing the produce for the market. Many studies were conducted to
develop various fruit and vegetable classification systems using computer vision and
image processing techniques. Researchers have been working on the design, develop-
ment, and deployment of automatic systems for rapid and better yield estimation and
quality grading for various crops. A wildly adopted solution to automated fruit yield
estimation is to use computer vision[5] to classify and detect defects in different fruits.

A study done to automatically sort the pili fruit was done [6] and achieved an overall
average accuracy of between 95.5% and 98.0% using Linear Support Vector Machine(L-
SVM) to classify three classes. The system could classify about 750 fruits in an hour.
This yielded a much better result as compared to [7] which could only classify 507 fruits
per hour with an efficiency of 96.97%. It would be interesting to see how a different
model like ResNet with a step feeder conveyor system will perform.

According to [8], they found that using the YOLOv4 model to distinguish flowers
from apples, and also giving the overall number of apples found in a tree produced an
output of 70% to 88% accuracy.

In [9] authors use YOLOV3 to estimate the total production of citrus fruits and
produced a precision of 0.96 with an average F1 score of 0.88. This suggests a good
detection model. In [10], the researchers developed a Backpropagation Neural Network
method to classify the maturity of strawberries, achieving high accuracy in their results.

Taking into consideration the population increase and rapid changes in climate, it
is almost impossible to always be able to meet food requirements at any given point
in time. Smart farming [11, 12] has come out to present itself as a creative way to
solve the challenges currently experienced in food security and agriculture in general.
Machine Learning (ML) is leading this innovative methods of trying to address the issues
experienced in agricultural sustainability. The machines are taught and trained instead
of the traditional way of instructing them programmatically on hat to do.

In [13], researchers outline a wholistic survey on methodologies and challenges cur-
rently experienced in image processing looking at different approaches that researchers
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take in addressing the subject of increasing productivity in an efficient way. Smart farm-
ing presents a good opportunity to explore what can be possible to maximize production
without compromising the quality of the output produce.

Agricultural autonomous robots [14] have a role to play in food security of the future.
Autonomous robots and their implementation in the industry has presented farmers
with a strategic opportunity to fulfil farming operations promptly. Farming activities
like planting and harvesting can now be executed efficiently with minimum labour and
financial. This is due to the fact that the development of autonomous robots put main focus
on imitating human labour. Different operations require different characteristics and have
different specifications depending on the task to be executed and the expected output.
There are still challenges that need to be investigated by researchers and more work is
done to attack these challenges head-on. More and more robot are built specifically for
farming industry to help the industry to thrive and produce optimal output ready for the
consumption of the market.

An assessment study was done by [15] looking at post-harvest of bananas using a
CNN-based ripeness classification model. What was interesting in the study is that the
authors have developed a model that was tested using over 4000 images. The model
achieved accuracy of 95%. Furthermore, they developed a webserver or application
which is used as a dashboard to showcase the output of the model. The application can
also be accessed from a smart mobile device, giving an element of convenience to the
end-user.

Authors in [16] presented a study on classifying bananas depending on 6 stages of
ripeness or maturity level. This is important because it gives commercial farmers insight
into when to harvest and package depending of their clients. If the bananas still have
to travel days to reach their destination, grading in this manner helps the packaging
department to sort bananas according to their projected date of arrival, keeping in mind
that the commercial distributor has to have time for repackaging.

In [17], a Recurrent Neural Network (RNN) architecture developed to work out
instance segmentation and counting. The method’s performance was presented using the
dataset [18]. [19] shows how the Mask Regions with Convolutional Neural Networks
(R-NN) method was tested in leaf segmentation. The authors of [20] approached the data
augmentation with a Mask R-CNN network targeting the appearance characteristics of
leaves.

A lot of literature has been written where researchers aim to implement object detec-
tion or segmentation networks to address the crop sorting problem. In this paper we
consider all the literature available and put together a model that will produce high accu-
racy with efficient execution. The methodology approach, which is explained in the next
section, details the approach used to achieve this study’s objectives.

3 Methodology

In this study, suitable techniques and technologies are used to develop an accurate and
robust system for transfer learning of image classification. The methods used include
proper manipulation of the dataset for classification, data augmentation, data loaders,
fine-tuning the models, model optimization and training as illustrated in Fig. 1.
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Load Dataset

Data Augmentation

Transfer Learning

Model Optimization

Results

Fig. 1. Algorithm Flow Chart.

3.1 Dataset

The dataset used is split into training and validation datasets. Each dataset has three
classifications; namely, unripe, fresh and rotten as illustrated in Fig. 2.

3.2 Dataloaders

Data loader is used to load data to make it easy to iterate through the dataset as needed.
Once the data loaders are implemented for both training and validation datasets, a training
model is defined using Cuda to access Google Processing Units (GPU).

3.3 Data Augmentation

When dealing with image datasets, some of the challenges often arise due to the inconsis-
tencies in images such as, some being either too big or too small, and the limited number
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Fig. 2. Three classes of banana dataset.

of images in the training dataset which often results in overfitting. So, data augmentation
is used to deal with these kind of issues.

Data augmentation strategies are utilized for all intents and purposes in most cutting-
edge machine learning application such as localization, picture classification, recogni-
tion, normal dialect understanding, semantic division, and more. Augmented data moves
forward the execution and brings about the profound learning models by creating modern
and differing occurrences for preparing datasets.

In this study, data augmentation is utilized to convert the data or pictures to extend
the capabilities of the model to perceive distinctive forms of an image. This process
increments the breadth of data the model possesses.

Random cropping was used to transform the training dataset. The dataset was fur-
ther transformed using horizontal axis flipping and then normalized. For the validation
dataset, centre cropping was used to crop images to a specific width and height.

3.4 Transfer Learning

In Machine Learning, Transfer Learning is the re-use of a pre-trained model on a new
problem. It is the enhancement of learning in a new but similar exercise through the
exchange of information from a related work that has been taught utilizing pre-trained
model. In this study, Transfer Learning was adopted because instead of reinventing
a model from scratch, it is better to use the already learned knowledge of a pre-
trained model on our dataset. This approach dramatically reduces computation time
and resources required as compared to training a new model from scratch.

There are two methods of particular interest to perform transfer learning, which are
discussed. The two methods are experimented with using the ResNet101 model. Table 1
shows the parameters used during testing.

Fine-Tuning the Pre-trained Model. Transfer learning was used by fine-tuning the
pre-trained ResNet101 model. This was done by replacing the last fully connected layer
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Table 1. Parameters used during experiments.

Parameters Values
Epochs 20

Batch size 32

Learning rate 0.00001
Optimizer Adam

Loss function Cross entropy

for classifying and a typical CNN is depicted in Fig. 3 below. This method also applies
fine-tuning on the pre-trained weights network by carrying on the backpropagation.

X Pooling layer
Convolutional Layer Convolutional layer \

O\\‘

7
Flatten %

Fig. 3. A typical transfer learning model on a convolutional neural network.

Fixed Feature Extractor. Fixed feature extractor was used as an alternative to compare
results. With this method, the final fully connected layer’s space is taken by a different
layer with arbitrary weights. Training is only performed on this layer. All weights of
the rest of the network are frozen or fixed. Only the weights of the last fully connected
layer are not frozen. The remaining network is regarded as a fixed feature extractor for
the new dataset after the last the last fully connected layer is removed.

3.5 Model Optimization

Developing a model that works effectively and makes accurate predictions in a certain set
of situations is the main objective of machine learning. Machine learning optimization
is required to accomplish it. The process of modifying hyperparameters to minimize
the loss function using one of the optimization strategies is known as machine learning
optimization.

For model optimization, three things have to be defined as explained below:
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Optimization Algorithm with Learning Rate. Firstly, before the model can be trained,
hyperparameters need to be established. The neural network’s weights and learning rate
are then changed using optimal function or algorithm. This increases the model’s accu-
racy and lowers the overall loss. By reducing the inaccuracy while mapping inputs to
outputs, it achieves this. The deep learning model’s accuracy is significantly impacted
by these optimizers or optimization methods. Depending on a particular problem, many
optimization algorithms can be applied. This study employed the Adaptive Moment
Estimation(Adam) technique. An adaptive learning rate approach called the Adam opti-
mization algorithm was created to increase speed and hasten convergence in deep neural
networks. It uses exponential moving average of the squared gradient (v;), as in Root
Mean Squared Propagation (RMSprop), in addition to the exponential moving average
of the gradient (m;). The following equations are used for parameter updates [21, 22]:

my = Bimi_1 + (1 — g (1)
ve = Bavic1 + (1 — Bo)g? 2)
m v,
= ()= ()
Or1 =0 — LmtA “)

NAAE S
where B is the exponential decay rate. The default values for 8y and B, are 0.9 and
0.999, respectively. m;* and v;* are correction biases for m, and v; respectively.

Set the Learning Rate Decay. Modern neural networks are trained using the learning
rate decay technique. It begins with a high learning rate before repeatedly decaying it.
It has been shown empirically to support both generalization and optimization. A high
learning rate at first speeds up training or aids in the network’s escape from erroneous
local minima, whereas a decreasing learning rate aids in the network’s convergence to
a local minimum and prevents oscillation. A factor of 0.1 every seven epochs was used
to establish the decay learning rate during testing in this paper.

Define Loss Function for the Model. A loss function needs to be established in order
to train a machine learning model. What to seek for is a certain set of weights that
will allow the neural network to produce accurate predictions, which will inevitably
result in a lower loss function value. One way to assess how effectively the algorithm is
modelling the dataset is to look at the loss function. It depends mathematically on the
machine learning algorithm’s parameters. A loss function is necessary to compute the
model error during the optimization process used to train neural networks. The model’s
performance can be measured using the loss function. When training neural network
models, the two primary loss function types to utilize are mean squared error and cross-
entropy, and in this study, cross-entropy is used and the results are shown and discussed.
The cross-entropy is calculated using Eq. 5 [23]:

H(t.p) =~  1(s)log(p(s)) 5)

where H() is the cross-entropy function, t may be the target distribution and p, the
approximation of the target distribution
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4 Results and Discussions

Figure 4 below displays the neural network’s error rate for training and validation datasets
utilizing fine-tuning. An ideal solution is discovered in the 16th epoch, recording 0.03%
validation loss and 100% accuracy. It is evident that training and validation errors reduce
as the number of training iterations increases.

Evaluation Graph: Fine-tuning
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Fig. 4. Model performance after fine-tuning.

The quality of neural network predictions, as opposed to only the classification error,
is measured via a cross-entropy plot. While the training error fell from 21.15% to 1.65%
at iteration 14, the validation error decreased from 1.8% to 0.003% after 20 iterations.
Fine-tuning was able to achieve an overall accuracy of 100% with no misclassification
when testing. Table 2 below shows the performance evaluation of ResNet101 with set
parameters and fine-tuning applied to the model.

Table 2. Fine-tuning performance evaluation.

Parameters Values
Number of training images 4442
Number of validation images 997
Architecture ResNet101
Accuracy 99.4

Transfer Learning by means of using a pre-trained ResNet101 model as a fixed feature
extractor was experimented and the results are shown on Fig. 5 below. The experiment
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yielded best validation overall accuracy of 82% at 15th epoch. The validation error over
20 epochs was reduced to 70%, whereas the training error was dropped to 79%. The
results presented 5 out of 20 misclassification when tested over the validation dataset.
This means the model only managed an accuracy of 75%.

Evaluation Graph: Fixed Feature Extractor
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Fig. 5. Model performance after fixed feature extraction.

An experiment was conducted on the same dataset using Visual Geometry Group
(VGQ). It is a popular architecture known for its simplicity and effectiveness in image
classification tasks. When tested on this experiment, it produced and overall accuracy
of 69% over 20 epochs.

Another test was done using a custom-made convolutional neural network model
and produced an overall accuracy of 95.5% over 30 iterations and 83% accuracy over
10 iterations. This suggests that the more iterations the model is trained on, the better
the accuracy.

Transfer learning was used as a preferred method for this study because of its ability
to use optimization algorithms for improved efficiency and accuracy. It can be deduced
that the best-performing transfer learning technique is fine-tuning the pre-trained model.

5 Conclusion

This paper introduced the concept of using Transfer Learning as a tool to develop a
model that will be able to sort out and categorize bananas according to their level of
maturity or ripeness. The experiment used a dataset which was divided into training and
validation datasets. The pre-trained model was trained using the training dataset, and the
model was subsequently tested using the validation dataset.

From the experiment when using Fine-tuning of a pre-trained model, results of a
high accuracy level of between 99.4% to 100% are achieved.

A brief comparison was conducted between the effects of using either a Fixed Feature
Extractor or Fine-tuning pre-trained model and the results show that the latter achieve
more desirable results.

This paper only focuses on designing the algorithm to achieve more accurate results.
A full architecture system has not yet been developed. Future work may include building
a real-time system on a conveyor belt and using Internet of Things (IoT) concepts such
as Digital Twin Framework.
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Abstract. In an advancing digital environment, the Domain Name System (DNS)
serves as a significant component facilitating Internet functionality. However, it
is susceptible to Man-in-the-Middle (MitM) attacks which compromise security
and privacy. We investigate the MitM attacks and propose a security measure in
addition to authentication to mitigate the effects of attacks. The literature review
highlights the need for DNS monitoring and detection techniques to address chal-
lenges such as encrypted traffic and false positives. This study proposes novel
approaches to enhance DNS security against MitM attacks. The Simulink module
in MATLAB was employed to simulate and model DNS systems and network
configurations, enabling the design of simulation models which replicate various
attack scenarios and testing countermeasures’ effectiveness. The Detection Accu-
racy, Packet Drop Ratio, DNS Response time, Packet Delivery Ratio, Throughput,
and Average Delay were considered for the evaluation of the proposed scheme.
Results show that the Location-Based model demonstrates superior performance.
The scheme performed well in detection accuracy, packet delivery ratio, aver-
age response time, and throughput compared to DNSSEC and CGUARD. The
scheme is effective in mitigating MitM attacks. The Location-Based model is
recommended as an effective defence mechanism against MitM attacks. Ongo-
ing modifications and proactive measures are recommended to safeguard Internet
security.

Keywords: domain name system - man-in-the-middle attacks - encryption -
authentication

1 Introduction

The Domain Name System (DNS) is a fundamental and key technology in the Inter-
net’s infrastructure, facilitating the seamless translation of user-friendly domain names
into Internet Protocol (IP) addresses. This translation process is crucial for accessing
online resources, including processing of financial transactions, e-commerce, and sen-
sitive personal and professional data [1]. However, the reliance on DNS also results
in security risks, as it is susceptible to various cyber threats, particularly Man-in-the-
Middle (MitM) attacks. In such attacks, unauthorized third parties intercept and modify
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data during transmission or redirect users to malicious websites without their knowledge
[2]. This poses significant risks to the confidentiality, integrity, and availability of online
interactions, as illustrated in Fig. 1.

Attacker

Malicious website

x Protocol Subdomain Domain

w v ¥
https: Vorder.surfshark.com

legitimate website

Fig. 1. MitM attack redirects users to a fake website.

With the rise of cyber threats, understanding the severity of MitM attacks on the DNS
is significant. As the backbone of the Internet, DNS facilitates the translation of domain
names into IP addresses, enabling seamless access to websites and online resources.
However, DNS has become increasingly vulnerable to security attacks such as frequent
MitM attacks that compromise the confidentiality, integrity and availability of web-
based services [3]. Through these attacks, malicious actors intercept and manipulate
DNS queries, often redirecting users to fraudulent sites that mimic legitimate ones. This
can lead to significant breaches of sensitive information, particularly in finance and e-
commerce, where users unknowingly submit personal data to attackers. Thus, there is
a need for innovative strategies that not only authenticate DNS users but also minimize
the impact of MitM attacks [4].

From 2020 to 2024, South Africa has faced significant cyber threats, including DNS-
based MitM attacks. In 2021, Interpol reported that South Africa had the third-highest
number of cybercrime victims globally, with substantial financial losses. The period
from 2022 to 2024 saw a 37% increase in cyber-attacks, often involving sophisticated
DNS manipulation techniques. Reports in 2024 highlighted DNS spoofing and cache
poisoning as major threats, where attackers insert corrupted DNS data to redirect users
to malicious sites. Additionally, Investec’s cybersecurity insights for 2024 emphasized
the growing sophistication of cyber threats, including advanced phishing and malware
attacks that can facilitate MitM scenarios.
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Several techniques have been proposed to address DNS security vulnerabilities, with
DNS Security Extensions (DNSSEC) being a widely used mechanism to mitigate MitM
attacks on DNS [3]. By digitally signing DNS data, DNSSEC enhances the security
of DNS ensuring its authenticity and integrity. However, while DNSSEC and similar
authentication-based measures have significantly improved DNS security, challenges
remain. Attackers continue to exploit weaknesses that authentication alone cannot fully
mitigate. Furthermore, interception and redirection tactics that reroute users to malicious
sites may not be detected. To address these challenges, there is a growing need for multi-
facet strategies that go beyond authentication to actively detect and minimize the impact
of MitM attacks on DNS [5].

This research study investigates and proposes innovative security approaches that
not only authenticate DNS data but also enhance detection and mitigation against inter-
ception. By building on existing frameworks and addressing the limitations of current
solutions, the study aims to contribute to a more robust DNS security model that strength-
ens user data protection and ensures secure online transactions [6]. In Sect. 2, the study
focuses on the related works that will explore limitations and methods utilized to date,
Sect. 3 focuses on the methods, and tools used to carry out the experiments, Sect. 4
discusses the simulation results and Sect. 5 concludes the study.

2 Related Work

Literature has shown that techniques exist which can be used to launch a MitM attack on
the DNS, such as DNS poisoning, which reroutes traffic by inserting a wrong hostname
in the victim’s DNS cache. On the other hand, there exist tools such as the Ettercap
and SSL-strip, which are included in Kali Linux, one of the strongest security packages
available for ethical hackers which was created by Mati Aharoni and Devon Kearns [7].
The authors only demonstrated the attack and concluded that a user must be alert when
using a seemingly secure website such as https:// or the one which displays a locked
padlock. Attackers can use SSL-strip to create fake SSL which use https:// or locked
padlock [8].

DNSSEC is a suite of protocols developed by the IETF community in response to
threats to the DNS infrastructure including MitM [9]. DNSSEC assures the authenticity
of the origin of the response and provides integrity for the data received from DNS
servers. The authors observed that while a MitM attack targeting a DNSSEC client
remains active, it cannot compromise a recursive server. This means that a falsified
DNSSEC response will fail to be validated by the recursive server, but the client may
still not receive the accurate DNSSEC response [10].

In[11], vulnerabilities in DNS infrastructure which can be exploited by MitM attacks
such as cache poisoning attacks which is also known as DNS spoofing are explored.
DNS spoofing is an informational-level attack, which compromises the DNS server.
DNS Hijacking is a type of attack where an attacker gains unauthorised access to a
domain’s DNS configuration and modifies the domain’s IP address and redirects users
to a malicious website. The work in [11], summarises all possible attacks on the DNS
infrastructure and those attacks which exploit the DNS infrastructure. Furthermore,
countermeasure techniques such as the DNSSEC, TSIG and DNS firewalls are discussed.
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However, according to the authors, the techniques cannot protect DNS from all attacks.
There is a need for secure DNS techniques designed to counter all DNS attacks.

The challenges associated with DNS monitoring and detection techniques present
significant obstacles in the endeavour to mitigate MitM attacks in DNS. The increasing
use of encryption technologies like DNS-over-HTTPS (DoH) and DNS-over-TLS (DoT)
has improved the security of DNS traffic which protects data in transit from eavesdrop-
ping and tampering. Unfortunately, with DNS encryption, monitoring becomes a chal-
lenging task. One cannot inspect and detect potential threats within the encrypted data.
Consequently, innovative detection methods may be designed specifically for encrypted
traffic or focus on the detection of suspicious behavioural patterns associated with
DNS-based attacks [12].

Additionally, the false positives in DNS monitoring and detection create a significant
operational challenge. False positives occur when legitimate DNS traffic is mistakenly
categorized as malicious, flooding security teams with an overwhelming volume of
alerts. Addressing this challenge is imperative to ensure that security resources are
effectively allocated to real threats rather than wasted on false alarms. To counter zero-
day attacks, which do not have known threat signatures, researchers may employ heuristic
and behaviour-based approaches which can detect anomalies and abnormalities from
typical DNS traffic patterns.

Furthermore, given the dynamic nature of DNS infrastructure, characterized by fre-
quent changes in IP addresses and domain names, the development of adaptive mon-
itoring systems becomes fundamental. These techniques must adapt quickly to evolv-
ing DNS infrastructure and provide high detection accuracy as the DNS technology
advances. In addressing these challenges, the goal is to enhance the effectiveness of
DNS monitoring and detection techniques thereby improving the security of online
transactions and data transmission [13].

In study in [14] presents a survey of DNS vulnerabilities and Attacks. The survey
is categorized into three categories of DNS vulnerabilities which are conceptual, struc-
tural and communication based. The study further discusses DNSSEC vulnerabilities
and concludes that DNSSEC has enhanced security for authentication and integrity by
incorporating digital signatures using public and private key infrastructure to existing
DNS systems to counter known DNS vulnerabilities. However, DNSSEC is still vulner-
able to various attacks which compromise those vulnerabilities and limitations such as
MitM attacks. In [15], authors noted that even though DNSSEC still has vulnerabilities
and limitations, it is more secure than DNS. DNSSEC still has limitations because DNS
security extensions provide original authentication and integrity protection for DNS data,
as well as a means of public key distribution [16].

These extensions do not provide confidentiality as observed in [15] and [16].

Confidentiality is very important on the Internet because without confidentiality,
DNS data is compromised. DNSSEC is a suite of protocols developed by the Internet
Engineering Task Force (IETF) community in response to DNS threats which includes
MitM [17]. DNSSEC assures the authenticity of the origin of the response and provides
integrity of received DNS data. As observed in [10] though DNSSEC has limitations,
falsified DNSSEC response cannot be validated by the recursive server. Unfortunately,
the client may still not receive the correct DNSSEC response [18]. The works in [10] and
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[18] provide a list of factors to be considered in improving DNS security and evaluating
the effectiveness of existing MitM attack countermeasures in DNS.

3 Methodology

For Simulation and Modelling, MATLAB’s Simulink module was used to simulate
and model the behaviour of DNS systems and to configure the network. We designed
simulation models to replicate various attack scenarios and evaluate the countermeasures
under controlled conditions. Simulink’s visual modelling environment can model a DNS
system, the attacks and the countermeasures. Results can be represented graphically
to aid in the analysis of the interactions of DNS systems and attacks effectively. The
evaluation metrics which were considered include Detection Accuracy, Packet Drop
Ratio (PDR), DNS Response time, Packet Delivery Ratio, Throughput, and Average
Delay. The evaluation metrics are important in providing and evaluating the effectiveness
of countermeasures in countering the MitM attacks. We considered a network grid which
is 500 by 500 m.

The performance of the following mechanisms DNSSEC, CGUARD, and Location
Based were compared. Email servers use DNS to route messages after resolution, which
means they are vulnerable to security issues in the DNS infrastructure. In September 2014
researchers at CMU found that emails supposed to be sent through Yahoo, Hotmail, and
Gmail servers were routed through rogue mail servers. Attackers exploited a decades-
old vulnerability in the DNS. The Solution was to utilize the DNSSEC, which adds
a layer of trust on top of DNS by providing authentication [19]. While on the other
hand, CGUARD is a promising DNS security tool designed to enhance the detection
and prevention of DNS-based attacks. It combines anomaly detection with real-time
monitoring, targeting MitM and other threats. It was chosen for this study due to its
advanced detection capabilities and its effectiveness in environments requiring robust,
adaptive security against DNS manipulation [20].

The Location-based model uses geolocation and IP-based verification to prevent
unauthorized DNS responses by ensuring that DNS queries and responses originate
from expected locations. This model is particularly effective in identifying abnormal
patterns associated with MitM attacks, making it a valuable addition to this study as
it combines both simplicity and specificity in its approach to threat prevention. The
simulation framework consisted of a standardized duration of 10 s for all scenarios. To
ensure consistency across the simulations, a Query Arrival Rate was set to 2 queries per
second. Our simulation environment, common to all scenarios, consisted of two DNS
servers, two clients, and one MitM attacker. This configuration enables one to conduct
a thorough and standardized evaluation of the selected DNS security mechanisms. Our
Scenario consists of two elements, the clients and two DNS servers. It is within this
environment, that we conducted a series of simulations to evaluate the impact of various
security mechanisms in the DNS.

Our simulation began with a baseline simulation in which we ran the DNS without any
protective mechanism. This enabled us to establish a reference point to determine how
security mechanisms subsequently impact the performance of the DNS. The baseline is
also essential in evaluating whether the mechanisms enhance or degrade DNS function-
ality and security. The security mechanisms were implemented in the DNS servers one
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at a time. DNSSEC was the first to be implemented followed by the CGUARD and the
Location-Based model respectively.

4 Experimental Results

In this section, we focus on the experimental simulation to evaluate the performance
of the security mechanism designed to secure DNS and mitigate against MitM attacks.
Figure 2 shows the comparative detection accuracy results of DNS, DNSSEC, CGUARD
and LOCATION-BASED models. In Fig. 2, we can observe the performance of the
security mechanisms regarding DNS detection accuracy. Figure 2 demonstrates whether
these mechanisms either enhance or degrade the overall security of the DNS infrastruc-
ture. Considering DNS without any protective mechanism, it shows the baseline - the
performance of DNS without protective mechanisms. The accuracy level reflects that
traditional DNS lacks advanced mechanisms to detect and counter MitM attacks effec-
tively. It implies that standard DNS alone is insufficient for environments where high
security is required.

The standard DNS requires minimal computational resources because it does not
perform complex security checks. However, this simplicity also limits its security capa-
bilities though it performs better than DNSSEC and CGUARD. While the LOCATION-
BASED model is superior in improving the DNS security. It improved detection accuracy
by 52,5%, which depicts the capability of LOCATION-BASED in improving DNS secu-
rity against MitM attacks. The model optimises effectiveness with relatively moderate
computational demands, suggesting it could be a practical solution for environments that
require robust security without high computational overhead.

Detection Accuracy Analysis for Different DNS Mechanisms

Detection Accuracy (%)

DNS DNSSEC CGUARD LOCATION-BASED
Mechanisms

Fig. 2. Comparative Analysis of Detection Accuracy

Figure 3 presents the delay results of the DNS, DNSSEC, CGUARD and
LOCATION-BASED models. Incorporating the basic DNS configuration without any
security features allows one to evaluate how security measures impact the latency in
DNS procedures. The results show the extent to which these mechanisms either enhance
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or affect the data transmission speed within the DNS infrastructure. Without the protec-
tive mechanism, DNS exhibits an average of 0 ms because DNS does not perform any
additional security checks or cryptographic processes, which keeps query processing
extremely fast thus DNS’s main purpose is to translate domain names to IP addresses
without authentication or verification, resulting in almost zero delay.

When the DNSSEC is implemented, there is an increase of 0.079 ms. DNSSEC
involves signing and verifying DNS responses to authenticate their integrity. This
cryptographic process requires additional computational resources and time, leading
to increased latency. While for CGUARD the delay is 0.064 because CGUARD uses
real-time monitoring and anomaly detection algorithms, which require analyzing traffic
patterns. This process introduces delays, as each query may be compared to the pre-
vious patterns to detect anomalies, particularly in networks with high traffic volumes.
CGAURD utilizes more advanced detection techniques to detect potential MitM or other
DNS-based attacks. However, it requires extra processing which affects the response
times.

While the LOCATION-BASED maintains a good performance with an average
delay of O ms. This shows the good performance of the LOCATION-BASED model
in maintaining the efficiency of DNS operations as shown in Fig. 3.

Average Delay Analysis for Different DNS Mechanisms
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Fig. 3. Comparative analysis of average delay results.

Figure 4 presents a comprehensive comparative analysis of PDR results of DNS,
DNSSEC, CGUARD and the LOCATION-BASED model. The results show the impact
of these security measures on DNS. The baseline DNS, without security mechanisms,
outperformed DNSSEC by 35% which achieved a 25% PDR. This lack of process-
ing overhead results in higher PDR, though it comes at the expense of security while
DNSSEC improves security, the cryptographic operations reduce PDR by increasing
response times. The CGUARD minimizes PDR by 26.25%, it uses real-time monitoring
and anomaly detection while enhancing security. It also consumes network resources
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and adds complexity to DNS traffic handling, resulting in lower PDR. The LOCATION-
BASED demonstrated significant improvements with 52% PDR, highlighting its effec-
tiveness in enhancing DNS reliability. This analysis is important for network administra-
tors and security experts who are attempting to improve DNS security while achieving
high PDR and reliability as shown in Fig. 4.

Packet Delivery Ratio Analysis for Different DNS Mechanisms

Packet Delivery Ratio (%)
T
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Mechanisms

Fig. 4. Comparative analysis of packet delivery ratio results.

A comparative analysis of the Packet Drop Rate of DNS, DNSSEC, CGUARD, and
LOCATION-BASED models shows the reliability of the models. In the absence of pro-
tective mechanisms, DNS exhibited a 50% Packet Drop Rate, while the Introduction
of DNSSEC resulted in a lower 36.66%, CGUARD 41.25% and LOCATION-BASED
with 30%. The mechanism primarily focuses on speed and ease of packet transmission
without any additional processing. The results emphasize the diverse effects of secu-
rity mechanisms on packet transmission reliability within the DNS, providing valuable
insights into trade-offs and challenges in securing the DNS environment and prompting
further investigation and enhancement of security measures as depicted in Fig. 5.

Figure 6 depicts an analysis of false positive rates of DNS, DNSSEC, CGUARD,
and the LOCATION-BASED models. Figure 6 presents insights into the performance
security mechanisms in terms of false positives in comparison to the Packet Drop Rate in
Fig. 5. Without security mechanisms, DNS incurred 50% Packet Drop Rate and 61.53%
false positives. DNSSEC minimized the drop rate to 36% with 71,45% false positives
while CGUARD incurred a41.25% drop rate with 71% false positives. The LOCATION-
BASED MODEL incurred a 30% drop rate with 52.95% false positives, which highlights
its reliability. This analysis underscores each mechanism’s ability to minimize packet
drop rate and, in this regard, the LOCATION-BASED model was superior.

Figure 6 presents a comparative analysis of False Positive Rates of DNS, DNSSEC,
CGUARD, and the LOCATION-BASED MODEL. The analysis highlights the reliability
of each security mechanism in mitigating packet drop rate and preserving DNS integrity.
Without any security mechanism, 61.53% of dropped packets were observed to be false
positives, which shows that the system is not reliable. Despite a reduced overall packet
drop rate with DNSSEC and CGUARD, a significant percentage of these dropped packets
were still false positives. Notably, the LOCATION-BASED MODEL demonstrated good
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Packet Drop Ratio Analysis for Different DNS Mechanisms
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Fig. 5. Comparative analysis of packet drops ratio results.
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Fig. 6. Comparative analysis of false positive rate results.

performance, achieving a 30% pocket drop rate with 52.95% being false positives. This
underscores the LOCATION-BASED model as a dependable solution that trades off
security and operational efficiency.

In Fig. 7, a comprehensive comparative analysis of Throughput for DNS, DNSSEC,
CGUARD, and the LOCATION-BASED MODEL is conducted, providing crucial
insights into the efficiency of data transmission within the DNS under different security
mechanisms. These results shed light on how each security measure directly influences
Throughput, revealing their effects on the successful transmission of data within the DN'S
infrastructure. Without protective mechanisms, DNS demonstrated a commendable 40%
Throughput, but the introduction of DNSSEC and CGUARD resulted in a significant
reduction to 20%. In contrast, the LOCATION-BASED MODEL exhibited superior per-
formance with an impressive 50% Throughput, indicating its potential to enhance data
transmission efficiency while ensuring security. The detailed analysis in Fig. 7 highlights



186 P. Rotshidzwa et al.

the diverse impacts of these security mechanisms on successful data transmission rates
in the DNS, offering valuable insights for decision-makers and network administrators
to make informed choices that optimize DNS operations while considering the trade-offs
between security and performance.

Throughput Analysis for Different DNS Mechanisms
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Fig. 7. Comparative analysis of throughput results.

Figure 8 presents a comparative analysis of the Average Response Time of DNS,
DNSSEC, CGUARD, and the LOCATION-BASED model which captures the respon-
siveness of the DNS under different security measures. The results highlight the influ-
ence of each security mechanism on Average Response Time which shows how the
security mechanisms impact the speed and efficiency of DNS resolution. Without secu-
rity mechanisms, DNS exhibited an Average Response Time of 5.40/s. The introduction
of DNSSEC improved response time to 4.64/s, which shows its positive impact on DNS
efficiency. In contrast, CGUARD resulted in a longer Average Response Time of 7.65/s,
while the LOCATION-BASED model had a response time of 8.09/s which is slightly
higher than CGUARD. Figure 8’s analysis of Average Response Time underscores the
impact of these security mechanisms on DNS resolution speed. It also provides insights
into how DNSSEC can optimize response times and facilitate a comparative analysis
that highlights the significance of trading off security and DNS performance.

Table 1 provides a comparative analysis of DNSSEC, CGUARD, and the Location-
Based models based on the results in Figs. 2, 3, 4, 5, 6, 7 and 8. The Location-Based
model was superior in six of the seven scenarios due to its unique geographical-based
authentication method. This method ensures that only the DNS server in the location
of the query responds, resulting in higher detection accuracy and occasional false posi-
tives during location changes. The model’s approach also contributes to reduced average
response times. Notably, the Location-Based model is effective against MitM attacks. In
contrast, DNSSEC, focusing on data encryption and authentication depicted an average
response time though it was outperformed by the Location-Based model given its effi-
cacy. CGUARD, a cache-based solution, underperformed across all metrics due to its
vulnerability to attacks not present in the cache, leading to reduced overall performance.
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Average Response Time Analysis for Different DNS Mechanisms.
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Fig. 8. Comparative analysis of average response time results.

Table 1. Analysis of the Performance of the Security Mechanism in all the Scenarios.
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5 Conclusion

In conclusion, this study provided insights into the impact of MitM attacks on the per-
formance of DNS, highlighting the significance of Internet security and user privacy.
Through the experimental simulations in which many DNS security mechanisms such
as the DNSSEC, CGUARD, and the Location-Based model, effective security strate-
gies designed to mitigate security attacks were highlighted. The findings underscore the
superior efficacy of the Location-Based model in improving DNS security, suggesting
that this model could be adopted as a robust defense against MitM attacks.

DNSSEC has certain limitations that affect its effectiveness. For example, DNSSEC’s
performance overhead due to cryptographic operations can lead to increased latency and
higher data traffic. DNSSEC’s complexity and key management requirements make it
challenging to maintain. It is more susceptible to misconfigurations, which can disrupt
legitimate traffic.
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Optimizations may adopt more lightweight cryptographic algorithms, like elliptic
curve cryptography, which reduces response times and processing loads. Improvements
in automated key management could simplify DNSSEC’s deployment and reduce its
complexity while reducing instances of misconfiguration. The deployment of models
that allow hybrid DNSSEC setup may also promote wider adoption of DNSSEC by many
different organizations. Future research may prioritize the enhancement and optimization
of the Location-Based model, given its demonstrated benefits in detection accuracy and
packet delivery.

The study was limited to a simplified experimental setup consisting of two DNS
servers, two client machines, and a single MitM attacker, with each simulation limited
to a fixed duration of 10 simulation seconds. While this setup provided initial insights
into the effectiveness of the evaluated security mechanisms, it does not capture the full
complexity of real-world DNS environments, which often involve numerous servers,
diverse client configurations, and varying attack vectors.

Furthermore, investigations are required into innovative approaches that could help
in addressing emerging threats in the dynamic landscape of Internet security. Proactive
measures are essential to counter evolving cyber threats, ensuring the resilience and
integrity of the DNS infrastructure. On the other hand, advancing DNS security mech-
anisms, like DNSSEC and Location-Based models, is vital to maintaining a secure and
reliable Internet ecosystem.

Availability Statement. The security of the Domain Name System (DNS) infrastructure is crit-
ical in preventing unauthorized interception and manipulation of DNS traffic. In our research, we
assess the efficacy of existing countermeasures against man-in-the-middle attacks targeting DNS.
These countermeasures include DNSSEC, CGUARD, and location-based models. By analyzing
their impact on security, we aim to identify whether they enhance or degrade the overall resilience
of the DNS ecosystem. For further inquiries or collaboration, please feel free to reach out to me
at moilaramahlapane @ gmail.com.
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Abstract. Coronal holes significantly impact space weather, making
understanding and predicting their activity crucial for mitigating effects
on Earth’s technological infrastructure. This paper presents a novel
approach to forecasting short-term coronal hole activity using a multi-
head CNN-LSTM model trained on Solar Dynamics Observatory (SDO)
dataset tabular data and images. Our methodology involves preprocess-
ing, training, and implementing a prediction system to predict the solar
surface ratio covered by coronal holes. We compare our results with base-
line models, including LSTM, GRU, and ARIMA-based models, demon-
strating improved predictive performance. Sensitivity studies analyze
parameter impacts on performance. Our work contributes to filling the
gap in predictive modeling for coronal hole activity, providing valuable
insights for space weather forecasting and preparedness. The RESNET-
50 based LSTM-CNN model outperforms comparable models by 34% in
MSE and 27% in MAE in predicting sunspot ratio, identifying optimal
look back and predict ahead windows that further improve performance
by up to 15%. Future work includes extending the model to longer-term
predictions and incorporating additional features for enhanced accuracy.

Keywords: Coronal holes - Coronal hole activity prediction -
Convolutional Neural Networks + Timeseries prediction

1 Introduction

Coronal holes [7] are expansive regions within the Sun’s corona characterized
by reduced density and temperature. They hold significant scientific interest
due to their open magnetic fields, which extend into space. This allows high-
speed streams of solar wind to interact with Earth’s magnetosphere, potentially
triggering geomagnetic storms. Although such storms are commonly associated
with solar minimums, they can occur at any time [6]. Coronal hole activity affects
Earth in several ways, primarily through the emission of faster solar wind streams
interacting with the magnetosphere, causing geomagnetic storms. These storms,
categorized by National Oceanic and Atmospheric Administration (NOAA) [27],
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can disrupt satellite operations, navigation systems, and radio communications,
degrading high-frequency radio communications and increasing auroral activity
visible even at lower latitudes [22]. Forecasters closely monitor coronal holes to
predict their effects on space weather, which is vital for maintaining the reliabil-
ity of space-dependent systems. Despite risks like disruption of communication
systems and induction of electrical currents in power lines, the storms produced
by coronal holes are typically less severe than those from coronal mass ejections
(CMEs) [11]. Enhanced auroral activity from coronal hole activity can be visu-
ally stunning but also indicates disturbance in Earth’s magnetosphere. While
generally harmless on Earth’s surface, intense auroral displays can pose risks to
astronauts and space satellites due to increased radiation exposure. Despite their
lesser severity, the long-lasting effects of coronal hole activity warrant advanced
forecasting to prepare for potential impacts on technological systems and infras-
tructure [6,11,27].

Therefore, predicting coronal hole activity [21] is crucial for mitigating the
effects of space weather on various technologies and services. These holes emit
high-speed solar wind streams that, when interacting with Earth’s magneto-
sphere, can cause geomagnetic storms with diverse impacts. These storms range
from degrading high-frequency radio communications vital for aviation and mar-
itime navigation to affecting satellite operations and GPS systems due to iono-
spheric changes. Furthermore, geomagnetic storms induced by coronal holes can
disrupt power grids, leading to voltage instability or outages [31]. Predicting
such events enables advanced warnings and protective measures, ensuring the
resilience of technological systems and infrastructure. Astronomic forecasters
monitor coronal holes closely to anticipate the strength and timing of solar wind
streams, enhancing their ability to forecast geomagnetic conditions over the fol-
lowing days, crucial for space weather preparedness and the continuous operation
of space-reliant technologies and services [33].

While the influence of coronal holes on space weather is widely acknowl-
edged, there remains a gap in the literature concerning the prediction of their
size and activity. While previous studies have predominantly focused on detect-
ing increased coronal hole activity, accurately predicting such activity continu-
ously is crucial. The size and positioning of coronal holes directly impact the
intensity and effects of solar wind streams on Earth [38]. However, limitations
in previous research on coronal holes stem from observational uncertainties in
determining their exact boundaries. Automated detection schemes like ASSA
CH, CHARM, and CHIMERA [30] vary significantly in results due to diverse
methods ranging from intensity-based thresholding to complex algorithmic clas-
sifications. Additionally, the dynamic nature of coronal hole boundaries, sites of
constant interchange magnetic reconnection, makes them challenging to define
uniquely. These challenges, coupled with the transient nature of coronal holes,
make consistent monitoring complex. Addressing these limitations requires a
cautious approach when using coronal hole boundary data for space weather
predictions and modeling. Continued improvement in detection methods and a
better understanding of the physical dynamics at coronal hole boundaries are
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essential for advancing our knowledge in this area and improving space weather
forecasting capabilities.

Recent research [14,26,33] on coronal hole activity has significantly advanced
our understanding of coronal holes and their impact on space weather. SDO [29]
was launched in 2010 to understand and record solar variations affecting Earth. It
operates in a geosynchronous orbit, equipped with three scientific investigations:
Atmospheric Imaging Assembly (AIA), Extreme Ultraviolet Variability Exper-
iment (EVE), and Helioseismic and Magnetic Imager (HMI) [3]. SDO provides
full-disk images of the Sun in various wavelengths, magnetic-field maps, and
Doppler-velocity maps [34], offering unprecedented insights into solar dynamics
and space weather.

In contrast to prior work that focuses on detecting abnormal coronal hole
activity, the proposed novel approach focuses on predicting the size of coro-
nal holes in the short term (1-7 days). We employ CHRONOS [13] to produce
highlighted, masked versions of coronal holes, serving as ground truth. Then, we
pre-process input images to compute the coronal hole coronal hole coverage ratio
on the solar surface at 1-hour intervals (recorded as tabular data). The combined
data, consisting of images and tabular data, is then fed into a multi-head CNN-
LSTM model. The CNN-LSTM architecture combines the strengths of CNNs
and LSTMs. CNNs excel at extracting features from input data, while LSTMs
are adept at processing sequential information. This hybrid approach allows for
effective sequence prediction by leveraging the spatial hierarchy of CNNs and
the temporal learning capabilities of LSTMs to model intricate patterns in the
data. The proposed approach, powered by the RESNET-50 CNN architecture,
processes images and integrates both data types to predict future coronal hole
activity with improved precision and accuracy. We describe our methodology
in detail later in the paper. We present a comprehensive evaluation of various
models for predicting sunspot ratio. Our results demonstrate the superior per-
formance of the LSTM-CNN model, achieving the lowest Mean Squared Error
(MSE), Root Mean Squared Error (RMSE), and Mean Absolute Error (MAE)
compared to other models. Sensitivity studies reveal that a look back period of
60 and a predict ahead window of 24 strike a balance between performance and
computational overhead highlighting the effectiveness of the proposed method
in capturing complex temporal patterns and its potential for applications in
forecasting tasks.

2 Related Work

The Solar Dynamics Observatory (SDO) dataset [14] offers an unparalleled
resource for solar physics research, providing high-resolution, multi-wavelength
imagery of the Sun with exceptional temporal and spatial detail. The complex-
ity and vastness of the SDO dataset make it ideal for image processing and
machine learning techniques, which can uncover hidden patterns, improve pre-
dictions, and deepen our understanding of solar dynamics. Multiple works have
leveraged this dataset to advance our understanding of solar phenomena and
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develop innovative machine learning applications in heliophysics, including solar
flare prediction using support vector machines [2], deep learning approaches for
estimating coronal loop properties [10], flare precursor detection methods [5],
and super-resolution imaging of magnetograms [14].

Research on coronal hole activity has traditionally emphasized detection
methodologies, employing techniques ranging from manual inspection to auto-
mated computer vision methods to identify these regions on the sun [6,7,33].
Image processing techniques have been widely employed to detect coronal holes,
characterized by cooler and less dense regions, using data from the observatories.
Although successful in identifying their presence, these methods often fall short
in providing predictive insights into their future behavior or evolution [14,16].
Recent advancements [4,20] have shown promise in analyzing space weather data
through deep learning approaches. Prior research utilized a introduced a deep
learning method using the U-Net architecture to detect coronal holes [4,17,20],
highlighting the potential of deep learning in this domain, however their work
was limited to coronal hole segmentation, matching, and map classification.

Jarolim et al. [19] proposed the CHRONNOS model, a convolutional neural
network (CNN) based technique that utilizes multi-channel data for precise coro-
nal hole boundary detection [1], demonstrating the suitability of convolutional
neural networks (CNNs) for real-time applications. Despite these improvements
in detection accuracy, the focus has remained primarily on identification rather
than prediction. CHRONNOS has been used in multiple works for various types
of analysis on solar data such as solar irradiance variability on decadal to mil-
lennial timescales [9], revisit the solar forcing recommendations [12], etc. In this
work, we utilize CHRONNOS to provide the ground truth information regard-
ing coronal hole activity which we detail in a later section. Existing literature
lacks robust predictive models for coronal holes, focusing mainly on detection
rather than future behavior prediction. Our research introduces a novel approach
using the LSTM architecture to forecast coronal hole activity over the short term
period (1-7 days). This advancement addresses a critical gap in the field, offering
valuable lead time for preparations against potential space weather events. Our
work fills this void, promising enhanced predictive accuracy and positioning our
research as a notable contribution to the field.

3 Proposed Approach

This section outlines our proposed approach, consisting of three key components:
data preparation, model training, and the coronal hole prediction system. We
describe the dataset, data preparation, model training process, and the end-to-
end pipeline, including baseline models used for comparison.

3.1 Dataset

As mentioned earlier, we utilized the comprehensive dataset from NASA’s SDO
covering the years 2011 to 2018 [23]. This dataset includes a rich collection of
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solar images and related data, with the baseline timestamp-related data obtained
from prior work [19]. The dataset contained a CSV file that detailed temporal
information for the period from 2011 to 2018, ensuring precise alignment with
the corresponding image data. The SDO dataset comprises image matrices cap-
tured by the Atmospheric Imaging Assembly (AIA) and the Helioseismic and
Magnetic Imager (HMI). Specifically, we included the ATA wavelengths of 94
A, 131 A, 171 A, 193 A, 211 A, 304 A, 335 A, 1600 A, and 1700 A, as well
as the HMI magnetic field components bx, by, and bz. For each hour, the file
provides congruent paths to the respective image matrices, organized to facili-
tate seamless integration with the temporal data. The dataset was downloaded
from the MiniSDO Dataset website [23] using the wget command. The data for
each year provided as a .tar file that required extraction to access the individ-
ual image matrices. This extensive dataset (69 GB), combining high-resolution
solar images across multiple wavelengths with precise temporal data, forms the
foundation of our analysis, enabling a comprehensive study of solar phenomena,
particularly focusing on the activity of coronal holes over time.

filter data
data pre-processing

thresholdingfe—____)

Whitespot
data

SDO
Dataset
(Images)

CHRONOS

Fig. 1. Process for Computing sunspot Information.

3.2 Data Preprocessing

Following the acquisition of the dataset, we employed CHRONNOS [19] to pre-
process the raw images, utilizing its convolutional neural network to accurately
delineate coronal hole boundaries. This pipeline provided access to hourly image
data from the SDO dataset, allowing for the generation of binary mask images
via thresholding (mean pixel values of the mask image) [24]. Subsequent sunspot
computation [32] involved counting sunspot ratios and total pixels, yielding the
sunspot ratio (ratio of white pixels in a solar image divided by total pixels). We
then merged this tabular data with the original CSV file, creating a comprehen-
sive dataframe that included relevant ATA wavelengths and SDO image paths.
The sunspot ratios (tabular data) were then normalized using min-max scaling
to a range of 0 to 1, ensuring that all features contribute equally to the model’s
learning process.

The image data was retrieved using paths extracted from our tabular CSV
file, which also contained the sunspot ratio information. We focused primarily
on the 171 A wavelength image data due to its minimal missing values compared
to other wavelengths used to produce CHRONNOS mask outputs. We selected
the 171 A wavelength for our analysis due to both its availability and its estab-
lished relevance in observing coronal holes. While we acknowledge that other
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wavelengths contribute valuable information about solar phenomena, the 171 A
channel offers several advantages. It captures emission from the upper transition
region and quiet corona, providing a clear contrast between coronal holes (which
appear darker) and the surrounding regions. Moreover, the 171 A channel is less
susceptible to contamination from bright active regions and flares, which can
obscure coronal hole boundaries in other wavelengths. The relatively low num-
ber of missing values in the 171 A data further supports its suitability for our
study, ensuring a consistent and reliable dataset for training and evaluating our
model. We analyzed missing values by examining their occurrence at an hourly
cadence, revealing varying levels of missing data across different years. Due to the
inherent complexity of interpolating image data, we proceeded with training our
multi-head machine learning model using the available data, acknowledging the
potential for future refinements through tabular data interpolation techniques.
In addition to the raw image data and the sunspot ratios, no other features were
explicitly extracted or engineered for this study. The focus was on leveraging the
spatial information from the images and the temporal patterns in the sunspot
ratios to predict coronal hole activity.

3.3 Model Architecture

The model employs a multi-head architecture, comprising both CNN and LSTM
components, implemented using the PyTorch [18] and TensorFlow [28] library.
The CNN-LSTM architecture [25] integrates the strengths of CNNs for feature
extraction from input data with the sequential processing capabilities of LSTM
networks, enabling effective sequence prediction. Originally designed for visual
time series prediction tasks, such as generating textual descriptions from image
sequences, this hybrid architecture leverages the spatial hierarchy of CNNs and
the temporal learning capabilities of LSTMs to model complex patterns in data.

Our CNN-LSTM model employed RESNET-50 as a feature extractor, pro-
cessing input images to extract spatial features like shapes, textures, and pat-
terns through convolutional and pooling layers. The extracted features were then
fed into an LSTM network, capturing temporal dynamics and patterns, such as
changes in features over time. Our CNN-LSTM model, by combining RESNET-
50’s spatial feature extraction and LSTM’s temporal modeling, effectively learns
complex patterns in spatiotemporal data. We modify the RESNET-50 architec-
ture to accommodate 12-channel input, corresponding to the 12 wavelengths of
SDO images used per time step. The final fully connected layer of RESNET-50
is replaced with a linear layer that outputs 128 features per time step, followed
by a ReLU activation function. A two-layer bidirectional LSTM with 500 hidden
units processes the CNN embeddings sequentially, with a dropout layer with a
probability of 0.25 applied after each LSTM layer to prevent overfitting. This
ensures that the model generalizes well to unseen data. The bidirectional struc-
ture captures temporal dependencies in both forward and backward directions.
A final dense layer with ReLU activation and linear output maps the LSTM’s
output to the prediction horizon, generating forecasts for multiple future time



Predicting Coronal Hole Activity: Key to Mitigating Space Weather Impacts 199

steps. For instance, if predicting 10 future time steps, the dense layer’s output
dimension would be 10. The model architecture is described in Fig. 2.

Inputs
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Fig. 2. Integrated Model Structure.

3.4 Model Training

The inputs to our CNN-LSTM model include both tabular and image data (rep-
resented as matrices). Due to computational resource constraints, we employed
a batched training approach, partitioning the dataset into yearly chunks and
training the model on each year’s data separately. This strategy enabled efficient
resource utilization and allowed the model to adapt to distinct yearly patterns.
Given the yearly variations in our data, limited computational resources, and
temporal shifts in data distribution, this approach proved effective. Within each
annual batch, we utilized a fixed batch size of 64, further dividing each year’s
data into smaller, manageable batches. This hybrid approach combined the ben-
efits of annual batching, such as adaptability to yearly changes, with the control
and stability offered by fixed batch sizes, enabling optimal training performance.

To mitigate the risk of overfitting, we employ several regularization tech-
niques during training, including dropout layers with a probability of 0.25 after
each LSTM layer and early stopping, monitoring the validation loss and ter-
minating training if it fails to improve for a specified number of epochs. This
helps to prevent the model from memorizing the training data and ensures that
it generalizes well to unseen examples. The effectiveness of these regularization
techniques is evident in the fact that our CNN-LSTM model did not trigger early
stopping during training, suggesting that it has learned meaningful patterns in
the data rather than overfitting to noise. We utilize the Huber loss function with
delta=1.0 for training, striking a balance between Mean Squared Error (MSE)
for small errors and Mean Absolute Error (MAE) for larger errors. To optimize
the learning rate, we utilize a ReduceLR scheduler [15] with a minimum learn-
ing rate threshold, reducing the learning rate if the validation loss plateaus. We
utilize the Adam optimizer [37] and early stopping with a patience of 10 epochs
and monitoring of additional metrics (e.g., validation MAE) prevents overfitting.

The training data was reshaped to include a lookback and a predict-ahead
parameter, which were adjusted during training for a comparative study. The
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lookback parameter indicated the recent history of number of hours of sunspot
and image data used to train the LSTM cells used as context (12-84, in intervals
of 12). The predict-ahead parameter, on the other hand, specified the number
of hours the model was predicting into the future, with ranges of 24 to 168 in
intervals of 24 (1-7 days). The model was trained on a high-performance com-
puting infrastructure that included an Intel Xeon server (16 cores, 1.6 GHz, 96
GB DRAM) and an NVIDIA Tesla RTX 4090 GPU for accelerated training. For
evaluation, we employed a temporal split of the dataset, allocating the first 80%
of I/O accesses (ordered by timestamp) for training and the remaining 20% for
testing. We evaluate the model’s performance by comparing its predictions to
the actual sunspot ratio, assessing its ability to capture the temporal dynam-
ics of solar activity and generate accurate forecasts. Further analyses include
comparing the model’s RMSE to a baseline RMSE obtained by predicting the
average target value, as well as examining the minimum and maximum slopes of
the predictions to understand the model’s sensitivity to changes in solar activity.
This model architecture, combining the spatial feature extraction capabilities of
CNNs with the temporal sequence learning capabilities of LSTMs, was designed
to effectively capture and predict the dynamic patterns of coronal hole activity
over time. By training the model in this manner, we aimed to achieve a high
level of accuracy and reliability in our predictions, contributing valuable insights
to the study of solar phenomena.
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Fig. 3. Methodology

3.5 Coronal Hole Prediction System

Figure 3 illustrates the end-to-end coronal hole activity prediction system. Ini-
tially, raw image data from the SDO dataset was pre-processed to gener-
ate masked representations of solar images at different wavelengths using the
CHRONNOS software. This process involved delineating the coronal hole bound-
aries and creating black-and-white mask images. We then computed the fraction
of each image covered by coronal holes using a thresholding method [24] (Fig. 1).
The resulting tabular data, which included the coronal hole coverage ratios, was
combined with the image data collected at 171 A. This combined dataset was
used to data preparation for training the CNN-LSTM multi-head prediction
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model, which forecasts short-term coronal hole activity over a range of 1 to 7
days. We train the model offline using 80% of the data (training data), enabling
it to make predictions on the remaining 20% (test data) within the system.
To evaluate performance, we utilize Mean Absolute Error (MAE), Root Mean
Squared Error (RMSE), and Mean Squared Error (MSE) metrics, which provide
a comprehensive understanding of the model’s accuracy and error distribution,
allowing for comparison and benchmarking, and offering insights into strengths
and weaknesses to guide future improvements. These metrics are well-suited for
assessing the model’s ability to predict coronal hole activity and identifying areas
for refinement.

The model leverages RESNET-50 for spatial feature extraction and LSTM
networks for capturing temporal dynamics, effectively integrating both spatial
and temporal information to enhance predictive accuracy. To evaluate the impact
of different lookback periods and forecasting horizons, we conducted a sensitivity
and ablation study. This analysis involved varying the lookback periods (in 12h
intervals) and forecasting horizons (in 24h intervals) to assess the robustness
and reliability of our model. For evaluation, we compared the forecasted sun
spot value with the ground truth in the tabular data obtained from CHRON-
NOS. Through this rigorous pre-processing and modeling approach, our sys-
tem provides a powerful tool for predicting coronal hole activity, offering valu-
able insights for understanding solar dynamics and improving space weather
forecasting.

3.6 Baselines

To establish robust baselines for evaluating our proposed CNN-LSTM model,
we trained three distinct models: a standalone LSTM [35] model, which solely
utilized the tabular data representing the fractional coverage of coronal holes on
the sun’s surface to forecast future coronal hole activity; a GRU [8] model; and
an ARIMA-based model, renowned for its efficacy in modeling and predicting
time-series data [36]. The LSTM baseline allowed us to assess the contribution of
temporal dependencies in the tabular data, while the ARIMA baseline provided
a comparison with a traditional statistical approach, widely employed in time-
series forecasting. By comparing our proposed model’s performance against these
baselines, we can comprehensively evaluate its effectiveness in capturing complex
coronal hole dynamics.

The selection of LSTM, GRU, and ARIMA as baseline models is grounded in
their established efficacy and widespread use in time-series forecasting tasks. The
LSTM and GRU models, representing recurrent neural network architectures,
are particularly well-suited for capturing temporal dependencies in sequential
data, making them relevant for modeling the evolution of coronal hole activity
over time. The ARIMA model, a classical statistical approach, provides a robust
benchmark rooted in traditional time-series analysis techniques. Furthermore,
these models have been extensively employed in solar physics research, offering
a direct comparison with existing approaches in the field. While acknowledging
the emergence of more recent deep learning architectures, the chosen baselines
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provide a solid foundation for evaluating the performance of our proposed model
against established and widely recognized methods in both time-series forecast-
ing and solar physics domains.

4 Results

In the following section, we present a comprehensive evaluation of the predictive
performance of various models utilized in this study. The models under consid-
eration include CNN-LSTM, LSTM, GRU, and ARIMA, each assessed based
on their ability to predict sunspot ratio. We use Mean Squared Error (MSE),
Root Mean Squared Error (RMSE), and Mean Absolute Error (MAE) to evalu-
ate model performance. RMSE is more interpretable than MSE, while MAE is
less sensitive to outliers. MAE offers a robust measure, less sensitive to outliers.
These complementary metrics provide a comprehensive understanding of model
accuracy, robustness, and reliability.

Table 1. Results for different models (all years)

Model MSE RMSE MAE Early Stopped
CNN LSTM4.22 x 107%2.05 x 1072|2.18 x 10~2|False

LSTM 1.21 x 10733.48 x 10722.60 x 10~ 2True

GRU 1.24 x 1073(3.52 x 1072/2.58 x 102/ True

ARIMA 1.53 x 1073/3.91 x 1072[2.85 x 1072|NA

4.1 Comparison with Baselines

The performance comparison of different models is summarized in Table1. All
models were trained using the initial 80% of the data from all years (2011-2018),
while the remaining 20% was utilized for validation. The optimal values for the
look back period and predict ahead window were determined using a grid search
approach, where different combinations of these hyperparameters were evaluated
based on their performance on the validation set.

The RESNET-50 based CNN-LSTM model demonstrates superior perfor-
mance in predicting sunspot ratio, consistently outperforming other models
across all evaluated metrics (MSE, RMSE, MAE). It achieves a 45% lower RMSE
and a 42% lower MAE compared to the LSTM and GRU models. The improve-
ment over the ARIMA model is even more substantial, with a 56% lower RMSE
and a 58% lower MAE. This superior performance is particularly noticeable
in years with high data variability, where the CNN-LSTM model maintains its
accuracy while other models struggle. For the experiments, we identified the opti-
mal configuration by setting the look back period to 60h and the predict ahead
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period to 24 h. This combination yielded the best performance, as demonstrated
by our hyperparameter sensitivity study (shown later).

The CNN-LSTM model, leveraging both CNNs for spatial feature extraction
and LSTMs for temporal dependencies, effectively handles the complex nature
of sunspot ratio data. In contrast, LSTM and GRU models, while proficient in
sequence modeling, show higher prediction errors, especially in years with signifi-
cant fluctuations. Both also triggered early stopping, suggesting potential overfit-
ting. The ARIMA model demonstrates the highest prediction errors, highlighting
its limitations in capturing complex patterns. Due to computational constraints,
with each epoch requiring over 3 h of training, we limited the number of training
epochs to 30. We also implemented early stopping, halting training if validation
loss failed to improve by at least 10~° for five consecutive epochs. Notably, the
CNN-LSTM model did not trigger early stopping, indicating potential for further
improvement with additional training or hyperparameter tuning. In contrast, the
LSTM and GRU models may benefit from regularization or architectural modifi-
cations to enhance their performance. Our results underscore the significance of
model selection and architecture in achieving accurate sunspot ratio predictions.
The CNN-LSTM model stands out as the most promising candidate for further
development and real-world applications, particularly in scenarios characterized
by high data variability.

Table 2. Performance Comparison of Different Models Over the Years

Year RMSE MAE

Our ModelLSTM  |GRU ARIMA Our Model LSTM |GRU ARIMA
2011/1.148e-01 |2.084e-01/2.087e-01|2.145e-01/8.223e-02 |1.568e-01|1.591e-01/1.605e-01
2012[2.403e-02 (3.615e-02(2.873e-02/3.000e-02|1.387e-02 3.076e-02(2.237e-02/2.292¢-02
2013/5.242e-02 {1.009e-01/1.209e-01/1.036e-01|3.418e-02 |7.113e-02/1.002e-017.209e-02
2014/1.027e-01 |1.820e-01/1.806e-01|1.926e-01/6.983e-02 |1.350e-01|1.341e-01/1.451e-01
2015/4.663e-02 (8.005e-02(7.929e-028.147e-02(2.664e-02 |5.940e-02|5.831e-02/6.005e-02
2016/4.753e-02 19.247e-02/9.288e-02/9.950e-02(3.248e-02 6.942e-02/6.946e-02/7.387e-02
2017/1.056e-01 {2.015e-01|2.008e-01|2.130e-01|7.727e-02 |1.545e-01/1.526e-01/1.650e-01
2018/8.986e-02 |2.288e-01|2.245e-012.158e-01/6.585e-02 |1.469e-01(1.478e-01|1.436e-01

4.2 Year-Wise Performance Comparison

Table 2 presents a comprehensive comparison of our RESNET-50 CNN-LSTM
model’s performance, trained on 80% of the data for each year, against base-
line models LSTM, GRU, and ARIMA. The results unequivocally demonstrate
the RESNET-50 based model’s superiority, consistently outperforming all base-
lines across all years in both RMSE and MAE metrics. This highlights the



204 T. Alsolame et al.

model’s exceptional predictive capability, showcasing its potential for accurate
forecasting.

In particular, our model demonstrated a significant improvement over the
baselines in years with high data variability, such as 2011, 2013, 2014, and 2017.
In these years, the RMSE of the RESNET-50 based model was 42-53% lower
than that of the LSTM and GRU models, and 49-53% lower than that of the
ARIMA model. For instance, in 2011, RESNET-50 achieves an RMSE of 1.148 x
10~! compared to the Base LSTM’s 2.084 x 107!, Base GRU’s 2.087 x 107!,
and ARIMA’s 2.145 x 107!, Similarly, in terms of MAE, RESNET-50 records
8.223 x 1072, while Base LSTM, Base GRU, and ARIMA show significantly
higher errors of 1.568 x 10~!, 1.591 x 10~!, and 1.605 x 10~ !, respectively. These
trends persist across subsequent years, highlighting the superior performance of
the RESNET-50 LSTM-CNN model.

Table 3. Early Stopping Performance during Model Training

Year|Early Stopped

Our Model LSTM|GRU
2011 False True |True
2012|False True |False
2013|False False |True
2014 |False True |True
2015/False True [True
2016|False True |True
2017 False True |True
2018|False True |True

Furthermore, the early stopping criterion, implemented to prevent overfitting,
was not triggered for the RESNET-50 based model in any of the years (Table 3),
indicating that the model could potentially benefit from additional training.
Its combination of convolutional and recurrent layers enabled effective capture
of complex patterns, resulting in accurate predictions. In contrast, LSTM and
GRU models frequently triggered early stopping, indicating higher susceptibility
to overfitting and limited ability to learn complex patterns.

4.3 Sensitivity Studies

This section examines the impact of two key hyperparameters, look back and pre-
dict ahead, on the RESNET-50 based CNN-LSTM model’s performance. Due to
computational constraints, we focus on data from 2018, enabling efficient exper-
imentation. We analyze the trade-offs between forecast accuracy, and training
complexity, providing insights for optimizing model configuration.



Predicting Coronal Hole Activity: Key to Mitigating Space Weather Impacts 205

4.4 Impact of Look Back

The look back period, determining the number of previous time steps considered
by the model, significantly influences the model’s performance. As can be seen
in Table 4, increasing the look back period generally improves forecasting accu-
racy, with significant reductions in MSE, RMSE, and MAE scores. The most
substantial improvement occurs between 48 and 60h, indicating a sweet spot
for balancing longer-term dependencies and computational complexity. The key
findings are:

Increasing the look back period from 12 to 60 h reduces MSE by 51.7%, RMSE
by 31.0%, and MAE by 8.4%.

The most significant improvement occurs between 48 and 60 h, with a 19.1%
reduction in MSE, a 26.6% reduction in RMSE, and a 4.4% reduction in
MAE.

Beyond 60h, the performance plateaus, indicating that incorporating more
historical data does not lead to further improvements in forecasting accuracy.

These results suggest that a look back period of 60 h strikes a balance between
capturing longer-term dependencies and avoiding excessive computational com-
plexity. Increasing the look back period from 12 to 60 h reduces MSE by 51.7%,
RMSE by 31.0%, and MAE by 8.4%. However, beyond 60h, the performance
gains diminish, and the model’s accuracy plateaus.

Table 4. Impact of Look Back on RESNET-50 LSTM-CNN Model Performance (2018)

Look back MSE RMSE MAE

12 8.81 x 1074/2.97 x 10722.38 x 10?2
24 7.61 x 10742.75 x 10722.17 x 1072
36 6.79 x 1074/2.60 x 10722.24 x 10?2
48 5.22 x 1074/2.78 x 10722.28 x 1072
60 4.27 x 107%2.09 x 10722.21 x 1072
72 5.21 x 1074/2.29 x 10722.51 x 1072
84 5.19 x 1074/2.28 x 10722.59 x 102

4.5 Impact of Predict Ahead

The predict ahead parameter (PA), which determines the number of time steps
into the future the model forecasts, significantly influences the performance of
the RESNET-50 LSTM-CNN model. Table5 presents the model’s performance
for various predict ahead values in 2018. As the predict-ahead value increases,
the model’s predictive accuracy generally decreases, as reflected by the increasing
MSE, RMSE, and MAE values. This degradation in performance is expected, as



206 T. Alsolame et al.

forecasting further into the future becomes inherently more challenging due to
the accumulation of uncertainties and the potential for unforeseen events. Specif-
ically, increasing the predict ahead from 24 to 48h results in a relatively small
increase in error metrics (RMSE increases by 8.3%, MAE by 9.2%). However,
further increasing the predict ahead to 72, 96, 120, and 144 h leads to more sub-
stantial error increases (RMSE increases by 21.5%, 43.9%, 70.2%, and 107.3%
respectively; MAE increases by 24.8%, 43.6%, 93.6%, and 117.4% respectively).
These results indicate that the RESNET-50 LSTM-CNN model demonstrates
good predictive capabilities for short-term forecasts (up to 48h ahead), but its
accuracy diminishes considerably for longer-term predictions. This finding under-
scores the importance of selecting an appropriate predict ahead value based on
the specific application and the desired balance between accuracy and forecast
horizon.

Table 5. Impact of Predict Ahead on RESNET-50 LSTM-CNN Model Performance
(2018)

Predict Ahead MSE RMSE MAE

24 4.25 x 107%2.05 x 1072/2.18 x 1072
48 4.95 x 1074222 x 10722.38 x 1072
72 5.25 x 1074/2.29 x 10722.72 x 102
96 9.97 x 107%/2.64 x 107%3.13 x 1072
120 8.96 x 107%/2.99 x 10724.23 x 1072
144 1.18 x 10733.40 x 107214.73 x 1072

5 Conclusion and Future Work

In conclusion, this paper presents a pioneering approach to forecasting short-
term coronal hole activity, leveraging a multi-head LSTM model that integrates
tabular data and image matrices from the SDO dataset. Our comprehensive
methodology yields promising results in predicting coronal hole activity over a
1-7 day period, outperforming baseline models, including an LSTM model using
only tabular data and an ARIMA-based model. This study addresses a critical
knowledge gap in the field by focusing on coronal hole activity prediction, which
is essential for mitigating its impacts on space weather-dependent technologi-
cal systems and services. Through rigorous sensitivity and ablation studies, we
demonstrate the robustness of our model and identify areas for future improve-
ment. Our model’s promising results in predicting coronal hole dimensions are
valuable for understanding space weather and its impact on Earth’s technologi-
cal infrastructure. The size and evolution of coronal holes are directly linked to
the properties of the solar wind streams they emit, which in turn can trigger
geomagnetic storms and disrupt various technological systems.
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Our work paves the way for future research directions, including extend-
ing the model to longer-term predictions, incorporating additional features, and
exploring transfer learning applications. By advancing our predictive capabili-
ties, we aim to contribute to developing more accurate and reliable space weather
forecasting systems, ultimately enhancing the resilience of Earth’s technological
infrastructure against coronal hole activity impacts. Furthermore, we aim to
establish a more explicit connection between our model’s predictions and their
physical implications, which could involve correlating predicted changes in coro-
nal hole size with observed solar wind parameters, such as velocity and density,
and investigating the relationship between these parameters and the occurrence
and intensity of geomagnetic storms. By bridging this gap, we can enhance the
practical utility of our model and contribute to the development of more effective
space weather forecasting and mitigation strategies.

Acknowledgments. The authors wish to acknowledge the financial support provided
by the NASA Space CT Grant Consortium under grant number Pro-Sum: P-2003. This
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1 Introduction

In Céte d’Ivoire, higher education, particularly at the university level, has expe-
rienced significant growth over the past decades in terms of both the number
of institutions and student enrollments. This expansion has played a fundamen-
tal role in national development by contributing to the formation of high-value
human capital, essential for the functioning of both public and private enterprises
[1,2]. However, numerous studies [3-6] and recent observations have highlighted
the challenges faced by university institutions. These challenges include the con-
tinuous growth of the student population, a shortage of teaching equipment, and,
most notably, a lack of adequate infrastructure such as lecture halls, classrooms,
and laboratories.

Jean Lorougnon Guédé University (UJLoG) in Daloa, established in 2012 [7],
exemplifies these issues. One of the university’s major concerns is the effective
planning of academic programs and the rational use of teaching facilities. This
situation has led to functional difficulties that hinder the smooth conduct of aca-
demic and administrative activities. Optimal management, therefore, requires an
integrated and coordinated approach to support decision-makers in planning and
utilizing infrastructure, from reservation requests to strategic decision-making.
To achieve this, the development of a robust database and its preliminary mod-
eling is crucial.

In this context, the establishment of a digital infrastructure management
model relies on object-oriented spatial modeling using Unified Modeling Lan-
guage (UML) [1,8-10]. The use of spatial technologies and geographic informa-
tion systems (GIS) has revolutionized the management and analysis of infras-
tructure and land use. Since the 1970s, satellite imagery, initiated with the first
Landsat satellites, has provided precise data on terrestrial resources. Advances in
high-resolution sensors have improved these approaches despite some limitations
related to resolution and difficulties in interpreting complex urban variables [11].

More recently, progress in very high spatial resolution (VHSR) imagery, with
satellites such as Sentinel, Pléiades, QuickBird, and GeoEye, has enabled mon-
itoring of urbanization and improved sustainable urban planning. Research has
demonstrated the utility of combining satellite imagery with machine learning
for finer analysis of land-use changes. For instance, deep learning models have
been developed to predict and model urban dynamics with high precision [12,13].
In Cote d’Ivoire, while VHSR analysis often focuses on detailed mapping and
vegetation studies, it offers promising perspectives for urban management and
infrastructure planning, including for academic institutions like UJLoG [14-16].

Alongside advancements in spatial analysis, classical approaches to process-
ing satellite images, based on pixel-by-pixel classification, have gradually given
way to object-oriented methods. This approach groups pixels according to con-
textual criteria, enabling a more accurate interpretation of spectral and spatial
data. Such advancements underscore the importance of using advanced techno-
logical tools to address universities’ growing needs for infrastructure planning
and management.
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The primary objective of this study is to develop an education management
system at UJLoG by proposing a spatial model for planning the use of educa-
tional infrastructures, integrating both key stakeholders and the infrastructures
themselves. First, the mapping of educational buildings will be updated using
the k-nearest neighbors (k-NN) classification algorithm. Subsequently, a digi-
tal mapping model will be proposed for planning the university’s educational
infrastructure.

2 DMaterial and Method
2.1 Overview of Study Area

UJLoG is a higher education institution under the Ministry of Higher Education
and Scientific Research (MESRS) of Coéte d’Ivoire. It is located in the city of
Daloa, the capital of the Haut Sassandra region in the central-western part of
the country (see Fig. 1).
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The university is situated on a 301.16-hectare site, of which 87.3 hectares
are currently in use. It is located in the northeastern part of the city, posi-
tioned between longitudes 6°26’53.413” and 6° 25’ 15.221” West, and latitudes
6°54’17.884” and 6° 55’ 54.953” North. UJLoG is bordered to the north by an
expansion zone composed of vegetation, to the south by the “Tazibouo” neigh-
borhood of Daloa, to the east by the “Archives” neighborhood, and to the west
by the “Oliviers” neighborhood. As of 2024, this young university had an esti-
mated student population of around five thousand (5,000) students [11]. The
various academic programs are organized into five (5) faculties (UFR), which
include Agroforestry, Environment, Economics and Management Sciences, Legal
and Political Sciences, and Social and Human Sciences. Additionally, there is one
(1) School of Continuing Education (EFC). The teaching is conducted by four
hundred (400) faculty members, supported by one hundred thirty-eight (138)
administrative and technical staff.

2.2 Materials and Data

The materials and data utilized in this study consist of cartographic data, satel-
lite images, supplementary data, and field equipment.

Cartographic Data. To obtain a land-use map of UJLoG, it was necessary to
use a 2023 Google Earth image for classification purposes.

Field and Data Processing Equipment. The field equipment includes a
GPS device for recording the geographical coordinates of new buildings. The
data processing equipment consists of a computer, an HP microcomputer (Intel
Core i7 with 16 GB RAM and 256 GB SSD storage). This computer is equipped
with the following software:

— QGIS 3.22 for updating the existing land use map
— PowerAMC 15, a graphical modeling tool used for creating various UML
diagrams.

Additional Data. The additional data comprises curriculum templates from
the different faculties, detailing the various programs (semester structure, type,
content, and credit hours of the teaching units, etc.).

2.3 Methodological Approach

The general methodology is organized around three main stages. The first
involves mapping the land states of UJLoG using object-oriented classification, a
supervised classification method based on the k-nearest neighbors (K-NN) algo-
rithm. The second focuses on implementing the parceling of teaching infrastruc-
tures at UJLoG. Finally, the last stage consists of modeling the spatiotemporal
information related to teaching infrastructures.
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Land Use Mapping (LUM) of UJLoG. The land use mapping, conducted
through object-oriented classification, was carried out in three phases:

— Segmentation of the Google Earth image;
— Merging and creation of object shapes;
— Application of the algorithm and the actual extraction of objects.

Segmentation of the Google Earth Image. The image segmentation process
divides the image into homogeneous segments based on criteria such as color
and texture, thus creating distinct objects. A supervised classification approach,
based on training areas manually selected through photo-interpretation, enables
the identification of the target classes.

To enhance the classification’s accuracy, segmentation scales ranging from
12% to 50% are used. Larger scales correspond to larger objects, while smaller
scales are used for smaller objects (see Fig. 2).
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Fig. 2. Segmentation of the Image Using ENVI

Merging. Following the segmentation step, the merging phase combines similar
segments to form larger entities, thus defining the total number of segments. A
merging level of 15% was selected to account for both large and small objects.
At the end of this process, the merged segments recreate the geographic shapes
corresponding to the terrain.
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Choice of Classification Algorithm. After completing the parameterization,
the k-Nearest Neighbors (k-NN) algorithm was chosen for its proven effectiveness
in shape recognition (Corbane et al., 2004). The k-NN is a classic supervised
learning method that belongs to the category of Machine Learning algorithms. It
is based on simple statistical principles and proximity rules to make predictions.
Using sampling areas, the means (centroids) of each class are calculated. An
unknown pixel is then assigned to the closest class, i.e., the one whose centroid
is nearest to that pixel.

The flowchart in Fig. 3 provides a general summary of the methodology used
to classify the UJLoG Google Earth image, aiming to produce the university’s
land use map.
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Fig. 3. Synthetic Flowchart of UJLoG Land Use Map Creation

The validation of the Google Earth image classification is based on three
essential steps: field visits, visual interpretation of the classified image, and anal-
ysis using the confusion matrix. Field visits ensure a comparison between the
classification results and real-world observations, guaranteeing accurate corre-
spondence between satellite data and the observed reality. Visual interpretation
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involves a detailed analysis of the morphological and spatial characteristics of
objects to identify matches and discrepancies with their actual positions.

For this validation, three indices were used: global precision (PG), which
indicates the proportion of correctly classified pixels; predicted precision (PP),
which determines the accuracy of pixels within each specific category; and the
Kappa index (K), which measures agreement [16]. These indices are computed
using Egs. 1, 2, and 3.

PG — PP
K=——pp> (1)
1 Nc
PG = N;X”, (2)
1 Nc
PP = N2 Z(X+i - Xit), (3)
i=1

with :

— K : Kappa Index,

— PG : Global Precision,

— PP : Specific Precision,

— N : Total number of observations,

— Nc : Number of classes,

—  Xj; : Number of observations in column ¢, and row 4, located on the diagonal
of the confusion matrix.

— X4, : Total number of observations in column ¢,

— X4 : Total number of observations in row .

Creation of the Teaching Infrastructure Parcels at UJLoG. The estab-
lishment of the parcel map was carried out in two main phases: the creation of
LUM for buildings dedicated to teaching and the allocation of rooms through
the parcel mapping.

Mapping of Land Use for Educational Buildings. The establishment of
the parcel map was based on three key steps (see Fig.4): (i) converting the
classified and updated UJLoG image into a vector file supported by GIS software;
(ii) exporting the obtained file into QGIS and displaying the various thematic
classes as layers; and (iii) hiding layers (by unchecking them) that do not belong
to the theme to be highlighted and validating the land use map for buildings
dedicated to teaching purposes.
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Fig. 4. Synthetic flowchart of UJLoG LUM Creation

Mapping Classrooms Through Parcels. This phase enables the creation
of a room mapping and the proposal of a new coding system for buildings and
rooms designated for teaching purposes (see Fig.5). This process facilitates the
localization of each building/room intended for teaching. It relies on two main
steps: the first involves partitioning each polygon representing buildings into sub-
polygons (rooms) based on their respective dimensions. The second step proposes
a new coding system for buildings/rooms, following the recommendations of the
UJLoG administration.

QGIS

- partition buildings into rooms
(dividing each polygon into sub-
polygons forming the rooms)

- room coding

Map of educational infrastructures

Amphitheaters map of tutorial and
map practical rooms

Fig. 5. Summary of parcel development and infrastructure codification methodology
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Spatial Modeling Approach. The methodology used for modeling geomatic
information systems has been the subject of several studies [12-15]. It is based
on the Unified Modeling Language (UML). This methodology is divided into
three essential steps, represented by different views: the functional model, the
dynamic model, and the static model.

— Functional Analysis: The functional analysis illustrates the different use
cases and actors. It relies on the use case diagram, which describes the sys-
tem’s behavior from a user’s perspective in the form of actions and reactions.

— Dynamic Analysis: This step involves analyzing the evolution of objects
over time using an activity diagram (AD).

— Static Analysis: The static view allows for the construction of the class dia-
gram (CD), which is the most important aspect of object-oriented modeling.
This part of the work focuses on the classes and their various associations.

3 Results
3.1 Land Use Map of UJLoG
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Fig. 6. Land use map of the UJLoG space of 2023
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Figure 6 shows the land-use map obtained after classifying the 2023 Google
Earth image (see Fig.2). An initial visual analysis of the classified image reveals
clear discrimination of urban objects. Field surveys identified five main land-use
units across the university campus: “built-up area,” “green space,” “bare soil,”
“paved road,” and “dirt road.”

The “built-up area” class includes low-density buildings used for teaching,
research, administration, and other university-related activities. These struc-
tures, characterized by regular shapes, include both completed and under-
construction buildings.

The visual analysis also highlights effective differentiation of other units.
Green spaces and landscaped areas occupy a significant portion of the campus,
interspersed with bare soil and tracks.
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Fig. 7. Map of the supervise and practical rooms at UJLoG

3.2 Map of Teaching Infrastructure

The map in Fig.7 illustrates the spatial distribution of buildings designated
for various types of teaching activities at UJLoG. Eleven (11) buildings are
represented on the map, namely: “Amphi AA” “Amphi AB,” “Amphi AC,”
“Amphi AD,” “B1SW,” “B2SW,” “B3SW,” “B4SW,” “B1TW,” “B2TW,” and
“B3TW.” These buildings are categorized into two architectural styles.

The first type, consisting of eight (8) buildings, is represented by rectangular
shapes that primarily denote facilities used for Tutorials (TD) and Practical
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Work (TP). The second type, symbolized by hexagonal polygons, includes four
(4) buildings representing the amphitheaters.

A spatial analysis of the overall layout reveals a university area characterized
by a relatively low density of buildings and vast natural spaces.

3.3 Nomenclature of Teaching Infrastructure

The coding of the buildings and classrooms has led to the establishment of a
new nomenclature, as detailed in Table 1. The coding for the rooms designated
for tutorials (TD) and practical work (TP) was modified to enhance clarity and
integration into the model. The amphitheaters retain their original configuration
and coding (Amphi A, B, C, D) for easier identification.

The spatial organization and nomenclature of the buildings and classrooms
facilitated the creation of the university’s teaching infrastructure maps, as shown
in Figs. 8 and 9.

3.4 Digital Model for Planning Educational Infrastructure

Functional View. The functional aspects of the system are illustrated by a
general use case diagram, as shown in Fig. 10. The spatial analysis of UJLoG’s
educational infrastructure is structured around use cases that integrate all the
functions of the future database. The various actions performed within these use
cases are categorized into “cartographic exploitation,” “planning consultation,”
“teaching scheduling,” and “administrative tasks.”



Building Mapping for Implementing an Object-Oriented Model

Table 1. New nomenclature of buildings and rooms intended for teaching

Building Rooms Types of Number of Number
coding coding Courses buildings |of rooms
B1SW B1SW1 to BISW8 |SW 1 7
B2SW B2SW9 to BISW16 |SW 1 8
B3SW B3SW4 to B3SW, |SW 1 12
B4SW B4SW s to BASWr  |SW 1 8
B1PW B1PW1 to BIPW4 |PW 1 4
B2TW B2PW5 to B2PW8 |PW 1 4
B3TW B3PW9 to B3PW15 PW 1 8
Amphitheater|Amphitheater A to D|CM 4 4
Total 11 56
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Fig. 9. Amphitheater map (Amphitheater A, B, C and D)
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Dynamic View. The activity diagram (see Fig.11) representing the dynamic
view of this study facilitated the description of actions and the modeling of
various interactive processes involved in room reservation management. This
dynamic analysis also supported the identification of software objects, their
attributes, operations, and associated methods. Additionally, it provided the
foundation for constructing the class diagram.

Static View. The class diagram (CD) represents the model for the teaching
infrastructure planning platform at UJLoG (see Fig. 12). This diagram consists
of a set of polygons that define the classes, connected by polylines representing
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semantic connections known as associations. It includes twenty-eight (28) classes,
organized into spatial and non-spatial entities that are interconnected by various
relationships.

The diagram outlines the selected entities and the expected processes, illus-
trating how the different components will be implemented within the database,
encompassing both attribute data and spatial data. The teaching infrastructure
planning model at UJLoG, as depicted by the CD, is a system composed of
interacting objects. The various classes are interlinked through associations that
establish relationships between them (Fig. 12).
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Fig. 11. Activity diagram illustrating the cartographic operating procedure of the

UJLoG-Hub platform
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Fig. 12. Class Diagram representing the object-oriented model of educational infras-
tructures

4 Discussion

The modeling of educational infrastructure at UJLoG has enabled the develop-
ment of a framework for scheduling teaching activities and monitoring the associ-
ated infrastructure. This work lays the groundwork for a future Spatial Database
(SDB) that will manage and track the dynamics of teaching infrastructure and its
utilization via the web. The study enhances access to spatial data, supports data
visualization and exploration, and creates an adaptable tool for the analysis and
processing of both geographic and descriptive data for management activities
[16,22]. To this end, the model was developed using a rigorous methodologi-
cal approach grounded in new internet-based technologies. From a technological
and methodological perspective, the UML approach addresses the key phases of
requirements analysis and object-oriented programming, as evidenced by several
research studies [15,17]. Moreover, for some researchers [9,18,19], the adoption of
an object-oriented approach to modeling is justified by its capacity to standard-
ize object models, independent of implementation and deployment platforms
(such as programming languages, work environments, operating systems, and
network architectures).

This work, therefore, demonstrates the relevance of the key concepts of the
UML for system modeling, particularly in the context of territorial management
and analysis. Similar studies have also shown that UML, through the use of a
class diagram (CD), effectively reveals the overall structure of the application
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[20-25]. The CD has helped establish a more concise representation of the infor-
mation system, defining the relationships between spatial data and descriptive
data. It is important to note that the emphasis placed on the CD indicates
that a high-quality model is crucial for ensuring the reliability of the database
modeling that drives a platform [22,25,26]. According to the results illustrated
by the model, it is evident that the modeling relies primarily on the object-
oriented (OO) model. This approach translates the real world into objects by
encapsulating data and various processes, thereby facilitating the understanding
of the architecture and the manipulation of data. However, UML-based mod-
eling has limitations when it comes to modeling complex geographic data. The
methodological approach adopted seems to focus on a standardized design for
geographic models, allowing for normalized representations of spatial data. This
can be considered a limitation in the implementation of web-based geomatics
applications that manage complex spatial objects such as sets of lines, points,
and complex areas. It would be advisable to adapt this UML-based model for
the modeling of spatial data.

5 Conclusion

This study produced two key outcomes. The first demonstrated the potential
of Google Earth for object-oriented classification in updating land-use maps at
UJLoG. The second utilized this updated data to propose an object-oriented
model for educational infrastructure, aimed at improving the management of
academic programs. The spatial model implemented for teaching planning effec-
tively represents all entities (object classes) within the system and their rela-
tionships. Ultimately, the model, as represented by the class diagram, supports
management at two levels: the interactive organization of infrastructure and the
continuous monitoring of its temporal evolution and spatial distribution.

The results obtained will be valuable for the efficient digital management
of classroom allocation and other educational activities. Furthermore, it would
be beneficial, in future work, to enhance the UML model by incorporating
more advanced spatio-temporal concepts from the MADS method (Modeling for
Applications of Data with Spatio-temporal extensions). MADS, as a scenario-
based modeling approach, focuses on representing geographical aspects by con-
sidering different use-case scenarios. Developed in the field of spatial systems
analysis and management, MADS would thus be useful for modeling complex
systems where space and time play a crucial role in future modeling efforts.
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networks, which require high data throughput and low latency. The number of
research outputs in the literature on optical reconfigurable intelligent surfaces
(ORIS)-assisted indoor VLC systems indicates that ORIS technology is get-
ting mature and demonstrates validation of the concept [4-9,12]. The following
step is the mass production of ORIS modules for indoor VLC environments. In
future implementations, this will be helpful beyond fifth-generation and sixth-
generation mobile networks, which transmit a high amount of data between
devices with low latency. To this end, utilizing suitable materials in the reflec-
tive planar units used in the ORIS module is necessary. The ORIS module is
an optical phased array that convoys the input signal to a targeted area and
arranges the transmission channel. It consists of electronically controllable ele-
ments and has low power consumption, which is advantageous when comparing
the relay system and other competing technologies. This paper investigates the
channel gains and transmission rates of the non-line-of-sight (NLoS) through
the ORIS paths of ORIS-aided indoor VLC systems for several ORIS available
materials.

In recent years, using ORIS in the indoor VLC environment has enhanced
data transmission to solve the signal obstruction and skip-zones dilemmas mod-
ifying the transmission channel [4-9], thereby improving the capacity of the
system. The VLC systems also help to enhance the receiver’s field of view (FoV)
[15,16], with the introduction of the RIS technology to achieve a transmis-
sion rate. ORISs also help solve the line-of-sight (LoS) blockage dilemma by
strengthening the NLoS signal, solving dead system zones within the RF net-
work environment, and initiating an intelligent communication channel [13,14].
In addition, ORIS technology helps to improve the signal-to-interference plus
noise ratio (SINR) and the system’s spectral efficiency. Furthermore, ORISs
like any other variants of RIS, enable reconfigurable VLC environments. Most
works and results proposed in the literature assume the reflectivity of ORISs. For
example, the authors in [9] analyze the capacity of ORIS-assisted VLC systems
with hybrid non-orthogonal multiple access upon the assumption of a 0.95 ORIS
reflectivity. In [5], the authors exploit the ORIS technology to address the LoS
signal blockage in indoor VLC systems assuming a 0.95 ORIS reflection coeffi-
cient. Similarly, the work in [10] considers that the reflectivity of the reflective
elements is 0.9 in a study of ORIS-assisted multiple-input multiple-output VLC
systems that combine the design of the surface configuration and transceiver sig-
nal. Studying the temporal characteristics of the ORIS-aided VLC channel using
radiometric concepts is another example that assumes a reflection efficiency of
0.8 [11]. Although the work in [12] compares meta-surfaces to mirror arrays for
ORISs, the simulation setup still assumes a reflectivity of 0.8 for both types of
materials. This fundamental property of the ORISs (reflectivity) relates to the
material used in the ORIS and undeniably affects the channel gain, transmission
rate, and system performance. Among the key properties of ORIS materials is
their reflectivity, which has a significant impact on system performance. Materi-
als with higher reflectivity result in better channel gains, higher data rates, and
improved spectral efficiency. While ORIS-assisted VLC systems have received
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considerable attention in the literature, previous studies often assumed fixed
reflectivity values without taking into consideration the material properties that
may influence these values. Most existing literature focuses on theoretical per-
formance metrics without examining the practical implications of material selec-
tion. This gap motivates the present study to evaluate a wide range of materials,
including recycled options, for their reflectivity, environmental sustainability, and
practical deployment potential.

We investigate several potential ORIS materials for indoor VLC environ-
ments. Based on their reflectivity, we analyze the channel gains and achievable
rates of ORIS-assisted indoor VLC systems. We group these into three sets,
including (¢) sheet reflectors (mirror array) like polished anodized Aluminum
(PAA), Mylar, Aluminum foil, acrylic mirrors, glass mirrors, and Astro-foil,
(74) liquid-based reflectors (meta-surface) such as liquid crystals (LCs) includ-
ing A4907 and 3T-2MB combined with 0.01 wt% of trinitrofluorenone (TNF),
and (ii7) reflectors based on recycled materials (mirror array) like can lids.
Even though recycled materials demonstrate low reflectivity, channel gains, and
achievable rates, they are available worldwide for free, and their utilization in
ORIS contributes to cleaning our living environments. With LC-based ORIS, it
is possible to realize a reflectivity higher than 1, which helps to solve the double
fading effect generated by introducing the ORIS module into the VLC channels.

Notation: Bold faces are used for vectors and matrices, (x)T denotes the trans-
pose operator, and R, stands for the set of real-valued and non-negative num-
bers.

2 System Model

This study considers a multi-user indoor VLC system where ORIS modules
enhance performance by optimizing light propagation. The system comprises
light sources (LSs), photodetectors (PDs), and ORIS modules with multiple
reflective elements. The focus is on analyzing the NLoS signal path facilitated
by ORIS, ignoring less significant reflections from absorbing walls.

2.1 Indoor ORIS-Assisted VLC Model

We consider the multi-user VL.C system illustrated in Fig.1, where the ORIS
infrastructure, with N elements, is implemented to improve the system’s perfor-
mance. L light sources (LSs) illuminate the environment within which K users
connect to the network through the ORISs and LSs. In practice, three links pre-
vail in this environment: (7) the LoS link, (#i) the NLoS path through the walls,
and the NLoS channel through the ORIS infrastructure. In the sequel, we con-
sider walls very absorbing, and the NLoS received signal through these does not
add value to the overall system’s performance. Therefore, we evaluate only the
power transferred to the users through the NLoS paths with the ORIS module.
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2.2 Channel Gains

In this paper, we model LSs as point sources, and the evaluated gains correspond
to that of a point source. Note that in the remainder of this paper, NLoS means
NLoS through the ORIS infrastructure.

The Line-of-Sight Path: The LoS gain, hj;, between the [-th LS and the k-th
photodetector (PD) follows the Lambertian model. For a single light ray, hy
can be derived as

Apa(m +1)

h =
k.l 27”1%,1

cos™ (01,1) cos(d1,x) T (d1,x) f(P1,k)- (1)

In (1), Apg, di1, and m denote the PD effective area, the distance between the
I-th LS and the k-th user, and the Lambertian index (m = —1/[logy(cos(81/2))]
with 31 /5 as the half-power semi-angle of LSs), assuming that each receiver uses
a single PD. 6, ;, and ¢, are the angle of irradiance and incidence, respectively.
f(é1) is the optical concentration gain, which considers the refractive index of
the lens inside the PD, n,q, and the receiver’s field-of-view (FoV), ¥,q. f(¢1.1) =
nﬁd/ sin2(\I/pd) for 0 < ¢ < Upq and f(¢y k) = 0 otherwise. Finally, T'(¢; 1) is
the gain of the optical filter.

The Non-line-of-sight Paths: Considering the ORIS elements as point sources
and that only first-order reflections are meaningful, the NLoS gain, hy 4,
between the k-user and the [-th LS through the n-th ORIS element can be
expressed as

OnAnApa(m+1) .
27T(dl,np)2(dn,k)2 cos™ (61,n) cos(du,n) )

x €08(0n, 1) cO8(Pn k)T (Dn k) [ (Pn.k)s

where 0,, is the common reflectivity of the N ORIS elements, d,,; and dy, , are
the distances between the [-th LS and the n-th ORIS element, and the n-th
ORIS element and the k-th PD, respectively. A, is the common effective area
of the N ORIS elements, 0;,, and 8, ;. are the angles of irradiance from the [-th
LS towards the n-th ORIS element and from the n-th reflective surface towards
the k-th user, and ¢; ,, and ¢,, ,, are the angles of incidence on the n-th reflective
surface and on the k-th user, respectively.

hign,1 =

2.3 Received Signal Model and the Signal-to-Interference Plus
Noise Ratio

Let yx,; be the signal the k-th PD receives when illuminated by the I-th LS. v, ;
is defined by

Yl = Ykl + Yk,n,l + 2k, (3)

where y; and y »,; are the LoS and NLoS signals from the [-th LS to the k-PD,
and zj, is a zero mean white additive Gaussian noise (AWGN) with variance o3.
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Fig. 1. A generalized ORIS-assisted indoor VLC system. L light sources, assisted by

system X Users
an ORIS module with N elements, illuminate a system of K users.

In indoor VLC systems, AWGN is a suitable model for both thermal and shot
noises. The two signal components yy ; (LoS) and yi ;1 (NLoS) are respectively
defined by

L
Ykt = prhia P+ o0 > hieiPia, (4)
i=1,il
and
Ykyn,l = pkhf,n,zgszxz- (5)
In (5), hini = [he1ss P2ty hieng] € Rf“ [4]. Equations (4) and (5) con-
sider that the transmission of a symbol is defined by xT = [z, z2, ..., 21].

pr and P, represent the PD’s responsivity and the optical power the I-th LS
emits, respectively. The quantity g; belongs to the binary matrix G = [g;, s,
..., 8]NxL, where G describes the ORIS elements and LSs association [4]. The
SINR between the [-th LS and the k-user can be represented as

2
P2 [ (hkl+hknlgl)]
Ve = — : (6)
Sk,l

with ¢, = 0F + p? Zlev#l hi,iPiQ' Note that an element of g, g5, is unity for

an association of the I-th LS and the n-th reflective unit, and zero if not, and
q and P, are the ratios of the transmitted optical power to the electrical power,
and the transmitted optical power, respectively.
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Table 1. Simulation parameters.

Parameter Value Parameter/Value

B 200 MHz B1/2 70°

S1,1 1072 A2 /Hz|ppa 0.53A/W
flpr1) |1 Apa 1cm?
Ypa 85° gof 1

P, 1w A 700 nm

3 Analysis and Numerical Results
3.1 Analysis

The capacity lower bound of the k-user in an ORIS-assisted indoor VLC data
transmission system can be derived as

L

1 e
Ry = Z iBlogz (1 + %’Yk,l) ) (7)
=1

where e is the base of the natural logarithm and B is the signal-carrying band-
width.

3.2 Comparison

The common reflectivity, 0,,, of the N ORIS elements is the reflectivity at the
boundary of the material used in the ORIS elements. It depends on the refractive
indices, ng, of the medium the light is traveling from, n,,, the refractive index of
the medium the light is traveling into, the angle of incidence, 0 ,,, and the angle
of refraction, 6,,, of the signal through the reflective element. It is given by 39,
= 0.5(,, where

¢ = <na cos(¢y.n) — oy, cos(y,) ) 2

B Ng COS(QSl,n) + np COS(en)

N (na cos(6y,) — ny, cos(¢y.r,) ) ?

Mg €08(0p) + Ny, cOs(dr,n)

(®)

The first part of (8) relates to the s-polarized impinging light, while its second
part is associated with a p-polarized incoming signal.

Figure 2 is a representation of both s— and p-polarized incident lights. z — z
is the plan of incidence. The s-polarized light is perpendicular to the plan of
incidence, while the p-polarized light is parallel to the plan of incidence.

The above definition and description of the reflectivity of the reflecting mate-
rial typically relate to sheet materials like glass mirrors and polished anodized
aluminum, to mention only two. In the case of anisotropic materials such as LCs,
the reflectivity, 9, can be determined by considering the LC thickness that min-
imizes (or maximizes, depending on the situation) the low-field reflectance for a
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_.- s-polarized light

s-polarized light

Fig. 2. Diagram showing s-polarized and p-polarized light of the incident light.

given wavelength and incidence angle, 6, ,,. In this case, we evaluate the reflec-
tivity of the ORIS elements as

_ ¢ sin® (B nicaicp(in))
2+ Cosin® (Fnearct)(01,0))

where A, a;c, and 6; ,, are the incident light wavelength, the LC’s thickness, and
the light angle after the first surface transmission.

9)

n

3.3 Analytical Results

Table 1, where p,q is the responsivity of the PD, depicts the system parameters
used in the simulation, while Table 2 shows the reflecting or transition coefficient
of several materials that can be considered in the design of optical ORISs for
indoor VLC systems.

We analyze parameters such as transition coefficient, d,,, maneuverability,
advantages, disadvantages, and price collected from the internet. We consider
the following system’s parameters to show the performance of ORIS-assisted
indoor VLC systems based on these materials. We consider a 5m X 5m x 3m
room model with a single LS, L = 1, one user, K = 1, and an ORIS with 100
reflective elements of 0.1 m x 0.1 m each.

The NLoS ORIS channel gain hy ,, 1 in (2) can be reduced to hi ,, 1 = 9, A for
one LS, 100 ORIS elements, and one user. With the numerical parameters of the
system, assuming a central position of the PD facing the ceiling, the LS fixed on
the top line of the back wall, and the ORIS module located at the center of the
wall on the left-hand side of the room, we obtain d;, = 3.84m, d,,; = 2.92m,
cos(61,n) = 0.39, cos(¢1,,) = 0.92, cos(6,,1) = 0.514, and cos(¢,,,1) = 0.92, then
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Fig. 3. NLoS ORIS channel gain related to several selected potential ORIS materials.

we have A = 6.419 x 107!, With the same parameters and the knowledge that
the air refractive index is unity, n, = 1.000, and exploiting (8), we realize 0,
=0.95, 0.88, 0.75, 0.99, 0.98, 0.76 for polished anodized Aluminium, Aluminum
foil, can lids, acrylic mirror, glass mirror, and Astro foil, respectively. In addition,
we obtain the reflectivity of Mylar, which is higher than 0.95. Furthermore, we
evaluate that of substances like A4907 and 3T-2MB combined with 0.01 wt% of
TNF LCs using (9), and obtain several values.

Figures 3 and 4 depict the channel gain and the achievable rate that relates
to these potential materials, which could be used to design ORIS modules for the
indoor environment. For the same transmission parameters, environment, reflect-
ing surface orientation, and receiver orientation, the channel gain varies with the
material used, as this depends on the reflectivity of this material. Figure 3 shows
that among the sheet material investigated in this paper, mirrors have the high-
est reflectivity, around 0.99, which means that only 1% of the impinging signal
is lost during the transition through the ORIS reflective surface. Up to 25%

Excepting the reflectivity, Table2 also shows more critical parameters in
selecting the ORIS material. These are the maneuverability /control, main advan-
tages and disadvantages, and cost. Generally, in ORIS modules, The control
mechanism may use micro-electro-mechanical systems (MEMS) or ultra-fast
switching elements that interact with the ORIS controller (see Fig. 1).

Due to their solid state, most materials listed in Table 2 do not allow their
intrinsic characteristics to change during their operations. Therefore, their tun-
ing solely uses the MEMS technique. Orienting the impinging signal toward a
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Fig. 4. Achievable data rate vs. transmit optical power of IRS-aided indoor VLC sys-
tems: Comparison between several potential ORIS materials.

specific user requires a rotation of the element (yaw and roll angles). Some mate-
rials, like PAA, can be readily shaped, scratched easily, and expensive. Mylar is
very cheap, about $30 for a 4'x’50 roll; however, it requires extra material for the
framing, which will increase its cost. Distinctively, Aluminum foil is immensely
cheap and widely accessible but structurally weak. Although can lids are effec-
tive, widely available for free, and salvageable, they may be presented in several
different shapes and require extra labor to be usable. While Acrylic mirrors are
very reflective and expensive, glass mirrors are also highly reflective, costly but
breakable. On the other hand, ORIS elements using anisotropic substances like
LCs do not require a unit rotation to re-direct the light rays. In this case, the
orientation of the incoming light is based on Snell’s law of reflection, depending
on tuning the refractive index using an externally applied field.

Of all the materials listed in Table 2, LCs can be controlled with MEMS and
externally applied electric or magnetic fields. They present high flexibility in
beam management; however, due to the tuning time related to the alignment
of their directors, LCs may slow down transmission. To better contextualize the
results, we propose elaborating on how the variations in material reflectivity
impact real-world ORIS module designs for VLC systems. For instance, mate-
rials such as polished anodized aluminum exhibit high reflectivity (95%) and
are ideal for high-capacity indoor networks where signal fidelity is paramount.
However, recycled materials like can lids, while less reflective (75%), offer an
environmentally friendly and cost-effective solution for non-critical or tempo-
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rary installations. This practical perspective bridges the gap between theoretical
findings and their tangible applications.

4 Conclusion

This paper has investigated several potential ORIS materials for indoor VLC
systems. The reflectivity of these materials has been determined, and the corre-
sponding ORIS-assisted indoor VL.C channel gains have been evaluated. While
using the investigated materials, the achievable rates of ORIS-assisted indoor
VLC systems with single LS, ORIS with 100 elements, and single user are pro-
vided, showing the effect of these materials on the data transmission. Materials
with low reflectivity lead to low transmission rates and vice-versa. LCs present
the advantage of emerging light manipulation by controlling the refractive index
without module rotation. Their high ability to electrically tune the emerging light
beam and their amplification capability are two of their most critical advantages
that could be traded off with slow data transmission. The findings of this study
underscore the critical role of material selection in ORIS-assisted VLC systems.
High-reflectivity materials like polished anodized aluminum and acrylic mirrors
are suitable for applications requiring maximum channel gain and achievable
rates. On the other hand, recycled materials present an eco-friendly alterna-
tive for budget-conscious deployments. Liquid crystal-based ORIS stands out
as a versatile solution, enabling superior reflectivity control and beam manage-
ment, making it a promising candidate for future dynamic VL.C networks. These
insights provide a roadmap for designing ORIS modules tailored to specific real-
world scenarios.
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Abstract. Visible light communication (VLC) is among the key
enabling technologies to shape future wireless networks due to the unli-
censed and vast amount of bandwidth in the visible light spectrum.
Unlike radio frequency (RF) systems, signal transmission in VLC is
severely affected by line-of-sight (LoS) link blockages, random device
orientation, and limited field-of-view (FoV) of VLC transceivers, which
lead to non-uniform coverage, reduced data rate and limited mobility
support. Recently, the idea of movable access points (MAPs) in VLC sys-
tems has been proposed to overcome these challenges. This paper investi-
gates the concepts of single- and multi-connectivity in MAP-based VLC
systems. Specifically, two sum rate optimization frameworks for single-
and multi-connectivity-enabled MAP-based VLC system are proposed,
while considering minimum quality-of-service requirements for commu-
nication and sensing users and power budget. Then, the majorization-
minimization approach is leveraged to develop an algorithm for the
frameworks. Finally, simulation results are used to evaluate the sum rate
and computational complexity of the two frameworks. The results reveal
that single- and multi-connectivity frameworks mitigate the impact of
LoS blockages, user mobility, and limited FoV of transceivers in VLC
systems and a trade-off between complexity and sum rate, where multi-
connectivity offers a 300-400% improvement, but a 2.4x increase in com-
putational complexity compared to single-connectivity.

Keywords: Visible light communication - movable access point -
illumination - user mobility - sum rate optimization

1 Introduction

Visible light communication (VLC) is a promising technology to complement
existing radio frequency (RF)-based communication systems (e.g., wireless
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fidelity, sub-6 GHz, and millimeter wave) in sixth generation (6G) and beyond
networks due to its vast and unlicensed spectrum and low-cost infrastructure
[1]. However, VLC is highly susceptible to line-of-sight (LoS) link blockage,
which limits its coverage and data rate performance. In addition, the field-of-
view (FoV), random device orientation, and the limited illumination coverage of
access points (APs) also affects mobility support and the performance of VLC
systems, in general.

Optical reconfigurable intelligent surfaces (ORISs) have been proposed in
the literature to tackle the issues of LoS link blockages, limited FoV, and ran-
dom device orientation [1-8]. ORISs mitigate the impact of these design issues
by reflecting incident light beams from the AP toward the receiver. Thus, it
establishes an ORIS-assisted non-line-of-sight (NLoS) path between APs and
receivers. However, it has been established that the link performance (e.g., data
rate) of the ORIS NLoS links is insignificant when compared to that of the direct
LoS link between the AP and the receiver.

Recently, the idea of movable access point (MAP) technology in indoor VLC
systems was proposed in [9] to tackle LoS link blockages, the limited FoV of
transceivers, and random device orientation while providing mobility support.
Similar to motorized track lighting fixtures that use direct current motors or
actuators, the light fixtures in a MAP-based VLC system use adaptors and
mounting arms to move along a track in two-dimensional (2D) directions to
optimize coverage, support user mobility, and enhance network performance.
In that paper, the authors studied the joint optimization of MAPs positioning
and users association to maximize the aggregate communication sum rate and
sensing mutual information (MI) for an integrated visible light communication
and sensing (VLCS) system.

Unlike OIRS which has been widely investigated, several issues remain to be
studied for indoor MAP-based visible light networks. First, since ceiling-mounted
APs can be moved in a MAP-based system, users can be potentially served by
single or multiple APs simultaneously via single- and multi-connectivity, respec-
tively, depending on the distribution of blockers and link blockages, and users’
quality-of-service (QoS) requirements. Multi-connectivity can be used to enhance
data rate and MI to support applications with high QoS requirements such as
ultra high definition video and indoor precise positioning and navigation [10].
Thus, multi-connectivity can help increase network availability, resiliency, and
reliability. However, there has been no study on the design and optimization of
single- and multi-connectivity based MAP-based communication-centric VLCS
systems. Second, in [9], illumination constraints necessary for compliance with
eye safety standards for visible light networks were not considered [11].

Motivated by the above, this paper investigates one method to make commu-
nication and sensing more efficient by exploiting single- and multi-connectivity in
MAP-based communication-centric VLCS systems. A novel optimization prob-
lem is formulated under single- and multi-connectivity constraints, and a low-
complexity solution framework is developed to obtain a locally optimal solution.
The main contributions are summarized as follows:
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— We consider a MAP-based communication-centric VLCS system and propose
two optimization frameworks, namely, single- and multi-connectivity frame-
works that optimize the position of MAPs and user-AP(s) association to
maximize the total sum rate.

— We implement MAPs positioning and a user-AP association strategy based
on the majorization-minimization (MM) method to showcase the effective-
ness of single- and multi-connectivity optimization frameworks in overcoming
link blockages, limited FoV, random device orientation, and supporting user
mobility.

— We examine the impact that system parameters such as user mobility and
number of users, blockers, and grid-points have on the sum rate.

[\

System Model

P p—— o——— Z-——=
MAP, i Motor

Slide Track

Los
Blockage

/ Region

User,u Los

User
Device| | sensing
User, s

Blocking
Object, b

Fig. 1. MAP-aided VLCS system with communication and sensing users and LoS
blocking objects.

2.1 Network Model

The system model of the MAP-based VLCS system is illustrated in Fig. 1, with a
focus on downlink transmission. The set of MAPs is denoted as Z = {1,2,--- , I}.
Multiple mobile communication and sensing users, and blockers are uniformly
and randomly distributed in the indoor environment, and represented as U =
{1,2,---,U}, S ={1,2,---,S}, and B={1,2,---, B}, respectively, with K =
{8 U U}, where k € K, and SNU = ). The room ceiling is discretized into grid
points, denoted as G = {1,2,--- , G}, for the movement of the MAPs. Similar to
[9], each MAP is equipped with a light emitting diode (LED) and a photodetector
(PD) for simultaneous signal transmission and active sensing. Each receiver has
a PD for signal reception. User mobility is in accordance with the random way
point mobility model [12].
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2.2 Channel Model

In VLC, only the LoS paths are considered since the NLoS paths from diffused
reflections have weak signal power. The channel gain from MAP i to user & when
there is no link blockage is expressed as [5,9]:

g { 2(2—512)A cos" (¢ik:9)TT(9iky9) CcoS (91'1«’9)7 0< 91’1«’9 <F
ik,g — tkod

, otherwise

where an object between a user and a MAP does not block the LoS path if the
height of the object h, < H as shown in Fig. 2, where

xp jhy + (dy — xihaiap) @)
dy ’

is the height threshold, hy;ap and h,. are the heights of the MAP and receiver
respectively, xp ; denotes the horizontal distance between the MAP and the
blocking object (user or non-user) and d, is the separation distance between
MAP and the user device.

In (1), A is the physical surface area of the PD, ¢;, 4 is the angle of irradiance
of MAP i located at grid point g on user k, 6;, 4 is the angle of incidence
of the PD, T is the optical filter gain and 7 (6;, 4) = (fQ/sin2 .7-') is the optical
concentrator gain, where f is the refractive index, D;, 4 is the distance from MAP
i to user k and F is the FoV of the MAP transceiver. n = —1/logy(cos @) is
the Lambertian index, with ©, /, being the half-intensity radiation angle. Device
orientation of the user device is modeled in terms of the device’s polar angle, «,
and azimuth angle, 3, as [13]:

H:

cos (0i),,9) = <%D_x”‘q> sin (I") cos (£2) + <y7;y7kq> sin (I") sin (£2)+ (ZID_%?) cos (£2),
k9 k9 k9
3)

where (z;, yi, z) and (4.9, Yin.g» Zin,g) ar€ position vectors describing the
MAP and user’s locations, respectively, where I" can be modeled using the trun-
cated Laplace distribution with the mean and standard deviation of 41° and 9°,
respectively. (2 follows a uniform distribution with 2~U[—=, x| [13].

2.3 Illumination in VLC

The luminous flux of the unit optical power ¢, is defined as [14]:

1A
Oy = %72)5 cos" (¢iy,q) €0S (0iy,q)s (4)

ik,g
where 0 is the optical power to luminous flux conversion factor. The illumination
at any point can be expressed as E = ¢,(\/Pr, where ( is a conversion factor
and Pr is the electrical transmit power.
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LOS Blockage
Region

Fig. 2. LoS blockage model.

3 Sum Rate Optimization

Two performance metrics are considered for the communication-centric VLCS,
namely, data rate for communication users and mutual information for sensing
targets. The signal-to-noise ratio is the ratio between the received visible light
signal power signal and receiver noise in the indoor environment and is defined
as Pr(Rpp Giy.q)?/WDNvLc, where W is the bandwidth, Rpp is the responsivity
of the PD, and Nyrc is the power spectral density of additive white Gaussian
noise. Therefore, the achievable data rate received by communication user u from
the MAP i at grid g can be given by [5]:

€ R i 2
R;, g = Wlog, (1 + %W) (5)
Furthermore, the received echo signal-to-noise ratio at the ceiling for sensing
user s is expressed as (e/2m) (PTAg%Mg /WNvyLc), where A is the reflecting loss
factor, gf o 1s the double path channel gain for the links from MAP i to user s
and user to the same MAP. The MI at the MAP i located at grid g for sensing
target s can be presented as [15]:

e PrAg?
g =Wlog, (14 ST %0k,
R; 4 =Wlog, ( + 97 WiNvic (6)

3.1 Single-Connectivity Optimization Framework

The single-connectivity optimization framework to maximize the sum data rate
by jointly optimizing MAP positioning and user-AP association under minimum
QoS requirements for sensing and communication users and transmit power bud-
get can be formulated as
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where v;, 4 is a binary variable that indicates whether user k is being served by
MAP i located at grid point g or not. The constraints in the problem (7) are
explained as follows. Constraints C; and Cs ensure that QoS requirements for
communication and sensing users are satisfied. Constraint Cs ensures that MAP
7 can be placed at only one single grid point. Constraint C, ensures that only
one MAP can be positioned at grid point g. Constraints Cs and Cg guarantee
single-connectivity between users and MAPs. Constraints C; and Cg denote
the maximum and minimum illumination requirements for all users. Finally, Cg
ensures that the decision variables for MAP positioning and user association are
binary.

3.2 Multi-connectivity Optimization

The following modifications can be made to the problem in (7) to obtain an
equivalent optimization framework under multi-connectivity constraints. Specif-
ically Cs, and Cg of (7) can be written as
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Algorithm 1 Algorithm for solving (10) [9]

Initialization: maximum number of iterations Kmax, ¥ > 1, kK = 1, and v
Repeat

Solve (10) for a given v(*~Y and obtain v*;

Set kK = k + 1;

Until convergence or kK = Kmax;

where constraints Cs and Cg are modified to allow a user to connect to multiple
MAPs simultaneously, where Nyap is the total number of MAPs.

3.3 Proposed Solution

The optimization problems in (7) and (8) fall into the category of combinatorial
optimization which has been proven to be a non-deterministic polynomial (NP)-
hard problem. In order to demonstrate the performance of the two optimization
frameworks, we employ a MM-based solution approach to obtain a locally opti-
mal solution [9]. According to this approach, the binary constraints in Cy can
be relaxed into the equivalent continuous form:

Coa:0<ay,4<1,
I K G I K G (9)
Con: 339 Sy =3 52 3 ad, <0

and Cgy can be replaced by Cg, and Cgp,. Then, the objective function can be in
(7) can be replaced by the approximated convex function

I

G e Pr(Rpp 9iy,g)° L K & (r—1)
max qzl 121 <HZ Vi, g YV logy ( —+ P WNVL(I; °9 )) —w <L§1 k2::1 gX::l (Uikv-‘l (1 — 2vik191 ))) ,
(10)

( is the (k — 1)-th iterate solution of the problem, ¥ >> 0 is a large

-1
where v*~ 1)
1k,9

I K G
penalty factor, and | > >° 3 (U'Lk,g (1 i 1))) is the approximated

i=1k=1g=1 g
penalty function after leveraging the MM technique [16]. The communication-
centric optimization problem with objective function (10) and constraints C; ~
Cy. is convex and can be iteratively solved to obtain a locally optimal solution
using Algorithm 1.

4 Simulation Results

The indoor environment is a 10 m x 10 m x 3 m model that consists of multi-
ple users and non-user blockers with cylindrical dimensions of a 0.15 m radius,
1.65 m height, and a user-to-device distance of 0.36 m. A traditional VL.C system
where an AP is fixed on the ceiling at the room center, named as “Benchmark”
scheme is considered for comparison purposes. The number of LED arrays for



Single- vs Multi-connectivity in MAP VLCs

Benchmark is the same as the combined number of LED arrays for the MAPs.
For example, if the proposed scheme has 20 APs with Pr = 1 W dispersed at
varying grid-point locations, the Benchmark scheme would be designed as a sin-
gle AP source with transmit power Pr = 20 W. MATLAB R2024b was used
in accordance with the simulation parameters defined in Table1 to obtain the

simulation results.

Table 1. Simulation Parameters

Parameter Value Parameter|Value

User’s Speed 0.52m/s |R. 5-10 Gb/s

R 1-4 Gb/s Kmax 30

Time Slots per Instance|10 G 100

I 20 B 4

A 1 cm? T 1

F 70° O1/2 60°

f 1.5 w 5 GHz

Pr 1w R pp 0.53 A/W

Nvirc 10721 A% /Hzlw 10°

Umaa 20 ¢ 3

) 2.1x 107 | Enin 10

Erax 800

300
O e ot Ot A Benchunark
s S s S R S
&~ Benchmark

Sum Rate (Gbps)

2 4 6
Number of Users

Fig. 3. Sum rate vs. number of users.
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Figure 3 shows the sum rate performance for multi-connectivity and single-
connectivity optimization frameworks as well as the Benchmark scheme under
different number of users. It can be observed that the multi-connectivity frame-
work significantly outperforms the single-connectivity scheme by a gain of about

247
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365.48% due to increased AP(s)-user connectivity. It is revealed that the rate of
increase in sum rate as the number of users grows is much steeper for the multi-
connectivity framework and then begins to saturate when the number of users is
8. However, the rate of increase for single-connectivity framework is linear with
increasing number of users. Both single- and multi-connectivity achieve superior
sum rate when compared to the Benchmark scheme. Moreover, the solution of
Algorithm 1 is very close (i.e., near optimal) to the globally optimal solution
for both frameworks. Specifically, performance gaps of about 1% and less than
3% are noticed for single- and multi-connectivity, respectively. The difference in
the performance gap is because of the larger optimization problem dimension
for the multi-connectivity framework when compared to the single-connectivity
framework.

Figure 4 depicts the sum rate performance for single- and multi-connectivity
frameworks and the Benchmark scheme for varying number of blockers when
there are 10 users (5 communication and 5 sensing users). While the sum rate
of single- and multi-connectivity optimization frameworks decreases slowly with
increasing number of blockers, that of the Benchmark decreases rapidly. This
observation motivates MAP technology. Moreover, multi-connectivity signifi-
cantly outperforms single-connectivity.

300

6~ NIC: Comm. user 1; Begin at corner, move to center at 1.4 m/s
—%—MC: Comm. user 2: Begin at center, move to corner at 1.4 m/s
—9—SC: Comm. user 1: Begin at corner, move to center at 1.4 m/s
SC: Comm. user 2: Begin at center, move to corner at 1.4 m/s
~0-BM: Comm. user 1: Begin at corner, move to center at 1.4 m/s 250
BM: Comm. user 2: Begin at center, move to corner at 1.4 m/s
5 - ™ 3 -
10 /" = —o- Multi-Connectivity, P=1 W
q & 200 —w— Multi-Connectivity, P=0.5 W
— D GG = —6-Single-Connectivity, P-
g A 2 ] Single-Connec 2
i 2
E* < ~{-Benchmark, P=20 W
© 10 ~ 150 Benchmark, P=10 W
Y - g
£ = i
~ A7
g 10° - 1005 —e
= 4
@n e
. G == EEEEE 3
- /V i
- 50
10 15 20 25
0 1 2 3 4 5

. Number of Grid-points
Time (s)

Fig. 6. Sum rate vs. number of grid-
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The influence of user mobility on sum rate is displayed in Fig.5 for single- and
multi-connectivity schemes and the Benchmark. For this figure, we use “MC”,
“SC”, and “BM” for multi-connectivity, single-connectivity, and Benchmark,
respectively. The Benchmark scheme exhibits notable data rate fluctuations due
to its fixed AP position and coverage. By contrast, the MAP-based MC and SC
configurations adjusted dynamically to user movement, consistently optimizing
APs placements to maintain coverage and high data rate across various users’
locations and achieving stable data rates.

In Fig. 6, the effect of grid-point density on sum rate is analyzed for single-
and multi-connectivity schemes at various transmit power levels. It can be
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observed that augmenting the transmit power leads to significant improvements
in sum rate for all frameworks. This is due to the increase in the feasible region
of the optimization problem. In the MAP-based systems, denser grid points ini-
tially contributed to an enhanced sum rate by providing more options for placing
the APs. However, the rate of increase reduces with increasing number of grid
points, stabilizing around G = 25 grid points due to diminishing returns. The
Benchmark system, unaffected by grid density changes, showed no significant
variation in performance due to its fixed AP configuration.

10°

—©- Multi-Connectivity Multi
—s— Single-Connectivity -0~ Multi

Single
——Single-Connectivity, 6 users

-

Sum Rate (Gbps)
2

l \’\\
1 10

2 4 6 8 10 10 20 30 40 50 60 70
Number of Users Semi-angle half-angle (deg)
Fig.7. Time complexity for Algo- Fig. 8. Sum rate vs. LED half-angle.
rithm 1.

Figure 7 illustrates the time complexity of implementing Algorithm 1 for
single- and multi-connectivity optimization frameworks. It can be observed
that the complexity of both frameworks increases almost linearly with increas-
ing number of users. The multi-connectivity framework has higher complexity
than single-connectivity due to the larger number of variables and constraints
involved. The gap between the complexity for single- and multi-connectivity
increases as the number of users get higher, with multi-connectivity systems
exhibiting a 2.4x increase in computational complexity. In order to reduce the
computational complexity, recent machine learning algorithms can be exploited
to develop an algorithm with a significantly reduced complexity.

Finally, Fig.8 provides a plot of sum rate at various half-angles for single-
and multi-connectivity with 6 and 10 user scenarios. It demonstrates that multi-
connectivity consistently achieves a higher sum rate across all half-angle values
due to the simultaneous utilization of multiple APs for each user. As observed,
the sum rate in both connectivity schemes decreases as the half-angle increases
from 10° to 70°. This decrease is primarily due to the light beam dispersion
at larger half-angles, which reduces the effective channel gain per AP-user link,
thus impacting the overall sum rate. For multi-connectivity, the aggregation
of signal contributions from multiple APs partially mitigates this effect, main-
taining a higher sum rate across the range of half-angles. In comparison, single-
connectivity, where each user connects to only one AP, shows a more pronounced
decline in sum rate with increasing half-angle. This limitation is attributed to the
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inability of single-connectivity to leverage additional APs to offset the reduced
gain at wider angles. On average, multi-connectivity achieves approximately
a 300%—-400% increase in sum rate over single-connectivity. This substantial
improvement highlights the effectiveness of multi-connectivity in enhancing net-
work capacity, particularly in environments where users are mobile, allowing
users to benefit from aggregated gains. Such findings underscore the importance
of connectivity type and beam angle optimization for maximizing throughput in
VLC networks.

5 Conclusion

In this paper, the performance of single- and multi-connectivity systems has been
examined in a novel communication-centric VLCS system equipped with MAP
technology to tackle the link blockage and user mobility issues in VLC systems.
To achieve this, non-convex optimization frameworks have been formulated to
maximize the total sum rate for single- and multi-connectivity technologies by
jointly optimizing MAP position and user-AP association while considering min-
imum data rate, sensing MI, and illumination requirements. The MM technique
from the literature has been used to implement an algorithm that obtains a near-
optimal solution for both single- and multi-connectivity frameworks. Simulation
results have revealed that multi-connectivity systems significantly outperform
single-connectivity frameworks in MAP-enabled VLCS networks. The results
further revealed that both single- and multi-connectivity MAP-enabled VLCS
networks outperform the fixed AP benchmark scheme, indicating improvements
in total sum rate and mitigating the challenges in VLC systems. Future research
directions include investigating the impact of interference in single- and multi-
connectivity MAP-based VLCS networks and exploiting any mutual benefits of
MAPs and ORISs in VLCS networks.
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Abstract. Indoor positioning systems (IPS) are becoming increasingly
important in the future of wireless communications, with applications
ranging from smart agriculture to indoor location-based services. While
numerous IPS solutions have been proposed in the literature, many of
these technologies are either overly complex or lack the necessary accu-
racy. The emergence of visible light communication (VLC) technology
has been pivotal in enabling more effective IPS. VLC-based systems can
offer centimeter-level positioning accuracy at a relatively low cost, mak-
ing them a promising solution for a variety of indoor applications. In
this work, we provide a comprehensive review of the state-of-the-art in
VLC-based indoor positioning systems. We examine the main positioning
methods and provide examples in literature.

Keywords: Visible light communications - Indoor positioning
systems - Wireless communications

1 Introduction

Applications such as smart agriculture [13], smart industries [27], smart hospi-
tals, and location-based services demand highly precise positioning. While the
Global Navigation Satellite System (GNSS) dominates as the main outdoor posi-
tioning setup with the global positioning system (GPS), it lacks positioning accu-
racy when it comes to indoor positioning tasks. Therefore, new technologies are
necessary to provide a high accuracy Indoor Positioning System (IPS).
Infrared (IR), ultrasound, radio-frequency identification (RFID), wireless
local area network (WLAN), Bluetooth, sensor networks, and ultra-wideband
(UWB) are among many possible radio frequency technologies that have been
used to realize IPS. For example, in [8], the authors propose an IR-based IPS,
achieving accuracy results on the order of centimeters with a mean positioning
error of 6 cm. In [3], an experiment where IPS schemes based on Wi-Fi and Blue-
tooth low energy (BLE) is described. The experiments carried out demonstrate
an average positioning error of 1.3m and 1.7m for Wi-Fi and BLE, respec-
tively. RFID-based systems are also proposed in [24,25]. In [24], an RFID reader
interrogation pulse is employed to synchronize tags included in the emitter and
sensor circuitries. The sensor’s position is estimated geometrically based on dis-
tance measurements. Experimental results indicate an accuracy value below 5 cm
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with a positioning error of 15cm in the worst case. In [25], an off-line trained
machine-learning model is employed to estimate the time of arrival (TOA) of an
ultrasonic signal. The required synchronization between the emitter and sensor is
performed using the RFID standard protocol features. The experiments demon-
strate an accuracy of 25cm in the worst case. Although these approaches are
capable of achieving high accuracy with small errors, most of these approaches
are prone to electromagnetic interference, which are prohibited in certain envi-
ronments or need extra infrastructure to be implemented [23].

Visible light communication (VLC) systems are emerging as one of the most
promising technologies for the sixth generation (6G) of mobile communication.
Compared to alternative options, VLC systems offer advantages such as low cost,
security, and a much larger available bandwidth than radio-frequency systems.
VLC is also a key enabler for indoor positioning systems (IPS), as it can provide
centimeter-level accurate positioning. VLC-based IPS, also known as visible light
positioning (VLP), has gained attention due to its low cost and high accuracy
[6]. Moreover, commercial off-the-shelf LED lamps that consume low power, have
a lifespan of up to ten years, and entail low maintenance costs, can be employed
as typical VLP transmitters without generating radio interference [6].

There are three main Visible Light Positioning (VLP) methods as illustrated
in Fig. 1: the mathematical approach, which is subdivided into three categories -
proximity, triangulation, and fingerprinting; the sensor-assisted approach, which
employs sensors such as image detectors, accelerometers, and multiple optical
receivers to aid in the receiver’s positioning; and the position optimization app-
roach, which uses filtering techniques such as Kalman filter (KF) and particle
filter (PF) algorithms, spring model-based methods, and normalization methods.
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Fig. 1. Taxonomy of positioning technologies [23].

In this work, we present an overview of the current state-of-art of VLP tech-
nology. First we discuss a few requirements of a VLP-based system. Next we pro-
vide details on the main positioning methods, the mathematical, sensor-assisted
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and through optimization techniques. Finally, we review a few of the most recent
papers published in VLP systems.

2 VLC-Based Positioning

The primary benefit of a VLP system lies in its ability to seamlessly integrate
with existing lighting infrastructure [6]. Consequently, such a system must adhere
to a range of illumination, compatibility, and considerations for human health
impacts as delineated by regulatory standards.

The illumination requirements cover aspects such as maintained illuminance,
uniformity of illumination, glare rating, and color rendering index. The main-
tained illuminance establishes a lower bound for the average illuminance over
the course of the lighting infrastructure’s lifetime [6]. The criterion of uniformity
of illumination sets a lower limit for the ratio of the minimum and mean illu-
minance on a surface, in order to avoid eye discomfort due to constant vision
adaptation [6]. The glare criteria establish limits to excessive illumination that
can potentially cause temporary blindness, and color rendition regulates the
minimum color rendering index, which is an indicator of the extent to which the
lamp enables a natural color gamut perception by an observer [6].

Regarding compatibility, the VLP system should be able to integrate with
the existing infrastructure. This criteria includes the VLP system being able to
smoothly connect with pre-existing control systems such as the Digital Address-
able Lighting Interface (DALI) and DMX512 [6]. Furthermore, it should also be
able to integrate with dimming systems, implemented either with Pulse-Width
Modulation (PWM) or Amplitude Modulation (AM) [6].

Moreover, VLP systems should consider the impact of modulation on health
or perception. It is known that temporal light artifacts, such as flickering, can
worsen medical disorders such photosensitive epilepsy, migraine, nausea, and
asthenopia (eye strain) [7,18,36]. Hence, a VLP system must implement safe
frequency and depth modulation. For instance, the IEEE 1789:2015 standard,
[1], introduces guidelines for modulating current in high-brightness environments
to mitigate potential adverse health effects.

When determining these criteria for different environments, considerations
extend beyond mere compliance to standards. Psycho-physiological factors such
as visual comfort, safety concerns, ergonomic considerations, task requirements,
and economic implications are all taken into account [6]. Notably, standards also
encompass more intricate parameters, metrics (e.g., cylindrical illuminance), and
guiding [6].

The block diagram represented in Fig. 2 illustrates the building blocks of a
VLP/VLC system [6]. The blocks with a white background represent elements
that are not specific to VLC/VLP and can be borrowed from RF systems. In
contrast, the modulating, transmitting, and receiving elements, depicted in the
blocks with a blue background, require dedicated components. One of the sig-
nificant disparities compared to RF is that the transceiver combination only
supports modulating with positive and real-valued signals [6].
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Fig. 2. Block diagram representation of the VLP/VLC building blocks [6].

In the following sections we describe the methods for finding the position of a
mobile device through a VLC system. We begin by introducing the mathematical
method, next we explore the sensor-assisted method and finally we extend our
discussion to the position optimization method.

3 Mathematical Method

The mathematical approach encompasses the proximity, fingerprinting, and tri-
angulation techniques. The most basic of these methods is the proximity app-
roach, where a device’s position is inferred by knowing the position of the bea-
con with the strongest signal. The fingerprinting method leverages from features
of signals that are location dependent, such as received signal strength (RSS).
Finally, in the triangulation method, the position of the device can be estimated
through the geometric properties of triangles.

3.1 Proximity Method

When two or more beacons can detect a mobile device, the device’s position
can be estimated by mapping it to the position of the beacon with strongest
signal. However, the accuracy of the proximity method relies on the quantity of
beacons present, making it non-scalable. Additionally, the proximity method’s
variance is too significant to meet positioning requirements effectively. Nonethe-
less, the proximity method has been widely explored in the literature, presenting
relatively good results.

In [37], the authors introduce a LED-Identification (LED-ID) detection and
recognition method utilizing visible light positioning via proximity techniques.
The method involves manipulating the frequency and duty cycle of a Pulse-
width Modulation (PWM) signal to impart unique characteristics to the LED-
ID. Subsequently, Complementary metal-oxide-semiconductor (CMOS) image
sensors capture images of the LEDs, and an offline-trained a Fisher classifier and
a linear support vector machine (SVM) are used to identify the LED-ID with
the strongest signal. Once the LED is correctly identified, the position of the
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CMOS receiver is estimated by proximity. In the experimental tests carried out,
1035 LEDs could only be labeled using a PWM signal. All LEDs were correctly
identified using the SVM and Fisher classifiers, resulting in a positioning error
of a maximum of 6 m. Although, the accuracy is not at the level of centimeters,
it is sufficient for large-scale applications.

In [35], a VLP system that integrates proximity with Pedestrian Dead Reck-
oning (PDR) is introduced . PDR relies on the inertial measurement unit (IMU)
to estimate location. Because PDR determines position based on step count,
its accuracy depends on accurately measuring pedestrian step size and head-
ing direction, which can be challenging. As a result, a significant drawback of
PDR technology is the accumulation of measurement errors. To calibrate the
PDR and prevent error accumulation, the authors of [35] propose using VLP.
PDR addresses the discontinuity issue caused by the limited field of view (FOV)
of camera sensors, while VLP provides global data and periodic calibration for
PDR. The integrated system location algorithm is illustrated in the schematic
shown in Fig. 3. Experimental results indicate an accuracy of 98.5%.

Hardware

Magnctometer Accelerometer Camera Sensor

Step Event Detection ROI Extraction
Heading Angle
Estimation
" Adaptive
St ength .
lu‘:\”:‘::g‘n «—| Calibration [ Multi-Frame
s 0 L
Decoding
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PDR Locating
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Location

Fig. 3. VLP-integrated PDR system [35].

3.2 Fingerprinting Method

In the fingerprinting method, a device’s position is estimated by measuring signal
features or characteristics that vary with location. Fingerprints are categorized
into two types: radio-map-based and map-free. Map-based fingerprinting local-
ization consists of two stages: offline and online (or run-time), as illustrated
in Fig. 4. The offline stage involves conducting a site survey indoors to create a
radio map. The location positioning technique estimates a target’s position based
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Fig. 4. Schematic of the manual (red) and model-based (blue) fingerprinting process
[6] (Color figure online).

on observed signal intensities and the radio map. Diffraction and reflection can
affect RSS, leading to low accuracy [23].

In [10], a VLP system based on the weighted K-nearest neighbor (WKNN)
fingerprinting method is proposed. In this approach, position coordinates are
mapped to an indicative parameter, the Received Signal Strength Indication
(RSSI). As a preprocessing step to mitigate the effects of random fluctuations,
multiple RSSI measurements for each sampling point are collected and aver-
aged. The WKNN algorithm is then trained offline using the processed data.
Experimental results demonstrate a minimum positioning error on the order of
centimeters.

In [38], to combat the effects of the errors introduced by non-uniform and
low-density location fingerprinting distribution, a VLP method based on location
fingerprinting and meta-heuristic is proposed. In this method, all possible cases of
uneven distribution of location fingerprinting are considered by introducing the
random selection rate. The illustration of the proposed fingerprinting positioning
model where M LEds are placed at the ceiling is shown in Fig.5. The grid is
divided in a total of N fingerprinting points minimum spacing of S. During
the off-line phase, the target is placed at the N fingerprinting points and the
RSS values from the M LEDs are collected. To improve location accuracy, the
fingerprinting point weights are optimized through a series of meta-heuristic
algorithms and the results are compared. The simulation results indicated an
average positioning error of 3.11 cm.

Map-based fingerprinting is a complex approach, as measurements from mul-
tiple site positions must be meticulously collected [6]. Furthermore, positioning
accuracy can be compromised by environmental changes that differ from the data
used for training [6]. Map-free fingerprinting methods can simplify the process
of maintaining location mappings.
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Fig. 5. Schematic of the manual (red) and model-based (blue) fingerprinting process
[38] (Color figure online).

3.3 Triangulation

The position of a mobile device can also be estimated through geometric prop-
erties of triangles, a process called triangulation. This method requires the
measurement of distances to a fixed point or the angle-of-arrival (AOA) of
a signal. The three main types of triangulation methods are AOA, Time-of-
Arrival (TOA), and received signal strength (RSS). Each triangulation method
is explained below.

a) AOA: The AOA method determines the device’s position by analyzing
the angle between the base station and the mobile device. Employing the AOA
technique requires a minimum of two base stations. By obtaining two or more
angles of incidence, it is feasible to calculate the intersection of multiple lines
using geometric principles. This intersection denotes the mobile device’s location,
as shown in Fig. 6. This positioning concept relies on utilizing the convergence of
multiple directions of the wireless signal to estimate the mobile device’s location
[23].

Given the mobile device’s coordinates as (xg,yo) and the base station’s as
(24, vi), and if 1 and 65 denote the angles formed by the wireless signal’s azimuth
line and the base stations (BS1 and BS2), then they satisfy the following math-
ematical expression [23]:

Jim 00 ithi e {1,2) (1)
-

tan 91 =

3

The precision of AOA in determining location is inferior to that of TOA,

and this approach is highly influenced by the external environment. Further-

more, as the distance between the mobile device and the base station increases,

AOA’s accuracy diminishes [23]. Additionally, implementing AOA requires extra
hardware, thereby raising the overall cost [23].

A few triangulation examples using AOA are presented next. In [15], the

authors introduce a VLP system using quadrant-solar-cell (QSC) and third-
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Fig. 6. Positioning based on AOA [23].

order ridge regression machine learning (RRML). The investigated QSC is used
as an angular diversity receiver. The proposed QSC is an integrated device made
up 4 identical crystalline silicon (Si) solar cells. The quadrants of the QSC are
separated by barriers shown in Fig. 7 (a). These barriers can change the amount
of received light when the light source is located at different angles with respect
to the QSC. Position information can be derived by analyzing the photo-currents
received at the four quadrants of the QSC. The experimental results demonstrate
a positioning error of 3.0881 cm.

In 28], angular diversity is achieved through the design of a photodiode (PD)
receiver’s aperture. The authors propose an algorithm based on the maximum
likelihood (ML) principle to estimate the AOA. By triangulating the estimated
AOA, they determine the receiver’s position in 3D. The results demonstrate an
accuracy of 10 cm or better, even with a limited number of LEDs, such as four
LEDs for a 5m x 5m area.

A visible light positioning (VLP) system using a two-step approach based on
the angle of arrival (AOA) is considered in [29]. In the first step, the AOA is
estimated based on the received optical signals. In the second step, the receiver’s
position is determined using triangulation. The angles are estimated by measur-
ing the differences in the RSS values at different PDs of the receiver. To evaluate
the accuracy of angle estimation, the authors use the Cramer-Rao lower bound
(CRLB). The results indicate a positioning accuracy in the order of centimeters.

b) TOA: While in the AOA approach the device’s position is estimated based
on the angle between the base station and the mobile device, in the TOA app-
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Fig. 7. (a) Principle of QSC for angular diversity AOA VLP Rx. (b) Top view of the
QSC with different shadows produced by the barriers. (c) Unit cells with different
beacon frequencies for whole area positioning. (d) One example of installing QSC on a
robotic trolley [15].

roach the device’s position is estimated based on the time it takes for the signal
to reach the base station [23].

Assuming that v is the propagation speed and ¢; is the propagation time
between the mobile device and the i-th base station. Then, v X t; can be used to
estimate the distance s; between the mobile device and base station. Assume that
the base station’s coordinates are (z;,y;) and the mobile device’s coordinates are
(z0,yo). After that, we may calculate the following formula:

(mi _x0)2+(yi _y0)2 = si, with i € {1,2,”',’]1} (2)

where n is the number of detected base stations. In the ideal case, the spatial
position of the device can be localized in the intersection of three circle whose
centers are the base station and the radius are s1,s2,- -, s, as shown in Fig. 8
[23].

One major drawback of the TOA method is the requirement for accurate
time synchronization between the transmitter and receiver [23]. Therefore, the
positioning is highly dependent on hardware, which might increase the costs of
implementation [23].

A VLP system based on the TOA approach has been presented in [33]. The
transmitter and receiver are assumed to be perfectly timely synchronized. As
illustrated in Fig.9, LEDs are employed in this system for both signal trans-
mission and lighting. After receiving the signals, the device (receiver) calculates
each LED’s distance. The LED’s TOA signal can be measured to determine the
range. The Cramer-Rao bound is used to examine the accuracy of the TOA
estimation.

A Hybrid TOA/RSS-based distance estimate for VLP systems is proposed
in [19], and its Cramer-Rao lower limit is analytically compared against the
Cramer-Rao lower bounds of TOA-based and RSS-based distance estimation.
Asymptotic results are discussed in the paper.

A possible solution for the strict time synchronization requirement introduced
by the TOA method is the Time Difference of Arrival (TDOA) approach. In this
approach, the propagation time difference between the mobile device and base
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Fig. 8. Positioning based on TOA [23].

Fig. 9. Schematic diagram of the positioning system for indoor localization presented
in [33].
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stations is measured and then converted into the distance by multiplying the
speed of propagation. The main advantage of the TDOA method is that accurate
time synchronization between the base stations and the target is not necessary;
only time synchronization between the base stations involved in positioning is
required.

The location of the mobile device can be attained by the hyperbolic posi-
tioning method. The distance difference between base stations BS1 and BS2 is
s12 = v X (t1 — ta), as Fig. 10 illustrates. The mobile device must fall inside the
hyperbola, with the two base stations serving as its focuses and the distance
difference (s12) as the focal length (see to Fig. 10’s solid line). In the meantime,
other hyperboles, represented by the dotted lines in Fig. 10, can be created, using
the BS1 and BS3 as its foci and their distance difference, s13, as the focal length
[23]. The mobile device is then located at the intersection of the two hyperbolas.
Assume that the base station’s coordinates are (x1,y;) and the mobile device’s
coordinates are (g, yo), then we can get the following equation [23].

si = (Vi@ =20l + (i — wo)?
—V/(@i = 20)? + (g — wo)?) ,with i € {1,2}, (3)

Equation (3), yields two results representing the two hyperbola intersections.
When applying it to real applications, it necessary prior knowledge to distinguish
which is the real-world coordinates.

Fig. 10. Positioning based on TDOA [23].

A few example of publications involving TDOA are presented next. In [11],
an indoor VLP system using the TDOA method is proposed. The proposed
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system requires no ID information about the LED panel. Additionally, the pro-
posed scheme utilizes cheap photodiodes as receivers. The simulation results
indicates an positioning accuracy of 3.9 cm with clock precision of 1ns. In [12],
a low-complexity TDOA-based indoor VLP system using an enhanced practical
localization scheme depicted in Fig. 11 is proposed and experimentally demon-
strated. This method adopts the TDOA measurement scheme by means of cross-
correlation armed with the cubic spline interpolation.
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Fig. 11. Positioning based on TDOA [12].

Moreover, the transmitter synchronizes carrier waves across all channels with
a signal generator and amplifies them, powering each LED with its respective
amplified carrier. The receiver comprises of an avalanche photodetector (APD)
and a localization module. The APD captures mixed RF signals from LED trans-
mitters, processed by the localization module. To enhance accuracy, an optical
blue filter on the APD eliminates slow fluorescent elements. The localization
module functions in three stages: TDOA measurement via cross-correlation of
RF carriers, error reduction employing Kalman filtering, and position estima-
tion using trilateration. The experimental results show an average positioning
accuracy of 9.2 cm.

¢) RSS: In RSS-based indoor VLP systems, the estimation of the position of
a receiver is based on RSS measurements between the receiver and transmitters
[23]. This is possible, due to the correlation of the distance from the transmitter
to the receiver, and the attenuation in the received signal strength.

Typically, multipath propagation is a major obstacle to achieving accuracy
in RSS-based indoor positioning systems. This occurs because only the part of
the signal that corresponds to the line of sight (LOS) is useful for calculating
the distance between the transmitter and receiver [23]. Therefore, in [30], a RSS-
based indoor VLP method using channel state information (CSI) is proposed.
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To minimize the effects of the multipath propagation and improve accuracy, the
author employ CSI to estimate the normalized amplitude of the LOS path. With
the knowledge of the LOS path received power, the distance between transmitter
and receiver can be better estimated. The simulations showed that the proposed
method can pinpoint a location within 6.1 cm, with a maximum error of 17.7 cm.
Compared to the traditional least-squares (LS) method, the proposed system
offer 83% reduction in average error and an 81% decrease in root mean square
error (RMSE).

In [9], a RSS-based indoor VLP system is introduced. The authors propose
a system model as depicted in Fig.12. A joint maximum-likelihood approach
is used estimate to receiver horizontal coordinate and receiver characteristic
vector based on the RSS information. The proposed solution is robust in respect
with the receiving coefficient and receiving angle. In fact, no receiving angle
information is required. Besides, the experimental results demonstrate that the
proposed method achieves positioning accuracy below 7cm.
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Fig. 12. Illustration of the indoor VLP system presented in [9]. (a) System configura-
tion [9]. (b) Signal flow [9].

4 Sensor Assisted Method

To improve the localization accuracy, multiple types of sensor can be used to
assist a particular positioning method. These includes the use of image sensors,
accelerometers , light sensors, and multiple optical receivers.

1) Image Sensor: The main idea behind the use of image sensors as an assist-
ing device in VLP system is to capture images and process it in order to identify
luminaries, decode their identifiers, when existing, and estimate position or dis-
tances.

In general, receiver devices are subject to rotation about the x-, y- or z-axis,
which may be caused by human handling, for instance. This can impact the
performance of the image processing algorithms necessary for extracting use-
ful information from image sensors. Therefore, in [31], a tilted receiver camera
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correction and partially blocked LED image compensation algorithm to realize
high-accuracy positioning for VLP systems is proposed. Figure 13 illustrates the
schematic of the proposed indoor visible light positioning (VLP) system utiliz-
ing a single circular LED. LEDs transmit their unique digital IDs, containing
embedded positional data stored in a central database, through continuous mod-
ulation. A user captures images of a LED periodically using a smartphone’s front
camera. The system then performs two key tasks. Firstly, it decodes the rolling
shutter patterns present in the captured images to extract the LED’s unique ID
and subsequently retrieve its corresponding world coordinates from the database.
Secondly, the system detects the LED’s boundary within the images and calcu-
lates the camera’s translation matrix. Smartphone sensor data is leveraged to
estimate tilt angles, enabling the computation of the camera’s rotation matrix.
Finally, the system determines the camera’s world coordinates. The experimen-
tal findings demonstrate that the suggested VLP approach can attain an average
positioning error of less than 7 cm when capturing over 40% of the LED image,
and a positioning error averaging 3.9 cm when capturing over 90% of the LED
image.
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Fig. 13. Tilted receiver camera correction method for a single-LED-based VLP system
proposed in [31]: (1) finding the LED’s world coordinates, (2) computing the camera
matrices.
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In [16], a non-line-of-sight (NLOS) VLP system assisted with a image sen-
sor is proposed. The authors consider an indoor environment where a LED is
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illuminating a room and a COMS camera is used for capturing the reflected
modulated lights from the floor. In a first stage, a short camera burst captures
the light signal from the LEDs. This information is used to calculate the location
of the LEDs. Then, a longer camera exposure captures a detailed image of the
reflected light. By analyzing the shapes of light spots and a reference label on the
ground, the system estimates the camera’s position and orientation. The exper-
imental results indicates that the proposed method is capable of achieving 90-th
percentile accuracy of less than 22 cm for three-dimensional (3D) positioning.

2) Accelerometers: An accelerometer, Fig. 14, is a device that senses tilt and
therefore can be used to determine the orientation of a receiver, and consequently,
the angle of incidence of the signal. This information is valuable in techniques
like RSS-based positioning, where how the device is held affects how well it finds
its location.

Tilt

Gravity (g)

Fig. 14. Accelerometer sensor [17].

In [17], an accelerometer-aided visible light positioning (VLP) system that
enables mobile device localization, even with a tilted camera, is introduced. The
system is comprised of four ceiling-mounted LEDs, each transmitting its unique
3D world coordinates. An image sensor, at an unknown position, receives and
demodulates these signals. The 3D position of the mobile device is determined
based on the LEDs’ broadcasted 3D coordinates and the captured 2D image
coordinates. The proposed algorithm achieves this localization in two steps. First,
it determines the distances between the image sensor and each LED using a
single image sensor, unlike conventional approaches requiring two. Second, these
distances are incorporated into a set of equations, which are then solved to yield
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the image sensor’s position. Notably, the inclusion of accelerometer data allows
the image sensor to operate at any angle, enhancing system robustness.

In [41], a positioning system utilizes an accelerometer to measure a receiver’s
acceleration, which then helps to determine the receiver’s orientation. By com-
bining the received signal strength and accelerometer data, the system can esti-
mate the receiver’s position through a mathematical formula. Additionally, the
accelerometer measurements eliminate the need to assume that the transmit-
ter’s irradiance angle matches the receiver’s incidence angle. This eliminates the
requirement for the receiver’s height from the ground. Experiments in a simu-
lated environment demonstrated an accuracy of about 0.5 m.

3) Light Sensor: A light sensor has sensitivity to both distance and incident
angle of the light signal. This characteristic makes them a suitable device to be
used as a receiver. The light sensor can retrieve the beacon information, measure
RSS and then estimate the position of the mobile device.

In [14], a passive VLP systems using light sensors is proposed. This sys-
tem, depicted in Fig. 15, achieves target localization by analyzing variations in
the RSS of ambient light. This approach eliminates the requirement for active
devices or tags on objects of interest and avoids the need for modifications to
existing lighting infrastructure. Experimental results within a 2m x 3.6 m testbed
demonstrate a median localization error of 7cm and a 90-th percentile error of
21 cm.

A method for the locating a smartphone by receiving sinusoidally modu-
lated light signals emitted by ceiling-mounted LEDs is proposed in [2]. The
proposed VLP method works by measuring the reflected illumination from the
floor through an ambient light sensor mounted on the smartphone. The exper-
iments using four LEDs modulated at a frequency of about 60 Hz and a highly
reflective floor material showed that the 90th-percentile positioning error was
35.5cm.

4) Multiple optical receivers: The mathematical methods usually require mul-
tiple transmitters or receivers to estimate angles and/or distances. However, an
important issue that must be taken into account is Inter-Cell Interference (ICI),
which in VLP systems occurs when signals from multiple LEDs in the same
room can interfere with each other. To avoid ICI techniques that employ a sin-
gle transmitter and multiple receivers can be used.

In [39], a VLP system, illustrated in Fig. 16, using a single transmitter, mul-
tiple receivers and RSSI technology is proposed. If one receiver is selected as a
reference, say Rx1, the relative positions of Rxo and Rx3 can be expressed as

Rzy = (rcos(p), rsin(p))

Rxo = (rcos(e + 27/3),rsin(p + 27/3))

Raxs = (rcos(p + 47 /3), rsin(p + 47/3)) (4)
where ¢ is the device’s rotation angle, Rx; is the i-th receiver, and r is the radius

of the device. Knowing the distance between the LED and the receiver, along
with the LED’s location and the receiver’s specifications, allows us to estimate
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Fig. 15. Proof of concept system. (a) Actual setup. (b) Layout diagram. [14].

the position of the receiver. The results indicate that a positioning error of 1.5 cm
is achievable.

The authors of [40] propose a 3-D positioning algorithm based on gain differ-
ence, which is a function of the angle of arrival and the received signal strength.
The system is comprised of a single transmitter and multiple tilted receivers to
avoid ICI. The experimental results indicate a positioning error of less than 6 cm.

5 Positioning Optimization Method

Although mathematical and sensor-based methods achieves a high accuracy.
There is still room for improvements through advanced techniques that includes
the use of Kalman and particle filters, spring model and normalization methods.

1) Kalman filter: The Kalman filter is a powerful tool used to estimate the
state of a system, even when the measurements you have are imprecise or uncer-
tain. This is particularly important for situations where things are constantly
changing such as in indoor positioning tasks. Although the Kalman filter requires
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Fig. 16. Positioning system based on single transmitter and multiple receivers proposed
in [39].

a dynamic and linear model, its enhanced version, the extended Kalman Filter
(EKF) is able to linearize a nonlinear model.

As an alternative to EKF, there is the unscented Kalman filter. While EKF
treats the non-linearity using analytical linearization, the unscented Kalman
Filter performs statistical linearization based on a set of rules [5]. In [22], the
unscented Kalman filter is used in combination with VLP technology and inertial
navigation data to decrease the error caused by the multipath reflection effect.
The experimental results demonstrate an accuracy in the centimeter order.

2) Particle filter: Particle filters, also known as sequential Monte Carlo meth-
ods, are a powerful tool for estimating the state of a system in real-time. Unlike
the Kalman filter, which is limited to linear systems with Gaussian noise, particle
filters can handle non-linear and non-Gaussian scenarios. Particle filters employ
a set of weighted samples, also referred to as particles, to represent the state
of the system. These particles are effective in handling non-linear state-space
models and arbitrary initial state and noise distributions. Notably, particle fil-
tering techniques offer a robust methodology for generating samples from the
target distribution without imposing restrictive assumptions on the underlying
dynamics or the state distributions. However, the computational complexity of
particle filters can become significant for high-dimensional systems.

In [32], a novel visible light localization (LiLoc) algorithm, based on aug-
mented particle filter algorithm leverages from ambient light, without requiring
light source modulation. LiLoc directly utilizes the fingerprinting of ambient
light intensity (e.g., fluorescent, incandescent, LED) to estimate target location.
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To enhance accuracy, a light-intensity trajectory matching scheme refines target
position. Additionally, a beacon identification algorithm, capitalizing on inher-
ent visual features of light sources, is introduced. This algorithm, combined with
PDR, provides positioning in challenging conditions (sunlight interference, sparse
beacons, beacon damage, or missing training data). To optimize power con-
sumption, an adaptive scheduling mechanism activates appropriate algorithms
based on sunlight detection. The experimental results demonstrate that Liloc
achieves a median localization error of 2.2m in complex lighting environments
with diverse light sources and sunlight interference.

3) Spring model: Localization Algorithm based on a Spring Model (LASM)
leverages the principles of a physical spring system to estimate node positions.
Sensor nodes are modeled as particles interconnected by virtual springs to neigh-
boring nodes. As a familiar concept, springs naturally exert forces that return
displaced objects to their equilibrium positions. By calculating these inter-nodal
forces within the LASM framework, the locations of unknown nodes (often
termed “blind nodes") can be inferred [23].

4) Normalizing method: Estimations might introduce large errors, therefore
normalization can be introduced to approximate estimated values, such as esti-
mated distances, to the real values. For example, in [20] a normalizing method is
used to approximate estimated distances to real ones. The degree of the distance
adjustment can be manipulated by adjusting a controlling parameter.

6 Current State of the Art

In this section we present some examples of the most recent works published on
VLP systems.

The system proposed in [26] combines visible light, infrared (IR) light and
powerline communications to provide LED-based VLP functions within a build-
ing and support infrastructure-wide data communications for large-scale smart
hospital operations. The experimental results indicated an accuracy within 10cm.

In [4], a VLP system specifically designed for seamless indoor navigation
within museums is proposed. The system leverages a smartphone’s IMU to
combine PDR with an AOA-based positioning algorithm. In standalone oper-
ation, the VLP AOA algorithm demonstrates high accuracy with a mean error
of 10.64 cm. However, the PDR algorithm, operating independently, suffers from
environmental influences resulting in a mean error of 3m. Integration of both
algorithms proves critical to mitigate these cumulative errors. By dynamically
correcting PDR drift with the high-precision VLP AoA solution, the overall sys-
tem significantly reduces its mean error to 0.85m.

In [34], the authors employ power over Ethernet (PoE), which can trans-
mit both energy and information simultaneously over the same cable, to sup-
port LED-based illumination and wireless information services. However, PoE-
enabled VLP networks have issues such as low modulation bandwidth, low sam-
pling rate under the resource-limitation case, and strict synchronization require-
ments. Specifically, synchronization between transmitters and synchronization
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between transceivers are required to ensure the performance of the PoE-enabled
VLP network. Therefore, in the proposed scheme, Fig. 18, the PoE structure is
used to transmit the energy and both positioning and dimming control infor-
mation for each LED. Moreover, the beacon is designed to unlock the time
synchronization between the transceivers. The experimental results demonstrate
a positioning accuracy in the order of the centimeters (Fig. 17).

In [21], the authors investigate a visible light communication (VLC) system
incorporating intelligent reflecting surfaces (IRS). Their proposed model involves
a VLC receiver gathering signals from multiple LED transmitters. These signals
can travel directly via line-of-sight (LOS) paths, or they can bounce off IRSs
before reaching the receiver. The authors also propose a method to optimize the
adjustments of the IRSs to maximize the received signal strength. This method
relies on mathematical formulas and considers situations where LOS paths are
blocked. To evaluate its effectiveness, a benchmark is established using a generic

D B LED driver
D B PoE node
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Fig. 17. PoE-enabled VLP network structure presented in [34].
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Fig. 18. PoE-enabled VLP network structure presented in [21].
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Cramer-Rao Lower bound expression. Finally, the results indicate that while
IRSs do not provide critical improvements in positioning accuracy with LOS
signals from enough LED transmitters, they become very important for accurate
positioning when most or all LOS paths are blocked.

7 Final Remarks

The visible light positioning technology is of paramount importance for the next
generation of mobile communications technology. Since it is free from electro-
magnetic interference, it can be used in places where the use of RF could be
prohibited, such as hospitals. Additionally, the larger bandwidth of VLC-based
systems contributes to a higher data rate. In this work, an overview of VLP
systems and their current state of the art was presented. Besides discussing the
implications of adopting a technology primarily designed for illumination in wire-
less communications and positioning, the main positioning methods in VLC were
also explored. These methods include mathematical approaches consisting of the
proximity, fingerprinting, and the triangulation methods, of types AOA, TOA,
TDOA, and RSS. Sensor-assisted methods using image sensors, accelerometers,
light sensors, and multiple optical receivers, as well as optimization-based tech-
niques such as Kalman and particle filters, were also discussed. Finally, a few of
the most recent publications on indoor visible light positioning were presented.
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Abstract. This study conducted a bibliometric analysis to investigate the evolv-
ing trends in the application of artificial intelligence (Al) to support the Sustain-
able Development Goals (SDGs). A total of 2,653 peer-reviewed articles were
retrieved from the Scopus database. The results indicate a substantial rise in pub-
lications between 2000 and 2024, and a particularly notable growth post-2018
reflecting increasing academic and practical interest. Noteworthy contributors,
such as leading journals and influential papers, show the multidisciplinary nature
of Al applications in addressing different SDGs. The geographical distribution
of research shows that China and India are leading contributors, while the United
States shows significant international collaboration. Key themes that arose include
‘machine learning’, ‘deep learning’, and ‘natural language processing’, with a
significant focus on ‘sustainability’ and ‘societal concerns’. This study not only
enriches comprehension of Al’s significance in supporting SDGs but also offers
valuable insights for future research, policymaking, and practical application.

Keywords: Artificial Intelligence - Sustainable Development Goals - SDGs -
Sustainable Development - Bibliometric Analysis - Interdisciplinary Research

1 Introduction

The Sustainable Development Goals (SDGs) established by the United Nations offer
a comprehensive framework for tackling global challenges and promoting sustainable
development [1]. In total, 17 SDGs were established in 2015 and these seek to tackle
urgent global challenges such as poverty, inequality, climate change, environmental
degradation, peace, and justice [2]. The SDGs are a set of global objectives that serve as a
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comprehensive plan for attaining a more prosperous and environmentally friendly future
for everyone [3]. Research endeavours and collaborations are essential in advancing
progress towards the SDGs as societies work towards achieving the 2030 Agenda for Sus-
tainable Development [4]. The integration of Al with SDGs gives a substantial prospect
of applying advanced technology to achieve sustainable development. The discourse of
the fusion of Al in the pursuit of the SDGs has gained prominence owing to its aptitude to
improve processes, foster openness, and strengthen sustainable development endeavours
[5].

This study sought to explore the evolving trends in the integration of Al in the quest
to achieve the SDGs. It provides a summary of the present state of research and identifies
prominent authors, institutions, countries, and emerging themes. Such a summary will
aid in providing significant insights into the application of Al in addressing the SDGs and
guide future research directions. Thus, this study had the following research objectives:
1. To explore the trends over time in the application of Al in supporting SDGs. 2. To
identify key contributors and sources in the application of Al in supporting SDGs. 3. To
identify the geographical distribution and collaboration in research related to the appli-
cation of Al in the context of SDGs. 4. To identify core themes and influential works
related to the application of Al in the context of SDGs. The significance of this study
rests in its capacity to examine the scope of Al applications in sustainable development,
pinpointing deficiencies, patterns, and prospective areas for collaboration. As Al tech-
nologies continue to evolve, it is becoming increasingly important to understand their
role in attaining the SDGs. This analysis not only adds to the academic discussion but
also serves as a valuable tool for policymakers, practitioners, and stakeholders who are
dedicated to leveraging Al for sustainable development.

2 Background

SDGs acknowledge the inherent connection between people, the environment, and eco-
nomic prosperity [6]. The SDGs consist of 17 goals with 169 relevant targets, which aim
to tackle several global issues including poverty, inequality, climate change, environ-
mental degradation, and many more [7-9]. The United Nations challenges all countries
to attain the 17 SDGs goals by 2030 [10, 11]. Although they have become a focal point of
development planning, the key challenge lies in determining how achievable the SDGs
are given the present contexts [11]. Many critics have expressed concerns about the
feasibility of these goals [10].

As Al is becoming regularly applied to accelerate progress towards the SDGs, it is,
therefore, necessary to fully grasp the various uses of Al concerning the SDGs [1]. This
will help understand the extent to which Al can help achieve the SDGs. For instance,
Al technologies have been adopted to improve the quality of education (SDG 4) [5,
12], encourage actions that tackle climate change (SDG 13) [5, 13], promote the devel-
opment of sustainable cities and communities (SDG 11) [14-16], and reinforce peace,
justice, and robust institutions (SDG 16) [5, 13]. In addition, Al interventions have also
demonstrated their potential to contribute to the provision of clean water and sanitation
(SDG 6) [17, 18], and cheap and clean energy (SDG 7) [19, 20]. Through advanced data
analytics, Al technologies support decision-making processes that are in line with SDG
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9 (Industry, innovation, and infrastructure) [21, 22], and SDG 17 (Partnerships for the
Goals) [21, 23]. Furthermore, Al has shown its potential to address issues leading to
or related to poverty, and the stimulation of economic expansion in developing nations,
highlighting its significance in attaining SDGs about poverty alleviation and infrastruc-
ture improvement [24]. The use of Al in the areas of food security, agriculture, and
AgriTech operations exhibits its capacity to tackle issues related to food production and
security [25]. This aligns with the SDGs that prioritize the establishment of sustainable
food systems [25]. Thus, the potential of Al to contribute to the SDGs is extensive, as
research suggests that Al has the potential to tackle as many as 134 out of the 169 targets
stipulated by all 17 SDGs.

3 Methodology

3.1 Research Design

This study adopted bibliometric analysis to examine the evolving trends in the application
of Al in supporting the attainment of the SDGs. Bibliometrics is a quantitative research
method that enables the identification of patterns, trends, and key contributors in an
identified field [26]. A quantitative research approach is used to methodically analyze a
large dataset of peer-reviewed scholarly articles [27].

3.2 Database

The initial step in a bibliometric study is choosing the right database for document
retrieval. This study utilized the Scopus database to retrieve peer-reviewed articles that
were aligned with the study objectives. Scopus was chosen because it simplifies the
process of acquiring large amounts of bibliometric data [28, 29]. In addition, exporting
data from Scopus to other programs is also straightforward. Moreover, the Scopus search
engine is more flexible as it provides basic and advanced search options for conducting
precise searches effectively. Searching Scopus is achievable by using diverse terms
connected to titles, abstracts, journals, authors, or affiliations. It enables analysis of
the field’s structure, dynamics, trends and evolution, and relationships among authors,
articles, institutions, countries, and concepts.

3.3 Search Strategy

The following comprehensive search string was used to find relevant articles:
(“artificial intelligence” OR “AI” OR “machine learning” OR “deep learning” OR
“neural networks” OR “natural language processing” OR “computer vision” OR “rein-
forcement learning”) AND (“sustainable development goals” OR “SDGs” OR “Millen-
nium Development Goals” OR “no poverty” OR “zero hunger” OR “good health and
well-being” OR “quality education” OR “gender equality” OR “clean water and sanita-
tion” OR “affordable and clean energy” OR “decent work and economic growth” OR “in-
dustry innovation and infrastructure” OR “reduced inequalities” OR “sustainable cities
and communities” OR “responsible consumption and production” OR “climate action”
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OR “life below water” OR “life on land” OR “peace justice and strong institutions”” OR
“partnerships for the goals”). Data (peer-reviewed articles) was retrieved from the Scopus
database on the 26th of July 2024 and spanned from 1992 to 2024. The retrieved peer-
reviewed articles were analyzed using the Biblioshiny [30] and VOSviewer software
[31]. Performance analysis (including publication trends, top contributing authors, top
contributing journals, top contributing institutions, and top contributing countries) [26,
32], as well as science mapping (including relationships, co-occurrences, and network
analysis) [26, 27], were conducted.

4 Results

4.1 Overview of the Research Landscape

The bibliometric data gathered from the Scopus database is summarized in Table 1. The
table shows important indicators, including timespan, document information, author
information, and document types. A total of 2,653 original articles were retrieved from
the Scopus database. As depicted in Table 1, the retrieved articles were written by
8,561 authors, of which 283 were single authored. The table also shows a document
co-authorship rate of 3.95, an average citation per document rate of 9.89, and a 31.89%
international co-authorship rate, indicating a significant level of collaboration amongst
authors from various countries. The significant number of publications in this field
(2,653) indicates a strong and growing field of research. This is reflected in the large
number of contributing authors, which shows broad academic interest. The significant
number of citations per document demonstrates the influence and importance of these
publications. Furthermore, the high rate of international collaboration shows the global
scope of research efforts aimed at leveraging Al to support SDGs.

Table 1. Summary of articles on the application of Al in supporting SDGs.

Description Result
Timespan 2002: 2024

Document information | Documents (2,653); Document average age (1.88); Average
citations per doc (9.89); Annual growth (33.76%)

Author information Authors involved (8,561); Authors of single-authored docs (283);
Co-authors per document (3.95); International co-authorships
(31.89%)

Document types Journals; Book chapters; Books; Conference papers; Editorials;

Reviews; Notes and letters

4.2 Trends Over Time in the Application of Al in Supporting SDGs

This section describes the results based on the growth and publication trends, highly cited
papers, network analysis, the keywords that are mostly used, and trending topics in the
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application of Al to support the SDGs. Figure 1 depicts the annual increase in scientific
publications on the application of Al to the SDGs, from 2000 to 2024. It indicates a
consistent rise in the number of publications over time, with a significant surge in recent
years, specifically from 2018 to 2024. This could be attributed to the rapid developments
in Al technologies and the heightened global focus on sustainable development.
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Fig. 1. Annual scientific production in the application of Al in supporting SDGs.

Figure 2 depicts the trend in the evolution-specific terms related to the intersection
between Al and SDGs. The depicted trend offers valuable insights into the evolving
research focus over time, highlighting emerging patterns and emerging areas of interest
in this area. Furthermore, it highlights several emerging trends in Al research. There is
increasing specialization within the field, as evidenced by the growing use of specific

CEINT3

terms like “machine learning”, “deep learning”, and “natural language processing”.

4.3 Key Contributors and Sources

Figure 3 illustrates the evolution of contributions made by various academic journals
throughout the years.

Figure 3 demonstrates that academic journals have undergone a rise in significance
in disseminating research on Al and SDGs. This suggests the development of specialized
publication outlets in this area. Figure 4 highlights the top 20 journals with the highest
number of articles that portray integrated research on Al and SDGs. Prominent journals
include Sustainability (127 articles), Lecture Notes in Computer Science (42), Remote
Sensing (42), Lecture Notes in Networks and Systems (40), and ACM International
Conference (31), which are leading sources for research on Al applications in supporting
SDGs. The range of journals represented indicates the interdisciplinary nature of this
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Fig. 3. Source production over time in the application of Al in supporting SDGs.

research area, with contributions from both Al-specific publications (such as Artificial
Intelligence Engineering) and “broader environmental” or “social science” journals.
This diversity reflects a widespread interest in AI’s role in addressing various SDGs.
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Trends over time, as shown in Fig. 3, may indicate an increasing focus on this research
area, with some journals expanding their output or dedicating special issues to Al and
SDGs. Understanding these key journals aids researchers in choosing where to publish
for optimal impact and helps emerging researchers in the field find relevant literature
and stay current with research developments. Furthermore, recognizing leading journals
can open opportunities for collaboration with editorial boards or researchers active in
these outlets.

Axis Title
0 20 40 60 80 100 120 140

SUSTAINABILITY (SWITZERLAND) 127
LECTURE NOTES IN COMPUTER SCIENCE .. ————
REMOTE SENSING me— )
LECTURE NOTES IN NETWORKS AND SYSTEMS m—— 4(
ACM INTERNATIONAL CONFERENCE. . m—— 3|
COMMUNICATIONS IN COMPUTER AND.. m— )0
JOURNAL OF CLEANER PRODUCTION s 5
CEUR WORKSHOP PROCEEDINGS w24
CHEM w13
IEEE ACCESS e )3
PHILOSOPHICAL STUDIES SERIES = >
LECTURE NOTES ON DATA ENGINEERING AND. . s 2(
APPLIED SCIENCES (SWITZERLAND) mmmm |3
SCIENCE OF THE TOTAL ENVIRONMENT mmmm |3
SUSTAINABILITY (SWITZERLAND) = |3
ARTIFICIAL INTELLIGENCE, ENGINEERING. . 17
LECTURE NOTES IN ELECTRICAL ENGINEERING = |5
E3S WEB OF CONFERENCES s 14
HELIYON mmmm 13
IJCAI INTERNATIONAL JOINT CONFERENCE ON.. s |3

Axis Title

Fig. 4. Most relevant sources in the application of Al in supporting SDGs.

Further analysis reveals the top 20 journals using quantifiers such as the h-index,
g-index, m-index, total citations (TC), and number of publications (NP), with a focus
on identifying the most important sources. These are the most influential sources that
have contributed to the use of Al in promoting the SDGs. The journal Sustainability
(Switzerland) stands out as the most influential on the list, with 127 articles, an h-index
of 26, a g-index of 42, an m-index of 4.33, and a total citation count of 2,273. These
measures together demonstrate a significant rise in research on Al in the context of SDGs.
Significantly, the journals Remote Sensing, CHEM, Journal of Cleaner Production, and
IEEFE Access are notable contributors to the knowledge base in this area. The information
gives essential insights for researchers and policymakers who are navigating this dynamic
research field.

Figure 5 depicts the number of articles produced by various institutions in the context
of Al and SDGs. It demonstrates an expansive range of contributions from universities
around the world. Uttaranchal University is at the forefront with 74 articles, while Bei-
jing University closely follows with 63 articles. KTH Royal Institute of Technology and
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Zhejiang University have contributed 38 and 36 articles, respectively. Significantly, sev-
eral highly regarded institutions, such as the University of Johannesburg, King Fahd Uni-
versity of Petroleum and Minerals, and the University of California, have each produced
36, 34 and 33 articles, respectively.

No of articles
30 40 50

o

=

o
)
o
<))
o
~
o
0
o

UTTARANCHAL UNIVERSITY
BEITING
KTH ROYAL INSTITUTE OF TECHNOLOGY
ZHEJIANG UNIVERSITY
UNIVERSITY OF JOHANNESBURG
KING FAHD UNIVERSITY OF PETROLEUM AND..
UNIVERSITY OF CALIFORNIA
COVENANT UNIVERSITY
TSINGHUA UNIVERSITY
UNIVERSITY OF GRANADA
UNIVERSITY OF TWENTE
UNIVERSITY OF NOTTINGHAM
UNIVERSITY OF OXFORD
LOVELY PROFESSIONAL UNIVERSITY
BEIJTING NORMAL UNIVERSITY
PEKING UNIVERSITY
UNIVERSITY COLLEGE LONDON
KUBAN STATE TECHNOLOGICAL UNIVERSITY
WUHAN UNIVERSITY
MANIPAL INSTITUTE OF TECHNOLOGY

Name of mstitution

Fig. 5. Most relevant sources in the application of Al in supporting SDGs.

4.4 Geographical Distribution and Collaboration

Table 2 displays the geographical distribution of research contributions, highlighting
the top 20 countries that are most actively publishing on the topic of Al and SDGs.
Furthermore, it demonstrates the worldwide curiosity and collaborative efforts in this
specific area of research. China is the top country in research that applies Al in the con-
text of SDGs, with 283 articles. Many of these articles are single-country publications
(SCP). India closely follows, demonstrating a significant research output. Although the
United States has fewer publications, it exhibits a higher degree of collaboration, with 41
articles being accounted for by multiple country publications (MCP). South Africa also
contributed 39 publications, indicating a varied geographical distribution of research on
Al for SDGs, with countries from different continents actively involved in the research
topic. The diverse landscape emphasizes the worldwide importance of Al in tackling
sustainable development issues. The table also offers valuable information regarding
the collaborative aspect of Al research for SDGs. The MCP ratio, which measures the
percentage of papers involving international collaboration, differs throughout countries.
While the United Kingdom and Canada have high rates of collaboration in their publi-
cations, China and India have a higher proportion of publications that are limited to a
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single country. This indicates that there are varied levels of international collaboration
in Al research for SDGs in the depicted countries.

Table 2. Top 20 Corresponding author countries in the application of Al in supporting SDGs.

Country Articles SCP MCP Freq MCP_Ratio
China 283 199 84 0,1067 0,30
India 240 175 65 0,0905 0,27
USA 123 82 41 0,0464 0,33
United Kingdom 79 36 43 0,0298 0,54
Spain 67 42 25 0,0253 0,37
Australia 58 33 25 0,0219 0,43
Germany 56 43 13 0,0211 0,23
Ttaly 54 31 23 0,0204 0,43
South Africa 39 23 16 0,0147 0,41
Japan 38 29 9 0,0143 0,24
Canada 36 19 17 0,0136 0,47
Malaysia 36 17 19 0,0136 0,53
Saudi Arabia 36 14 22 0,0136 0,61
Sweden 34 16 18 0,0128 0,53
Nigeria 30 17 13 0,0113 0,43
Indonesia 28 20 8 0,0106 0,29
Tran 28 14 14 0,0106 0,50
Switzerland 25 15 10 0,0094 0,40
Brazil 24 19 5 0,0090 0,21
Netherlands 24 14 10 0,0090 0,42

TC - Total Citations; AAC - Average Article Citations; SCP - Single Country Publications; MCP
- Multiple Country Publications

Figure 6 depicts the countries with the most frequently cited authors of studies on
the application of Al for SDGs. The diagram presents a comparison between the total
number of citations (TC) and the average number of citations per article for the top 20
countries in the field.

China has the highest number of cited authors, with the highest TC of 2,485 and an
average citation per article of 8.8. The United States, with a TC of 2,423, demonstrates
a higher average citation per article (19.7) than China. This suggests that the United
States may have the highest influence per publication. Australia, Sweden, and the United
Kingdom are in the next tier of influential countries. It is worth mentioning that although
some countries, such as China, have a significant number of overall citations, their
average citation per article may be comparatively lower. This may indicate a greater
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quantity of articles, but potentially a lower impact per individual article. In contrast,
countries like Sweden (48.4), Singapore (39.1), Australia (29.4), Netherlands (25), and
Switzerland (22.5) have higher average citations per article. Although these countries
may have fewer total publications, every publication they produce tends to have a greater
impact based on their citations. In essence, Fig. 6 provides useful insights into the
worldwide Al for SDGs research landscape, emphasizing the top countries and their
corresponding research influence (based on their citations). These findings can provide
valuable insights for international partnerships sharing of knowledge, and impact of
research per country.
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Fig. 6. Most cited countries in the application of Al in supporting SDGs.

4.5 Core Themes and Influential Works

Figure 7 displays a Word Cloud that shows how often certain keywords connected to
the use of Al in the context of the SDGs occur. The size of each word is directly propor-
tional to its frequency throughout the dataset, that is the entire set of retrieved papers.
The Word Cloud highlights multiple key themes. The presence of terms such as “arti-
ficial intelligence,” “machine learning,” and “deep learning” is prominent, implying a
significant emphasis on Al technology in the dataset. Similarly, terms such as “sustain-
able development,” “SDGs,” and “climate change” emphasize the ecological and societal
aspects of research conducted in the context of Al and SDGs. The terms “data mining,”
“big data,” and “prediction” highlight the significance of utilizing data-driven methods
in the application of Al for achieving SDGs. The terms “Internet of Things,” “neural
networks,” and “algorithms” indicate the technological foundations of the research. The

EEINT3

keywords “agriculture,” “forestry,” “water quality,” and “food supply” indicate a wide
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variety of sectors where Al can be applied to tackle SDGs. The inclusion of terms such

as “humans,” “education,” and “decision-making” suggests a recognition of the impact
of AI on human beings and the broader implications for SDGs.
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Fig. 7. Word Cloud in the application of Al in supporting SDGs.

Figure 8 displays a dynamic visualization that shows how research interests in the
subject of AI for SDGs have changed over time. The diagram uses a chronological
structure, monitoring the occurrence rate of terms from 2010 to 2024.

Each term is depicted by a horizontal line with a diamond shape, where the size of
the shape is proportional to the frequency of the term at a specific moment in time. The
continual prevalence and expansion of terms such as “artificial intelligence,” “machine
learning,” “deep learning,” and “semantic segmentation” highlight the pivotal signifi-
cance of Al technologies in tackling SDGs. Concepts like “sustainable development,”
“SDGs,” and “climate change” consistently remain in the spotlight, highlighting the
continued emphasis on environmental and social sustainability. The rising significance
of phrases such as “big data,” “data mining,” and “information technology” indicates the
increasing focus on data-driven methodologies and analytics for making well-informed
decisions. The information provided in Fig. 8 is crucial for spotting new trends, guiding
research priorities, and promoting interdisciplinary collaborations.

Further analysis revealed the top 20 most cited papers on Al and SDGs. Leading
authors include Vinuesa et al. (2020) whose article “The role of artificial intelligence in
achieving the Sustainable Development Goals” published in Nature Communications has
1,069 citations, averaging 213.80 citations per year. Allam & Dhunny (2019) explored Al
and smart cities, receiving 657 citations and an average of 109.50 per year. Di Vaio et al.
(2020) reviewed Al and business models for SDGs in the Journal of Business Research,
with 471 citations and an annual average of 94.20. Mondejar et al. (2021) examined
digitalization for SDGs in the journal Science of the Total Environment, earning 343
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Fig. 8. Trending terms in the application of Al in supporting SDGs.

citations and 85.75 per year. Parkatzidis et al. (2020) provided an update on controlled
radical polymerization in Chem, achieving 318 citations at a rate of 63.60 per year.
Figure 9 is a thematic map that depicts the linkages between different themes asso-
ciated with AI and SDGs. The themes are arranged according to their “development
degree” (density) and “relevance degree” (centrality). The motor themes are situated
in the upper right quadrant, indicating their central position and significant level of

CEINNT3 LEINNT3

development. The themes encompassed are “climate change”, “sustainability”, “algo-
rithm”, “sustainable development”, “artificial intelligence” and “sustainable develop-
ment goals”. The niche themes are in the upper left quadrant, and although they are less
central, they nevertheless exhibit notable progress. Their primary focus is on matters
associated with humanity. The basic themes are situated in the lower right quadrant, and
these hold a central position but display little development. The themes encompassed
are “machine learning”, “learning systems” and “deep learning”. Finally, emerging,
or declining themes are situated in the lower left quadrant, characterized by their low
centrality, and limited development. The themes encompassed are “quality education”,
“students”, “education computing”, “natural language processing systems”, “natural lan-
guage processing”, and “social media”. The map encompasses a group of interconnected
themes centred around ‘“‘sustainable development”, “artificial intelligence”, and “ma-
chine learning”, indicating a significant linkage across these domains. There is a notable
emphasis on human-centred topics as evidenced by the frequent use of terms such as “hu-
man” and “humans”. Moreover, the inclusion of themes relating to “education” suggests

an inclination towards harnessing Al for educational purposes.
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Fig. 9. Thematic map in the application of Al in supporting SDGs.

5 Discussion

This bibliometric research offers an extensive summary of the evolving trends in the
application of Al to facilitate the achievement of the SDGs. This study provides insights
into the current state of research in this interdisciplinary field by analyzing publishing
patterns, citation trends, and emerging themes. It also identifies important contribu-
tors, geographical distributions, collaboration networks, and core themes. The review of
bibliometric data from the Scopus database demonstrates an influential and increasing
amount of research in the field of Al applications that contribute to the advancement of
SDGs. Flagging the “bandwagon effect” in this field, [33] demonstrated that Scopus-
indexed outputs reflect significant SDG researchers, publication outlets, and collabora-
tion patterns. The field exhibits significant academic interest and activity, as evidenced
by atotal of 2,653 original articles produced by 8,561 researchers. The mean citation rate
of 9.89 and the international co-authorship rate of 31.89% highlight the importance and
global scope of research endeavors in this field. The significant degree of international
collaboration shows the significance of cross-border collaborations in tackling complex
global concerns using Al. A study [34] concurred with this submission and argued that
this phenomenon is a component of a wider surge in research related to SDGs, sug-
gesting a rising consciousness of global issues and a transition towards interdisciplinary
strategies.

The study demonstrated a steady increase in publications from 2000 to 2024, with
a significant surge in more recent years (2018-2024). The rise in interest in utilizing Al
for sustainable development is a result of increased academic and practical attention.
As posited by [35], the period between 2015 and 2022 witnessed a significant increase
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in Al research specifically focused on health-related SDGs. This is likely due to the
quick progress in technology and the heightened worldwide emphasis on sustainabil-
ity. The changing research emphasis is seen in the prevalence of certain words like
“machine learning,” “deep learning,” and “natural language processing,” suggesting a
transition towards specialized applications of Al. Concurrently, the focus on concepts
such as “sustainability,” “water,” “agriculture,” “biodiversity,” and “quality of education”
emphasizes how Al research is in line with specific SDGs. This is in tandem with [5]
who demonstrated that Al applications in sustainable development encompass predic-
tion algorithms, machine learning techniques, and neural networks. This helps shape
policy and financing decisions and brings attention to future research areas.

A look at contributions from different academic journals demonstrates the grow-
ing importance of specialized publications in distributing research on Al and SDGs.
Renowned publications including Sustainability (Switzerland), Lecture Notes in Com-
puter Science, and Remote Sensing have established themselves as primary references,
showcasing the interdisciplinary character of the research, which was also confirmed by
[36]. The journals, including Sustainability (Switzerland), have exceptional effect and
influence, as evidenced by their h-index, g-index, m-index, and total citation counts.
The broad spectrum of journals reflects the extensive interest in the role of Al in tack-
ling different SDGs, offering valuable insights for academics who are looking for the
best outlets to publish their work and opportunities for collaboration. As alluded to by
[37], remote sensing research predominantly centres on SDG 15 (life on land) and 11
(sustainable cities), with China and the United States taking the lead in collaborations.

Geographical analysis reveals a varied distribution of research contributions, with
China leading in terms of the number of articles, closely followed by India and the
United States. Specifically, since 2010, China has become an important factor in global
collaborations related to Al [38]. The significant levels of international collaboration,
specifically from the United States and the United Kingdom, highlight the worldwide
impact of Al in tackling SDGs and the significance of collaborations between different
countries.

The thematic analysis reveals several key themes, including “artificial intelligence,”
“machine learning,” “deep learning,” “sustainable development,” “climate change,” and
“big data.” These themes emphasize the technological, ecological, and societal aspects
of Al research about SDGs. The application of Al technology in sustainable development
is highlighted by the Word Cloud and dynamic depiction of research interests throughout
time, a phenomenon which was widely confirmed by [5]. The thematic map also provides
additional visual evidence of the relationship between various themes, highlighting the
notable progress in motor-related themes such as “climate change,” “sustainability,” and
“algorithm.” Emerging themes like “natural language processing systems” and “social
media” suggest areas that are gaining attention and could be viable routes for future
research.

LENT3

6 Implications of the Study

The findings of this bibliometric analysis offer valuable insights for academics, poli-
cymakers, and practitioners. The growing body of research underscores the need for
continued investment in Al for sustainable development. Policymakers should prioritize
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funding and supporting cross-disciplinary research to address complex global challenges
through AI. Major contributors and collaboration networks identified in this study high-
light the importance of fostering partnerships and knowledge exchange. For researchers,
engaging in interdisciplinary and international collaborations can broaden the impact and
reach of their work. Emerging themes and influential studies suggest promising avenues
for future exploration, including the ethical dimensions of Al, the scalability of Al solu-
tions in low-resource environments, and integration with other technologies like IoT and
blockchain. These areas hold potential for advancing Al’s role in achieving sustainable
development goals on a global scale.

6.1 Theoretical Implications

Theoretical insights reveal a need for frameworks that support responsible Al design,
particularly in ethical and diverse contexts. Current models do not fully address the social
complexities Al encounters when applied to sustainable development, suggesting room
for interdisciplinary theories that incorporate ethical, cultural, and environmental factors.
These theories could help clarify AI’s potential and limitations within the SDGs, shaping
guidelines for responsible and context-aware Al applications that align with long-term
sustainable development goals.

6.2 Practical Implications

AT’s practical contributions to the SDGs are already visible in areas like climate action,
healthcare, and education. Predictive models driven by Al are helping communities pre-
pare for extreme weather events, while healthcare applications are enhancing diagnostics
and treatment accessibility, especially in underserved areas. In education, Al supports
personalized learning, making it easier to meet the needs of diverse students. However,
ethical challenges persist, particularly around data privacy and algorithmic bias, under-
scoring the need for responsible Al practices that prioritize transparency, inclusivity, and
sustainability.

6.3 Limitations

This study, while informative, has a few important limitations. First, it relies solely on
data from Scopus, which may overlook relevant research in other databases, potentially
limiting the scope. Additionally, the study is largely quantitative, which captures broad
trends but misses deeper qualitative insights from practitioners and case studies. Another
limitation is the timeframe, which may miss the most recent shifts in this fast-evolving
field. Lastly, the breadth of SDG topics means findings may not apply equally across
all goals. AIs role in some areas, like poverty reduction, is less represented and could
benefit from dedicated research attention.

6.4 Future Research

Future research in Al for sustainable development can take several meaningful directions.
A key focus could be on creating AI models that are tailored to the unique challenges and
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resources of different regions, enhancing local relevance and effectiveness. Ethical con-
siderations are also crucial and future research could establish frameworks that prioritize
privacy and data ownership, which would help build trust among users. Another vital
area is examining the long-term societal impact of Al on things like workforce dynamics
and community resilience, as the effects of these technologies unfold over time. There is
also a growing need for “Green AI” solutions that reduce energy demands, aligning with
environmental SDGs. Equally important, interdisciplinary collaborations can provide
a well-rounded approach to Al in sustainable development, bringing together insights
from various fields to address complex, multi-dimensional goals.

7 Conclusion

This study emphasized the growing impact of Al in advancing the SDGs, with research
showing a strong global and interdisciplinary effort. Key players and emerging areas
of focus point to exciting uses of Al, from enhancing climate resilience to improving
healthcare access, though ethical issues like data privacy and fairness are essential to
address. To fully harness AI’s potential for sustainable development, future efforts should
prioritize responsible, adaptable, and collaborative approaches. This analysis provides a
valuable foundation for researchers, policymakers, and practitioners aiming to align Al
innovations with real-world sustainability goals.
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